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Mpeaucnosue

1 NOANOTOBJIEH O6wecTBOM C OrpaHU4EHHON OTBETCTBEHHOCTLIO «HayuHO-npoussoacTBeHHas up-
ma «Kpucrann» (OO0 «HM® «Kpucranny») u O6LLECTBOM C OrpaHUYEHHOW OTBETCTBEHHOCTLIO «MHdOpMa-
LUMOHHbIN aHANUTUYECKUI BbIMUCANTENBLHBLIN LIeHTP» (OO0 «UABLI») Ha ocHoBe COOCTBEHHOrO nepesoja Ha
PYCCKUIA AA3bIK aHINOA3bIYHON BEPCUU CTaHAAPTa, YKa3aHHOIO B MyHKTe 4

2 BHECEH TexHuuyeckum komuteToM no craHaaptusauum TK 22 «MHpOpMaLMOHHbIE TEXHONMOTUN»

3 YTBEP>KOEH Y BBEJIEH B IECTBME npukasom defepanLHOro areHTCTBa N0 TEXHMYECKOMY pery-
NUPOBaHUIO U MeTpornorum ot 8 Hoabpa 2013 . Ne 1539-ct

4 Hacroawwmn ctaHgapt ugeHtudeH mexayHapogHomy craHgapty MCO/MOK 29100:2011 «MHdopma-
UMOHHas TexHonorna. Metoabl u cpeactsa obecneueHuss 6esonacHocTu. OCHOBbLI obecneyeHuss NpUBaTHoO-
ctuy (ISO/IEC 29100:2011 «Information technology — Security techniques — Privacy framework», IDT).

HaumeHoBaHWe HACTOAILLEro CTaH4apTa U3BMEHEHO OTHOCUTENbHO HAUMMEHOBAHUS YKA3aHHOTO MeXay-
HapOoAHOro ctangapra ana npueeaeHus B coorsercrene ¢ FTOCT P 1.5—2012 (nyHkT 3.5)

5 BBEJEH BIMEPBbIE

6 NEPEN3JAHUE. AxuBapb 2019 T.

lpasuna npumeHeHuUs Hacmosweeo cma+Hfapma ycmaHoerneHb! 6 cmambee 26 ®edepanbHO20 3aKoHa
om 29 uroHsa 2015 2. Ne 162-03 «O cmandapmu3sayuu e Poccutickoli ®edepayuuy». NHgpopmayus 06 us-
MEHEHUSX K HacmosaweMy cmaHdapmy nybrnukyemcs e exe200HOM (no cocmosaHulo Ha 1 ssHeapsi mexkyuie2o
200a) uHopmayUoOHHOM yKazamerne «HayuoHanbHbie cmaHlapmbly, a oguyuaribHbill mekcm u3MeHeHull
U 10MnpasoK — 8 EXeMEeCAYHOM UHGOPMaUUOHHOM yKazamene «HayuoHanbHbie cmaH@apmel». B cnyvae
nepecmompa (3aMeHbl) Ui OmMMeHbI Hacmoswezo cmaHdapma coomeememeyiowiee yeedomneHue bydem
onybnukosaHo 8 bnuxaliieMm 6billyCKe EXeMECAYHO20 UHOPMAaUUOHHO20 yKasamernsa «HayuoHarbHbie
cmanOapmbiy. Coomeemcemeyroujas uHgopmayus, yeedoMneHue U mekcmbsl pasmewjalomes makxe e uH-
¢hopmayuoHHOU cucmeme obLyez0 nonb3oeaHus — Ha ochuluarnbHoM caiime ®edepanbHo20 azeHmemea o
MEeXHUYECKOMY peaynupoeaHuio U Memporioauu e cemu lhmepHem (www.gost.ru)

© IS0, 2011 — Bce npasa coxpaHsIoTCcA
© CrangaptutHoopm, opopmnenue, 2014, 2019

Hacrosimin craHaapt He MOXET GbiTh MOMHOCTLIO MU YaCTUYHO BOCNPOU3BEAEH, THPKUPOBAH U pac-
NPOCTpPaHeH B Ka4ecTBe 0mLManLHOTO usgaHna 6es paspelwenus deaepanbHOro areHTCTBa Mo TEXHUYECKO-
MY PErynupoBaHuUIO N METPONOTUK
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BBeneHue

HacToawuin ctaHaapt npeaocTaBnseT BbICOKOYPOBHEBYIO CTPYKTYPY ANS 3aluUTbl NEPCOHANbHON UAEH-
TudmkaumoHHoin nucpopmauuu (MNK) B npegenax cuctembl MHPOPMALUOHHO-KOMMYHUKALMOHHOW TEXHOMO-
run (MKT). OH siBnsieTca oOLwmmM no CBOeMy xapakTepy, onpeaensier MecTo OpraHM3aunOHHbIX, TEXHUYECKMX U
npoueaypHbIX acnekToB B 00LLEN CTPYKType 0B6ecneyeHnss NpuBaTHOCTU.

CTpykTypa obecneyeHunss NnpMBaTHOCTU NpeAHa3HavYeHa aAnsi COAEenCcTBUsl OpraHu3auusiv B onpeaeneHum
TpeboBaHuii k cBA3aHHbIM ¢ MU mepam 3awmTel npuBatHocTU B cpeae UKT nocpeacreom:

- NPOABWXKEHUST 0BLLEN TEPMUHONOTUK, CBSI3aHHOW ¢ obecneyeHneM NpuBaTHOCTY;

- onpepeneHus cybbekToB U ux ponen npu obpabotke MAU;

- onucaHua TpeboBaHUi K MEPAM 3aLUMThbI MPUBATHOCTH;

- CCbIKM HA W3BECTHbIE NPUHLMMLI 00ECNeYeHUs NPUBATHOCTHU.

B HEKOTOpbIX CTpaHax CCbIMKM HACTOSILLEro cTaHgapra Ha TpebGoBaHNsA K MepaM 3alumUTbl MPUBATHOCTH
MOTFYT pacLeHMBaTLCA Kak AOMOMHEHWE K 3akoHoAaTenbHbiM Tpebosanuam sawmtel NMUN. N3-3a pactyliero
yncna MHAOPMAaLMOHHO-KOMMYHUKALMOHHBLIX TEXHOMNOIMIA, KoTopble obpabaTeiBatoT MNUN, BaXKHO NPUMEHSATL
MeXOYHapOoAHbIe CTaHAApPTbl N0 MHPOPMALMOHHOK 6e30nacHOCTU, KOTopblie obecneunBaroT obLuee NoHMMa-
Hue 3awutbl NMAW. Hactosawmii ctaHaapT npegHasHadeH Ans ynyyqlleHus CyLecTBYoWmuX cTaHgapToB 6es-
OMAacHOCTW NOCPEACTBOM COCPEAOTOMEHNUS 3HAYMTENBHOTO BHUMAaHUS Ha obpaboTke MUN.

PocTt kommepyeckoro ucnons3osaHus u LeHHoctu MU, coeMmectHoro ucnonbsosanus NN pasHbiMu
CTpaHaMu, a TaKKe pacTyLLas CroXHoCTk cuctem UKT MOryT yCnoxHuTb Ans opraHu3agum obecneveHme npu-
BaTHOCTU M JOCTUXKEHNE COOTBETCTBUS Pa3NUYHbIM 3akoHaMm. Jluua, 3amHTepecoBaHHbIe B 00eCneYeHnn npu-
BaTHOCTU, MOTYT NPEAoTBPaTUTb BOZHUKHOBEHWE HEYBEPEHHOCTM U HEJOBEPUA NMOCPEACTBOM HaAMeXaLlero
obpalleHunsa ¢ npuBaTHON UHdOpMaUMen, a Takke nsberas cnyyaes HenpaBubLHOIO ucnonb3osaHus NUN.

Mcnonb3oBaHue HaCTOALLEro cTaHaapTa Npu3BaHo:

- COAENCTBOBATb NPOEKTUPOBAHUIO, peanu3auuu, akcnnyarauun u noaaepxke cucrem UKT, kotopbie
obpabarbiBatot MU n obecnedmsaloT ee 3aluTy;

- CTUMYNUPOBAaTb MHHOBALIMOHHbIE PELLEHUs], No3Bonsowme obecneunsars 3awmty NMAN B cucremax UKT;

- COBEPLUEHCTBOBAaTL KOPNOPAaTUBHbLIE NPOrpamMmMbl 00ecneYeHns NpUBaTHOCTM bnarogaps UCNOnNb30Ba-
HUIO NyYLLUX NPaKTUYECKUX MPUEMOB.

CTpykTypa obecne4eHns NpMBaTHOCTH, NPEACTABNEHHAs B HACTOALLEM CTaHAAPTe, MOXET CIYXMUTb OC-
HOBOW AN AOMONHUTENBHBIX MHULMATKMB NO CTaHAApTM3auun o6ecnevyeHns NPUBaATHOCTH, TakKUX Kak:

- TEXHUYECKAs 3TArIOHHAA apxXuTeKTypa;

- peanu3aums u UCNoNb30BaHNE KOHKPETHBIX TEXHOMOMNI 06ecneyYeHUs NPUBATHOCTM M OBLLIEr0 MEHEeK-
MEHTa NPUBaTHOCTY;

- Mepbl U CpeacTBa KOHTPONS U YNPABIEHUS NPMBATHOCTBLIO ANA NpoueccoB 06paboTku AAHHbIX B paM-
Kax ayTCOpPCUHra;

- OLIeHKa PUCKOB NPUBATHOCTH;

- onpegeneHHble TexHu4Yeckne cneuudukauuu.

HekoTopble cTpaHbl MOryT notpe6oBaTh COOTBETCTBMA C OAHWUM wnu Gonee AOKYMEHTaMu, Ha KOTO-
pble UMEIOTCA CCbIIKU B NOCTOAHHO AeNncTBylolwemM aokymeHte 2 P 5 MCO/M3K CTK 1/MK 27 «bubnuo-
rpachmyeckuin cnUCoK ouumnanbHbiX AOKYMEHTOB No npuBatHocTuy [ISO/IEC JTC 1/SC 27 WG 5 «Standing
Document 2 (WG 5 SD2) — Official Privacy Documents References»] [3], unu ¢ apyrumm COOTBETCTBYIOLLIMMU
3aKOHaMU U HOPMATUBHBIMU AOKYMEHTaMM, HO HACTOSILLMIA CTAHAAPT He NPEeAHA3Ha4YeH CNY>XUTb NPUMEpPOM
HW rmobanbHOM MoAEenNn CTPaTerun, HU 3aKOHOAATENbHOW OCHOBBI.

NCO/M3K 29100 noarotoeneH coBMecTHbiM TexHunyeckum komutretoM MCO/MIK CTK 1 «MHdopmaLu-
OHHas TexHonorusy, Moakomutetom MK 27 «MeTtoabl u cpeacTea o6ecneveHusa 6e3o0nacHOCTUY.
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HAUMOHANBbBHBLIN CTAHOAPT POCCUNUCKOWN PEOLEPALUMN

MudopmaunoHHaa TexHonorua
METOAbl N CPEACTBA OBECINEYEHUA BE3OMNACHOCTU
OcHOBbI 06ecneyeHnsi NPUBATHOCTU

Information technology — Security techniques — Privacy framework

Dara BBegeHuna — 2015—01—01

1 O6nacTb NpUMeHeHusA

B HacToslLLeM cTaHaapTe NpeacTaBrieHa CTpykTypa obecneyeHus NpuBaTHOCTM, KOTOpast:

- ycTaHaBnuBaeT 06LLYI0 TEPMUHONOIMIO NPUBATHOCTH;

- onpegenseTr cybbekToB U ux ponu B 06paboTke nepcoHanbHON uaeHTuuKkaymoHHon nHdopma-
uum (MAN);

- OMUCLIBAET COOBPaXKEHUS, KacaloLMeca Mep 3aLlyTbl NPUBATHOCTH;

- NPefOCTaBNAET CCbINIKU HA U3BECTHBIE NMPUHLMNBI 06ecneYeHust NpUBaTHOCTY.

HacTosawwmii ctaHgapT npegHasHa4yeH Ans hU3ndeckux nuy U opraHu3auuii, BOBIIEYEHHbIX B Onpe-
AeneHne ocobeHHOCTeN, NnpuobpeTeHne, MOgENUPOBaHWE, NPOEKTUPOBAHUE, CO3aHne, TECTUPOBAHUE,
obcnyxuBaHue, ynpasneHue u yHKLUMOHUPOBAHWE CUCTEMbI MHCHOPMALMOHHO-KOMMYHUKALIMOHHBIX TEX-
Honoruii (MKT) unu yenyru, rae ans oopadotku MU TpebyioTca mepbl U CpeacTBa KOHTPONSA U ynpasne-
HWUS NPUBATHOCTHIO.

2 TepMuHbI U onpeaeneHus

[ns uener HaCTOSILLETO CTaHAAPTA NPUMEHSIIOTCS CreQYIoLMe TEPMUHBI U ONPEAENEHUS.

MpumedaHune — B uensx ynpoLleHnsl UCNoNb30BaHWUSA ceMeincTBa MexayHapogHbIX cTaHgapToB MCO/MIK 27000
B CNeLndUYEcKOM KOHTEKCTe NPUBATHOCTW W UHTErpauun NoHATUI NMpUBATHOCTU B KOHTekcTe MCO/MOK 27000, B Ta-
6nuue, npuBeAeHHoW B npunoxeHun A, npeacraBrneHbl noHsTus MCO/MOK 27000, cooTBeTcTByiOLME MOHATUSIM
MCO/M3K 29100, ncnonb3yemMbiM B HACTOSILLLEEM CTaHAapTe.

2.1 aHOHMMHOCTB (anonymity): CBOIMCTBO MHPOPMALIUK, HE MO3BONAIOLLEE NPSAMO UMM KOCBEHHO Onpe-
aenutb obnaparensa MAN.

2.2 o6esnuuuBanme (anonymization): Mpouecc, nocpeacrsom kotoporo MUU nsmensieTcs Tak, 4to 06-
naaarens MAN He MoxeT ObITb ONO3HAH NPSAMO UITM KOCBEHHO HU camum onepatopom MW, Hu B COTpyaHU-
yecTBe ¢ NoOOV APYroi CTOPOHOM.

2.3 o6es3nunyeHHble AaHHbIe (anonymized data): [laHHble, KOTOPbIE NOMTyYEHbI B pe3ynbrare npouecca
o6esznuunsanuns NUA.

2.4 cornacue (consent): [10GpOBONbLHOE, KOHKPETHOE U OCO3HAHHOE pa3spelueHne, gaHHoe obnapare-
nem MNUA Ha o6paboTky ero MUN.

2.5 npentudpmumpyemocte (identifiability): Ycnosue, pesynsratoMm KOTOPOro sIBMSIETCA NpAMas Unu
KocBeHHan uaeHtTudukaumsa obnagarens NMUU Ha ocHoee gaHHoro Habopa MUN.

2.6 upenTudpuumposarb (identify): Ycranasnueate cBsi3b mexxay obnagarenem NN u MUN unm Ha-
6opom MUN.

2.7 upentudukaumonnbie AaHHble (identity data): Habop atpuByToB, KOTOpLIE NO3BONSAIOT UAEHTUDU-
yuposaTtk obnagarens NMUN.

WsnaHune odpuumanbHoe
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2.8 cornacue Ha o6pabotky (opt-in): MNpouecc unu TMN NONUTUKK, NOCPEACTBOM KOTOpOW obnaaartenb
MNN o6a3an npeanpuHATL AeWCTBUE, YTOOLI BbIPA3uTb onpeaeneHHoe, sicHoe U 3abnaroBpemMeHHoe Corna-
cue Ha o6paboTky ero MU AnA KOHKPETHON LIENW.

MpumevyaHnune — [pyruM TEpPMUHOM, YacTO UCMONb3yeMbIM B OTHOLLEHWM MPUHLMMNA NPUBaTHOCTU «cornacue
1 BbIGOP», ABNAETCA TEPMUH «3anpeT Ha 06paboTKy». C ero NoMoLLbIo ONMMCHIBAETCA NPOLECC MW TUM NOSNIUTUKK, NOcpes-
cTBOM KoTopoW obnagatenb MU obssaH npeanpuHsATL OTAENbLHOE AeiCTBUe, YTOGLI OTKasaTk UM O0To3BaTh cornacue
nu6o BOCNpenATCTBOBaTL OCYLLECTBREHUIO onpeaeneHHoro Buga obpabotku ero MW, Micnonb3oBaHue NONMTUKKA OTKasa
oT 06paboTkn npeagnonaraet, YTo onepatop MM obnagaeT npaBom ob6paboTku MNMNU HazHauyeHHbIM o06pa3om. [Mog sTUM
npaBoM MOXET nofpasyMeBaTbca Hekoe felicTBue obnagarens MNUN, otnuyatoeecs ot cornacus (HanpuMep, pasmelle-
HWe 3aKa3a B OHNMaWHOBOM MarasuHe).

2.9 nepcoHanbHaa naeHTudukaumonHaa uHgopmaumsa; NN (personally identifiable information,
Pll): Mo6as uudopmayus: (a) koTopas MOXET MCNONb30BaThCA AN uaeHTudukayumn obnaaarena MUK, ko-
TOpOMY Takas uHcpopmayua npuHaanexur; (b) KoTopas NPAMO UM KOCBEHHO YXKe CBA3aHa UM MOXET ObITb
cBsi3aHa ¢ obnagarenem NMAN.

MpumeyaHune — [ndaToro 4ytobbl onpegenuTb, ABnseTca nu obnagarens NUU ngeHTuduyupyemelm, cnegyet
y4yecTb BCe CpeAcTBa, KOTOpble MOTYT ObiTb KOPPEKTHO UCMONB30BaHbI JIULIOM, 3aMHTEpecoBaHHLIM B 06ecnedeHumn npu-
BaTHOCTH, BriafietoLLMM JaHHbIMU, Unu Nioboii Apyroil cTopoHoi Ans uaeHTudukayum aToro ¢puandeckoro nuua.

2.10 onepatop MUY (PII controller): Jluuo, 3amHTepecoBaHHOe B 06ecneyeHnm NnpuBaTHOCTU (Mnu nuua,
3auHTepecoBaHHbIE B 06ecneyeHnm NpuBaTHOCTU), KOTOPOE onpeaensieT uenu u cnocobbl 06paboTtku MU, B
oTnuyMne OT hn3n4eckmx nuL, UCNOMNb3YIOUX AAHHBIE B NIMYHbLIX LIENSX.

MpumevyaHne — Onepatop MU MoxeT faBaTb yKazaHWs JpyruM (Hanpumep, TpeTbeid CTopoHe) no obpaboT-
ke MKW oT ceoero nuua, B To BpeMs Kak OTBETCTBEHHOCTb 3a 06paboTKy ocTaeTcsa Ha onepaTope MNMUN.

2.11 oonapatens MUU (Pl principal): ®uandyeckoe nuuo, K KoTopomy oTHocutcsa MNMUN.

MpuMevyaHne — B 3aBUCUMOCTM OT CTPaHbLI M KOHKPETHOIO 3aKoHa B 06MacTu 3aLmThl AaHHbLIX U obecneyeHus
MPUBATHOCTU CUHOHWUM «CYBLEKT aHHbIX» MOXET GbITh Taloke UCTIONb3oBaH BMECTO TepMUHa «obnagarens M.

2.12 o6pabotumnk NMUU (Pl processor): JTuyo, 3anHTepecoBaHHoe B obecneyeHnn NpmBaTHOCTU, KOTO-
poe obpabarbiBaet MU OT UMEHM M B COOTBETCTBMM C MHCTPYKUMAMU onepatopa MNUN.

2.13 HapyweHue npuBaTHOCTM (privacy breach): Cutyauus, korga NN o6pabaTtbiBaeTca B HapyLue-
Hue 0A4HOro unu Bonee COOTBETCTBYHOLLMX TPeOOBaHUI 3aLUMTLI MPUBATHOCTMU.

2.14 Mepbl 1 cpeacTBa KOHTPOSIA U yNpaBrieHUA NPUBATHOCTBLIO (privacy controls): Mepbl, koTopble
06pabaTbIBalOT PUCKN MYTEM CHUMKEHMUS UX BEPOATHOCTM UNWN UX NOCNEACTBUNA.

MpumevaHuns

1 Mepbl 1 cpefcTBa KOHTPONA W yNpasieHnsa NpUBaTHOCTLIO BKIIOYAKT OpraHn3aLUnoHHble, pusndeckne u TexHu-
Yeckne Mepebl, HanpuMmep: NOMUTUKKM, MpoLeaypbl, PEKOMEHAaLMKN, 3aKOHHbIE KOHTPaKThI, MPaKTUKW MeHefXMEeHTa Unun
opraHu3aLnoHHbIE CTPYKTYPHI.

2 Mepa 1 cpefcTBO KOHTPOIS U yNpaBreHUst MPMBaTHOCTbLIO TaKXKe MPUMEHSIOTCA Kak CUHOHWUM 3aLUTHBIX Mep Unu
KOHTpMeEp.

2.15 TexHonorusA, ynyvwarlas oéecneyeHme npuBaTHocTH (privacy enhancing technology, PET): Mepa
W CPEACTBO KOHTPOMNA U YNPaBMneHusi IPUBaTHOCTbIO, COCTOALLAA U3 Mep, MPOAYKTOB UMN CepBUCOB cuctembl UKT,
KOTOpble 0GeCneYMBatoT 3aLLumMTy NPMBaTHOCTU NYTEM YHUUTOXEHUST UK cokpaLleHns obbema MU, unu npeaor-
BPALLEHUSA HEHYXHON U/unu HexenatenbHoi 0bpaboTkn MU 6e3 notepu yHKUMOHaNLHOCTU cucteMbl UKT.

MpuMmeyaHmna

1 MpuMepamu UCNoOnNbL30OBaHWA TEXHONOrMKM, ynydlwarolei obecnedyeHne nNpuMBaTHOCTU, ABMAIOTCA CpeAcTBa
06e3NN4MBaHNSA U NCEBAOHUMU3ALIMK, KOTOPLIE YCTPaHSIOT, YyMeHbLUAIOT, MackupytoT unu obesnuymsatot NN nuéo
npefoTBpaLyatoT HEeHYXHYI0, HeCaHKLMOHMPOBaHHY W/Mnu HexenaTenbHyto o6paboTky MU, HO He orpaHU4uBa-
HOTCA UMM,

2 MackupoBaHue ABMAeTCA NPOLEeCCOM, pe3ynsraToM KOTOpOro ABMnAeTcs 3aTpygHeHne noHumanus MNMAN.

2.16 nonutuka npuBaTHoOCTM (privacy policy): O0Llee HamepeHne u HanpaeneHne AeaTenbLHOCTU, Npa-
BUNa u 0bs3atensCTBa, OpMantLHO BbipaxkeHHble onepaTtopoM MNW, kacarowmeca obpaboTtku MU B onpe-
AeneHHon obnacru.

2.17 npegnoyYTUTENbHbIe CNOCO6LI 06ecneyeHms npuBaTHOCTHU (privacy preferences): KOHKpeTHbIN
BbIGOp, caenanHbivi o6nagatenem MW B oTHOLIEHMM TOTO, KaK A0mMKHa BbITh 06paboTaHa AnsA onpeaeneHHon
uenu ero NMNAN.

2
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2.18 npuHUMNnbl obecnevyeHus npuBaTHOCTU (privacy principles): COBOKYNHOCTbL yTBEPXKAEHWUW, Ha-
npaeneHHbIX Ha ynpaeneHue obecneveHnem npusatHoctu MWW npu ee o6paboTke B cucremax UKT.
2.19 puck o6ecneyeHus NnpuBaTHOCTMU (privacy risk): BnuaHue HeonpeaeneHHOCTU Ha NPUBaTHOCTb.

MpumevaHus

1 B PykoBoactee 73 NCO n MCO 31000 puck onpeaenaeTcs Kak «BNusH1e HeonpeaeneHHocT Ha Lienuy.

2 HeonpepeneHHOCTb — 3TO COCTOAHME, faxe YacTUYHOe, OTCYTCTBUS MHpOpMaLUK, KacatoLenca NoOHUMaHUa unu
3HaHWA 0 coBbLITUK, ero NocneacTBUSAX UM BEPOATHOCTY.

2.20 oueHka pucka obecneyeHua npuBaTHOCcTU (privacy risk assessment): O0Lwmin NpoLEecc naeHTu-
dumkayum, aHanm3a u OLEeHUBaHMA pucka B OTHOLLEHUKU oBpaboTku MUN.

MpuMmevyaHne — 3TOT npoLecc U3BECTEH TaKXXe KaK oLleHKa BINUAHNA Ha NPpUBaTHOCTb.

2.21 Tpe6oBaHMA K MepaM 3awmnTbl npuBaTHOCTH (privacy safeguarding requirements): Habop Tpe6o-
BaHWUM, KOTOPbIE OpraHu3aunusi orkHa yuutbiBatb npu obpaboTke MNU B yactu 3awutsl npusatHocTu MAN.

2.22 nuuo, 3amHTepecoBaHHOe B obecneyeHMu npuBaTHOCTU (privacy stakeholder): dusuyeckoe
UnNu IPUANYECKOE NULO, OpraH rocyaapCTBEHHOW BRacTW, areHTCTBO UMM Kakas-nubo apyras opraHusauus,
KOTOpbIE MOTYT BNUATL, NOABEPraTbCA BAUSHWIO MU UCTILITLIBATL HA ceBe BNUSHUE PEeLUeHUs Un AedaTenb-
HOCTH, cBA3aHHON ¢ oBpaboTkoi MNN.

2.23 obpadotka NMUU (processing of PII): Mobasa onepaumsa unu COBOKYMHOCTb ONepaLui, BbiNOnHAe-
MbIX B OTHOLUeHuu NMNN.

MpumevyaHune — [pumMepsbl onepawuuil BKIOYaKOT (HO He orpaHW4nBaloTcs 3TUM) cbop, XpaHeHne, N3MeHeHue,
BOCCTaHOBIEHWE, ONPOC, pa3rnalleHne, obesnnymsaHne, NCeBAOHNUMMN3aLINo, pacrpocTpaHeHne unKu UHoe npefocTasne-
HWe, yaaneHuwe unu ynuytoxexue MUN.

2.24 ncesgoHumusaumua (pseudonymization): MNpouecc, otHocAwwmnca Kk MAN, koTopbii 3ameHsieT
NAEHTUPUKALUOHHYIO MHCpOPMAaLUIO NCEBAOHUMOM.

MpumevyaHus

1 MNceBAOHUMM3ALUMA MOXET BbINoNHATECA Nubo camumu obnagatenamu MW, nubo onepatopamu NMUN. Meesgo-
HUMMW3aLMst MOXET ncnonb3oBaTkes obnagatensamum NMUM ana nocrneoBaTensHOro UCMONbL30BaHUSA pecypca Uin cepBuca
6e3 pacKpbITUS CBOei MAEHTUUKALMOHHOW MHpOPMaLMKM B OTHOLLEHUW [aHHOTO pecypca WUnu cepsuca (Unu Mexay
cepBUCaMM), OCTaBasiChb B TO )€ BPEMSA OTBETCTBEHHbLIMU 3@ 3TO UCMOSIb30OBaHUE.

2 lNceBaoHMMU3ALNA HE UCKITIOYaET BOSMOXHOCTb CYLLECTBOBAHUA OrpaHUYEHHOro Yucna nNuu, 3auHTepecoBaHHbIX
B obecneveHun NpuBaTHOCTH, He ABNSAOLMXCA onepaTopamu MM nceBAOHUMU3NPOBAHHBLIX AaHHbIX, KOTOPblE CNOCOGHbLI
onpefensaTe UAeHTUdUKaLNOoHHYo MHopMaumio 06 obnagatensx MUK, ocHoBbIBasACH Ha NCEBAOHUMAX U CBA3AHHBLIX C
HUMW JaHHbIX.

2.25 BTopuuHoe ucnonb3oBaHue (secondary use): O6pabotka NMUN B yCnoBusax, OTANYAIOLLMXCSA OT
HayvarbHbIX YCNOBUIA.

MpuMevyaHne — Ycrosus, OTNUYAIOLIMECH OT HaYallbHbIX YCMOBWIA, MOFYT BKNOYMaTb, HANPUMED, HOBYIO Lenb
o6pabotku MK, Hosoro nonyyarens MAU u T. n.

2.26 yyBctBUTenbHasa NUU (sensitive Pll): Kateropus MU, kotopaa nubo siBNsieTca No CBOEN Npupo-
[e YyBCTBUTENLHOW, HaNnpuMep 3aTparuBaeTt Haubonee nuunyto cpepy obnaaarens NN NnuGo MoOXET OKka3bl-
BaTb 3HAYMTENbHOE BNUsiHne Ha obnaaarens MAN.

MpumevyaHne — B HekoTopbIX CTpaHaxX WNU Npu onpepeneHHslX obcTosiTenscTBax YysBcTBUTenbHas MAUN
onpeaenseTca oTHocuTenesHo Tuna M n moxeT cocTonTb U3 NN, packpbiBatoLLeil pacoByto NpUHaA1eXXHOCTb, NOMUTH-
Yeckne ybexzeHns unm penurinosHele Nnbo Apyrve BepoBaHUs, NepcoHarnbHble faHHble 0 340POBLE, CEKCYanbHOMN XU3HM
Unu npectynnenusx, u apyroi NN, koTopas MoXeT ObIT ONpeaeneHa Kak YyBCTBUTENbHAS.

2.27 TpeTbA cTopoHa (third party): Iluuo, 3anHTepecosaHHoe B 06eCneyeHn NPUBaATHOCTU, HE SIBNSIOLLEe-
csa obnaaarenem MU, onepatopom MW unu o6padorumkom MUK, a Takke pusndeckne nuua, ynornHOMOYEHHbIE
obpabatbiBaTh AaHHbIE NOA HEMOCPEeACTBEHHLIM PyKOBOACTBOM onepartopa MW nnu obpaGotunka M.

3 O6o3HaueHUs1 n abbpeBmaTypbl

MpuBeaeHHbie aanee abbpesuatypbl asnswTes 06wmmMu ana MCO/M3BK 29100:

PET — texdonorus, yny4watowian obecnedeHne npusatHoctu (Privacy Enhancing Technology);
WKT — nHdbopMaLUOHHO-KOMMYHMKALIMOHHbIE TEXHOMOIUM;

MNN — nepcoHarnbHas ngeHTudmkaynoHHasn nHopmauus.
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4 OCHOBHbIE 3NeMeHTbI CTPYKTYpPbl 06ecneYeHns NpUuBaTHOCTU

4.1 O6wmi 0630p CTPYKTYpLI 06ecneyeHuss NPUBATHOCTH

CregyioLme KOMNOHEHThI CBA3aHbI ¢ obecneyeHnem npusartHocTu u o6pabotkon MUU B cuctemax UKT
1 COCTaBMAIOT CTPYKTYPY 06ecneyeHns npuBaTHOCTU, ONMCAHHYIO B HACTOSILLEM CTaHAapTe:

- cyObEeKTbI U ponu;

- B3aUMOAENCTBUE;

- pacnosHasanue N1Y;

- Tpe0oBaHUs K MEpaM 3aLLUTbl NPMBATHOCTH;

- MONUTUKKM OBecneyeHns NPUBaTHOCTH;

- MEpbl U CPEACTBA KOHTPONS U YNpaBneHUsi NPMBaTHOCTLIO.

[na pa3paboTku AaHHOI CTPYKTYpbl 00ecnevyeHns NPUBaTHOCTU YUYUTLIBANUChL NOHATUSA, ONpeaeneHus
1 pekoMeHgauumn us Apyrmx ouumanbHbIX MICTOYHUKOB. [laHHbIA UCTOYHMK MOXET ObITb HAWAEH B NOCTOSIHHO
aencreyiowem aokymente 2 PI''5 UCO/M3K CTK 1/T1K 27 «Bubnuorpaduyeckuin cnucok ouumanbHbIX AOKY-
MeHTOB no npuBaTtHocTuy (ISO/IEC JTC 1/SC 27 WG 5 Standing Document 2 — «Official Privacy Documents
References») [3].

4.2 Cy6beKTbl M ponu

[ns uenen HaCTOAWEro CraHAapTa BaXKHO UAEHTUOPULMPOBATL CyOLEKTOB, BOBNEYEHHLIX B 06paboTky
M. CyuiecTByIOT YeTbipe TUNa cybbLEKTOB, KOTOPbIe MOTYT ObiTh BOBNEYEHb! B 06pabotky MUN: obnaaarenu
MU, onepatopsl MNN, o6paboTunku MU U TPETLU CTOPOHBI.

4.2.1 O6nagarenu NN

O6nagarenu MW npepoctasnsiot ceoto MU ans 06pabotku onepatopam NN u o6pabotunkam MUK,
n, ecnu obpaTHOE He YCTaHOBIEHO NPUMEHUMbIM 3aKOHOM, OHW AaloT Cornacue n onpeaensioT CBoW nNpeano-
YTeHUs1 B OTHOLUEHUM cnocobos obpaboTkm ux NMUN. Hanpumep, obnagarenem MU MoxeT ObiTb: paGOTHUK,
BKITIIOMEHHbIN B LUTATHOE pacnucaHme KOMNaHum, noTpebutens, yNOMSAHYTHIN B OTYETE O KPEAUTHLIX onepauu-
AX, U MaUWEHT, 3anMcb 0 340POBbE KOTOPOrO BHECEHA B 9MEKTPOHHYIO 6a3y. Utobbl cunutarbea obnagarenem
MUK, cooTBeTCTBYIOLLIEE (PM3NUECKOE NULIO HE0BA3aTeNbHO AOIMKHO ObITh UAEHTUDULMPOBAHO MO Er0 UMEHMU.
Ecnu dusmyeckoe nuuo, Kk kotopomy otHocutcs MU, moxeT GbiTb MAEHTU(PULUUPOBAHO KOCBEHHO (Hanpu-
Mep, Yepes uaeHTUMUKaTop cHeTa, HOMEpP NoNMca COLUANbHOrO CTPAXOBAHUSA UMM Jaxe Yepe3 KoMOUHaLMIO
JOCTYMHbIX MPU3HAKOB), OH UNKU OHAa Takxke siBnsitotcsa obnaagatenem MUKW ans aanHoro Habopa MUN.

4.2.2 Onepartopsl MNA

Oneparop NMNU onpeaenset, nodyemy (Uenb) 1 kak (cnocobbl) o6padarbiBaerca MUN. B gaHHON CTPYKTY-
pe onepartop MU gomxkeH o6ecneumBaTb YBEPEHHOCTb, YTO COBMIOAEHNE NPUHLMNOB NPUBATHOCTU BO BpEMS
obpabotku MUU ocyLLecTBNSETCA NOA €ro KOHTpornem (Hanpumep, NyTeM peanu3auum HeobBxoauMbIX MEpP U
CpeacTB KOHTPONS U yNpaBneHusi NpuBaTHOCTbLIO). MoxxeT cylecTBoBatb Bonee ogHoro oneparopa MNN ans
04HOrO U TOro e Habopa MU unmn Habopa onepauuii, BLINOMHAEMbIX B OTHOLEHUM MU (ansa Tex xe caMbix
UNWU pasnuyHblX neranbHbIX Lenen). B atom cnyyae pasnuuHbie oneparopbl MW A0MmKHBI COTPYAHMYATL U
obecneuynBaTh BbINOMHEHUE NMPUHLMMOB NPUBATHOCTM BO BpeMmsi obpabotku MUU. Onepartop MNMNU Takke mo-
XKET paspeLunTb BbINOSIHEHWE BCEX UK YacTu onepauui no obpatdoTke MW apyrum nuuam, 3amHTe pecoBaH-
HbIM B 0GeCneYeHmn NpuBaTHOCTH, OT cBoero nuua. Onepatopbl MU AomkHbI TWATENBHO OLEeHUBaTL, 0bpa-
6aTbIBaOT OHU YYBCTBUTENMbLHYIO UNU HEYYBCTBUTENBLHYIO MHPOPMALMIO, U PEanu30oBbIBaTh paLuyoHanbHbIe 1
OTHOCALLMECH K Aeny MEpbl U CPEACTBA KOHTPONSA U YNpaBreHusi NPUBATHOCTbIO M BE30MaCHOCTbIO HAa OCHOBE
TpeboBaHUi, yCTAHOBMNEHHbIX B COOTBETCTBYHOLLEN CTpaHe, a TaKkkKe paccMmaTpuBaTh N0O0e BO3MOXHOE Hera-
TMBHOE BNusiHME Ha obnagarenen MU B cBs3u ¢ ux naeHtTudmkaumeil BO BpemMsi OLEHKM pucka obecneveHus
NpUBaTHOCTH.

4.2.3 O6pa6oTumku NMNN

O6pabotunk MU BeinonHsieT o6pabotky MUU ot nmenn onepatopa MNUW, aeicTeyeT OT UMEHU UMK B
COOTBETCTBUM C MHCTPYKLMAMM onepaTopa MU, cobnioaaeT ycTaHOBMEHHbIE TpeboBaHua obecneveHus npu-
BaTHOCTU U peanu3yeT COOTBETCTBYIOLLME MEPbI U CPEACTBA KOHTPOMNA U ynpaBneHus NnpuBaTHOCTbIO. B He-
KOTOpbIX cTpaHax 06paboTtumk MU orpaHmyeH 3aKOHHbIM AOrOBOPOM.

4.2.4 TpeTbU CTOPOHLI

TpeTbsa cTopoHa MoxeT nony4yats MU ot onepatopa MU unu o6padotunka MUN. TpeTes cTopoHa He
obpabarbiBaer MU ot umeHn onepatopa MUN. B 0CHOBHOM TPETbSA CTOPOHA CTAHOBUTCS CAMOCTOSATENBHBIM
oneparopoM MW nocne nonyvenus 3anpawmsaemon MAN.

4
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4.3 Bzanmogencteusa

CyObeKTbl, MAEHTMMDULMPOBAHHbIE B 4.2, MOTYT B3aUMOAENCTBOBATL MexXay coBoii pa3nuyHbiM obpa-
30M. MOXHO naeHTUULMPOBAaTL CriegyroLume cueHapun, hopmupytowme notokn MAN mexay obnaaarenem
MU, oneparopom MU n o6paboTumnkom NMANN:

a) obnapatens MW npegocrasnsier MU onepatopy MU (Hanpumep, peructpauus AnsA okasaHus
ycnyru onepatopom MiAN);

b) onepatop MW npegocraensaet NN obpaboTunky MUN, koTopblit obpabaTbisaeT a1y MU 0T umexn
oneparopa MU (Hanpumep, Kak YacTb cornawueHus 06 ayTCopcuHre);

¢) obnagarens MWW npegoctaenset NN obpatotunky MW, koTopblii obpabaTtbiBaet a1y MU oT nme-
Hu oneparopa MNK;

d) onepatop MWW npegoctaenset MU obnaaatenio MWW, n oHa oTHocuTcsa k obnagarento MU (Ha-
npumep, B COOTBETCTBMU C 3anpOCOM, caenaHHbIM obnaaarenem MAN);

e) obpabotunk MU npepocrtaenset MNU obnagarento MU (Hanpumep, perynupoBaHne onepaTopom
Mny;

f) o6pabotunk MU npegocraenset MNN onepatopy NMUU (Hanpumep, nocre o6Cny>KMBaHUA/BbINONHE-
HUSA cepBuca, AN KOTOPOro OHa NpeaHasHayeHa).

Ponu obnaparens MUK, onepatopa NN, obpaboTtunka MU 1 TpeTben CTOPOHbI B AAHHbIX CLIEHApUSAX
nokasasbl B Tabnuue 1.

Heobxoaumo pasnuyatb 06paboTunkoB MNMUN 1 TpeTbio CTOPOHY, MOTOMY YTO Npu nepeckinke M obpa-
6oTumnky MM npaBoBoii koHTponb 3a MU octaetcs dyHKLUMEN nepeoHadYanbHoro onepartopa MWW, Toraa kak
TpeTba CTOPOHA ONpaBAaHHO MOXET CTaTb CaMoCTOATENbHbIM onepatopom MU nocne nony4veHua 3anpa-
wusaemoi MUN. Hanpumep, Koraa TpeTbs CTOPOHA NpUHUMAET pelueHune o nepegade MUAW, nonyyeHHON OT
onepatopa MWW, apyroin ctopoHe, oHa Byaet gelicteoBark kak onepatop MM ¢ ee co6CTBEHHLIMU NpaBamn
1 No3ToMy Bonblue He OyaeT ABNATLCA TPETbEN CTOPOHOMN.

MoxHo naeHTuuumuposaTthb criegytowime cueHapuu, popmupyiowme notokn NMUU, mexay oneparopamm
M n obpabotuukamm MU, ¢ 0QHON CTOPOHbI, U TPETLEN CTOPOHOW, C APYrON:

g) onepatop NNW npegoctaenset MU TpeTtben ctopoHe (Hanpumep, B KOHTEKCTE AeNnoBOoro corna-
LeHunA);

h) o6paboTumnk MU npegocraenset NUU TpeTben cTopoHe (Hanpumep, No ykazanuio oneparopa NMAN).

Ponu onepatopa MW 1 TpeTbeii CTOPOHBI B 3TUX CLIEHAPUAX Takke Noka3aHbl B Tabnuue 1.

Tabnuya 1— BoamoxHele notoku NN mexay obnagatenem MUN, onepatopom NN, o6paboTtunkom NUN 1 TpeTen-
MU CTOPOHaMU W UX POMSIMMI

CueHapwii O6napatens MAU Onepatop NMUAN O6paboTunk MU TpeTbA CTOpoHa
a) MoctaBLwmk MU Monyyvatens MUN — —
b) — Mocraswmk MU Mony4vatens MUN —
c) MocTasLymk MU — Monyuvatens NN —
d) Monyyatens MAA Moctraswmk NN —_ —
e) Monyuatens MAA — MocTaBwmk MAN —
f) — Monyyatens MU MocTaBwuk MAN —
g) — Mocraswmk MU — Monyyatens MAN
h) — — MocTaBLmk MAN Monyyatens MAN

4.4 Pacno3Hasanue NN

YTo0bl onpeaenuTb, CYMTAETCA N hU3MYeckoe NMUO MAEHTUULIMPYEMBIM, AO0MKHBI ObiTb NPUHATHI
BO BHMMaHWe HeKOoTopble (hakTopbl. B 4acTHOCTU, HEOOXOAUMO YYMTbIBaTL BCE CPeacTBa, KOTOpblE MOryT
onpaBAaHHO UCNOSIb30BaThCS NMULIOM, 3aUHTEPECOBAHHbLIM B 06eCneyeHnn NpUBaTHOCTU, XPaHALUMM AaHHbIE,
unu mobow Apyron CTopoHoW Ana uaeHtudukauum atoro dusmdeckoro nuua. Cucremol UKT aomiHbl noa-
aepxuBarb MexaHu3mbl, MHopmupyiowme obnagarena MU o takon NN n npegoctTaenATb pusnveckomy
1LYy COOTBETCTBYIOLLME MEPbl U CPEACTBA KOHTPOMSA U YNPABIEHUs NMPU COBMECTHOM UCNOMNb30BaHUMN 3TOM
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nHdopmauuun. B cneayioLmx noanyHKTax cCoaepxXuTca AONONHUTENLHOE pa3bsiCHEHUE TOrO, KaK ONPEAEnuTb,
cneayet nu paccmarpusarb obnaaarens NN B kauectse uAEHTUOULUPYEMOTO.

4.4.1 Upentudukaropnol

B onpeaeneHHbIx cnydasx uaeHtTudmuupyemocts obnagarens MU moxet ObiTb 04eBUAHON (HaNpu-
Mep, Koraa uHopmaLmsa COAEPXUT UMK CBA3aHa C AEHTUAUKATOPOM, KOTOPbIN MCNONb3yeTcs Ans obpatye-
HUS unu cBsa3u ¢ obnaparenem NUN). Uudpopmanma moxet ObiTb 0THECEHA K NN B cneayiomx cny4yasx:

- €CIU OHA COAEPKUT UMK CBA3AHA C MAEHTUMUKATOPOM, KOTOPLIN OTHOCUTCS K hM3UYecKoMy nuuy (Ha-
npuMep, HOMEP COLUAanbLHOrO CTPaxXOBaHUS);

- €CNY OHA COAEPXKUT NN CBA3aHa C UAESHTUMUKATOPOM, KOTOPbIN MOXET ObITb NErko CBA3aH € husnde-
CKMM NULIOM (Hanpumep, HOMEpP U Cepusl Nacnopra, HOMep c4eTa);

- €CN1 OHa COAEPXUT UMK CBA3aHa C UACHTUMUKATOPOM, KOTOPbIN MOXET MCMONb30BaTLCA ANA yCTa-
HOBJIEHUA CBA3U C naeHTUMUMpyembiM hu3andeckum nuuom (Hanpumep, ToMHOe reorpacuyeckoe MecTono-
noxxeHue, Homep TenedoHa);

- €CN1 OHA COAEKUT CCbINIKY, KOTOPas CBA3bIBAET AaHHbIE C NOOLIM U3 NAEHTUdUKATOPOB, NPUBEAEH-
HbIX paHee.

4.4.2 ipyrue OoTsIMuMTErSIbHbIE XapaKTepUCTUKIU

MaeHTnuumupyemocTb SIBASIETCA CMOCOBOHOCTLIO onpeaeneHns hu3n4eckoro nuua, K KOTOpoMy OTHO-
cutcs aaHHbiin Habop MUW. Moaromy nHdopmaumsa He 06a3aTenbHO AoMkHA ObiTh CBA3aHA ¢ uaeHTUdUKa-
TOpOM, 4T0ObI cuutarbes NMUN. UHdopmaumio moxxHo cuutatb MW, ecnu oHa Gyaet coaepxatb unu byaet
CBsi3aHa C XapaKkTepPUCTUKOW, KOTOpasl OTNINYAET OAHO (hM3UYECKOE NULO OT APYrMx dU3nYeckux nuy (Hanpu-
Mep, BuomeTpuyeckme AaHHbIE).

TMoBovi arpubyT, UMEIoLLMIn 3HaUeHMe, KOTOPLIN YHUKANbHO ono3HaeT obnaaarensa MNUN, Heobxoaumo
paccMaTpuBaTth Kak OTIIMYMTENBHYIO XapakTtepuctuky. Heo6xoaumo 0OTMETUTL, YTO HE 3aBUCUMMO OT TOTO, OT-
NUYaeT UMK He OTNMYAET JAHHAsA XapaKTePUCTUKA OAHO u3ndeckoe nULo OT APYrMX pu3ndecknx nuy, oHa
MOXET U3MEHNTLCA OT KOHTEKCTA MCNonb3oBaHus. Hanpumep, hamunuu dpusnyeckoro nuua MoxeT ObiTb He-
[A0CTaTo4HO, YTOOLI 0NO3HATHL €ro B rnmobansHOM macwrabe, HO ByaeT AOCTaTOYHO, YTOOLI OTANYUTL Pusnye-
cKoe nuuo B Macwtabe KOMNaHuM.

Kpome Toro, MOryT Takoke CyLLeCTBOBaTb CUTyaLum, B KOTOPbIX (PU3NYECKOE NULIO ABNAETCA UAECHTUDU-
LUMPYEMbIM, aXe eCINU He CyLLECTBYET HUKAKOro €AMHCTBEHHOIO NPU3HaKa, KOTOPbIN YHUKaNbLHO onpeaenser
ero unu ee. B atom cny4yae komGuHaLUs HECKOMNbKUX NPU3HAKOB, B3SITbIX BMECTE, OTNUYAET OAHO hu3nveckoe
nnuo oT Apyrux pusnyeckux nuy,. Bo3MOXXHOCTb OTHECeHMs Hekoero hmanmyeckoro nuua K uaeHTuduympye-
MbIM UCXOAS U3 KOMOMHALMM NPU3HAKOB MOXET TakKe 3aBUCETb OT KOHKPETHOW obnactu. Hanpumep, komou-
HaLMMn MPU3HAKOB «KEHLLUMHAY», «45y, «afBOKaT» MOXET ObITb AOCTATOYHO AN MAESHTUMUKALUKN HEKoero du-
3MYEeCcKOoro nuua B npeaenax onpeaeneHHon KoMnaHum, HO 3a4acTyo 9TUX NPU3HAKOB ObIBAET HEAO0CTaTOYHO
ANs UAeHTUMUKALMKU 3TOTO Xe (PM3NYECKOro nuLia 3a npeaenamMm aTow XKe KOMMNaHuu.

B Tabnuue 2 npuBeaeHbl HEKOTOPbIE NPUMEPLI aTpubyToB, KOTOopble Mornu 6kl 6biTe MAN B 3aBUCUMO-
CTU OT cpepbl AeATENBHOCTU. OTU NPUMEPLI ABNAOTCS MHPOPMATUBHBLIMU.

Ta6nuya 2— MpuMepbl aTpUbyToB, KOTOPLIE MOTYT UCTONB3OBATLCA AN UAESHTUMUKALMU (U3NHECKUX UL

Mpumepsbl

BospacT unn ocobble NoTpebHOCTU YA3BUMBIX HU3UHECKUX NuLy
3anBrneHne 0 KPUMUHANBHOM NoBefeHUn

Iobas nHdopmaums, cobpaHHas Bo BpeMs OKasaHWs MEAULIMHCKUX YCIyr
Homep BaHKoBCKOro cHeTa UMW KpeauTHON KapTbl

BuomMeTpuyeckuii ngeHTUdUKaTOp

MHbopmaLusa o KpeauTHoO kapTe

Ocyx/fieHne B yronoBHOM MOPAAKE UK COBEPLUEHHbIe NPeCTYNNeHns
Oty4eThl 06 YroroBHOM paccrefoBaHuu

ABOHeHTCKW Homep

[aTa poxgeHus

NHdopmaLms o fUarHocTke COCTOSIHUS 3[0pOBLS
HeTpyaocnocobHocTb

[okyMeHT o HETPYAOCNOCOGHOCTH

CefeHus o 3apalboTHOI NnaTe crnyxallux 1 taiinel otTaena kagpos
OuHaHcoBas UHpOpMaLms

Mon
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OKoH4YaHue mabnuupl 2

MNpumepbl

[aHHble GPS o mecTononoxeHuu

Tpaektopuu GPS

HomaluHnii agpec

IP-agpec

MHdopmaLua o MecTononoXeHuu, Nony4eHHas oT TENEKOMMYHUKALMOHHBLIX CUCTEM
WcTtopus 6onesnu

damunus

locyaapcTBeHHblE naeHTUUKaTopLl, HaNpUMep HOMep 1 cepusa nacnopTa
Anpec NUYHON 3NEKTPOHHOA NOYThLI

JInyHble npeHTuduKaLmoHHble Homepa (PIN-koabl) unu naponu

JIn4yHbIe MHTepechl, NonyyYeHHbIe U3 oTcneXuBaHus Beb-caitTo NHTepHeTa
JIM4HBIA MK NoBeeHYeCcKuiA cTepeoTun

HomMep nnyHoro TenedoHa

®doTorpadpust Unn BUAEO, Mo KOTOPbIM MOXHO UAEHTUDULMPOBATL YenoBeKa
MpeanoyTeHus, kacaroLmecs NPOAYKTOB U yCryr

PacoBoe nnu sTHU4eckoe NpoucxoxaeHue

Penvrnosnble unu cdunocodckue ybexaenuns

CekcyanbHas opueHTayus

UneHcTBO B npodcotosax

CueT 3a KOMMyHarbHbIE YCryrn

4.4.3 Nudopmauus, KOToOpas CBs3aHa UNU MOXeT ObITb CBA3aHa ¢ obnapgarenem NMNUU

Ecnu paccmarpuBaemas uHcgopmauums He uaeHtudmuymupyet obnaaarens NMUA, To omxHO ObITb onpe-
AeneHo, CBA3aHa N MHAOPMAaLUS UNKU MOXET NN OHA OblTb CBA3aHA C MAEHTU(PUKALUOHHBIMU AAHHLIMU
duaunyeckoro nuua.

[Mocne ycTaHOBNEHUA CBA3U C UAEHTUMULMPYEMbIM (PU3NYECKUM NMLOM HEOOXOAUMO peLunTb, CO06-
wiaet nu 4to-nnmbo uHdopmauusa o 4aHHOM husnM4ecKkom nuue, Hanpumep, eCcniv OHa CBsi3aHa C ero unu ee
xapakrepuctukamum nubo nosegeHuwem. Npumepsbl BKMIOYAOT Uctopun 6onesHun, puHaHCOBYIO MHAIOPMAaLUIO
UMW TNIMYHBIE UHTEPECHI, NOJIyYEHHbIE NOCPEACTBOM OTCNEXMBAHUS UCMONb30BaHUsA Beb-canToB MHTepHeTa.
MpocTble coobLeHnst 06 OTNUUYUTENBHBIX YepTax (PU3NYECKOro NuLa, Takmx Kak BO3pacT unu non puanyecko-
ro nuua, MOoryT Takke KsanuduumpoBaTb CBA3AHHYIO ¢ HUM uHGopmaumio kak NMUN. HesaBucumo ot 3T0rO,
ecnu cBA3b C uaeHTUULMpyeMbIM PUINYECKUM NMMLOM MOXET ObITb YCTAHOBNEHA, Takasi MH(OPMaLUs Tak-
e pomkHa obpabartbiBatbea kak MAN.

4.4.4 NceBAOHUMHbIE AaHHbIE

Y106kl OrpaHn4nTL BO3MOXHOCTbL onepaTtopos u obpabotunkos MU naentuduumposarb obnagarens
MAN, ngeHTnukaumoHHaa nHpopmauusa MOXeT ObITb 3ameHeHa ncesgoHuMamu. Takasa 3ameHa 0ObIYHO Bbl-
nonHsetca nocraswmkom NN go nepegaumn MM nonyyarenio MK, B 4aCTHOCTU KaK YKa3aHO B CLiEeHApUsIX
a, b, c,g, htabnuubl 1.

[Mpu HekoTOpbIX NpoLeccax GU3Heca nonaraTca Ha Ha3Ha4YeHHbIX 00paboTUMKOB, KOTOPbIE BbIMOMHSIIOT
3aMEHY W KOHTPONUPYIOT Tabnuuy unu PYHKUUIO HasHayeHus. 3a4actyio 910 ObiBaeT Toraa, Korga cyllecrByeT
HeobxoAMMOCTb 06paboTKM YYBCTBUTENbHBIX AAHHBIX NULAMU, 3aUHTEPECOBAHHLIMU B 0BECNeYeHnn npuear-
HOCTU, HE NPOU3BOAUBLUMMM UX COOP.

3ameHa, paccMmatpuBaemas Kak nceBogoHMMMU3aLma, obecneynBaeT CneayoLee:;

a) ocrtaBLuMecst aTpubyTbl, CBA3AHHbIE C NCEBAOHUMAMU, HEAOCTATOUHbI ANst MAEHTUdKMKauum obnaaa-
Tensa MKW, K KOTOPOMY OHU OTHOCATCS;

b) nceBaoOHMMBI Ha3Ha4aoTCst Tak, YTOObI MX UCMONb30BaHWUE NS BbINONHEHUS 0OpaTHOro AENCTBUSA He
MOTTO OCYLLECTBATLCA AaXe MPU 3aTpayunBaHUKN 3HAYUTENbHbIX YCUTUIA NMMLAMU, 3aMHTEPECOBAHHBIM B 00e-
CNEeYeHMMN NPUBATHOCTU, KPOME TeX NUL, KOTOPbIE YNOMHOMOYEHbI 3TO AenaTh.

MceBaOHMMU3ALMS COXPAHAET BO3MOXHOCTb YCTAHOBMEHUA CBA3U. MOXHO YyCTaHOBWUTbL CBA3b MEXAY
PasnuyHbIMKU AAHHBIMW, CBA3AHHBIMK C OQHUM U TEM Xe NceBAOHMMOM. Yem Gonblue 06beM AaHHbIX, CBS-
3@HHbIX C AaHHLIM NCEBAOHUMOM, TEM DOMbLUEe PUCK TOrO, YTO CBONCTBO(a) ByaeT(yT) HapyweHo(bl). Bonee
TOro, YeM MeHbLUE rpynna dU3NYECKUX NKL, K KOTOPbIM OTHOCUTCA HABOP NCEBAOHUMHbIX AaHHbIX, TEM 60rb-
e BepOATHOCTb TOro, Yto obnaaarens MWW ctaHeT uaeHtuduuyupyembiM. MprusHaku, cogepxallmecs Hemno-
CPEACTBEHHO B MHOPMAaLMK, O KOTOPOWN UAET PeYb, U NPU3HAKKU, KOTOPbIE MOTYT ObITb NIErKO CBA3AHLI C 9TON
nHgopMaLuen (Hanpumep, NOCPEACTBOM UCMOMNb30BAHUA MOUCKOBON CUCTEMbI UK NEPEKPECTHBIX CCbINOK C
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Apyrumu 6azamu AaHHbIX), AOSKHbI ObITh NPUHATEI BO BHUMAaHUE NpU onpeaesieHun Toro, OTHOCUTCS UNK He
OTHOCUTCA UHpOPMALMA K MAECHTUDULMPYEMOMY (DUUYECKOMY NULLY.

lNceBgoHUMMU3aUna ABNAETCA AENCTBUEM, NPOTUBOMONOXHLIM 06e3nuunBanuto. Mpoueccobl 06e3nnyu-
BaHuA TaKke obecnevmBatot cBolcTea (a) u (b), NpuBeAEHHbIE paHee, HO HAapPYLLALOT BO3MOXKHOCTb YCTAHOBME-
HUs cBA3K. Bo Bpemsa obBeanuumBaHus naeHTuukaumoHHan nudopmauus nubo yaansietcs, nubo 3ameHseT-
€A NCEBAOHMMAMMU, AN KOTOPbIX PYHKUMA unn Tabnuua HasHayeHns yHuuToxaercsi. [ostomy ob6e3nmyeHHble
naHHble 6onbLue He asnsaoTesa MAN.

4.4.5 MeTagaHHbIe

MUAN moxet xpaHuTeea B cucteme UKT Takum obpasom, 4to oHa He GyaeT ABNSTLCA BUAMMOW ANS
nonb3oBarensa cucrtemsl (To ecTb obnagatens NMUW). Mpumepamu Takoi MHpopMaLMKn ABNSKOTCH hamMunus
obnagarens MW, xpaHALasaca Kak MeTagaHHbIE B CBOWCTBAX AOKYMEHTA, U KOMMEHTaPUUN UMW OTCIEXEHHbIE
U3MEHEHUSA, XpaHALMEeca Kak MeTagaHHble B 4OKYMEHTE MO MOAroToBke TekcToB. Ecnn obnagaremo NN
CTaHeT M3BeCTHO O cywlecTtBoBaHuun MUN nnm obpabotke MW ana aToi Lenu, TO OH UMK OHA, BO3MOXHO,
npeanoyTyt, utoobl NMNU He obpabaTtbiBanacb TakuM 06pa3oM UK He UCMONb30Banacb COBMECTHO.

4.4.6 Hesanpawusaemasa N1

MUK, kotopasa He 3anpolueHa onepatopom MM unm o6pabotumkom NMUN (To ecTb nonyveHa Henpes-
HaMepeHHO), MOXET Takke xpaHuTbca B cucteme UKT. Hanpumep, obnaagarens MW noteHumanbHO mMor Gbl
npenocrasuTk MU onepatopy MUK, KOTOPYIO NOCNEAHWI HE 3anpaluMBarn UM He OTbICKMBan (Hanpumep,
pononHutenobHas MWW, npegoctaensemas B KOHTEKCTe B (popme aHOHUMHOWM 0OpaTHOI CBsi3u Ha BeG-caiTe).
Puck cbopa Heszanpawumsaemoii MU MoxeT GbiTb YMEHbLIEH NyTEM PaCCMOTPEHUS Mep 3aLUMTbl NPUBATHO-
CTU BO BPEMS MPOEKTUPOBAHMSA CUCTEMBI (TAKKE M3BECTHBIX KaK NOHATUE «obecneyeHne NpMBaTHOCTU Yepe3
NPOEKTUPOBAHMEY).

4.4.7 YysctBUuTennHaa N

YyBCTBUTENLHOCTL pacnpocTpaHsercs Ha BCio MU, u3 KoTopoi MOXeT ObiTb NONy4yeHa YyBCTBUTENb-
Hasa MUW. Hanpumep, MeauUMHCKUe NpeanucaHnus MOryT nokasatb noapoGHyl0 MHOpPMALMIO O 3[10POBbE
obnagarens NMUW. Daxe ecrnu MUU He coaepuT NpAMyI0 MHOPMALMIO O CeKCyarnbHOW OPUEHTALIUM UIU
3gopoBbe obnagarens MUU, HO MOXET Mcnonb3oBaTLCA AN NONyYeHUs NoA06GHOM MHopMaumMu, TO Takas
M moxeT ObITb YyBCTBUTENBHON. [ANA uenen HactoAwero ctaHgapta NN HyxHO paccMaTpuBaTth Kak YyB-
CTBUTENbHYIO TaM, rae 3TO BO3MOXHO.

B HekoTOpbIX cTpaHax noHaTue YyBcTeutTensHon MU saBHO onpeaeneHo B 3akoHe. Mpumepom aBnaeTca
UHOPMaLMA 0 pacoBON NPUHAANEXHOCTU, STHUHECKOM NMPOUCXOXAEHUU, PEMUIMO3HBLIX UK HUNOCOdCKUX
ybexxgeHnsax, NoNMTUYECKMX B3IMAAaX, YNEeHCTBE B NpodCcoio3ax, CeKCyarnbHOM XXU3HWU UNKU OpueHTauuu, a
TaKKe 0 (PusM4eckom Unu Ncuxuveckom 3aopoBbe obnaparens NMUU. B apyrux cTpaHax 4yBCTBUTENbHAsA
MU MoxeT BKoyaTe UHGOPMaLMIO, KoTopasi Morna 6bl CNOCOBCTBOBATL KKPAXE NIMYHOCTUY (MAEHTU(MKA-
LUMOHHbBIX A@HHbIX) UMW UHBIM 0OPa30M NPUBOAUTH K 3HAYUTENBHOMY (PUHAHCOBOMY YyLLepOy Ans HU3NIECKOro
nuua (Hanpumep, HoMepa KpeaUTHbIX KapT, MHOpPMauus 0 6aHKOBCKOM CHETE WUIKU FOCYAaPCTBEHHbIE UAEH-
TUUKATOPLI, TAKME KaK HOMEP U Cepusi nacnopra, HoMepa CTPaxoBbIX CBUAETENLCTB, HOMEpPa BOAUTENbCKUX
YyAOCTOBEPEHUI), U MHPOPMAaLMIO, KOTOpasA MOrna Obl UCMONbL30BaTLCA ANA ONpeAeneHns MECTOHAX0XAEHUA
obnagarena NN B peanbHoM macLuTabe BpemMeHN.

O6pabortka yyBcTBuTenbHOl MU TpebyeT npuMeHeHns cneumanbHbix Mep. Bo MHorux ctpaHax obpa-
6otka vyscreutenbHom MNU moxer ObITh 3anpeLueHa 4eiCTBYIOLLIMM 3aKOHOM, Aaxke ecnu obnagarens MU
Jan cornacue Ha ee 06paboTky. HekoTopbie cTpaHbl MOTyT NOTPE0OBaTh BLIMOMHEHUSI ONPEAENEHHbIX MEP U
CpeacTsB KOHTPOMNA U ynpasneHusi npu obpaboTke onpeaeneHHbiX TMNoB YyecTeutensHon MUN (Hanpumep,
TpeGosaHue 3awumdposats MmeauumHckyto MU npu ee nepenaye no oOLLEAOCTYNHON CETH).

4.5 TpeGoBaHuA K MepaM 3aWUTbI TPUBATHOCTHN

OpraHusauum 3auHTepecoBaHbl 3awmwiarb MUY no pasHbiM NpMYMHaM: YTOObI 3aLUMLLATL NPUBATHOCTL
obnagarena MWW, cooTBeTCTBOBATL NPaBOBbIM U HOPMATUBHLIM TPEOOBAHUAM, BbIMONHATL 00A3aHHOCTH
KOprnopauuu, NOBbLILLATL AOBEPUE KIIMEHTOB U T. 4. Llens HacTosAwero pasaena — aatb obwee npeacraene-
HWe O pasnUYHbIX hakTopax, KOTOPLIE MOTYT BNUSATL HA TPeOOBaHUA MO 3aLuMTe NPUBATHOCTU, ABNAIOLLMECA
COOTBETCTBYIOLIMMU AN OTAENbHLIX OpraHusaumii unu nuy, obpadarsieaiowumx NN 1 3amHTEPECOBaHHbLIX B
o6ecrneyeHun NpUBaTHOCTHU.

Tpe6oBaHusi NO 3aL4MTE NPMBATHOCTU MOTYT 3aTparMBaTb MHOTME pasnuyHble acnekTbl 06pabotku MUN,
Hanpumep: ¢6op u coxpaHenue MNMUN, nepegady MU TpeTbUM CTOPOHAM, OTOBOPHbIE B3aMMOOTHOLLUEHUSA
mexay onepatopamu MU, obpabotumkamm MUU, TpaHcrpaHuuHasa nepegaya MU u 1. a. TpeGosaHua no
3awuTe NPUBaATHOCTU MOTYT TaKKe pasnuuarbcs no cneumuduke. OHU MOTYT ObiTb OOLLMMU NO XapakTepy,
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Hanpvmep: COCTOATb W3 OnpefesieHHOro KoMMyecTBa BbICOKOYPOBHEBbLIX MPUHLMINOB NPUBATHOCTW, KOTOpbIE,
Kak oxugaeTtcs, opraHusaums GygeT npuHMMaTb BO BHUMaHue npu o6paboTke MU, OgHako Tpeb6oBaHUs Mo
3almTe NpMBATHOCTM MOTYT Takke BKIUYaTb OYeHb cneumdmyeckne orpaHuyeHuss Ha 06paboTky onpeneneH-
HbIX TMNoB MWW nnn npeanucbiBaTb peanu3auntio cneumduyecknx Mep U CPeAcTB KOHTPONS W ynpasieHus
NPUBATHOCTLIO.

Paspab6oTke kakoin-nn6o cuctembl VKT, Bkaovatowein obpabotky MAN, gomkHa npeallecTsoBatb UOEH-
TMdmKaLums COOTBETCTBYHOLWMX TpeboBaHuii Mo 3awmTe npuBaTHOCTW. lMocneacTems obecneuveHwss npusart-
HOCTW, CBA3@HHbIE C HOBbIMW WM 3HAYUTENIbHO MOAMMULMPOBaHHbIMKU cucTteMammn WIKT, yyacTeylowmmn B
o6paboTke MWW, fomKHbI ObITb NPUHATHI BO BHUMaHWe (paspelueHbl) A0 TOro, kak Te cuctembl VKT 6yayT
peann3oBaHbl. B nnaHOBOM Mopsake opraHv3auuy BbIMOHAOT LUMPOKUIA CNEKTP AeATeNbHOCTEN No MeHe,k-
MEHTY pucka 1 paspabatbiBatoT nNpodunam pucka, oTHocAWwMeca K ux cuctemam VIKT.

MeHeMKMEHT pucka onpefensieTcs Kak «CKOOPAMHWPOBaHHble AeNCTBMA MO PYKOBOACTBY W ynpasne-
HWIO opraHusauyveil B oTHoweHnn pucka» (MCO PykosogcTteo 73:2009). lMpouecc MeHegxMeHTa pucka obe-
cneyeHVs NpMBaTHOCTU BKOYAET creayoLmne npoLecchbl:

- YCTAHOB/IEHNSA KOHTEKCTa MyTeM OCMbICNIEHMSA opraHusauun (Hanpumep, obpatdoTtka M, 06s3aHHO-
CTW), TEXHUYECKOI cpeabl 1 (DaKTOPOB, BAMSAIOLWMX HA MEHEMKMEHT pUcka obecneyeHmnss npmeaTHOCTK (TO eCcTb
npaBoOBble U HOPMATMBHbIE (DaKTOPbl, AOTOBOPHbIE (DAKTOPbI, (dakTopbl GU3Heca u apyrne akTopsbl);

- OLEHKM pucka nyTem MaeHTUdMKaLum, aHaimsa v oueHMBaHus puckoB ans obnagarenei MU (pycku,
KOTOpble MOTYT MOB/UATb HA HUX HE6GaronpuaTHbIM 06pasom);

- 06paboTkn pucka nyTem onpeeneHuns TpeboBaHWi NO 3aluTe NPUBATHOCTM, uAeHTUdMKauum u pe-
anu3aumm Mep 1 CpefcTB KOHTPOAS W yNpasfeHUs NPUMBATHOCTbIO A4S NPefoTBPaLLeHnsa UM YMeHbLUIeHNs
puckoB ans obnagartenein MAN;

- KOMMYHUKaLMN 1 KOHCYNbTUPOBaHWE MyTEM MOJyYeHns MHopMaLumMn OT 3aMHTEpPECOBaHHbIX CTOPOH,
OOCTUXXEHWNA cornacus rno KaxaoMy npoueccy MeHeXMeHTa pucka, a Takke MHopMupoBaHusa obnagarenei
MU 1 coobLyeHna UM O puckax 1 Mepax 1 cpeAcTBax KOHTPO/IA U ynpasneHus;

- MOHUTOPUWHIa ¥ nepecMoTpa NyTeM OTC/IEXUBAHUA PUCKOB U Mep U CPEACTB KOHTPO/IA W yrnpasieHus,
a TaKke ycoBepLUEHCTBOBAHMA npolecca.

OfHUM 13 pe3ynbTaToB MOXET ObiTb OUEHKa BANAHUSA obecnevyeHnss NpuMBaTHOCTW, KOTopas sABNseTcA
COCTaBHOI 4acTblo MeHeKMeHTa PUCKOB, Hanpas/EHHOr0 Ha obecneyvyeHne cob6MfeHNs 3aKoHoAaTe b-
HbIX TpeboBaHWii B YacTV NPUBATHOCTU U 3alMTbl AaHHbIX, W OLEHKa NocneAcTBMil obecneyeHus npuBart-
HOCTW HOBBIX WM CYLLECTBEHHO M3MEHEHHbIX MporpaMm ummn gestenibHocTen. OueHkn BAuUAHWA obecneye-
HVS NPUBATHOCTU AOJ/DKHbI 6bITb OCHOPMSIEHbI B paMkax 60/iee LUMPOKOA CTPYKTYpbl MEHemXMeHTa PUCKOB
opraHusauum.

TpeboBaHua K Mepam 3aluTbl NPUBATHOCTY UAEHTUMULMPYIOTCA KakK YacTb O6LLEro npouecca MeHemx-
MeHTa pucka obecneyeHns NPUBATHOCTW, Ha KOTOPLIA OKa3biBAOT BUSHME criedytolive akTopbl (kak noka-
3aHO Ha pUCYHKe 1 u onucaHo ganee):

- NpaBOBble U HOpMAaTMBHbIE (PaKTOPbI, HanpaB/iEHHblE Ha 3alUUTy NPUMBATHOCTU PU3UYECKOro nmua u
3awuty ero MNAn;

MpaBoBble \

M HopMaTuBHble |\ AlorosopHbie PakTopbl Apyrue dakTopbl
hakTopbl ; akTopbl 6usHeca
MexayHapogHsle, - CornatleHve mexay Cneuudhnyeckune Mpepgnoytenns
HaLWOHasbHble HECKOsIbKUMN XapaKTepucTuku, npuBaTHOCTH
1 MECTHbIE 3aKOHbI cy6bekTamu npeaycMOTPeHHble obnapgateneit NN
1 cornatlexue NS NpUMeHeHns
C OTAe/IbHbIMK W KOHTEKCT
- MocTaHoBneHus cy6bekTamu WX MCNONb30BaHNSA
BHYTpEHHWe cucTembl
g - NMonuTtuka KoMnaHun OTpacnesble Mep 1 CREACTE
- CynetGHble pelueHust 1 06sA3aTesbHble pekomeHaauun, Kogekc ZOHnTp;)g/?eHm
[?‘ KopriopaT1BHble noBeAeHus, ny4limne ynp
npasuna npaxkTukn
- Cornaiuerns WN CTAaHAAPTbI
C TPYZAOBbIMY COBETaMM Texnuueckue
Y Apyrumn cTaHAapThl
TPyA0BbIMM
opraHusauusmm

PucyHok 1 — ®akTopbl, BAUAOLME HA MEHE)KMEHT pucka obecneyeHus nNpMBaTHOCTM
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- NOrOBOPHbIE (PaKTOPLI, TakWe Kak OTPacneBble HOPMbI, NPOECCUMOHASIbHbIE CTAHAAPTbI, MOMUTUKN
KOMMNaHuu;

- thakTopel 6u3Heca, npegonpeaeneHHele cneumuyHbIMU GU3HEC-NPUNOXEHUSMU UMK, B OTAEMNbHbLIX
cny4asx, cneyndudHbIM KOHTEKCTOM;

- apyrue dakTopbl, KOTOPLIE MOTYT BMUATL HA NPOEKTUpOBaHue cuctembl KT 1 cBsizaHHbIe C HUMU Tpe-
6oBaHKA K Mepam 3auTbl MPUBATHOCTH.

4.5.1 NMpaBoBble U HOPMaTUBHbIE (haKTOpPbI

Tpe6oBaHus K MepaM 3aLUUTbl MPUBATHOCTM YaCTO OTPaKeHbI B (1) MEXAYHAPOAHbIX, HALMOHANBHbIX
M MECTHbIX 3aKOHaX, (2) noctaHoBneHusx, (3) cynebHbIX peLieHusx unu (4) AOroBOPHbIX COrMAaLUEHUSX C
TPYAOBLIMKU COBETAMM USIN APYTMMU OpraHu3aunsMmmu paboTHMKOB. HekoTopble npuMepbl MECTHOIO U HaLMO-
HamnbHOro 3aKOHOAaTENbCTBA BKIIOYAIOT 3aKOHbI O 3aLUMTe JaHHbIX, O 3aLUMTe nNpaB noTpeduTens, 3akoHbl O
npeaynpexaeHn HapyLueHWi, 3aKkOHbl O XPaHEHUN AaHHbIX U TPYAOBOE 3aKoHoAaTenbLCTBO. COOTBETCTBY-
IOLME MeXayHapoAHbIE 3aKOHbl MOTYT BKMOYMaThk Mpasuna, 3aTparusarolyue TpaHCrpaHUYHylo nepepavy
M. Onepatopsl MU gomkHbI ObITb 0OCBEAOMITEHbI 060 BCEX COOTBETCTBYIOLLUMX TpeboBaHUSIX K MepaM
3aLUMTbI MPUBATHOCTU, BbITEKAIOLLMX U3 IOPUANYECKUX MU HOPMATUBHbIX (DAaKTOPOB. [ANst AOCTMXKEHUS 3TOM
uenu onepatopbl MOTYT AeiCTBOBATb B TECHOM COTPYAHUYECTBE C IOPMCKOHCYNLTaMuU. B To BpeMs kak ans
MHOFMUX CTpaH OTBETCTBEHHOCTb 3a cobniogeHne TpeboBaHUil B KOHEYHOM cueTe HeceT onepartop MU, Bce
CTOPOHBI, y4acTeylowme B obpaboTtke MUU, TakKe AOMKHbI 3aHATb aKTUBHYIO MO3ULIUIO B ONpeAeneHun
COOTBETCTBYIOWNX TpeboBaHuii obecnevyeHns NPUBaTHOCTU, BLITEKAKOLMX U3 MPABOBbLIX U HOPMATUBHbIX
dhakTopos.

4.5.2 [loroBopHbIe hakTopbI

[oroBopHble 06a3aTenbLCTBA TaKXkKe MOTyT BMUMATb HA TpeboBaHUsi K Mepam 3aLuUTbl NPMBATHOCTU. OTHU
o6s3aTenbCTBa MOTYT ABNATLCA PE3YNLTATOM COTNAaLLEHNA MeXay HECKONbKMMU cyObeKkTamMu U CornatleHuni
C OTAENbHbIMKM CyGbekTamMu, HanNnpuMep cornawwenue obpaborumkos NMUN, cornawieHus onepartopos MU u
TPEeTbUX CTOPOH. Hanpumep, nuuo, 3anHTepecosaHHoe B o6ecnevyeHmn NpuBaTHOCTU, MOXET noTpeboBatb,
YTOObI TPETbU CTOPOHBLI UCMOMb30BaNU ONpeaeneHHble Mepbl U CpeacTBa KOHTPONS W yNpaBneHusi npu-
BaTHOCTbIO U cornacoBbiBany TpeGoBaHus o pacnopspkeHun cneuyududeckon MAU go nepeaaum um NMUNA.
TpeboBaHWA K MeEpaM 3aLUMTbl NPUBATHOCTM MOTYT TaKKe ONpeAenaTbCA MONMTUKOA KOMNnaHuM u obsi3a-
TenbHbIMWU KOPMOPAaTUBHbLIMU NPaBMIIAMM, KOTOPbIE NULO, 3aUHTEPECOBAHHOE B 06ecnevyeHu NpuBaTHOCTH,
onpeaenuno camo Ana ceds, Hanpumep Ans 3almThl TOPrOBOM Mapku OT yTpaTtbl penyTauuun B ciyyae Ha-
pPyLUIEHNA NPUBATHOCTH.

B npuHuune, nobasa cropona, umetowas gocryn k NN, aomkHa GbiTb 0huumnanbHO NPOUHGOPMUPO-
BaHa 0 CBOUX 00s3aTeNnsLCTBaxX COOTBETCTBYIOWMM(M) onepaTtopom(amu) MUN, HanpuMep nyTem 3aknioHeHus
COrMaLLEHUs C TPETbEW CTOPOHOW. Takue cornalleHusl, BeposiTHO, ByayT coaepxatb pag TpeGoBaHuii K me-
pam 3aLuTbl NPUBATHOCTU, KOTOPbIE TPETbA CTOpOHA (nonyyarens MUN) aomkHa NpUHUMAaTL BO BHUMAHKWE.
B HeKOoTOpbIX CTpaHax HaUMOHAmNbHbIE U PErMOHasnbHbLIE OpraHbl MOTYT UMETb YCTAHOBMIEHHbIE NPABOBbLIE U
[JOroBOPHbIE AOKYMEHTI, Aenaiowme Bo3MoxHowW nepegady MU TpeTbuM CTOpoHaM.

4.5.3 ®dakropbl Ou3Heca

Ha TpeboBaHus K Mepam 3almTbl NPUBATHOCTU MOTYT TaKke BAUATL (pakTopbl Gu3Heca, K KOTOPbIM
OTHOCATCA OMNpefEeneHHbIe XapakTepUCTUKU NPeanonaraeMoro NPUMEHEHU UNU KOHTEKCT UCNONb30BaHMUS.
dakTopbl GU3HECA MOTYT LUIMPOKO BApPbUPOBATLCA B 3aBUCMMOCTU OT TUNA NULA, 3aUHTEPECOBAHHOTO B 00e-
CNeYeHnn NpuBaTHOCTK, U BuAA OusHeca. Hanpumep, OHM MOryT UMETb OTHOLLIEHUE K CEerMEHTY, B KOTOPOM
opraHusaums yHKUMOHUPYET (Hanpumep, OTPacrneBble HOPMbI, KOAEKC NOBEAEHUSA, NydLUMe NPAKTUKKU, CTaH-
[apTbl) UNK K XapakTepy ee moaenu busHeca (Hanpumep, OHNaWHOBLIE CEPBUCHI B HENPEPLIBHOM peXuMme,
CepBUCbI COBMECTHOIO MCMONb30BaHMA UHGOPMaLUmK, 6aHKOBCKUE NPUNOXKEHUS).

MHorue dakTopbl GU3Heca Kak TakOBble HE OKa3biBalOT HENOCPEACTBEHHOIO BAMAHUA HA TpeboBaHUA K
Mepam 3awmTel npuBaTHocTU. MNMpegycmatpuBaemoe ucnonb3osaHue NMUU, BepoaTtHo, Byaet BnuATb Ha pea-
nu3auuio opraHu3aumen nonuTuk obecneveHust NPMBaTHOCTU, @ TaKke Ha BLIGOP Mep 1 CPeaCTB KOHTPONS U
ynpaeneHna npnBaTHOCTbLIO, HO 3TO HE AOIMKHO BIMUATL HA NPUHUUNBI NPUBATHOCTU, KOTOPbLIE NPUHATLI B Opra-
Hu3auuu. Hanpumep, npeanoxeHue onpeaeneHHoro cepeuca MoXxeT notpe6oBarth, YToObl NOCTABLUUK CEPBU-
coB cobupan gononHutensHyto MU nnu no3sonan 60NbLUMHCTBY CBOUX COTPYAHUKOB OCYLLECTBNSATL AOCTYN
k onpeaeneHHelm Bugam MNMAN. OaHako 310 HE 03HaYaeT, 4To onepatop MU, koTopeiii 06a3ancs cobnioaarb
coepxalumecs B 9TOW CTPYKType NPUHUMMbI, OOrbLUE HE AOSMKEH TLATENBHO OLEHUBaThb, kakue Buasl NN
TOYHO HEOOX0AMMBI ANSA NpeaocTaBneHns cepeuca (MPUMHUMN orpaHuYeHust cbopa), U He AOSMKEH OrpaHnyu-
BaTb Aoctyn K NN Tem cBOMM CnyxaLLumM, KOTOPbIM 3TO HEO0GX0AUMO ANS BLINOSIHEHUA CBOUX 00s13aHHOCTEN
(npuHuMn oBecneyeHnsa MHpopMaLMOHHONU Be30MacHOCTH).
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4.5.4 fipyrue aktopbl

Hawnbonee BaxxHbll pakTop, KOTOPbIA AOMKHbI YYNTLIBATL OpraHusauumu npu naeHtTudpukaummn Tpedosa-
HUIA K MepaM 3aLuTbl NPUBATHOCTU, CBSI3AH C npeanoyTeHusmu obnaaartenen MNMUN B ccepe npuBaTHOCTY.
MepcoHanbHasa no3mumsa MGU3MYECKOro NMua No OTHOLLEHUIO K NPUBATHOCTU W TO, YTO BKNAAbIBAETCA B MOHS-
TUE KPUCKM», MOTYT 3aBUCETb OT psAAa (HaKTOPOB, BKIIOYAOLWMX MOHUMAHUE (PU3MYECKUM NIULOM UCMOSb3Y-
€MOIN TEXHOMOrMU, UX NPOUCXOXKAEHNE, NPEAOCTaBNsSeMY0 UHOPMAaLUIO, Ha3HaYeHe TpaH3akumii, Npmob-
PETEHHBbIN OMbIT, @ TaKXKe COLMarnbHO-MCUXONOrnyeckue hakTopbl.

MpoexTuposLmkn cuctemsl KT 4OMKHBI NONLITAaTLCA NOHSATL BEPOSTHbIE NPOBneMbl o6ecneyeHust npu-
BaTHocTu obnagareneii MUAN u tunel MNN, koTopble ByayT o6pabaTbiBaThCs C MOMOLLBIO UX CUCTEMBI. M OHH,
TaK e Kak pa3paboT4ymK CUCTEM UMW MPUNOXKEHWUA WU NOCTABLUMK YCIYT, U3y4aloT LIENeByio ayauTOPUIO Knu-
€HTOB, HYXAaloLmxcsa B 00ecnevyeHnun NpMBaTHOCTH, AN TOr0 YTOObI MOHATL UX OXUAAHMSA U NPeANnoYTEeHUs
OTHOCUTENbHO obecneveHus npuBaTHOCTU. MpoekTupoBLMKkKU cuctem MKT He Bceraa MOryT npeaocTaBUThb
obnaparento MU BbIBop, KOTOPLIK COOTBETCTBOBAT Obl X NPEANOYTEHUIO N0 06ECMNEeYEHMI0 MPUBATHOCTMU.

Mpumepbl NpeanoYTEHWI NPUBATHOCTM MOTYT BKIOYaTL NPEANOYMTEHWE aHOHUMHOCTU UM Ha3HAYeHus!
NceBAOHMMOB, BO3MOXHOCTb OrpaHU4eHns 40oCTyna K KOHKpeTHON M nnu Bo3MOXHOCTb OrpaHuyeHus Lenu
obpabotku M. Oo onpeaeneHHol cteneHn obnaaarento M npegoctaenseTcst BbIGOp npeanovteHust 06-
paboTKM €ro AaHHbIX, HANPUMEP: UCNONbL30BaTh N M BO BTOPUYHBIX LIENSIX, TAKUX KaK MapKeTUHT. Cnocob-
HOCTb BbIPA3nTb MPEANOYTEHUA, HE BNUAIOWME HEONAronpusTHbIM 06pa3oM Ha MPUBATHOCTb, MOXET ObITh
peanusoBaHa C NOMOLLLIO rpaddn4eckoro uHTepdenca nons3osartensa cucteMbl MKT. 3T0 MOXET NOMOYb 00-
naparento MW caenatb BbIGOP, NpeacTaBuB HAboOp nNpeaonpeaeneHHbIX BApMaHToB 00X NPeanoYTEHNI B
4YacTu NPMBaTHOCTU C UCNOMNb30BAHWEM ErkO MOHMMAaeMOoro A3blka. Peanusaumsi Nonb30BaTenbCKoro UHTep-
derica MmoxeT ObITb OCHOBAHA HA TAKUX BNMEMEHTAX, Kak nons Bbibopa 1 Bbinagaiollee MeHHo.

B nononHeHue k hakTopam, NnepevnmcneHHbIM B NpeablayLLmMX MyHKTaxX, CyLLECTBYIOT U Apyrue pakTopbl,
KOTOpbIE MOTYT BNUATL Ha NpoekTuposaHue cuctem KT u cBsidaHHbIE C HUMU TPEOOBaHUSA K MEPAM 3aLUUTI
npusatHocTu. Hanpumep, Ha TpeGoBaHMA K Mepam 3aluuTbl MPUBATHOCTU MOTYT BIUATH CUCTEMbI BHYTPEH-
Hero KOHTPOmA UMK TEXHUYECKUE CTaHAapThbl, MPUHATLIE OpraHu3auuen (HanpuMmep, Takol PeKoOMeHayeMbli
cTaHaaprt, kak ctraHgapt UCO).

4.6 MonMTUKN NPUBaTHOCTH

Bobicluee pykoBOACTBO opraHu3auuu, ydactsyloulee B o6pabotke MWW, npusaBaHo co3aaTb NONUTUKY
NPUBATHOCTU. MONUTUKA NPUBATHOCTM JOIDKHA:

- COOTBETCTBOBaTb Ha3Ha4E€HUIO OpraHu3aLuu;

- NPefoCTaBnATb CTPYKTYPY ANS YCTAaHOBIEHUA Lenew;

- BKMIOYaTb 00A3aTenbCTBO COOTBETCTBOBATL NPUMEHUMbLIM TPpeGOBaHWAM K MepaM 3aluuTbl nNpusar-
HOCTH;

- BKNOYaTb 06A3aTeNbCTBO B YACTU HEMPEPLIBHOTO COBEPLUEHCTBOBAHUS;

- ObITb 03By4Y€HA B NpeAenax opraHusauum;

- Npu HEOBXOAUMOCTM BbITb AOCTYNHON 3aUHTEPECOBAHHBIM CTOPOHAM.

OpraHusauua AomkHa o)OpMnATbL CBOIO MOMMTUKY NMPUBATHOCTM B NUCbMEHHoW copme. Ecnu opra-
Hu3auus, obpabarbisatoasn MU, senserca obpadotumkom MUN, TO 3TU NOAMUTUKKM MOTYT B 3HAYUTENLHOM
cTeneHun onpeaenatbesa oneparopoM MUW. Monutuka npuBaTtHOCTM AomkHa ObiTb AononHeHa Gonee aeta-
NM3UpoBaHHLIMK NpaBunaMmn u 06A3aTenLCTBAMU PA3NUYHLIX UL, 3aUHTEPECOBAHHLIX B 06ecnevyeHun npu-
BaTHOCTH, y4acTByiowwmnx B obpaboTtke MU (Hanpumep, npoueaypbl AN KOHKPETHLIX BEAOMCTB UNu COTpyA-
HUKoB). Kpome Toro, Mepbl U CpefCTBa KOHTPONS W ynNpasrieHUs, KOTOPbIe MCMONb3YIOTCA AN NPOBeAEHUS B
MXM3Hb NOMIUTUKN NPUBATHOCTU B KOHKPETHLIX YCNOBUAX (Hanpumep, KOHTPOnb AocTyna, obecneveHue yBeaom-
NEeHnt, ayanTbl U T. A.), AOIMKHbI AOKYMEHTUPOBATLCA YETKUM 06pasom.

TepMUH «NONUTMKA MPUBATHOCTUY YACTO UCMONL3YETCA ANA YNOMUHAHUS KaK O BHYTPEHHUX, TaK U O
BHELUHUX NOAUTUKAX NPUBATHOCTU. BHYTPEHHAA NONMTUKA NPUBATHOCTU AOKYMEHTUPYET Lienu, npasuna, oos-
3aTenLCeTBa, orpaHuieHusa umnu opMmupoBaHue Mep n CPeacTs KOHTPONA M ynpaerneHus, KOTOpbie ajanTtu-
poBaHbl OpraHu3aumelt K ya0BneTBOpeHnio TpeboBaHuin K Mepam 3almTbl NPUBATHOCTU, SIBMSIIOLIMMCS BaXk-
HbiMu ana ob6pabotku NMUW. BHelwHWe NOAUTUKM NPUBATHOCTU NPEAOCTABMSAIOTCH BHELLUHMM MOCTaBLUMKAM
opraHusaummn ¢ yseaoMIEHUAMM O NPaKTUKaX OpraHu3auum NPMBaTHOCTHU, a Takke O APYroW BaXXHOW UHOp-
Mauuun, Takon Kak UAeHTUUKALMOHHBIE AaHHbIE U odbuumanbHbIi agpec oneparopa MU, ToUKM KOHTaKTa,
oTkyaa obnaparenu MU mornu 6bl Nonyyatb AONONHUTENBLHYIO MHGOPMaUMIO, U T. A. B KoHTekcTe Takoi
CTPYKTYPbl TEPMUH «MOSMIUTUKA MPUBATHOCTUY UCNOMb3YETCA ANSA CCbISIKUM HA BHYTPEHHIOK NONMUTUKY NpUBAT-
HOCTKW opraHn3auuun. Ha BHELLUHIO NONUTUKY NPUBATHOCTU CCbINAIOTCA KaK HA YBEAOMIEHUSI.
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4.7 Mepbl 1 cpeacTBa KOHTPONSA U ynpaBreHus NPUMBaTHOCTLIO

OpraHusaumm AOSMKHbI MAEHTUUUMPOBaTL U peann3oBbiBaTb MEPBLI U CPEACTBA KOHTPONS U ynpasne-
HUA NMPUBATHOCTLIO, yT0ObI COOTBETCTBOBATL TpBﬁOBaHI/IFIM K MepaMm 3aLiuTbl NpUBaTHOCTU, onpeaeneHHbIM
OL|EHKOM pucka obecrnevyeHnss NpuBaTHOCTU K npoueccoMm obpaboTkn. Kpome Toro, aeHTUULMpPOBAHHbIE U
peanu3oBaHHble MEpPbl U CPEACTBA KOHTPONSA U YNPaBNEHUS NPUBATHOCTLIO AOMMKHbI ObiTb AOKYMEHTaNbHO
ohOpMIIEHbI KaK YacTb OLEHKM pucka obecneyeHus NpuBaTHOCTM opraHu3auuu. OnpeaeneHHble BUAbl 00-
pa6otku MU, BO3MOXHO, NOTPeBYIOT NPUMEHEHUS cneumarnbHbIX Mep U CPeACTB KOHTPONA W ynpasneHus,
NOTPEBHOCTb B KOTOPbIX CTAHET O4YEBUAHOW, KaK TONbKO HaMe4YeHHble AeWCTBUSA OyayT TWaTenbHO npoaHanu-
3upoBaHbl. OLeHKa pucka NpMBaTHOCTU MOXET OKa3aTb NOMOLLb OpraHM3auusamM B uaeHTudmkaumm cneundu-
YECKMX PUCKOB HApYLUEHWUI NPUBATHOCTK, BKMOYAOLWMUX paccMaTpusaemyto obpaboTky.

OpraHusauunsa AormkHa NpUNoXxuTb ycunus, 4tobbl paspaboTtatb COGCTBEHHbIE MEPbLI U CPEACTBA KOH-
TPOnsA 1 ynpaeneHnst NPMBATHOCTbIO Kak YacTb 06Lero noaxoaa «obecnevyeHns NnpuBaTHOCTM NPU NPOEKTU-
poOBaHUU», TO €CTb co6n|o,qume APUBaATHOCTN AOIMKHO NPUHMMATbCA B pacyeT Ha CTaauu NPOEKTUPOBaAHUA
cuctem, obpabarbiBatowmx MU, a He caBUraTbCs Ha NOCNEeAYOLWMIA JTan.

MockonbKy 3aTparuBaloTcsl Mepbl U CPEACTBA KOHTPONSI U YNpaBreHnss MHAopMaLUMOHHON Be3onacHo-
CTblO, BXHO OTMETUTb, YTO He BCsl oBpaboTka MU TpebyeT 0aHOrO M TOro Xe YPOBHA UMW TUNA 3aLLMUThI.
OpraHusauum 4oMmkHbI pasnuyarb onepauun no o6pabotke MNU B cOOTBETCTBUM C UX Crieuudpuyeckumm pu-
ckamu, 4TOOblI NOMOYbL ONPEAENEHUIO TOTO, Kakue Mepbl U CPEeACTBA KOHTPOMSA U ynpasnieHnss MHHPOpMaLnoH-
HOW 6e30MaCHOCTLI0 B KakMX Criyvyasx SABMASOTCS COOTBETCTBYHOLMMU. MeHemKMEHT pucka MOXET paccma-
TpUBaTLCA Kak OCHOBHOW METOZ 9TOro npouecca, a uaeHTudukaumss Mep n cpeacTB KOHTPOMS U ynpasBneHuns
NPUBATHOCTLIO TAKKE AOMKHA ABNATLCA HEOTHEMMEMON YACTbIO CTPYKTYPbl MEHEAXKMEHTA UH(POPMALIMOHHON
6e30MacHOCTM opraHM3auuu.

5 MpuHuMnbl obecneyeHuns npmBatHoctu MCO/MOK 29100

5.1 O6wmMi 0630p NPUHLMNOB 0GecneYeHUA NPUBaTHOCTU

OnucaHHble B HACTOALLEM CTaHAapTe NPUHLMNLI 06eCnevYeHnsa NPUBATHOCTH BbIBEAEHLI U3 CYLLECTBYIO-
LLMX NPUHLUMNOB, pa3paboTaHHbIX PSAAOM roCyAapcTB, CTPaH U MEXAYHapOAHbIX OpraHu3auuii. 31a CTpykTypa
HanpasneHa Ha peanu3auuto NPUHLMNOB NpuBaTHOCTM B cuctemax KT u Ha pa3paboTky CUCTEM MEHELKMEH-
Ta NPUBATHOCTU, KOTOPbIE AOMKHbI ObITb peanu3oBaHbl B pamkax cuctem VKT opranusauyum. 3Tu NpUHUMNGI
NPUBaTHOCTU AOIDKHbLI UCMONb30BATLCA AN PYKOBOACTBA NMPOEKTUpoBaHUEM, pa3paboTKol u peanusaumei
NONUTUK NPUBATHOCTU U MEP U CPEACTB KOHTPOMA U ynpaBfieHWs NPMBaTHOCTbIO. Kpome Toro, oHu MOryT BbiThb
MCMONb30BaHbl B KAYECTBE OCHOBbI MPU MOHUTOPUHIE U U3MepPeHUU 3MEKTUBHOCTU, @ TaKxKe CPAaBHUTENbHO-
ro aHanusa u ayauta acnekToB NporpaMMbl MEHE)KMEHTa NPUBATHOCTW B OpraHu3aLmu.

HecmoTpsA Ha pa3nuuusa B cOuMarbHbIX, KYNETYPHBLIX, MPABOBLIX U 9KOHOMUYECKUX (hakTopax, KOTopbIe
MOFYT OrpaHuyMBaTb NPUMEHEHWE 3TUX NPUHLMMOB B OAHOM U TOM € KOHTEKCTe, peKOMEHAYETCA MnpumMe-
HeHue MobbiX NPUHLMMOB, M3MOXEHHLIX B HACTOSILLEM cTaHaapte. Jiobble UCKMIOYEHNS U3 STUX NPUHLIMMOB
[JOIMKHbI ObITb OrpaHUYeHbI.

OcCHOBY HacTosiLLero craHgapra hopMUpYIOT crieaylolme NpuHLMNbl o6ecneveHns NpuBaTHOCTK, Npu-
BeAEeHHble B Tabnuue 3.

Tabnuya 3 — MpuHuunel obecnedeHns npusatHocTn MCO/MBK 29100

MpUHLMNEI 0GecneyeHUs NPUBaTHOCTH

1 Cornacue u Beibop

2 3aKOHHOCTb Lenu u ee cneuudurkayms

3 OrpaHuyeHmne Ha cbop MHopMaLmu

4 MUHUMU3aUMA JaHHbIX

5 OFpaHVI‘-IeHI/IH B OTHOLLEHWWN NCNONb30BaHUA, XpaHEeHNA U PaCKpbITUA

6 TOYHOCTL U Ka4ecTBO

7 OTKpLITOCTb, NPO3pa4YHOCTL U yBELOMIEHUE

12




FOCT P UICO/M3K 29100—2013

OkoHyaHue mabnuus! 3

MpUHLMME! 0BecreyeHns NPUBATHOCTH

8 NHavBugyansHoe yyacTie M 4ocTyn

9 OTBETCTBEHHOCTb

10 UHpopMaLmoHHas 6esonacHocTb

11 CooTBeTCTBUE 0GecneveHNs NpMBATHOCTH

5.2 Cornacue u BbIGOp

CobniogeHne npuHUMna cornacus 03HavyaerT:

- npegocrasneHue obnagarento NMUU Beibopa mexay paspeleHneM unu HegonyweHuem obpaboTku
ero MUK, 3a uckniodeHnemM Tex crnyyaes, korga obnagarens MW He MOXET NPAMO AaTb COrnacue unu Koraa
COOTBETCTBYIOLLMI 3aKOH pa3speLuaeT nposeaeHue obpaboTku MIAU Ges cornacus cmanyeckoro nuua. Beibop
obnaparenem MU pomxkeH 6bITh caenaH cBo6OAHO U OCHOBAH HA 3HAHUSX;

- nony4eHue cornacusi Ha o6paboTky ot obnagarens MU ansa cbopa unu uHoi 06paboTkM YyBCTBU-
TencHou MW, 3a uCknoYeHmem Tex cryyaes, KOrga COOTBETCTBYIOLUMIA 3aKOH paspeLuaeT o6paboTky 4yB-
cTeuTenbHoi MW 6e3 cornacus cuandeckoro nuua;

- uHdpopmupoBanue obnagarens MNNU (ao nony4yeHus ero cornacusi) 0 €ro npaBax B COOTBETCTBUU C
NPUHLKUNOM UHAMBUAYANBHOIO Y4aCTUA M JOCTYNA;

- npegocTaenexue obnaaarento MU (oo nony4eHus ero cornacus) MHopmauuu, 0603Ha4E€HHON NPUH-
LMnaMm OTKPLITOCTU, NPO3PaYHOCTU U YBEAOMIEHUS;

- 06bsicHeHue obnagartenio MU nocneacTeuini NpeaoCTaBneHUa UK oTkasa ot cornacus.

Heobxoaumo npegoctaButb obnaaarento MM Bo3mMOXHOCTL BbIOOpa TOro, kakum obpasom ero NMUA
GyaeT obpabaTbiBaThCA, U paspeLlMTbL eMy 0TO3BaTh cornacue 6e3 satpyaHenun u 6ecnnatHo. 3TOT 3anpoc
JOIMKEH paccMaTpuBaTbCsA B COOTBETCTBMU C MOMUTUKON NPUBATHOCTU. [laxke ecnu cornacue 6yaeT 0To3BaHo,
onepatop MU moxet notpebosartb coxpaHeHus onpeaeneHHon MU Ha nepuos BpemeHUu, HEOBXOaUMBIi
ANs BbINOSIHEHUS NPABOBLIX UMK JOrOBOPHBIX 00513aTeNbCTB (HanpuMep, COXpaHeHWe AaHHbIX, OTBETCTBEH-
HocTb). Koraa oGpa6GoTka MW Gasupyercs He Ha cormacum, a Ha Apyron NpaBOBOW OCHOBe, obnagarenb
M pomkeH GbITb yBEAOMMNEH Npu NOBObLIX 06CTOATENLCTBAX. B TEx cnyyasx, koraa obnagartens MU nmeer
BO3MOXHOCTb OT3blBa COIMAacusi, HO He peLuaeTcs Tak noctynutb, ata MUN gomkHa GbiTb 0OCBOOOXKAEHA OT
06paboTkn ANA Kakon-nmbo HE3aKOHHON Lenu.

[na onepartopa MU cobniogeHne npuHumna Boeibopa 03Ha4aer:

- npegocraeneHve obnaaarento NN YyeTkux, M3BECTHbIX, JIOCTYMHbIX, NIETKO NOHUMAEMBIX, M0 YMEPEH-
HOW CTOMMOCTU MEXaHU3MOB ocyLlieCTBrneHuns Bbl60pa U npeaocraBneHust cornacusa OTHOCUTENbHO UCNONbL30-
BaHusa 1 06padotku ero NN Bo Bpemsi c6opa, nepBOHa4arnbLHOro UCMONbL30BaHUS UK NOCHe, Koraa aTo Gyaer
uenecoobpasHo;

- ocyulecTBreHue npeanoutenuii obnaaarens MUK, koTopbie BbIPAXEHbI B €r0 COrnacuu.

Kpome Toro, COOTBETCTBYIOLLMIA 3aKOH MOXET ONPEAENUTb AONONHUTESNbHBLIE YCIOBUA B OTHOLLIEHUU CO-
rmacus u apyrue ocHoBaHus ans obpaborku NUN, kpome cornacus (Hanpumep, BbINOAHEHUE YCNOBUI KOH-
TpakTa, XXu3HeHHble uHTepecsl obnaaarens NUN unu cobniogeHne 3akoHa). NpUMEeHUMBINR 3aKOH B HEKOTO-
pbiX cryvasix npeaycMarpuBaet, Yto cornacue obnagarens NUU He ABNAETCS AOCTATOYHBIM IOPUANYECKUM
ocHoBaHueM ansi oopabotku MAN (Hanpumep, cornacue NoApocTka, AaHHoe 6e3 ogobpeHus pogutenein unu
onekyHa). Kpome TOro, cneayer yuuTbiBaTb AONONMHUTENbHBIE TpeboBaHua npu nepeaade MU mexay pas-
nuyHbIMK rocygapcTteamu. OTBETCTBEHHOCTb onepatopa N 3aknio4aeTca B BbINOAHEHUN STUX AOMNONHU-
TeIbHbIX YCNOBUI A0 06paboTKu 1 nepeaayun AaHHbIX.

5.3 3aKOHHOCTBb LN U ee onucaHue

CobniogeHne npuHUMNAa 3aKOHHOCTM LIENU U €€ ONUCaHUs 03HAYaEeT:

- obecneyeHne yBepeHHOCTM B TOM, YTO Lenb(M) UCMOMHAETCA(IOTCA) B COOTBETCTBUU C 3aKOHOM W
OCHOBbLIBAETCA(IOTCH) HA APYrMX NPaBOBbIX 00A3aTEeNbCTBAX;

- uHpopmupoBaHue obnagarenst NMUU o uenn(ax) B nepuoa, npeawwecTsylowmii coopy uHcdopmaumm,
UK ee UCNonbL30BaHUU BNEpPBbLIE AN peanu3auum HOBOW Lienu;

- UCMONb30BaAHWE ANA ONUCAHUA LIENU Takux (pOPMynNUPOBOK, KOTOPbIE YETKO U COOTBETCTBYIOLLIMM 00-
pa3om aganTupoBaHbl K cneuyuduke peanusauuu Lenu;
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- pa3bsicHeHue HeobxoamumocTu obpaboTkm dyscTBUTENLHON MU, ecnu cyulecTByeT NnOoTPeGHOCTL B
TakOM pasbACHEHUN.

B oTHoweHun vyscTBuTenswHoW MU MoryT npumeHaTbecsa 6onee cTporue npaBuna, kacarolmecs Lenu
obpabotku. OnA cobnogeHns 3aKkOHHOCTU LENU MOXET noTpeboBaTbCA NpPaBOBOE OCHOBAHWME MMM Chneuu-
anbHoe paspelueHne CnyxObl 3aLmMTbl AAHHbIX UMW MPABUTENBLCTBEHHBLIX CTPYKTYp. OBpaboTka He AOormKHa
OCYLLIECTBNATLCA, ecnu uenu 06pabotku MM He COOTBETCTBYIOT MPUMEHUMOMY 3aKOHY.

5.4 OrpaHuyeHue Ha c6op

CobnogeHne npuHUMNa orpaHM4eHns Ha cOop 03HaYyaeT:

- orpanuyeHue cbopa MU go Takon creneHun, KoTopas onpeaensaerca paMkamu NPUMEHSEMOro 3aKoHa
U CTPOro HEOBXOAUMON (bIMU) LiENbIO(SIMK).

OpraHusaumm He AOMKHbI COOUpaTk NMUYHYIK MHAOPMaUMIO XaoTudHO. Konnyectso u tmun coBpaHHom
MHGOPMAaLMKM AOMKHbI ObITh OrpaHUYEHbI A0 TAKOW CTENEHU, KOTOPas ABNSETCS HEOOXOAMMOW ANsi OCYLLECT-
BMEeHWs (B pamkax 3akoHa) peanu3auuu uenu(en), TO4HO onpeaeneHHon(bix) onepatopom MUN. OpraHusa-
uuu, npexxae yem npuctynutb k coopy MU, gomkHbl TwatensHo pacemotpeTs Ty MW, koTopas MOXeT ObiTb
3aTrpeboBaHa Ansa ocyLlecTsrneHua ocobon uenu. OpraHnsauumn AOMKHbI JOKYMEHTUMPOBAThL TUMbl HAKOMIEH-
How MW, a Takke ee NpaBOMEPHOCTb AN BbINOMHEHUS AEATENbHOCTH, ABMAIOLENCH YaCTbio UX MOMUTUK U
npakTuk no ob6paboTke nHdopmauumm.

Onepatop MU MOXET BbIPa3uTb xenaHue cobparb ononHuTenbHYO MW ¢ nHON Lenblo, YeM npeao-
CTaBneHue cneundundeckoli ycnyru, Tpedyemor obnaaarenio MU (Hanpumep, B LENAX NPAMOFO MapKeTUH-
ra). B 3aBuCMMOCTM OT NONHOMO4MIA Takasi AONONMHUTENBHASA MHpOpMaLIMA MOXKET ObITb coOBpaHa TONLKO NPU
cornacum obnagarens MU. Bo3aMOXHO Takke, 4To cOOp onpeaeneHHow uHgopmauumn Gyaer paspeLueH ¢
NMOMOLLbIO COOTBETCTBYIOLLErO 3akoHa. Korga ato gonyctumo, obnagatenio MU aomkHa GbiTb AaHa BO3-
MOXHOCTb BblOOpa: NPeaocTaBnaTh UNKU HE NPEAOCTaBNAThL Takylo uHdopmauumio. Obnagatens MNUU Take
JOMmkeH ObITb YETKO OCBEAOMIMEH O TOM 0OCTOATENLCTBE, YTO €ro OTBETHbIE AEWCTBUA HA TaKMe 3anpocChbl O
JOMONHUTENBHOW MHOPMAaLMK HE IBAAIOTCA 00A3aTeNbHbIMU.

5.5 MMHMMM3aUmMA OaHHbIX

MrHUMKM3auma AaHHLIX TECHO CBSI3aHa C NMPUHLUMNOM «OrpaHnyYeHue Ha cbop», HO aBnsieTcs 6onee Lum-
POKUM MOHATUEM. B TO Bpems Kak «orpaHudeHue Ha cbop» CBA3aHO O COOPOM OrpaHUYEHHbIX AAHHLIX MO
OTHOLLEHWIO K YKA3aHHOM Lienu, KMUHUMU3aLUWSA AaHHbIX» CTPOro MMHUMU3Npyet obpabotky MUN.

CobniogeHue npuHUMna MMHMMU3aUmMmn AaHHbIX 03HavaeT paspaboTky U peanusaumio npoueayp no o6-
pa6oTke gaHHbIX u cuctem VKT Takumm cnoco6amum, kak:

- cBeaeHue kK MMHMMyMy obpabatbiBaemoin MU u uncna nuy, 3aMHTepecoBaHHbIX B obecnevyeHun npu-
BaTHOCTH, a TaKXe Nuu, KoTopble ocBeaomnerbl 0 MU unu umeloT k Hen aocTyn;

- obecneyeHne NPUHATUA NPUHUMNA KHEOOBXOAUMOTO 3HAHWA», TO €CTb HEKOEMY NULYY AOCTYN AOMKEH
npeaocTaBnATLCA TONbKO K MW, Heobxoaumon aAns BbINOMHEHUA €ro 00s3aHHOCTEN B paMKax 3aKOHHOMW
uenu obpabotku MUK,

- UCNOMNb30BaHNE WUIN NPEASIOKEHNE UCMIONb30BaHUs (B KA4ECTBE ONMUUU MO YMOITHAHUIO, MO BO3MOXKHO-
CTU) B3aUMOAEWCTBUM U TpaH3aKLMii, He ucnonb3yowmx naeHtTudukauymio obnaaarenen NN n npusoaamx
K CHIXKEHMIO HabnogaemMoCcT X NOBEAEHUS U OTPAHNYEHUIO B3aMMOCBSI3aHHOCTU cobupaemoii MUK,

- yoanenue u nukeuaauusa MAW ecakuii pas, korga mctekaer cpok aercrteusa uenu obpabotku MUN,
OTCYTCTBYIOT NpaBoBble TpeboBaHus, kacalowmecsa xpaHeuus NMUU unu koraa sto LenecoobpasHo caenarb.

5.6 OrpaHu4YeHUA B OTHOLIEHUW UCNONb30OBAHUA, XPAHEHUA U PACKPLITUA

Co0ntogeHne NpMHLMNa OrpaHNYEHUs B OTHOLLIEHUM UCTONb30BaHMSA, XPAHEHUSA U PAacKPbITUSI 03Ha4aEeT:

- OrpaHU4eHne UCMnonbL30BaHUA, XpaHEeHUA U packpbiTua (BkNovasa nepeaady) MUK, kotopas Heobxoau-
Ma, YTOObI BbIMOMHATL Cneuuduyeckue, onpeaeneHHble U 3aKOHHbIE LIENM;

- orpaHuyeHune ucnone3osanus MU ana uenein, onpeaeneHHbix oneparopom MU ao c6opa nugopma-
LMK, 3a UCKNo4MeHnem ocoboi Lenu, NpsMo onpeaeneHHol 3aKOHOM;

- XpaHeHue NMUU B Te4yeHne Takoro NPOMEXYTKA BPEMEHU, KOTOPLIA HEOOX0AUM ANs BbINOSIHEHUA 3a-
AIBNEHHbIX Lenen, n nocneaytowee 6esonacHoe yHuuToxeHue unu obesnmumsanuve MUK,

- BriokmpoBaHue (To ecTb apxusuposaHue, obecneyeHme 6e30MaCHOCTM U UCKIIOYEHUE AanbHenLen
obpabotku) noboi MU, korga 3asBneHHbIe LeNU AOCTUTHYTLI, HO NPUMEHUMbIN 3aKOH TpebyeT oGecneveHusn
XpaHeHus.
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Korpa ocylyectsnsieTca TpaHcrpaHuyHasa nepegada MUK, onepatop NMNW ponxkeH ObiTb 0CBEAOMIEH
060 BCEX AONOMHUTENBHBIX MEXAYHAPOAHBLIX UMU PErMoHanbHbIX TpeboBaHUSX, CneundrYHbIX ANA Mexay-
HapoAHbIX NEPECHINOK.

5.7 TOMHOCTb U Ka4yecTBO

CobnogeHne npuHUMna TOYHOCTU U Ka4ecTBa O3HavaeT:

- obecneyeHne yBepeHHOCTU B TOM, 4To obpabatsiBaemas MU sienseTca npaBunbHOM, NOMHOM, 06-
HOBNsieMOW (3a WCKMIOYEHWEeM Tex Cryyaes, KOrga UMEeTCH 3aKOHHOE OCHOBaHWE ANsl XPaHeHUs OaHHbIX,
YyTPaTUBLLUMX CBOIO aKTYanbHOCTb), aAEKBATHOW M 3HAYMMON ANS LieSiM UCNOSb30BaHUS;

- obecneyeHne yBepeHHOCTH B AocToBepHOCTU MW, nony4yeHHO! OT UCTOMHMKA, He siBnsioLLerocsa o6-
naparenem MAUN, go ee 06paboTku;

- NOATBEPXKAEHWE COOTBETCTBYIOLMMU cnocobamu I0OpugN4EcKOi CUIbl U KOPPEKTHOCTU NPETEH3UIN OT
obnaaatens MWW go ebinonHeHus nobbix uameHernuin B MAN (4To6bl 06€CNeUnTL YBEPEHHOCTL B TOM, YTO
U3MEHEHUA CaHKLUMOHMPOBAHbI AOMKHLIM 06pa3om) Tam, r4e 9T0 He0OX0AUMO BbINOMHUTS;

- yctaHoBneHue npoueayp céopa MU B Lensix obecneveHnsi TOHHOCTU U Ka4ecTBa;

- YCTaHOBMEHNE MEXaHW3MOB ynpasneHus, obecneyunBalowmx Nepuoanyeckyio NPpoBepKy TOYHOCTU U
kauectBa cobpaHHOI u coxpaHeHHon MUN.

3TOT NpuHUMN 0COBEHHO BaXXeH B TEX Crly4asix, KOrZla AaHHble MOTYT UCMONb30BaTLCA ANA NpeaocTasne-
HUA UNU OTKasa B MpaBe Ha NornyYeHue MarepuarnbHOW BbIrogbl A (PM3U4ECcKOro nuua unu Koraa HETOYHbIE
JaHHble Npu Apyrx 06CTOATENLCTBAX MOTYT NPUBECTU K CyLLECTBEHHOMY yLuepby ans cduaudeckoro nuua.

5.8 OTKpPBLITOCTb, NPO3PAYHOCTb U yBEAOMIIEHUe

CobniogeHne npuHUMna OTKPLITOCTM, NPO3PaYHOCTU U YBEAOMIIEHUS 03HAYAET:

- npegoctaeneHune obnagarensam MU YeTkoii 1 nerkogocTynHol UHdopmauumu o NOAUTUKaX, npoueay-
pax 1 npakTuyeckux npuemax oneparopos MNKN, oTHocawmxcs k o6pabotke MNU;

- BKIIOYEHUE B yBegoMneHus cakra obpabotku MNMUU; uenu, ans kotopoi ocywectenseTca 06pabotka;
TUMOB NUL, 3aMHTEPECOBAHHLIX B 06ECNeYeHn NPUBaTHOCTU, KOTOPLIM MOXET GbITb packpbiTa MW, u naex-
TUUKALMOHHBIX AaHHbIX onepaTopa MUK, Bkniovas KOHTaKTHYIO0 nHhopmaumio onepartopa NUK;

- pacKkpbiTMe BapMaHTOB BbIOOpa U CpeacTB, npeanaraemMbix oneparopom MUKU, obnaaarenio MUA ansa
Lenen orpaHuYeHns Ucnornb3oBaHua MHOPMaLMK, a TaKkke Ans A0CTyna, KOPPEKTUPOBKM U NEPECHINKU ero
nHpopmaLmu;

- yBegomneHue obnagarenei MU o CyLLECTBEHHBIX U3MEHEHUSIX B MpoOLEAYpax, BbIMOMHAEMbIX MpU
obpaweHun ¢ MAN.

MoxxeT notpeboBarkbcsa obecneyeHne npo3padHOCTyM 06LLEl MHAOPMALIMK, NOTUYECKN NEXaLlei B OCHO-
Be ob6paboTku MU, ocobeHHO ecnu OT pe3ynbTatoB 06paboTkM 3aBUCUT peLLeHune, BnusiioLLlee Ha obnaaare-
na MUN. Nuua, 3sanHTepecoBaHHble B 00eCneYeHnn NPUBaTHOCTU, ydacTeyowme B obpabotke MU, fomkHbI
BMnajeTb onpeaeneHHon nHgopmMaumen o CBOUX NONIMTUKAX U NPAKTMKaX, OTHOCALLMXCA K MeHeakmeHTy MAN,
KOTOpas NerkoaocTynHa Ans o0LWEeCTBEHHOro Nonb3oBaHus. Bce aorosopHble 06a3atenbcTea, KOTOpPbIe BMU-
10T Ha 06paboTky MU, LOMmKHbI ObITb AOKYMEHTUPOBAHLI M YTBEPXAEHbI B OPraHn3aLmn COOTBETCTBYIOLLIMM
06pasom. O HUX JOIMKHO ObITb TaKKe M3BECTHO 3a NpeaenamMu opraHu3auuum Ao TOr0 MOMEHTA, Korga 3Tu
obsa3arenbCcTBa He OyayT ABNATLCSA KOHUAEHLUMATBHBIMU.

Kpome To0ro, uenb o6pabotku MU gomkHa GbiTb 4OCTAaTOMHO AETann3npoBaHa, YTobbl AaTb BO3MOX-
HocTb obnaaatento MU noHATL:

- onpeaeneHHyto MU, TpedyioLyoca AN KOHKPETHOW Lenu;

- onpeaeneHHyio uenb ansa coopa MAU;

- onpegeneHHyo 06paboTKy (BknoYas MexaHu3mbl cbopa, nepeaayn u XxpaHeHusl);

- TUNbI TeX YNONHOMOYEHHbIX PU3NYECKUX nuy, KTo ByaeT ocywiecTBnsATb goctyn k MU n komy MAN
MOXET nepenaBaTbCH,

- onpeaeneHHble TPeBoBaHWA K COXPaHEHUIO U yaaneHuio AaHHbix MU,

5.9 UuauBuayansHoe yyactue u noctyn

CobnioaeHne NpMHUMNa MHAMBUAYANbLHOTO y4acTUs U A0CTyna O3HAYaEeT:

- npepoctasneHue obnaparenam MNN sBoamoxxHocTu aocryna k NN u nposepku ux MAN npu ycnosum,
YTO X UAECHTU(PUKALIMOHHBIE AaHHbIE CHAYana ayTeHTUULUPYIOTCA C COOTBETCTBYIOLMM YPOBHEM obecne-
YeHUs1 yBEPEHHOCTU U TaKoW A0CTYN He 3anpeLeH AeNCTBYIOLLMM 3aKOHOM,;
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- Hanuuue y obnagarenein MU BO3MOXKHOCTU OCNOPUTL TOYHOCTb M nonHoTy MU n ao6uTLCA BHECe-
HWA B HEE NOoNpPaBOK, UCNPABMNEHWUIA UNU €€ YAaneHus;

- obecneyeHne BOIMOXHOCTW BHECEHUA MOObIX NONPaBOK, UCMPABEHUI UMK yaanedus ans o6paboT-
4yunkoB MU 1 TpeTbnx CTOPOH, KOTOPLIM PacKpPbITbl NEPCOHASNbHLIE AAHHbIE, A€ OHU U3BECTHBI;

- yCTaHOBMNEHWE npoueayp, nossonsowmx obnagarenam NUU ocywecTButb 3T Npasa NPOCTbIM, Obl-
CTPbIM 1 9(PPEKTUBHBIM CNOCOBOM, KOTOPbIN HE BreYeT 3a cob6ol HeyMeCTHOe NpoMeASieHne Unu Heonpas-
JaHHble 3aTpaThbl.

Onepatop NMNU nomkeH NPUMEHATL COOTBETCTBYIOLLME MEPbl U CPEeACTBA KOHTPONS U YNPaBnNeHus ans
obecneyeHuns yBepeHHOCTU B TOM, UTo obnagartensam MUU goctynHa crporo ux cobereeHHas MUK, a He Ta,
KoTOpas AoCTynHa Apyrum obnaaarenam MU, 3a uckniovueHnem Tex cny4yaes, korga duandeckoe nuuo, ocy-
LecTeRAOLLEee AOCTYN, AEWCTBYET B paMKax NOMHOMOYMM OT nuua obnaaarens MW, kotopslit HecnocoGeH
OCYLLECTBNATL CBOM Mpasa Aoctyna. MNpuMeHUMBbIn 3aKOH MOXET NpeaocTaBuTb PU3MYECKOMY Ny NpaBo
J0CTyna, NpocMOTpa U, B ONpeAeneHHbIX cny4vasx, otkasa ot obpaborku MUAN. Ecnu dhusmyeckoe nuuo He
YAOBINETBOPEHO peLLEHUEM NpobneMbl, TO coaepXaHue HepaspeLleHHOW NpobreMbl 4OMKHO ObiTh 3aperu-
CTPUpPOBaHO opraHusaumen. MNpu HeobBXxoauMOCTU O CyLIECTBOBAHWUM HEpaspeLleHHOW NpobneMbl AOMKHbI
ObITb ONOBELLEHbI TPETbU CTOPOHLI, UMEIOLLME AOCTYN K paccMaTpUBaemMon uHopmaumn.

5.10 OTBEeTCTBEHHOCTb

O6pabortka MU Bneyet 3a co6oi 0683aHHOCTL COBNIOAEHNUA OCTOPOXHOCTU U NPUMEHEHUS] KOHKPETHbIX
u LenecoobpasHbix Mep aAns obecneveHus ee sawuTol. CobniogeHne NpuHLMNAa OTBETCTBEHHOCTU 03HAYaeT:

- AOKyMEHTMpOBaHue u coobuieHne 060 BCex NOAUTUKAX, Npoueaypax u MeToaax, CBsisaHHbIX ¢ obe-
CNEeYEeHMEM NPUBATHOCTH;

- HasHavyeHune B Npeaenax opraHn3auun KOHKPETHOTO Nuua (KOTOPOE MOXET, B CBOIO ouepeab, nepeaarb
MOSIHOMOYMA APYITUM) OTBETCTBEHHLIM 3@ OCYLLECTBNEHUE NPOLEAYP U METOA0B, CBA3AHHLIX C MONMTUKOM 0be-
cnevyeHns NPUMBaTHOCTH;

- npu nepeaayve NMUN TpeTbum CTOpoHam oBecneyeHne yBepeHHOCTU B TOM, YTO Nony4varenb TPETbEN
CTOPOHbI ByaeT 06a3aH o6ecneunBaTb PaBHOLIEHHbIN YPOBEHb 3aLLUUThI NPUBATHOCTU YepPe3 AO0rOBOPHLIE UIK
Apyrve CpeacTsa, Takue kak obsasaTenbHble BHYTPEHHUE NONUTUKN (COOTBETCTBYIOLLMIA 3aKOH MOXET coaep-
XaTb JONOSNHUTENbHbIE TpeboBaHUs, kKacaloLmecs nepeaaym AaHHbIX B MEXAYHApOAHbIX Macilutabax);

- obecneyeHne COOTBETCTBYIOLLErO 0DyyeHusi coTpyaHukoB oneparopa MWW, kotopbim GyaeT npeao-
cTaenaTbeA goctyn k MAU;

- yCTaHoBMEeHNne 3aPPEKTUBHbLIX BHYTPEHHUX Npoueayp 06paboTku NpeTeH3uii u BoO3MeLLeHus yulepba
Ansa ux npumeHeHuns obnaagarenamu MNUNA;

- uHbopmupoBaHue obnagarenein NMAN o HapyLLEHUSIX NPUBATHOCTU, KOTOPbIE MOTYT HAHECTU UM CyLue-
CTBEHHBIN yLiep6 (ecnu 3TO He 3anpeLleHo, Hanpumep, Npu paboTe, CBA3AHHOW C NPUMEHEHUEM 3AKOHA), a
TaKKe 0 Mepax, NPUHATLIX AN1A YCTPaHEHWS 3TUX HAPYLUEHUN;

- YBEAOMIIEHNE BCEX NUL, 3aUHTEPECOBaHHbIX B 06eCneYeHun NPUBaTHOCTHU, O HAPYLLEHUSIX NPUBATHO-
CTH, KaK 31O TpebyeTcs B HEKOTOPbIX CTpaHax (Hanpumep, cnyx6amu 3alwmTbl 4AHHLIX) U B 3aBUCMMOCTU OT
YPOBHS pUCKa;

- npegocTaBneHne agoctyna nocrpagaswemy obnagatento MU k cooTeeTCTBYIOLMM U 9DDEKTUBHBIM
CaHKUMAM U/MNn MeXaHU3MamMm, TAKUM Kak UCNPAaBMeHne, UCKIMIOYEHUE UMK BOCCTAHOBNEHUE, €CNU NPOU3OLLIIO
HapyLUeHUe NPUBaTHOCTH;

- paccMOTpeHue npoLueayp Ans KoMneHcauuin B CUTyauusx, B KOTOpbIX BYAET TPYAHO UNU HEBO3MOXHO
BEPHYTb NPWBATHBINA CTaTYC (PU3MYECKOro Nuua B MCXOAHOE COCTOSAHUE.

Mepbl, npuHUMaeMble 4N yCTpaHeHUs HapylueHuss 6€30nacHOCTU, AOMKHbI GbiTb NPONOPLUMOHATbHbI
prcKkaMm, CBA3aHHLIM C HapyLUEHWEM, HO UX peanusauns 4OmkHa GbiTb HEOTMNOXHOW (32 UCKITKOYEHUEM CUTYa-
UMI, KOTAa 3TO 3anpeLLeHo, HaNpuMep B NPOLECCE paccreaoBaHusi NPaBOHAPYLLEHUS).

Co3saaHue npoueayp BO3MELLEHUS yepba ABNSAETCA BAXHON YaCTbi0 YCTAHOBMEHUA OTBETCTBEHHOCTH.
BosMelleHue yuepba npeagocrtasnsaer obnagartento MNMAN BO3SMOXHOCTb COXPaHEHUS OTBETCTBEHHOCTU one-
patopa MU 3a HeHagnexawee ucnonb3osaHue MAWU. Pectutyums — 310 hopma BO3MELLEHUs1, KoTopas
npeanonaraer KOMneHcauuio noctpagaswemy oonagarentio MUN. 3To BaXKHO HE TOMBKO B CUTYyaLMK Kpaku
NAEHTUUKALNOHHON MHAOPMaALMK (KKPaXKM NMYHOCTUY»), Bpeda penytauun unuM HeHaanexawero mcnons3o-
BaHuA MUK, Ho Take u B criyvae owmnbok B Mogucukauum unm nameHeHum cootTeeTcrayiowen MAN.

B cnyyae Hanuumsa npoueccoB Bo3melleHus ywep6a obnagarenu MU Gonee yBepeHHO MayT Ha Co-
rMaweHne, Tak Kak NPUHATBIA pUck Ansa hM3N4ecKoro Nuua B OTHOLLEHWM pe3ynbsTarta B 9TOM Cry4ae CHUXEH.
B OTHOLLEHUM HEKOTOPLIX YCIYT BO3MELLEHNE Nerye onpeaenuTb (Hanpumep, npu PUHAHCOBOI NOTEPE), YEM
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Ans apyrux (Hanpumep, Kpaxka uaeHTuUKaLMoHHON nHpopmMaumu, ywepb ans uMuaxka unu penytauuu du-
3M4eCKOro nuua), B KOTOPbIX TPYAHO onpeaenuTb pasmep yuepba u npegocTaBuTb KOMMNeHcauumto. Boame-
LLieHWe OCYLLECTBAETCA MydLue BCEro, Korga OHO OCHOBAHO Ha MPO3PayYHOCTU U YeCTHOCTU. HeobxoanMbIMU
Tunamu Mmep nNo BO3IMELLEHUIO MOXHO yNnpaBnATb COMMacHO 3aKOHY.

5.11 UnchopmaumoHHas 6e30nacHOCTb

CobnogeHve npuHumna obecnedyeHns nHPopmMaLMoHHON 6e30NaCHOCTM 03HAYAET:

- 3awuty MU B pamkax ero nMOMHOMOYUA COOTBETCTBYIOLLMMKU MepaMu U CPpeacTBaMKU KOHTPOMSA M
YyNpaBneHns Ha SKCMnyaTauuoHHOM, (DYHKLIMOHANbHOM W CTPaTermiyeckoM ypoBHAX Ans obecneyeHus ee
LiernOCTHOCTU, KOH(PUAEHUMANBbHOCTU U AOCTYMHOCTH, a Takke 3aLuTy OT PUCKOB, TAKUX KaK HECaHKLUUOHUPO-
BaHHbIM AOCTYN, paspyLUEHNe, UCNONb30BaHUE, MOAUMUKALIMA UMK packpeITUe NMBO NoTeps B TEYEHUeE BCEro
€€ XXU3HEHHOro UuKna;

- BbIOOp 06paboTunkos MW, KOTOpbIe NPEAOCTaBNSAIOT AOCTATOYHbIE FAPAHTMM OTHOCUTENBHO Kak opra-
HWU3aLMOHHbIX, (PU3NYECKMX U TEXHUYECKUX MEP U CPEACTB KOHTPONS U ynpasneHus npu obpatdotke NMNU, Tak
n obecneyeHnss COOTBETCTBUA 3TUM MEpaMm W CPEeACTBaM KOHTPONS U YNPAaBNeHNs;

- BasupoBaHMe 3TMX Mep U CPEACTB KOHTPONSA M ynpasneHus Ha TpeboBaHMSAX COOTBETCTBYIOLLErO 3a-
KOHOAAaTenbCTBa, CTaHAapToB 6e30MacHOCTH, pesynbratax CUCTEMATUYECKUX OLIEHOK PUCKOB Be30macHoCTH,
kak onucaHo B MCO 31000, u pesynsratax aHanusa «3atparbl/Bbirogay;

- peanusauuio Mep U CPEACTB KOHTPONSA W YNpPaBneHnsi CoOpasMepHO BEPOSITHOCTU U CEPLE3HOCTH Mo-
TEeHUManbHbIX NOCNeACTBMIA, YyBCcTBUTENBHOCTU MU, Yncny obnagarenen MWW, koTopble MOryT ObiTb 3aTpO-
HYTbl, U KOHTEKCTA, B KOTOPOM OHA NPOU3BOAUTCS;

- orpaHuyeHue goctyna k MU ans Tex nuu, KOMy Takoii ocTyn TpedyeTcsa AnA BbINONHEHUs1 CBOUX 005-
3aHHOCTEN, U OrpaHMYeHne gocTyna TexX nuu, KOTopble MMEKOT A0CTYN Tonbko K Ton MUK, goctyn Kk kOTOpon
um TpebyeTcs ANA BbIMONMHEHUsI CBOUX 0OA3aHHOCTEN;

- NPUHATUE PELUEHUI I OTHOCUTENBHO PUCKOB U YA3BUMOCTEN, OOHAPYXKEHHBIX C MOMOLLbIO OLIEHOK pPUCKa
obecneyeHuns NpMBaTHOCTU U NPOLECCOB ayauTa;

- NeprMoanYeckuin NepecmoTp U NEPEOLIEHKY MEP U CPEACTB KOHTPOSA U YyNpasrieHUs B NpoLiecce nocro-
AHHOTO MEeHeaKMeHTa puckoB 6e30nacHOCTU.

5.12 CooTBeTCTBME NPUBATHOCTHU

CobniogeHne npyHumMna COOTBETCTBMSA NPUBATHOCTM O3HAYAET:

- NPOBEPKY U AEMOHCTPMPOBaHMe Toro, YTo 0bpaboTka yaoBneTBopseT TpeboBaHUAM 3aLLMTbI AaHHbIX
U COXPaHEHUs MPUBATHOCTU NYTEM MEPUOAUYECKOrO NPOBEAEHUS ayaUTOB C UCMOMb30BAHUEM BHYTPEHHUX
ayauTOpPOB UMW ayAMTOPOB AOBEPEHHON TPETLEN CTOPOHbI;

- MPUMEHEHUEe COOTBETCTBYIOLLMX BHYTPEHHUX MEpP U CPEeACTB KOHTPONS U ynpaBneHus u MexaHusMoB
He3aBUCUMOTO HabnaeHNUs, KOTOpble 00eCNeYnBalOT YBEPEHHOCTL B COOTBETCTBUM NMPUMEHUMOMY 3aKOHY O
NPUBaTHOCTM, MONMTKUKAM U Npoueaypam obecnedeHns 6e30NacHOCTU, 3aLLMThI JAHHLIX U 06ecnevyeHms npu-
BaTHOCTU;

- pas3paboTKy ¥ NOAAEPKKY OLIEHOK pUCKa NPMBATHOCTU ANS OLEHUBAHUS TOro, COOTBETCTBYIOT NI UHU-
uuaTuBbI NO NOCTaBKe Nporpammbl UK CepBuUca, BKnoyatowme obpabotky MU, TpeboBaHUsM 3aLLmUThbl AaH-
HbIX 1 00eCneYeHns NPMBaTHOCTHU.

MpuMeHnMBIi 3aKOH MOXeT TpeboBaTb, YTOOLI 0AUH Unu Bonee HabnoaaTenbHbIX OPraHoB Obin OTBET-
CTBEHHbIM 32 MOHUTOPUHI COOTBETCTBUS AEMCTBYIOLLEMY 3aKOHY O 3aluuTe AaHHbIX. B aTux cnyyasx nogaep-
KaHWe NpuHLMNa COOTBETCTBUSA NPUBATHOCTU TAKKE O3HAYAET COTPYAHMYECTBO C HAabnaaTenbHbIMW OpraHa-
MU 1 cobnogeHne ux pyKoBOAALLMX NPUHLMUNOB 1 TpeBoBaHui.
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FOCT P MICO/M3K 29100—2013

MpunoxeHue A
(cnpaBouHoe)

CoorBetcTBUE Mexay noHaATUAMU MCO/MOIK 29100 n nonatuamu MCO/M3IK 27000

[na ynpoLleHnsa ncnons3oBaHus ceMeicTBa MexayHapoaHblx cTaHgaptoB MCO/MOBK 27000 B cneumdunyveckom
KOHTeKcTe obecneveHns NPMBaTHOCTM U MHTErpaLum NoHATMI obecneveHns npuBaTHOCTU B KoHTekcTe MCO/M3K 27000 B
Tabnunue A.1 npeacTaBneHbl B3anMOCBA3N MEXAY OCHOBHbLIMM NoHaTuamu MCO/M3BK 29100 n MICO/MBK 27000.

Tabnuya A.1— ConoctaBneHune noHaTuin MCO/MOIK 29100 n noHaTuin MICO/MBK 27000

MoHnatua MCO/M3K 29100

CooTBeTcTBUE ¢ NoHATUAMKU MCO/MBK 27000

ﬂmqo, 3anHTepecoBaHHOE B obecneveHnn npuBaTHOCTU

MpuyacTHas CTOpoHa

nn

MHopMaLMOHHLIA akTue

HapyLueHue npuBaTHOCTH

MHUMAeHT nHdopmaLMoHHo 6e3onacHocTm

Mepa v CpefCTBO KOHTPOIS U yNpaBrieHUs NPUBaTHOCTbIO

Mepa 1 cpefiCTBO KOHTPONS U yrNpaBneHust

Puck obecneveHus NPUBaTHOCTHU

Puck

MeHepXMeHT pUCKa obecneyeHus npuBaTHOCTU

MeHepmeHT puUcka

TpeboBaHus kK MepaM 3alluTbl NPUBATHOCTM

Llenu npuMeHEHUS Mep M CPEACTB KOHTPOISA W yrpaBneHus
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FOCT P NICO/M3K 29100—2013

Bubnuorpadpusa

[11 WCO PykoBoacTBo 73, YipaeneHue puckamu — Crnosapb

[2] WMCO 31000, YnpaeneHue puckamu — [puHyunsi u pykogodcmea

[3] WMCO/M3K CTK 1/TK 27 PI" 5 OcHoBononaratoLmii gokymeHT 2 (P 5 O[12) — cebinku Ha ogbuluanbHble KoHGUOeH-
yuanbHble QoKyMeHmbI, [OCTYMNHbIE Ha caiTe http://www.jtc1sc27.din.de
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