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BesepeHune

HacToAwwmii cTaHAapT BXOAUT B KOMMIEKC CTaH4apTOB, yCTaHaB/IMBaOLWNX TpeboBaHNa K TecTupoBa-
HVIO CPeACTB BbICOKOHAAEXHOW BMoMeTpuyeckoi ayTeHTudmkaumm.

[loBepue K cpeAcTBam BbICOKOHALEXHOW GMOMETpUYECKoi ayTeHTUdMKaLMmn onpegenseTcs pesynbra-
Tamu X TeCTUPOBaHNA, BbipaXeHHbIMY B (DOPMe rapaHTuii Npon3BoAUTENs, NOATBEPXKAEHHbIX, N0 Heobxoau-
MOCTU. CepTUDUKALNOHHBIMU JOKYMEHTAMMU.

TecTvpoBaHue cpefcTB 6MOMETPUYECKO ayTeHTUdUKaLMm NpoBoANTCS C UCNONb3oBaHWem 6a3 6uo-
mMeTpunyecknx 06pa3os «CBOM» 1 «Uyxoi», pasmepbl KOTOPbIX ABAATCA 4OCTATOUHbIMUY AN NOATBEPXAEHNSA
XapakTepucTuK TECTUPYeMbIX CPeACTB.

Hanbonee cnoxHoli yacTblo 3ajaun ABASETCA TeCTUpoBaHMe CTONKOCTU 06y4YeHHbIX Mpeobpasosare-
nen «bnomeTpus-kof» K atakam nogoéopa. Kak npasnno, co3gatb AOCTATOYHO 60/bLLOV 06beM eCTEeCTBEHHbIX
6rnomeTpuyeckux obpasos no TpebosaHuam MOCT P 52633.1 TexHU4eckn HeBO3MOXHO. 1o 3ToW mpuyvHe
NPUXOANTCH MHOFOKPATHO yBENNYMBaTb pa3Mepbl TECTOBOI 6a3bl GrIoMeTprYecknx 06pasoB 3a CUET CUHTETH-
yeckux buomeTpuyecknx obpasos, co3gaHHbix no FOCT P 52633.2.

B ob6wewm cnyyae 3ajaya aBTOMATM3MPOBAHHOIO TeCTMPOBaHWUSA CTOMKOCTW npeobpasosartens
«buomeTpusa-kog» TpebyeT hopMMpoBaHNS OUYeHb 60/bLLINX 6a3 TECTOBLIX BOMETpUYECKUX 06pas3os 1 Npu-
MEHEHUSI BbICOKONPON3BOAUTENbHBIX BbIYAC/IUTE/NbHbIX CPEACTB C 60/bWwMM 06bEMOM namATn. O61acTbio
NPUMEHEHUS HACTOSLLLEro cTaHjapTa He SBAfeTcs 06wl cnyyain nepebopa Bcex BO3MOXHbIX GuomeTpuye-
Cknx 06pas3oB, HACTOALWMI CTaHAapPT pacnpocTpaHAeTCcs TOMbKO Ha TeCcTUpoBaHWe NPOrpaMMHbIX CPeAcTB
ayTeHTUukaumm, B KOTOPbIX NPeAycMOTPeHa BO3MOXHOCTb peanusaummn cneumanbHbiX YCI0BUA ynpoLeHus
3aflaun TeCTUPOBaHWA, a Takke nNpefycMOTPeHbl CneLnasibHble TEeCTOBbIE PeXUMbl HAOMIOAEHNA BHYTPEHHUX
[aHHbIX Npeobpa3oBaTens «6uomeTpusa-koa». NS CPeAcTB BbICOKOHAAEXHON BuoMeTpuyeckoi ayTeHTudu-
Kauyu. BbINOSIHEHHbIX C annapaTHOW 3aluTol BHYTPEHHUX AaHHbIX, WK 415 NPOrpamMMHbIX CPeACTB, He npe-
JOCTaBNALWMX AOCTYNA K CBOMM BHYTPEHHUM AaHHbIM B CeLnasibHbIX pexumax TecCTupoBaHus, npoueaypbl
HacTosLero ctaHfapTa He MOTyT jaTb YNC/IEHHOM OLEHKM CTOMKOCTM K atakam nogéopa.
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HAUVWOHANBbHBIN CTAHOAPT POCCUWNCKOW OSGEALEPALUMN

3awwuTa uHopmaymm
TEXHUKA 3AWLNTbBI MHPOPMAL NN

TecTupoBaHue CcTOlKOCTH cpencTte BbICOKOHa,CI,e)KHOVI 6MOMeTpVI‘-IeCKOVI 3alnTbl K aTakam no,u,6opa

Information protection. Information protection technology. The high reliability biometric protection means endurance
testing from matching attacks

[arta BBegenns — 2011—12—01

1 O6nacTb NpUMeHeHnsn

HacToswwmin cTaHgapT pacnpocTpaHaeTcss Ha aBTOMAaTU3MPOBaHHbIe CUCTEMbI TECTUPOBAHWUA CPeSCTB
BbICOKOHAEXHOl G1oMeTpuYeckoli ayTeHTudmKaumum, BbinosHeHHble no TOCT P 52633.0. koTopble ocy-
LeCTBASAIOT MMUTaLMI0 aTak nogbopa C WCNosb3oBaHNeM 6a3 ecTeCTBEHHbIX GromeTpuyeckmx o6pasos,
chopmupoBaHHbix Mo FOCT P 52633.1 1 pasMHOXEHHbIX 3a CYET CUHTeTMYecknx GromeTpuyeckmx obpa-
30B. NoJlyyeHHbIx No FTOCT P 52633.2. HacToAwmit cTaHAapT pacnpocTpaHsieTcs Ha nporpaMMHble cpeacTBa
6romeTpnYeckoin ayTeHTumkaunm nnm nporpaMmHble aMyATOPbl annapaTtHbIX CPeAcTB ayTeHTudmkalmum,
npegycmaTpusatoLine 4OCTYMHOCTb UX BHYTPEHHUX AaHHbIX B CneLuasibHOM TECTOBOM pexunme.

2 HopmaTuBHbIE CCbIJIKMK

B HacToALleM cTaHAapTe UCMONb30BaHbl HOPMATUBHbIE CCbISIKM Ha criegylowme ctaHaapTbl:

FOCT P 50779.10 CraTtuctuyeckne meTtofbl. BeposATHOCTb M OCHOBbI CTATUCTUKN. TEPMUHbLI U onpeae-
neHuns

FOCT P 52633.0 3awmta nHopmaunm. TexHuka 3awmTbl Hopmaummn. TpebosaHUs K cpeacTBam
BbICOKOHAEXHOI 6riomeTpuyeckoli ayTeHTudmkaLum

FOCT P 52633.1 3awuta nHopmaumn. TexHuka 3awmutsl MHpopmauum. TpeboBaHusa k hopMmnpoBa-
HUIO 6a3 ecTeCcTBEHHbIX BoMeTpuyecknx o6pasos, NpefHasHauyeHHbIX 419 TeECTUPOBAHUSA CPeACTB BblCOKO-
HafexHoi buomeTpuyeckoi ayTeHTudmkaLum

FOCT P 52633.2 3awuta nHopmaumn. TexHuka 3awmutsl MHpopmauum. TpeboBaHusa k hopMnpoBa-
HUIO CUMHTETUYeCKUX GuomeTpuyeckux 06pasos, nNpegHasHayeHHbIX ANA TeCTUPOBaHWUA CPefCTB BbICOKOHA-
[eXHON BromMeTprnyecKkoin ayTeHTudukaLmmn

NMprvmeyaHune — MNpu NONb30BAHUN HACTOSLLMM CTAHAAPTOM LiesIecoo6pasHO NPOBEPUTL JECTBUE CCbITOYHbBIX
CTaHAapTOB B MHDOPMALMOHHOMN cucTeme 06LLero nosib3oBaHusi — Ha ogmumManbHOM caiitTe deflepanbHOro areHTCTBa no
TEXHUYECKOMY PEry/IMPOBAHMI0 N METPOIOTUN B CETU VIHTEPHET WAN MO €XErofHOMY MH(OPMaLMOHHOMY yKasaTento «Ha-
LMOHaNbHble CTaH4apTbI*, KOTOPbI ONY6MKOBAH N0 COCTOSHWIO HA 1 siHBaps TeKyLiero roga, 1 no BbiMyckam exemecsy-
HOro MHHOPMALMOHHOTO yKa3aTens «HaunmoHanbHble CTaHAapTbl» 3a TeKyLWMii rog. EC/v 3aMeHeH CCbITOYHbIA CTaHAAPT,
Ha KOTOpbIA faHa HeAaTUpPOBaHHAA CCblKA, TO PEeKOMEHAYyeTCs UCMO/b30BaTh AENCTBYIOLLYI0 BEPCUI0 3TOTO CTaHhapTa
C YYEeTOM BCEX BHECEHHbIX B J@HHYH BEPCUIO U3MEHEHWIi. ECNM 3aMEHEH CCbINIOYHbIN CTaHAAPT, HAa KOTOPbIA faHa AaTu-
poBaHHas CCblfika, 0 PEKOMEHAYEeTCA UCMOMb30BaTh BEPCUIO 3TOTO CTaHAapTa C yKa3aHHbIM Bbille [040M YTBEPXAEHUS
(npuHATKS). ECnn nocne yTBepXAEHNUs HACTOSLLEro CTaHAAPTa B CCbIIOYHbIN CTAHAAPT, HAa KOTOPLIV faHa 4aTUpOBaHHas
CCblfIKa, BHECEHO N3MeHeHWe, 3aTparuBaiollee NosoXeHue, Ha KOTOPOe JaHa CCbiNKa, TO 3TO NoNoXeHUe pekomeHayeTcs
NpUMeHATL 6e3 yyeTa faHHOTO U3MEHEHUS. EC/M CChINIOYHBIA CTaHAAPT OTMEHeH 63 3aMeHbl, TO NOJIOKEHUE, B KOTOPOM
[ilaHa ccblfika Ha Hero, peKoOMeHAyeTcsl NPUMEHSATL B YACTU, He 3aTparvBaloLLeil 3Ty CCbfKy.

M3paHune oduymansHoe
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3 TepMuHbl N onpepeneHns

B HacTosAwem cTaHgapTe npuMeHeHbl TepMuHbl Mo FTOCT P 52633.0. TOCT P 52633.1 nTTOCT P 52633.2.
a TaKkke cneayoLuii TEpMUH C COOTBETCTBYIOLLMM ONpeAeneHnem:

31 CTOlKOCTb K aTakam nopg6opa: [okasaTesb, OnNpeAensiolWuii Yucno nonbiToK nogéopa,
06Xx04MMOE 3/10YMBILLIEHHWUKY A5 MOAYyYeHWs Ha BbixoAe npeobpas3oBaTtenss HeM3BEeCTHOro emy koga fo-

ctyna «CBOi» Npu MCMOMb30BaHUUN ANS aTaku 3apaHee chopmMupoBaHHOW 6a3bl 6uomeTpuyecknx obpasos
«YHyxoit».

4 O603HayYeHMA U cokpaweHus

B HacTosiLeM cTaHfapTe UCMNo/b30BaHbl cnefyowmne 0603Ha4YeHNS Y COKpaLLeHNs:
N — pa3mep mcnonb3yemoi Ana TecTupoBaHusa 6a3bl 06pa3oB «Uyxoi»;

h — 3HauyeHne kpuTepuss XaMMuHra,;

n — AJIMHa BbIXOJHOro Kofa TecTupyemoro npeobpasosaresia «61omMeTpusi-koa»;
E(.) — onepaTtop BbluMCNeHUss maTemaTuyeckoro oxumgaHusa no FOCT P 50779.10,
o(.) — onepartop BblYMC/IEHUSA CTaHAAPTHOrO OTK/I0HeHMsA no FTOCT P 50779.10;
P2 — BepoAaTHOCTb OWK6KM BTOPOro poAa {ownbouHbIi Nponyck «Hyxoro»):

MBK — npeobpa3oBartesib «6MOMETPUA-KOL».

5 O6wue nonoxeHus

5.1 PacnpefesieHne B3aMMHOro goBepus

MBK moryT TecTupoBaTtbCA NPV pPa3HOM YPOBHE AO0BEpPUS MexXay AOHOPOM 6uomeTpuun, Bnagesnbuem
cpeAcTBa 6UOMeTpUYECKO ayTeHTUuduKaLmn (TecTupoBaHus). PasnnyaloT Tpy YPOBHS B3aMMHOTO AOBEPUS:

- MOJIHOE B3aMMHOE [0Bepue Mexay AOHOPOM GUOMETpUM U BnajesnbLeM cpeacTBa GMOMETPUYECKON
ayTeHTuukaLmmn (TecTupoBaHums):

- yacTuMyHOe AoBepue Mexay AOHOPOM GMomMeTpun 1 BragenbleM cpeactBa 6MOMEeTPUYECKONn ayTeHTuH-
ukaunm (TecTupoBaHus):

- OTCYTCTBME J0Bepua AoHopa 6uomeTpun K Bnagenbly cpeacTBa 6romeTpuyeckoin ayTeHTudmkauum
(TecTupoBaHus).

5.1.1 MonHoe foBepue Co CTOPOHbLI fOHOpPa 6uomeTpun

MonHoe B3aMMHOE f0Bepve BO3HUKaeT B Cryyae, ecnv JOoHOp 6uomeTpun OAHOBPEMEHHO ABAseTcA
BrafenbLemM cpefcTsa 6MOMETPUYECKON ayTEHTUMMKALIMN CO BCTPOEHHbIM 6/10KOM cCamMOTecTUpoBaHus. Tor-
Aa AoHOp 6GUoMeTpuM cnocobeH nocne Kaxaoro obyyeHus HelipoceTeBoro MNMBK caMOCTOSITENILHO NPOTECTU-
poBaTb ero ypoBeHb CTOWKOCTM K aTakaM nogbopa. OAHaKko npu 3TOM AOHOP 6UOMETpUN AO/KEH A0BEPATb
BCTPOEHHOMY B CPeACcTBO GMOMeTpuyeckoin ayTeHTudmkaumm 610Ky camoTectupoBaHus. Mpu NonHoMm go-
BEpVM 3aTpaTbl HA TECTUPOBAHME MUHUMa/IbHbI, Tak Kak Bce GUoMeTpuyeckme gaHHble U3BECTHbl TECTUPYIO-
wemy.

5.1.2 floBepue K BCTPOEHHOMY B CPEeACTBO ayTeHTUdunkaunum 610Ky camMoTecTUpoBaHns

[loHop 6ruomeTpun foBepsieT BCTPOEHHOMY 610Ky caMOTeCTUpOBaHUs, eCc/im Npou3BOANTE b CpefcTBa
ayTeHTudurKaLmMm aaeT nHopmaLunio 0 NorpeLHocT! 610ka caMoTecTUpoBaHns. 3asB/ieHHas npoussoanTe-
NleM MOorpeLHoCTb NnokasaHuii 6/10Kka camMoTecTMpoBaHWsa A0/MKHA ObiTb MOATBEPXEHA BHELHUM He3aBuUCU-
MbIM TECTMPOBaHNEM C UCMOJ/Ib30BAHNEM TECTOBbIX 6a3 GOMEeTPUYECKNX 06pa3oB AOCTATOUYHOMO pasMepa.

5.1.3 YacTuyHoe goBepue co CTOPOHbI OHOpa 6uomeTpun

CuTyaums 4acTUYHOro AOBEPUS BO3HMKAET B Cayyae, ec/im JOHOp 6MoMeTpun He ABNsSieTCa BNnagesnbLlem
cpefcTBa 6oMeTprYecKoin ayTeHTudmKaumun (TecTupoBaHus). B atom cnyyae goHop 6uomeTpun coxpaHseT
3a co60i1 NpaBo Ha obecneyeHre KOHPUAEHUNANBHOCTA, aHOHUMHOCTH, 06€3IMYEHHOCTN CBOUX BuoMeTpuye-
CKMX faHHbIX 1 kofa AocTyna. TeM He MeHee Bnagenew cpefctsa 6MOMeTpUYeckoli ayTeHTUUKaL M fOMKeH
MMeTb BO3MOXHOCTb TECTUPOBATL CTOMKOCTb K aTakam nogbopa MNEK goHopa 6uometpumn (nonb3osaTeneli ero
cpeacTea). CpeacTBa TeCTMPOBaHNSA A0/MKHbI OblTb CMOCOOHbLI paboTaTrb B pexume COXpPaHeHUs aHOHWMHO-
CTW. KOH(PMAEeHUMaNnbHOCTU, 06€31MYEHHOCTN NEPCOHANbHbLIX GUOMETPUYECKNX AaHHbIX fOHOpa 6uomeTpun.

YacTnyHoe fosepue co CTOPOHbLI AOHOpa 6MoMeTpun K Bnagesbly cpefcTsa ayTeHTudmkauum (Tectu-
pOBaHNA) CyLLEeCTBEHHO YCNOXHAET YCNOBUSA TECTUPOBAHNSA.

2

He-



FOCT P 52633.3—2011

5.1.4 TecTupoBaHue nNpu NOJSIHOM OTCYTCTBUU [0BEPUA CO CTOPOHbI AOHOpa

3aTpartbl Ha TecTMpoBaHWE CYLLEeCTBEHHO 3aBUCAT OT HayasbHOW MHOpMaLMM O GUOMETPUHECKMX
JaHHbIX 1 kofde pocTyna. Mpy NONHOM OTCYTCTBUM HauvaslbHON nHdopmauun o MBK TecTupyowmini gomkeH
nepe6paTb MHOXeCTBO GMOMETPUYECKNX 06Pa30B, KOTOpbIe KOrAa-nnbo MoryT 6biTb NPeabABEHbI, U HAWTK
NN CMHTE3NpOoBaTbL GroMeTpryeckuini o6pas «CBoii». PexumM oTcyTcTBMsA foBepus (MOSIHOTO OTCYTCTBUSA [0-
NOMTHNTENbHON MHGOpMaLuM 0 3aliuaeMolri 6UoMeTpuM 1 Kode AOCTyna) ABASeTCA Haumbonee COXHbIM
ONs TecTMpoBaHuA. OTOT pexum TpebyeT 3HauuTeNbHbIX 3aTpaT MaTepuasibHbIX PecypcoB Ha opmupoBa-
Hue 60/bLlInX 6a3 6romeTpuyecknx obpasos no FOCT P 52633.1, ncnonb3oBaHWe BbICOKOMPOU3BOAUTENBHbIX
CpeAcTB aBTOMaTU3MPOBAHHOIO pasMHOXeHUss 6romeTpuyecknx obpasos no FOCT P 52633.2 n nocnepyto-
LLlero TeCTMpOBaHUA NyTem NPsMOro nepe6opa BCex BO3MOXHbIX BapvaHTOB 6GuoMeTpuyecknx o6pasos. 3ToT
pexvM TeCTMPOBaHMA B pamkax HacTosLLero cTaHgapTa He paccMaTpuBaeTcs, Tak kak He nMo3BonsieT nony-
YNTb AOCTOBEPHbIX YNC/IEHHBbIX Pe3y/bTaToB 6e3 NPMBEYEHNS BbICOKOMPOU3BOANTEBHBIX BbIYNCIUTENbHBIX
cpeAcTB aBTOMaTM3aLmm nogbopa 6uoMeTpuyecknx o6pasos.

5.2 YueT BAUSIHUA CTPYKTYpbl Nnpeobpa3oBaTtens «6UoMeTpusi-koa» Npu ero TeCTUpPoOBaHUK Ha
CTOWKOCTb K aTakam nogbopa

5.2.1 Ctpyktypa [MBK, ucnonb3sywuwero BXoAHble 6GMOMeTpuyeckme mnapameTpbl BbICOKOrO
KayecTBa

Ecnu MNBK ucnonb3yeTt npsimoe npeobpasoBaHne 6UOMETPUYECKMX NapameTpoB B KOf Yepes Ux cpas-
HeHune c rpaHuLamu pacnpegenexnuns napameTpos «CBoii», TO TeCTMpoBaHue NpoBoAnTCs 6e3 M3MeHeHns ero
CTPYKTYpbl. TecTupoBaHue npoBOAUTCA HaGNOAeHNEM BbIXOAHbLIX KOLOB, NOPOXAAaeMblX BXOAHbIMU BGuome-
TpUYeCKMMMN napameTpamun 06pa3os «Uyxoi».

5.2.2 Ctpyktypa [BK, ucnonb3ywuwero BXoAHble 6uOMeTpuyeckne napameTpbl CPOAHOTO
KayecTBa

Ecnun MBK ocylecTsnfeT nosbllleHne kavyecTBa OGMOMeTpUYecKkux napamMeTpoB C MOMOLLbIO OAHOro
C/0SA UCKYCCTBEHHbIX HEMPOHOB MM MHOTO OAHOC/IOMHOrO HEYEeTKOro MexaHu3ma oboraweHust faHHbIX, TO
TecTuposaHue npoBoanTCs 6e3 U3MEHEHUs ero CTPYKTypbl. TecTupoBaHWe NpoBoAMTCSA HabMioAeHUEM Bbl-
X04HbIX KogoB MBK. nopoxaaemblx BXOAHBIMW 6UOMETPUYECKUMI NapamMeTpamy 06pasos «Hyxow».

5.2.3 M3ameHeHne cTpykTypbl [BK, ncnonb3ywuwero BxofAHble 6uomeTpuyeckme napameTpbl
HU3KOro KayecTBa

Ecnun MBK ocyuwectsnseT npeobpaszoBaHne MHOTOC/I0AHON HENPOHHOW CeTbI UM C MOMOLLBIO VHbIX
MHOTOC/IOMHbIX HEYEeTKUX MexaHW3MOB oboralleHus faHHbIX, TO TeCTUpPOBaHWe MPOBOAMUTCA C Takum usmMe-
HeHVem ero CTPyKTypbl, KOTOpPOe MO3BONsieT HabnaaTh KOAbl Ha BbIXOAE KaXA0ro cnos. TecToBbll pexum
[omkeH obecneunBaTtb KOHTPO/Ib KOAOB Ha BbIXOA4AX HEPOHOB MM HA BbIXOAaX UHbIX HEYETKMX MeXxaHU3MOoB
oboraLeHns AaHHbIx Kaxaoro cnos MBK. Mpy aTom NpoBOAAT TECTMPOBAHNE BbIXOAHbIX KOLOB KaXA0ro Cnos
MBK. NTorom TectupoBaHus SIBNSETCA HaWXyALWNi nokasaTenb CTOWKOCTM K aTakam nogbopa.

5.2.4 N3meHeHne cTpykTypbl [BK, ucnonb3ywwero mexaHuW3smbl 3awWuTbl OT HabnwaeHUs
BHYTPEHHUX AaHHbIX

Ecnn MNBK nmeeT CnoxHyto CTPYKTypy, CBA3bIBAKOLLYI Yepes3 AWCKPEeTHble onepauuy (X3wWunpoBaHus,
6UTOBbLIE OMepaLun CNOXEHUST N0 MOAY/0 ABa WK UHbIe onepawyuun) Mexay co60i BHYTPEHHUE faHHble, TO
ero CTpyKTypa nepef TeCTUpOBaHNEM [O/IKHA ObITb YNpoLeHa 3a cYeT OTK/II0YEHNA MeXaHU3MOB 3aluTbl OT
HabnAeHna BHYTPEHHWX fJaHHbIX. TECTOBbIA pexum fos/hkeH obecneynTb OTCYTCTBUE B/INAHUS BbIXOAHBIX
KOAOB yxe cpaboTaBlumx asieMeHToB MNMBK Ha apyrue anemenTthbl MNBK yepes oTkAOUYEHME COOTBETCTBYHOLLMNX
MeXaHW3MOB 3aLLnTbl OT HAGMOAEHUSA BHYTPEHHNUX AAHHbIX.

6 TecTupoBaHWe CPeACTB BbICOKOHAAEXHOW GMOMETPUYECKO
ayTeHTUdVKaLMM Npu BbICOKOM YpOBHE B3aMMHOTO J0Bepus

6.1 TecTupoBaHue C NCMOMb30BAHNEM Manbix 6a3 6uomeTpuyecknx 06pasos «Yyxoi»

6.1.1 Tpeb6oBaHMS K ManbiM 6a3am 6MomMmeTpuyeckux 06pasoB «Hyxoi»

Ansa TectuposaHus o6yyeHHoro MNMBK HeobxoAMMO MMeTb He meHee 128 nprMepoB pasfiMuHbIX ecTe-
CTBEHHbIX 6UOMeTpUYeckmx 06pasoB «Uyxoii», KOTopble paHee He GblN UCMOMb30BaHbl NPU 06YYEHUN TECTU-
pyemoro MBK. Wcnonb3yemble npu TecTUpoBaHUn GromeTpryeckme obpasbl fO/MKHbI OblITb HE3aBUCUMbIMU 1
hopmuposatbea no NOCT P 52633.1.
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KOHTpO/Ib YPOBHS HE3ABUCUMOCTM 06pa30B «Yyxoli» OCyLLecTBAAETCA B3aVMHbIM CPaBHEHUEM KX KO-

[l0B Ha BbIx0Je TeCTMpyeMoro npeobpasoBaresisi No KpuTepuio XaMMuHra. CnegyeT BbIYUCAATb KpUTepuii Xam-
MUHTa MeXAy KaXKAbIM U3 KOA0B-OTKNKOB «Yyxoli». B Manoii TecToBoi 6a3e He JO/MKHO 6bITb Nap buomeTpu-
n-YO oM.

yecknx 06pasoB, UbM BbIXOAHbIE KOABI MO KPUTEPUIO X3MMUHIa BbiNadalT U3 nHTepBana s 1 2 3

rae n — 4ncno paspsifoB B BbIXOAHOM kofe TecTupyemoro MBK.

6.1.2 O6uwas cxoma TeCTMPOBaHUA C UCMOb30BaHNEM Masioli TECTOBON 6a3bl

Mpun TectupoBaHmm MNBK 6romeTpuyeckme obpasbl Manoil TecToBol 6a3bl nogatTcs Ha BxoAbl MBK
OIHOKpPATHO B MPOM3BOMILHOM Nopsifike. Bnok-cxema TecTUpoOBaHWUS MpuBedeHa Ha pucyHke 1. B npouecce
TECTMPOBaHMUS KOAOBbIE OTKNUKK MBK cpaBHMBaAOTCS € KOAOM «CBOWi», 1 CTPOMTCS pacnpeseneHne 3HaveHui
nokasartenei kputepus Xammuura — p¢h).

Mo dhopme n napameTpam pacnpegeneHus 3HayeHuii nokasarens KpuTepuss XaMMmnHra ocyLLecTBAAIT
NPOrHo3npoBaHne NosiB/IEHNS HY/1IEBOrO 3HauyeHusi. BeposATHOCTb NOSIB/IEHNS HY/IEBOTO 3HAYEHUS KpuUTepus
XamMMuHra cooTBETCTBYET KONMN3UU — CUTyaLumn MOABIEHUS KOAOBOrO OTknka «CBoli» Npu npegbasneHnu
0f1HOro 13 06pa3zoB «YyxoW».

6.1.3 BbluncneHve cTaTUCTMUYECKMX NapaMeTpoB pacnpeeneHns 3HavyeHunin kputepusa 6am3ocTu
XamMmuHra

PacnpegeneHve 3HayeHUn nokasaTens XaMMUHra SiIBASETCA AWCKPETHbIM, OAHaKO Mpyu 60/blMX 3Ha-
YeHMSAX ONIUHbI BbIXOAHOIO Koja (4ns KoAoB A/sMHol 6onee 32 6UT) adphekToM ANCKPETHOCTU creayeT npe-
Hebpeyb M paccMaTpuBaTb ONMCbIBaOLLYO (DYHKLMIO ANCKPETHOrO pacnpegeneHns Kak HernpepbiBHOE pac-
npeAesieHne ¢ HeKOTOPLIMU CTaTUCTUYECKUMY MOMEHTaMW.

Mo nonyyeHHOW BbIGOPKE KOLOB-OTK/IMKOB BbIYMCASAIOT MaTeMaTuyeckoe oXuaaHue 3HauyeHuid nokasa-
Tena — kputepus Xammunra — E(h) v cpegHekBagpatuyeckoe oTK/IOHEHUE nokasartenei Kputepusa XaMMuH-
ra — of/j).

6.1.4 OueHka CTOMKOCTM K aTakam nogbopa Npu UCNOMb30BaHUN MasbiX TECTOBbLIX 6a3

MpnbnmxeHHasn oueHka BEPOATHOCTU OWMGKN BTOpOro poga — P2 Tectupyemoro MNBK oueHnBaeTcs B
pamkax runoTesbl HOPMasIbHOCTU 3aKOHa pacnpegeneHns 3HadeHuin nokasaTenel KpuTepusa XaMmmuHra.

£(hya(h)
exp(-f22)df. @
(o]

CToiikocTb K aTakaMm nogoopa P2 Qct OLEHMBAOT Kak 06paTHY0 BeSIMUKHY BEPOSITHOCTU OLUUGKA BTO-
poro poga.

MpumeyaHune — PeanbHoe pacnpefesieHne 3HauyeHnii nokasaTeneii KpUTePUA X3aMMUHIa MOXET CYLeCTBEH-
HO OT/IMYaTbCSt OT HOPMa/IbHOTO pacnpefeneHuns. B cBA3M ¢ aTUM NPOrHO3, BbIYUCNEHHBIV No hopmyne (1). sBnseTca npu-
61KEHHBIM U [O/KEH 6biTb CKOPPEKTMPOBaH COOTBETCTBYIOLLEN Tabnuueli nonpaBok, y4nTbiBalOLNX NokasaTenu cpea-
Hel CTabuIbHOCTU, YHUKA/IbHOCTU, KauecTBa GMOMETPUYECKMX NapaMeTpoB TecTUpyeMoro 6uomeTpuyeckoro obpasa, a
Takxe cpegHee 3HadeHne MoAyNs NapHbIX KOPPensayuii.
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6.2 TecTupoBaHMe C UCMOSb30BaHNeM 6a3 cryyaliHbix 6MoMeTpruyYecknx 06pasoB «Yyxoi»
cpepHero pasmepa

6.2.1 Tpeb6oBaHVS K CpeAHMM TECTOBbLIM 6a3am criyyaiiHbiX GuoMeTpuyeckmx o6pasoB «Yyxoi»

[ns TecTupoBaHWA CPeACTB BbICOKOHAAEXHON GMOMETPUYEecKol ayTeHTUdUKaunM TecToBble 6asbl
eCcTeCTBEeHHbIX BuomeTpryecknx 06pasoB cpefHero pasMepa LO/MKHbI cofepxaTb OT HECKONbKMX ThiCaY [0
HECKO/TbKUX [eCATKOB ThbICAY eCTECTBEHHbIX G1uoMeTpuyecknx obpasos. Co3gaHne Taknx 6a3 6UOMeTpUYecKnX
06pa3oB BMOJIHE NO cunam NPon3BOAMTENAM CPeACTB BbICOKOHAAEXHON GuomMeTpuyeckol ayTeHTudumkaumm,
1 3TO NO3BONSIET UM CAMOCTOATE/NIbHO TeCTMPOBaTbL CBOM cpeAcTBa 6GMoMeTpuyeckoi ayteHTudmkaumm. ®op-
MUpOBaHME TECTOBOI 6a3bl CTECTBEHHbLIX GUOMETpUYecknx obpasos ocylectsnsetcs no FOCT P 52633.1.

6.2.2 lMepBblli 3Tan TecTMpoBaHUA, cenekuna Hanbonee 61U3KUX eCTECTBEHHbIX 06pa3oB «UYy-
XOW» NCXO0AHOTro(HYyNeBoro) NOKoaeHMs

MepBblii 3Tan TeCTUPOBaHNA NMPOBOAAT B COOTBETCTBUM C 6/10K-CXEMOWA, NPeLCTaBNEHHOW Ha pUCyHKe 2.
Ha nepsom aTane ucnonb3yloT Bce o6pasbl «Uyxoi», cofepxalimecs B TecToBoi 6ase. KogoBble OTKANKK
3TMX 06pa30B yNnopsaA0UMBAIOT MO 3HAYEHUIO KPUTEPUS PACCTOAHNA XIMMUHTA, BbIYMCIEHHOTO NO OTHOLIEHUIO
K kofy «CBOWi».

M3 Bcex 06pa3oB «Yyxoii» BbIbMpaloT 1 % 06pa3oB c HAMMEHLLUMM NoKasaTenem Kputepus XammuHra,
MCnosb3yeMbix Npu AasibHelLeM TeCTUPOBaHUN.

6.2.3 MopuHr-pa3mMHOXeHNe NepBoro NOKO/IEHNS MOTOMKOB, Hanboneo 6113Kux GuomeTpuye-
CKMX 06pa3oB «Yyxoii»

Mocne cenekuun BbiIBNEHHOTO 1 % Hanbonee NOXOXUX Ha 06pa3 «Csoii» 06pas3oB «Yyxoii» nx pas-
MHOXatoT Yepe3 MOPCUHT C/lyyYaliHo BbibpaHHbIX nap 06pa3os. MopduHr nap 06pa3os-poanTenei BbINoHS-
10T B cooTBeTCcTBMM ¢ TOCT P 52633.2. PasMHOXeHMe OCyLLEeCTBASOT 4,0 MOMEHTa, Nnoka pasmep 6asbl CUHTe-
TUYecKMx 06pa3oB-NMOTOMKOB BTOPOr0 MOKO/IEHUS He coBnajeT ¢ pa3MepamMu UCXOLHON 6a3bl eCTECTBEHHbIX
6romeTpuyecknx 06pa3oB NepBoro NOKONEHNS.

6.2.4 BTopoil aTan TecTMpPOBaHUA, cenekyma Hanbonee 6IN3KNX CUHTETUYECKUX 06pa3oB «Yy-
XKOW» NMepBOro NOKO/MIEHNS NOTOMKOB

BTopoit aTan TeCTUMpOBaHUS OCYLLECTBAAT NyTeM MpesbABNEHNS BCEX CUHTeTUYeckux GuomeTpuue-
CKnx 06pas3oB NepBOro NOKOIeHNs Ha BxoAbl TecTupyemoro MNBK. Janee koAbl-OTKIVKM YNOPSAL0YMBAOTCS NO
KpUTEpUI0 XaMMUHTa, BbIYMC/IEHHOMY MO OTHOLLEHWIO K kody «CBol». M3 BCcex CUHTeTUYecknx bruomeTtpuye-
CKMX 06pa30B-NOTOMKOB NEPBOro MokKoseHus BblaensoT 1 % Hambonee 6AM3knx Kk o6pasy «Csoii» 06pa3os
«HyrKoi».

6.2.5 MopduHr-pasmHoxeHne Haubonee 6AU3KMX CUHTETUYECKUX OGuomeTpuuecknx o6pasos
«Yy)Xoi» BTOPOro NoKosIeHUA NOTOMKOB

Mocne cenekuun BbisiBNEHHOro 1 % Hanbonee NOXOXUX Ha o6pa3 «CBoii» 06pa3oB «Yyxoii» Ha BTO-
poM 3Tane TecTUPOBaHWA BbiBIEHHbIe 06pa3bl Takke pasMHOXaloT Yepes MOPAIVHT X CnyvyainHo BbiGpaH-
HbIX Nap. MopdurHr nap 06pas3oB-poauTeneit BbINONHAT B cooTBeTcTBUM ¢ TOCT P 52633.2. PaamHoXeHune
OCYLL,eCTBNAT A0 MOMEHTa, Noka pa3mep 6a3bl CUHTETUYECKMX 06Pa30B-NOTOMKOB BTOPOrO MOKOMEHNA He
coBnafeT C pasmepamy UCXOAHOW 6a3bl eCTECTBEHHbLIX GUOMETPUYECKUX 06PA30B UCXOAHOIO (HYy/1IeBOro) no-
KONeHus.

6.2.6 lMporHosnpoBaHve npefenbHbIX BO3MOXHOCTEH No nogbopy MCnosb3yoMon 6a3sbl ecTe-
CTBEHHbIX BOMeTpMUYEecKMx 06pa3oB MCXOLHOT0 (HYNeBOro) NOKoseHus

BrvomeTpunyeckne gaHHble eCTeCTBEHHbIX BUOMETPUYECKMX 06pa30B NCXOLHOr0 (HY/1€BOr0) MOKONEHUS
[Ana TecToBbIX 6a3 cpefHero pasMmepa, kak npasuo, He cofepxar uHdopmauum, 4ocTaToqHol 4na nogoopa
BXOAHOro 6MomeTpuyeckoro obpasa «Csoi» npouegypamMn MopduHra. MatemaTnyeckoe oxugaHue Kpute-
pysi paccTosHUA X3MMUHIa BbIXOAHbIX KOL0B 06pa30B-NOTOMKOB MO OTHOLIEHUIO koda «CBOM» yMeHbLuaeTcs
OT NOKONEHUSA K NOKoNeHMt0. OfHAaKo Lar ABUKEHUA B CTOPOHY Toukn h =0.0 3KCnoHeHUnanbHO cokpalaeTcs,
cokpaliaeTca Takke cpefHeKkBajpaTnyeckoe OTKIOHEHNe BUoOMeTpuYecknx napamMmeTpoB 06pPa3oB-NOTOMKOB
B K&XA0M C/efyroLWwemM MOKOTEHUN.

MoNb3ysacb 3KCMOHEHLMUANbHOW 3aBUCUMOCTbIO CHWXEHUS 3HAYEHUS MaTeMaTU4YecKoro OXMAAHUA U
CcpefHeKBaApaTNYeckoro OTK/IOHEHWNA BMOMETPUYECKUX AaHHbIX B MOC/AeA0BaTe/IbHOCTU NOKOSIEHWIA, Heoob-
XOA4MMO CMpPOrHO3npoBaTb YMC0 NOKONEHWH, NO3BONAOWMNX NPUGAN3UTLCA OAHWMM U3 06Pa30B-NOTOMKOB K
o6pasy «Csoii» Ha paccTosHne min(/i). Mpumep aKCMOHEHUMaIbHbIX KPUBbIX YMEHbLUEHUS CTaTUCTUYECKMX
MOMEHTOB, NPOrHO3a Yncna NoKoMEeHU, He0BX0ANMbIX AN AOCTMKEHUs min(fT), NpuBeAeH B NpUIoXeHun A.
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6.2.7 TMepBas npubnMxXeHHasa oueHka CTOWKOCTU K atakaMm nogodopa

B TOM cnyyae, ecnv 3HauyeHne min(rt) okasbiBaeTCcA MeHee Tpex cpeAHEeKBaApaTUYecKMX OTKIOHEHUI
KpuTepuss XamMMUHra He3aBUCUMBbIX KOAOB «6enoro wyma» (min(rt) S 3owybi(/T) 6uT), AONYCTMMO OLEeHMBaTb
CTOWKOCTb TECTUPYEMOTO NpeobpasoBaTesisa «6MOMeTpUsA-KoA» K atakam nogoéopa no opmyne

P2UW 0-102 * *\ %)

rae Ng — pa3mep TecToBOV 6a3bl eCTECTBEHHbIX GUOMETPUYECKNX 06Pa30B NCXOAHOTO (HY10BOr0) NOKOSIEHUS;
K — HOMep MOKOJIEHNS, B KOTOPOM 06HapyxeH (MpeAckasaH) 06pa3-noToMoK «YHyxoi», oTimyaiowuiics
oT o6pasa «CBoli» He 6onee YeM Ha 3omny/i) 6UT MO KPUTEPUIO XIMMUHTA.
MpumMep pacyeTa OLEHKM CTOMKOCTW nNpeo6pasoBaTenst «6UOMeTpPUA-Ko4» Npu yyeTe ABYX NOKONeHUi
nogb6opa {k = 2) Hanbonee 613koro obpasa-noTomka «4Yyxoi» NpnBeseH B MPUIOXeHUN A.

MpumevyaHne — 11 He3aBUCUMbIX BbIXOAHbIX KOAOB [/IMHON 256 GUT «6efbili LyM» MeeT cpeaHekBaapa-
TUYeCKOoe OTK/IOHEHUE KpuTeprst XaMmuHra 8 6ut (o~ o ) =8). [1s Apyrvx [/MH BbIXOAHOTO KoAa N cpeAHeKsaapatunye-
CKOe OTK/IOHEHME KpUTepUs XaMMUHra aeasnbHoro «6enoro Lyma» OnvcbIBaeTCs COOTHoLLeHVeM (cimyv(h))2 = nl4. [ns
HEe3aBUCVIMbIX KOAOB «6esioro LUyMa» pacripefesieHne 3HaveHuli Kputeprst XaMMyHIa COOTBETCTBYET GUHOMUasIbHOMY
3aKOHY MI0THOCTU pacnpeAeneHns 3HauYeHNn He3aBNCYMbIX JaHHbIX.

6.2.8 Pa3MHOXeHue cTaplnx NOKONeHUli 06pa3oB-NOTOMKOB «4yxol» C MCNo/ib30BaHMeM
myTawuii

B TOM cniyyae, ecnuv 3a fBa Uam Tpu NOKONEHNs 06pa3oB NOTOMKOB He yAaeTcs [0CTUYb 3HAYEeHNA Kpu-
Tepus XaMMUHra MeHblle Tpex cpefHekBafpaTnyeckmx OTK/IOHEHW He3aBUCKMbIX KOAOB «6esnoro Lwyma»
(min(/») < 3owym(/?) 6UT), HEOGXOAMMO YBENIMUEHME B ABA UM TPU pas3a pasMepa TeCTOBO 6a3bl eCTECTBEHHbIX
buomMeTpuyeckmx 06pasoB UCXOAHOro (HyneBoro) nokoneHus A0./In6o npu Tom xe pasmepe NO Heo6xoAMMO
NPMMEHUTb pasMHOXeHne GromeTpuyecknx obpasoB-noToMkoB MyTauusmu no FOCT P 52633.2. MyTtauus-
MW cneflyeT pasmMHOXaTb cTaplune NnokosieHns o6pa3os-noToMkos. COOTHOLLIEHNE Yucia 06pa3oB-NnoTOMKOB,
MOMyYEHHbIX Ha CTapLUMX MOKOMEHUAX MyTauusasmu U MOPEMHIOM, ONTUMU3NPYETCA CamMUM TeCTUPYIOLLUM.
KpnTeprem onTManbHOCTU ABNAETCA YMEHbLUEHNEe 4OCTUTHYTOr0 3HaueHus min(/>).

6.2.9 MpubnnxXeHHas oLeHKa OCTaTOYHOW CTOMNKOCTM 4yepe3 pasMHOXeHMe MyTauusimum obpasa
«CBOW»

B Tom cnyuyae, ecnv min(h) He ygaeTca yMeHbLWNTb MeHee YyeM 0 3owym(JT) 6ut. cnegyeTt BblUMCASATb
OLLEHKY CTOWKOCTU K aTakaM nogbopa no copmyse

2 * P 1
pro«*"o 107 oer ®)

roe P2@cl — ocTtaTtoyHas CTOMKOCTb YACTUYHO CKOMMPOMETUPOBAHHOro 6nomeTpryeckoro obpasa «CBoii»,
oT/IMyaloLLeroca oT 6amxanero cMHTE3MPOBaHHOTO 06pa3a-noToMka «Uyxoi» Ha BennuuHy
min(/j) » 3awym(n) 6ur.
OcTarto4yHasi CTOMKOCTb YaCTUYHO CKOMNPOMETMPOBAHHOTO 6roMeTpunyeckoro obpasa «CBoIi» YMCIEHHO
OLeHMBAETCS NyTeM 3KCNepUMeHTa, NPOBOAMMOro No 6/10K-CXeMe, N306PaXEHHON Ha pUCyHke 2.

YnCreHHbIl 3KCMEPUMEHT MPOBOAST, U3MEHsIE 3HadyeHue a oT 0.0 % [0 BENNYUHBI 100 %.
n
BennuuHy cnepyeT paccmaTpuBaTb Kak OTHOCUTENIbHOE 3HAuYeHUe YPOBHA KoMmmpomeTauun 6uo-
n

MeTpUYeckMx napaMmeTpoB BO BpOMsi nog6opa HavmGonee 65M3koro o6pasa-notomMka «4yxoii» B nocnegHem
MOKOSIEHNM.

Ecnu 3a npuemMnemMoe BPEMS YAC/IEHHOTO 3KCMEPUMEHTA, NMPOBOAVMMOrO Mo 6/I0K-CXEMe, NPeacTaB/eH-
HOIl Ha pUCYHKe 2. He yAaeTcsl 06HapYXUTb (hakT nof6opa 6MOMETpUYEcKoro o6pasa, CKOMNPOMETUPOBaHHO-

o Ha BE/MNYUHY minM . AoNyCKaeTCAa Ucnosb3oBaTb peasibHble AaHHble, NoJlyYeHHble NPpU MeHbLIEeM 3Ha4ve-
n

HMM YPOBHSI KOMNpomMeTaymmn 6nomeTpuyeckoro obpasa «CBoii». B 3TOM criyyae nepecyeT faHHbIX NPOBOAAT
nyTeM Ux NuHeliHoli akcTpanonaumun. Mpumep AaHHbIX, MOAYYEHHbIX NPY YUCNEHHOM TECTUPOBAHUU CTOIKO-
CTV K atakaMm nog6opa, npuBeseH B NpuioxeHun b.

BbluncneHua CcTOMKoCTM K aTakam nogbopa no cdopmyse (3) cywecTBEHHO 3aBUCAT OT yMcia Mnokose-
HWI1-NOTOMKOB K. [lNsi UCK/OYEeHUs HEOAHO3HAYHOCTM BbluMC/eHMs no chopmyre (3) cneayeT NPoBOAUTL ANs
M36LITOYHOrO YMC/Ia MOKONEHMIA 06Pa30B NOTOMKOB K - 1. 2. 3.... Kak pe3ynbTaTt okoH4YaTesIbHOM OLEeHKM Npu-
HYMalT pe3ynbTaT OLEeHKN CTOWKOCTW K aTakam nogbopa OAHOro M3 NpoaHaIM3MpoBaHHbIX MOKOAEeHW 06-
pa3oB-NOTOMKOB.
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PucyHok 2 — Bnok-cxema npoBeAeHUss YNCNIEHHOTO 3KCMepVMeHTa MO OLEeHKe 0CTaTO4YHOM CTOWKOCTH ob6pasa «CBoi»,
CKOMMNPOMETUPOBAHHOIO Ha 60nbLyto (100 % - a %) YacTb GUOMETPUYECKUX NapaMeTpoB

7 TectupoBaHue npeobpasoBaTenss «6UOMETPUSA-KOL» NPU HU3KOM YPOBHE
B3aMMHOTO fOBEpUs Mexay LOHOpPOM GMOMEeTpun U Bnagenslem cpegcrsa
6nomMeTpuUYECKoOn ayTeHTUrKaLnun

7.1 TecTupoBaHMe CTONKOCTK K aTakam nogb6opa ¢ UCNosib30BaHMEM TONTbKO KOAO0B-OTK/NKOB
6nomMeTpuryeckoro npeobpasoBartesisi, NOSIYyYEHHbIX HA HELOCTYNHON ANs NpoBepsowero 6ase
TECTOBbIX 6MOMETpUYECckux o6pasos

Pa3melleHne 6rnomeTpuyecknx AaHHbIX B napameTpax obyuyeHHbix MBK ¢ npocTewmnmmn cTpyKTypamm
(cm. 5.1.1,5.1.2.5.1.3) noTeHLManbLHO onacHo, crefoBaTesnbHo, nepegaya MBK ¢ npocTeiilwnmm cTpykTypamm
conpshkeHa C pUCKOM KomnpomeTauum 6uomeTpun AoHOpa U ero koga gocTyna. Ecnm goHop 6uomeTpun He
JoBepsieT Bnagenbly cpefcTsa 6MoMeTpUYeckoin ayTeHTudumkaunm, To OH He AO/KeH NpeAocTaBnAaTb eMy
cBoli MBK. npeo6pa3oBaHHbIli B 04HY M3 €70 NPOCTELLNX CTPYKTYP.

Ecnu npuHsaTas nonutmka obecneveHns 6e30nacHOCTV MHhOPMaLMOHHOW cucTeMbl TpebyeT OT AoHopa
6UoOMeTpnM rapaHTUn BbICOKOIM HaAeXHOCTW ero bmomeTpuyeckol ayTeHTudmkauumu, To JOHOpP GromeTpun
[O/KEH NpeAocTaBUTb A1 BHELLHEro TEeCTUPOBAHUA KOAOBble OTKAUKM 0byyeHHoro MBK Ha Hen3BeCTHbIX
npoBepsIoLLEMY TECTOBbLIX BO3AelCTBUAX. MNpu 3TOM AOHOP 6MoMeTpuKn Ao/mxKeH nepeobyuntb MBK Ha Hewc-
nonb3yeMom cnyyaiiHoM koge goctyna «CBoi».

[na ncknioYeHMs BO3MOXHOCTM YacTUYHOM WX MOMHOM KoMMnpomeTauum GUOMETpPUYECKOro obpasa
«CBoli» AOHOP 6MOMETPUN He NpefocTaBnsfeT TECTUPYIOLWEMY CaMUX TECTOBbIX BO34ENCTBUIA «Uyxoi» 1 He
JaeT nHopmalun 0 CBOEM BbIXOAHOM KOZe.

NMpumevyaHune — MepeobyyeHne HelipoceTesoro MBK Ha MHOI kOA MM NepenporpaMmMnpoBaHmne ero BbIXO4HO-
ro Koga He BNUSIET Ha CTOKOCTb HellpoceTeBoro NEK k aTakam nogbopa. MNepeobyueHre NpoBOAAT Ha Toli xe obyyvatoLen
Bbl6GOpKE 06pa3oB «CBOM», HO AN MHOTO BbIXOAHOIO Kofda. MNMepenporpaMMupoBaHue NpPoBOAAT NyTeM UHBEPTUPOBAHNUSA
HEKOTOpPOi1 YacTy pas3psiioB BbIXOAHOTO kKoga 6e3 nepeobyyerHunsi scero MBK.

7.2 Ob6HapyxeHue hakta moaundukaLmy npeobpasoBarens «bUoMeTpusa-koa»

7.2.1 OG6HapyxeHune dakta mogudukaunu NBK nyTem ncnonb3oBaHWS KOHTPO/IbHbIX CYMM

CoxpaHsas KOH(pMAEeHUNaNbHOCTb, aHOHUMHOCTb U 06€3/IMYEHHOCTbL CBOEr0 NepcoHasIbHoro 6uomeTpu-
yeckoro obpasa, a Tak Xe KOH(uAeHUManbHoCcTb koga Aoctyna «CsoWi», npn HeobxoAMMOCTU AOHOP 6uo-
MEeTPMN UMeeT BO3MOXHOCTb 3aMeHWUTb BuomeTpuueckuii obpas «CBoi» nnu BbIXOAHOWN kof focTyna. Mpu
NO6OM U3 3TUX U3MEHEHUIH U3MeHATCA AaHHble MBK.
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Kpome TOro, fOHOp GMOMETPMM MOXET obecneynBaTb PEXUM CBOEW aHOHWMHOCTU, N3MEHSIA NPU Kax-
[lOM ceaHce ayTeHTUdukauuy ceasn BHyTpu csoero MNMBK. Mogo6Hbie n3MeHeHUs MOryT 6bITb OCYLLLECTB/IEHDI,
Hanpumep, 3a cueT U3MEHEHNS CBA3eW HeliPOHHON CeTu 1 nepeobyyeHnss HOBOTO BapuaHTa HelipoOHHO ceTw,
npu 3ToM GMoMeTpuYecknii 06pas 1 ko f0CTyNna MOryT OCTaBaTbCs NPEXHUMMU.

Bnageneu cpeacTtBa 6romeTpuyeckoin ayTeHTUdMKaLMmn nam CTOPOHHMIA Habnoaaten 06HapyxmBaeT
dhakt moandmkauun MBK goHopa 6uomeTpun, Hanpumep, BbIYUCAAA KOHTPO/IbHYIO CYMMY [BOVYHbIX JaHHbIX
MBK n cpaBHMBas ee C aTa/IOHOM.

7.2.2 MopTtBepxaeHne cakta moaudukauymu MNBK, nponsBeaeHHOW CMEHOW TO/NIbKO KOAOBOTO
OTKNMKa npeobpasoBatens «6UOMETPUSA-KOA» UMW TONIbKO CMEHON CBA3el BHYTPeHHUX buomeTpuye-
CKMUX AaHHbIX MBK

Mpu o6HapyxeHun thakta moamdmkaumm MBK no 7.2.1 Bnagenel cpeAcTBa 6MOMETPUYECKOA ayTeH-
Tuhnkauuy JomKeH ya0CcToBepuTLCA B 6e30nacHOCT mogudhukaumn. na aToli Luenm oH AO/HKeH 3anpocuTb
AoHOpa GUOMETPUM O XapakTepe OCYLLECTBNEHHbIX UM U3MEHEHWIA.

[na noaTBepxaeHus Toro, YTO M3MEHEH TOMIbKO BbIXOAHOW kog, MBK, nav Toro, 4To Ko ocTancs npex-
HUM. HO U3MEHeHbl TOMbKO CBA3M MNBK. N0sAAbHLIN AOHOP 6MOMETPUM JO/MKEH NepeaaTtb NPOBEPSIOLLEMY HO-
Bble KOAOBble OTKNMKM MBK Ha HeW3BECTHbIX NPOBEPAIOLLEMY TECTOBbLIX 06pasax «Yyxoi» B COOTBETCTBUM
c7.1.

Wwmes aTy nHchopmaumio, npoBepstoLLnil omkeH ybeanTbCA B TOM. YTO CTOKOCTb MBK ocTanack npex-
Heil (NnpoBepka npoBoAMTCA Mo 6.1.4). NoATBEPAMB, YTO AOHOP GMOMETPUM COoXpaHun o6pa3 «CBoli», U3MEHUB
nuwb Bug NBK nmnun kog «Ceoii» Ha Bbixoae MBK.

7.2.3 MoaTtBepxaeHne cdakta mogundukauun NBK npn n3meHeHnn fOHOPOM GMOMETPUYECKOro
o6pasa «CBoli»

Mpu n3meHeHUn AoHOPOM GuomeTpuueckoro obpasa «Csoi» 1 nepeobyuveHnn MBK n3meHsieTcs ero
CTOVKOCTb K aTtakam nogbopa. Bnageneu, cpefctea 6MOMeTpUYECKO ayTeHTUdMKaLum JO/MKEH 0BHapPYXUTb
dhakT n3MeHeHnss CTOMKOCTM K aTakam nogdopa moanduumpoBaHHoro MNBK n. TeM caMbiM, caenatb BbIBOA O
CMeHe [JOHOPOM 6uMoMeTpun ero KoHuaeHunanbHoro buomeTpuyeckoro obpasa ayteHtudukauymumn. Boisog,
fenaeTcs TO/IbKO ec/in JOHOP 6uomMeTpun nNpeAocTasu Bnagenbly cpefcTBa 6MOMeTpUYeckoi ayTeHTudn-
Kauum otknmkm Hosoro MBK no 7.1. KOHTpo/ib CTOMKOCTM K aTakam nof6opa B 3TOM C/yyae NpoBOAUTCSA B
cooTBeTCTBUN C 6.1.4.

7.3 OGHapyxeHue hakTa BK/HOUYEHUS NOoNb30BaTENEM 3alUTHbIX MEXAHU3MOB CBSA3bIBaHUS
BHYTPEHHUX AlaHHbIX Npeo6pasoBaTesns «6MOMeTpUs-koa»

Tak kak geiicTBuTEeNbHaA 6€30NacHOCTb BbICOKOHAAEXHON 6MOMETPMYECKO 3anTbl MHOpPMaLMKN CBS-
3aHa C CoxpaHeHneM KoHuaeHUnanbHOCTN (ARHOHUMHOCTHN, 06e3/IMYEHHOCTI) NEPCOHas/IbHOT0 6uomMeTpuye-
CKOro obpasa, TO MpuU ero XpaHeHUn HeobXoAUMO MCMONb30BaTh 3alULLEHHbIE OT HAbMOAEHNS BHYTPEHHUX
AaHHbIX TBK co cnoxHoli CTpyKTYpoii, cooTBeTCcTBYylOWen 5.2.4. Mpn 3TOM BHELWHWA HabnwaaTenb (Hanpu-
Mep. Bnagenel cpeActea 6MOMETPMYECKON ayTeHTUdMKaLMmn) 4O/MKEH yMeTb BbISBAATL (hakT nepexopa fo-
Hopa 6uomeTpum oT MBK ¢ npocToli CTPYKTYpOWi K 3awmieHHomy MBK co CNoXHON CTPYKTYpOIA.

MpusHakoM TecTupoBaHus 3awuweHHoro MBK ABnseTcsa To. 4TO Npu TecTMpoBaHWW Nno 6/10k-cxeme,
npefcTaBNeHHON Ha pucyHke 1. cpefivekBagpaTnyeckoe OTK/IOHEeHNe pacnpejenieHns KogoB Kputepus Xam-
MUHra 6/IM3KO K CpejHeKkBafpaTuyeckoMy OTK/IOHEHUWI0 pacnpefeneHnss 6MHOMWasIbHOrO 3akoHa He3aBu-
CUMbIX AaHHbIX (4MCNO cTeneHeil cBO6OAbl Yy GMHOMMANBHOIO 3aKOHa M YMCMO BbIXOLOB NpeobpasoBaTens
«B6romeTpusA-koA» BbIGUPaOTCA OANHAKOBbIMK). [Py 3TOM N3MEHEHWE KOAA, C KOTOPbIM CPAaBHUBAIOTCS KOA0-
Bble OTK/IVKM 3alueHHoro MNBK. He AoMKHO NPYBOANTL K 3HAUYUTENBHOMY M3MeHeHuto o (ft) no cpaBHeHUto

MpoBepky pekomeHAyeTCcs NPOBOAMTb, UCNO/b3ys He MeHee 64 BapuaHTOB Cy4yaiHbIX KOLOB C MO-
cnepyowmm ycpegHeHue pesynbTtatos. MNMBK OTHOCAT K 3aluLLeHHbIM B C/lyyae, ecin BbINOJSIHAETCS ycnoBue
Buwym(/1)<ep/1))<1.5cwybi/l). @]
HanpoTvB, nNpM3HakoM TecTUpOBaHUSI OTKPbITOrO GMOMETPMYECKOro KOHTeliHepa ABNsieTcs TO, 4TO
BbluMcneHHoe 3HauyeHue E(a(h)) He ypoBnetBopsieT ycnosuio (4). Ana MNBK 6e3 3awuTtbl oT HabnwogeHus
BHYTPEHHUX AaHHbIX nNpasBas 4YacTb ycnosuii (4) He BbinonHsAeTcA. [na MBK ¢ npocTedwmmn CTpyKTypamm
(c ogHOCNOIiHOI HEePOHHOW CeTbI0 MW C MHbIM OAHOCOWHLIM HEYETKUM MeXaHU3MOM 06oralleHUs AaHHbIX)
cpefHekBagpaTnyeckme OTKNOHEHUS pacnpegeneHns Kputepus XaMMuHra 3HaumTenbHo 60/bLie, YeM OTK/0-
HeHus He3aBucuMbIX kogos (0(J1) » 1,50uym(JT), nogpo6Hee cM. B npuMeyaHnmn K 6.2.7. MNMpumep n3MeHeHus
nokasatens o(ft) 4NS BKIOYEHHOTO M OTKIOYEHHOTO MexaHu3mMa 3aluTbl NpUBeAeH B NPUIOXeHUN B.
8
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MpunoxeHune A
(cnpaBoyHoeE)

MpuMep Hanpae/eHHOro noAg6opa napameTpoB 6MomeTprUyeckoro o6pasa nyTem cenekuum
Hanbonee 6/11M3KNX 06PaA30B 1 UX MOPUHI-PA3MHOXEHME B HECKOJTbKMX MOKOJIEHUSIX

Mpu nMcnonb30BaHUM UCXOAHOW TecToBol 6asbl, cocToswein n3 3000 ecTeCTBEHHbIX GUOMETPUYECKMX 06pas3os,
owyTMMOe NpubAnKeHne CMHTeTUYeCknx o6pasoB k o6pasy «CBO» N0 3HAYEHWUIO KpUTEepus XaMMuHra Habnogaetcsa B

NepBbIX ABYX NOKONEHUAX. KpUBble (YHKLM CHUKEHUS| 3HAYeHU KpUTepus XaMMUHIa, NOCTPOEHHbIe MO 3KCNepUMeH-
TabHbIM JAHHbIM, NPUBEAEHbI HA pUCyHKe A.1.

PucyHok A.l — 3KcnoHeHUunanbHble PYHKLUN CHUKEHUSA 3HAUYEHWI nokasaTeneli MaTeMaTuyeckoro oxuaaHus Kputepus
XammuHra E(/T) ¥ MUHMMaNbLHOTO 3HAYEeHUS KpUTEepUs XaMMUHra min{/j) 4Na HECKONbKUX NOKONEHU nofbmpaemMbix
06pa3oB-NOTOMKOB

B COOTBETCTBUM C PUCYHKOM A.1. TOukW rpadhuka, COOTBETCTBYIOLLME TPETLEMY 1 YETBEPTOMY NOKOMEHUIO, Nonaaa-
0T HA Hayano MoJIOroro yyacTka NepBoil U BTOPOIi 3KCMOHEHT. Bce NOKOMIEHUs, nonajatolyme Ha Nooruii yuacTok, AalT
npakTUYeckn Hepasnuuumsle pesynbTaTtbl min{h). OLeHka CTOMKOCTU K aTakam nof6opa NpoM3BOANUTCS BbIUUCIEHUSAMY NO
thopmyne (4) 6.2.9. NCXOAA N3 ydeTa TOJbKO ABYX MOKONEHNI NMPUBIMKEHNS, KKAASA N3 TOYEK KOTOPbIX AaeT 3HA4YUTE b-
HOEe CHUXEHME 3HAuYeHUs KpUTepus XaMMuHra:

P2' * NO +102k «P jDct = 3000 104-18 = 540000000.
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MpunoxeHne b
(cnpaBoyHoe)

Pe3ynbTaT OLEeHKN OCTATOYHOW CTOMKOCTU NOYTU MOJSIHOCTbIO CKOMMPOMETUPOBAHHOTO
6uomMeTpuyeckoro ob6pasa nyTemMm pasMHOXeHUs o06pa3oB «CBOW» MyTauuamMu

ATaka nogb6opa 4acTMYHO CKOMNPOMETMPOBAHHOrO GuomeTpuyeckoro obpasa, peanusoBaHHas no 610k-cxeme,
npefcTaBneHHON Ha pucyHke 2. TpebyeT MasibiX BblYNCIUTENbHBIX PECYPCOB, €C/n CKOMNpomeTupoBaHa 6onbluas YyacTb
6nomeTpumn. Pe3ynbTaTbl YNC/TEHHOW peanun3aummn ataku Ha HBiipoceTeBoii MBK ¢ 416 Bxogamu n 256 Bbixogamu nokasa-
Hbl Ha pucyHke B.1, rae npuBeaeHbl fBe pa3mMeTku ocu abecuyucc. BepxHas pa3meTka oTpaxaeT Yncio noaéupaemsix (He
CKOMMNPOMeTNPOBaHHbIX) BXOA0B HelipoceTeBoro MBK. HMXHAS pasmeTka oTpaxaeT sKBMBaSIEHTHOE YMC0 noAbupaemMbix
(He CKOMNPOMETUPOBAHHbIX) BbIXOA0B HelipoceTeBOro npeo6pasoBaTesis «6UMOMETPUS-KOA».

PucyHok B.1 — Pe3synbTaTtbl YNC/IEHHOTO 3KCNeprMeHTa no noA6opy 6MOMEeTPUYECKUX NapameTpoB MOYTU MOMHOCTbIO
CKOMMPOMETMPOBAHHOIo GuomeTpuyeckoro obpasa

Mpu NoYTM NONHOW KOMNpoMeTaLun 6MoMeTpuyeckoro obpasa (CkomnpomeTpoBaHo 97 % GMomMeTpUYecKux napa-
MEeTPOB. HE CKOMNPOMETUPOBAaHHbIN OCTATOK Ktoya 7 6uUT), Ha peanu3auunio TecTupoBaHua TpebyeTtca MmeHee 10 MuH (1c-
nosib3oBanacb 06bl4HaA NepcoHasibHas BbluMCIUTENbHAA TeEXHIKA). BO BpeMsa TecTupoBaHus ocyllecTenanock 100-kpart-
Hoe moBTOpeHue nofb6opa 3 % OcCTaBLUIMXCA HEW3BECTHbIMW NapameTpoB (KaxAablli nog6op nNpoBoAMACS ANS PasHbIX
BXO/10B HeilpoHHoli ceTu MBK, pe3ynbTatbl N0A60p0OB yCPeaHANNCD).
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Mpunoxexne B
(cnpaBo4HOE)

MpumMep U3MEHEHUS NAOTHOCTY pacnpefesieHns 3HaueHnin KpuTepus XaMMuHra
NPy BKNKOYOHUN/OTKIOUEHNN 3ALUTHBIX MEXaHU3MOB CBA3bIBAHUS BHYTPEHHUX faHHbIX
B O[JHOM C/lI0€ HelipoHOB Npeo6pa3oBaTenss «6UOMeTPUS-KOa»

Mpu nepexope K CMOXHON CTPYKTYpe 3aljMLeHHOro oT HabnogeHnst BHYTPEHHUX AaHHbIX MBK rpadvik nnoTHOCTW
pacnpefeneHuns 3HauyeHunin kKputepus XaMMuHra cxmnmaeTtcs (CM. pucyHok B.1).

Mpy OTKNOYEHHBIX 3aLUTHLIX MEeXaHn3max CBA3blBaHWsA BHYTPEHHUX AaHHbIX MNMBK cpegHekBagpaTtnyeckoe oTK/o-
HeHvne KoAoB X3MMUHra A0/HKHO 6biTb MCNOML30BAHO A8 YNCNEHHOW OLEHKN CTOWKOCTM K aTakam mogbopa TecTupye-
MOro npeobpasosartens. Mpn BKIOUYEHHbIX MeXaHU3Max CBsA3biBaHWA AaHHbIX MMBK cpefHekBagpaTuyeckoe OTKIOHEHWe
KOA0B X3aMMWHra He oTpaxaeT CTOWKoCTU npeobpa3oBaTens «6UOMeTpusA-ko4» 1 coBnagaeT co cpefHeKkBagpaTnyeckmm
OTK/IOHEHMEM GMHOMMWAsNIbHOTO 3aKOHAa pacnpefeneHnsi He3aBUCUMbIX 3HAUYEeHWI Toli e pasMepHOCTW, YTO U BbIXOAHAs
pasmepHoCTbL TecTupyemoro MBK.

PucyHok B.1 — [lBe onucbiBatolwme PyHKLUM pacnpefenerHns 3HaueHnin kputepus XammuHra npu Tectuposanum MK c
NPYMUTUBHON CTPYKTYpOIi 1 3awmuieHHoro MBK ¢ 256 Bbixogamu

[na 6uHoMManbHOro 3akoHa pacnpegenexnmsa 256 Hes3aBuUCKUMbIX AaHHbIX 0(/1) = 8.0. Ecnu TecTupoBaHue npeobpa-
30Bartens «6nomeTpusi-kog» Ha 128 TecToBbIX 06pa3ax «Uyxoi» gaet ana koga «Csoii» n N cnyvaliHbix KOL0B 6/113kne
3HaueHusi: ¢ h) = 8,14; a2(h) = 7.84; o3(/j) = 8.07;...., To Takoii MNBK ABNseTCS 3alULLLEHHbIM.
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