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MNpepgnucnoBne

1 PABPABOTAH ®depepanbHO CnyX60i No TEXHUYECKOMY W 3KCMOPTHOMY KoHTpost (®PCTIK Poc-
cumn), depepasibHbIM aBTOHOMHbIM yuypexeHueM «locyAapCTBEHHbI Hay4yHO-uccnepoBaTeflbCKUi ncnbiTa-
TeNbHbIA MHCTUTYT Npo61eM TeXHUYEeCKOol 3awuTtel MHopmauuy degepanbHOl CAYX6Obl N0 TEXHUYECKOMY U
3KCNOPTHOMY KOHTpont» (PAY «THUUN NT3N ®CTIK Poccumn»), AKLMOHEPHbIM 06w ecTBOM «JlabopaTtopus
Kacnepckoro» (AO «J/labopaTopus Kacnepckoro»), degepasbHblM rocyfapCTBEHHbIM GHOAXETHbIM yupexje-
HMEM Hayknm «WHCTUTYT CUCTEMHOro nporpamMmmupoBaHusa uMm. B.MN. MBaHHMKOBa Poccuiickoii akageMuy Hayk»
mncn PAH)

2 BHECEH TexHuW4Yeckum KOMUTETOM No cTaHgapTm3aummn TK 362 «3awmTta nHdopmaymnm»

3 YTBEPXAEH VW BBEAEH B ,D,EI7ICTBVIE Mprukasom denepanbHOro areHTCTBa MO TEXHUYECKOMY pe-
rynnpoBaHuio n metponorum ot 6 nwoHa 2025 r. Ne 539-ct

4 BBEJAEH BIEPBbIE

MpaBuna NpYMeHeHNsA HACTOSALLEro cTaHgapTa yCTaHOB/EHbl B CTaTbhe 26 PeflepasibHOro 3akoHa
0T 29 moHa 2015 r. Ne 162-93 «O cTaHgapTusauum B Poccuiickoli ®egepauum». NHbopmauns 06 us-
MEHEHMAX K HACT 0SLLeMy CTaHapTy Ny6avkye TCA B eXerogHom (Mo COCTOAHMI0 Ha 1 AHBaps TeKyLero
roga) MHGOPMaLMOHHOM ykasaTene «HauvoHanbHble cTaH4apThi», a 0MuManbHbIl TEKCT U3MEHEHWUI
M NOnNpaBoK - B eXeMeCcAYHOM MHADOPMAaLUOHHOM yKaszaTesne «HaumoHaslbHble cTaHgapThi». B cnyyae
nepecMoTpa (3amMeHbl) UM OTMeHbl HACTOALLEro CTaHjapTa COOTBETCTBYLee yBefoMIeHe byaeT
ony6nnkoBaHO B Gvxalillem BbIMyCKe eXeMeCA4YHOro MHAOPMaLMOHHOIO ykasaTens «HaumoHanbHble
cTaHgapTh». COOTBETCTBYOWAan MHpopMaums, yBegoMIEHNE U TEKCThl pa3MeLLalnTCca Takke B UH-
hopmaLMoHHON cucTeme 06LLEero nosb3oBaHus -  Ha ouLMabHOM caliTe PefepasibHOro areHTcTBa no
TeXHNYECKOMY PerynmpoBaHnio 1 MeTPOSIONMK B CeTU VIHTepHeT (Www.rst.gov.ru)

© OdopmneHne. ®rbY «MNHCTUTYT cTaHpgapTusaumm», 2025

HacTosiwuii cTaHgapT He MOXeT GbiTb MNOMIHOCTHLIO WM YacCTUYHO BOCMPOM3BEEH, TUPAXUPOBAH W pac-
npocTpaHeH B KayecTBe opuLManbHOIO U3gaHus 6e3 paspeweHua defepasbHOro areHTCTBa No TEXHUYECKO-
My peryfimpoBaHui 1 MeTpPosiorum
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BBepneHne

COCTOSSHNE COBPEMEHHOW MHAYCTPUM pa3paboTKM KOMNbHTEPU3NPOBAHHbIX CUCTEM, B TOM 4YuC/e aBTO-
MaTU3NPOBAHHbIX CUCTEM, MH(OPMALUOHHbIX CUCTEM, MHDOPMALNOHHO-YNPaBAalWmMX CUCTEM, Nporpamm-
HO-annapaTHbIX KOMNAEKCOB, NPUKNagHOro nporpamMmHoro o6ecneveHusa (MO), nporpaMMHbIX naat@opm u
KOMNOHEHTOB (Janee — CUCTeMbl), XxapakTepusyeTcs HeAoCTaTO4YHbIM y4eTOM BOMPOCOB ob6ecneuvyeHus 6es-
oMacHoCTM MHopMaLnun, MHOPMALMOHHBIX TEXHOOTUA N MHPOPMALUOHHOW MHAPACTPYKTYPbl Ha paHHUX
3Tanax XMW3HEeHHOro uukna cuctem. Kak pesynbtaT COOTBETCTBYyKOLWMNEe TpebGOBAHNSA HE UMEIKT AOXKHOIO Npu-
opuTeTa 1 4yacTo onpeaensATca TONbKO NOC/e NPOeKTUPoBaHUA MYHKLMOHANbHON COCTaBASAWEel CUCTEMBI.

BmecTe c Tem gaHHbIA npoben 6yaeT BOCNONHEH, ecnu TpeboBaHWs no obecnevyeHnto 6e30nacHOCTU
nHopmaumn 6yayT onpegeneHbl U chopMyiMpoBaHbl Ha aTane 3ambic/ia CUCTEMbI, & peasim3oBaHbl Ha ypoOB-
HE KOHCTPYKTWBHbIX pPeLWeHnii Nnpu NpoeKTUpoBaHUMN N CO34aHUN CUCTEMbI, TO €CTb Takme TpeboBaHusa 6yayT
yunTblBaTbCA M npopabaTbiBaTbCA B XO04€ BCEro XW3HEHHOro uukaa. 370 NO3BOMUT COKPaTUTb KOMUYECTBO
noTeHUManbHblX YA3BUMOCTEN B apXUTekType, Koge U KOHuUrypauum cuctemMm, a Takxke onTUMMU3NpoBaTb Npu-
MeHeHue cpeacTB 3awWunTbl MHPOpMauuun. Takum obpa3om, uHopmaynoHHas 6e3onacHoCTb, peanusyemas
Ha YpPOBHE KOHCTPYKTUBHbIX peleHnin (KOHCTPYKTUBHaAsA UHOopMaLnoHHas 6e30NacHOCTb), BEPOATHO, NMO3BO-
NNT YMEHbWNTb M36bITOYHYID (PYHKLUOHANbHYIO U apXUTEKTYPHYIO C/I0XKHOCTb, a Takxe aKcnayaTauWoHHble
3aTpaTbl, HanpaB/ieHHble Ha o6ecneyeHne 3alMLLEeHHOCTM COOTBETCTBYIOLWNX CUCTEM, B YACTHOCTHU, 3a cyeT
CHUWXEHNS BEpPOATHOCTM NOSIBIEHUSA YyA3BMMOCTel, B TOM 4yucie B nNporpammHomM obecneyeHuun. Mpu 3ToMm
HYXXHO OTMETUTb, YTO UMEHHO C pakTopamMun U36bITOYHOW CMOXHOCTU CBA3AHO CyL,eCTBEHHOE 4YMC/0 OWN6OoK
B peanusauum cucteMamm UHAPOPMALUOHHBLIX TEXHONOTMA, TENEKOMMYHUKALWOHHbLIX TEXHOMOTUA W TEXHO-
Nnorvii ynpasseHnsa, 4To NOATBEPXAaeT aKTyalbHOCTb CTaHAapTu3aumm KOHCTPYKTUBHON MHGOPMALMOHHOW
6e30nacHOCTM.

BmecTe c Tem agna obecneyeHmsa WTaTHON paboTbl cucTeM (BbIMOIHEHUA UMW CBOWUX LeNeBbiX (DYHK-
uunii) peanusauna tpebosaHnii 6e3onacHocT MHopmMayun AoskHa 6biTb corlacoBaHa (CMHXPOHU3NPOBAHA)
C peanunsaumneil 0OCHOBHOTo (PyHKLMOHaNa COOTBETCTBYHLLMX CUCTEM Ha BCEX 3Tanax MUX XU3HEHHOro uukna.
Lienbtlo HacTosAuwero crtaHgapta fiBNseTca onpefenieHne n onncaHue cogepxaHusa paboT, Heo6XxoAMMbIX ANA
TakoW CUHXpPOHU3ALMW NPU CO34aHUM CUCTEM C KOHCTPYKTUBHOW MHOPMALNOHHOW 6€e30MacHOCTbIO.

Mpouecc co3faHua cucTem, B Xofe KOTOpPOro o6ecneunmBaeTcs yyeT onbiTa 610KMPOBaAHMUSA U ucnpasne-
HWA W3BECTHbIX (TUMOBLIX) YA3BMMOCTEW M OWMKOOK, a TakKe MUHMMU3ALMSA Yucna noTeHumanbHbiX (HOBbIX,
HEen3BeCTHbIX) YsI3BUMOCTel 1M owmnboK, ynpoujaeTcs 3a cyeT pOpMUPOBAHUA U UCNONb30BaHWUA WabBNOHOB
npoekTupoBaHusa n paspabotkn. ObecnevyeHne KOHCTPYKTUBHOW UHPOPMALMOHHOW 6e30NacHOCTM MOXET ONu-
paTtbCa Ha MCNoONb30BaHWe Takux Wab/oOHOB, ONMCaHWe KOTOpbIX, a TakXe MPUHLUMNOB MX (DOPMUPOBAHUA ”
NPUMEHEHUS COAEPXUTCA B HACTOSALWEM cTaHaapTe.

C yuyeTOM M3N0XEHHOTO0 KOHCTPYKTUBHAA MH(popmaunoHHas 6e30nacHOCTb MOXeT ObiTb peasnm3oBaHa B
co3fjaBaeMbIX cucTtemMax u/mnu cuctemax, AA8 KOTOPbIX 3annaHnpoBaHa raybokas mogepHu3auns € NOSHON
3amMeHol 060pyaoBaHNSA, rAe UCNONb30BaHNE HANTOXEHHbIX (BHEWHNUX U (M1K) BCTpanBaeMbiX) CPeACTB 3alu-
Tbl 3aTPyAHEHO W (MNKN) HEBO3MOXHO. B kauecTBe npumepa MOXHO MPUBECTUM CUCTEMbI, BKAOYawLWmMe Mano-
pecypcHble ycTpoicTBa (B TOM 4Yucne MHOrue yctpoicTBa «VHTepHeTa Bew,ei/MpoOMbILI/IEHHOTO MHTEpHeTa
Beuwei» — |oT/lloT), NpuUMeHssieMble AN NPOMbILWJ/IEHHON aBTOMaTM3auuMun, MHhopmaTmsaumnm TPaHCNOPTHBIX
cpeacTB U Apyrux obnacteli XmM3HeneaTeNbHOCTU. Takue ycTpoiicTBa AO/MKHbI pa3pabaTblBaTbCA Kak CUCTEMDbI
C KOHCTPYKTUBHOW MHOPMAaLMOHHON 6e30MacHOCTbO. TakuMm o06pa3om, AaHHblli NOAX04 MOXET NPUMEHATLCSA
ANSA co3faHnA LOBEPEHHbIX CUCTEM, B KOTOPbIX CYLECTBYeT BO3MOXHOCTb NOATBEPXAEHUA AOBEPUSA.

MpumeyaHne — ManopecypcHoe yCTpONCTBO — 3TO YCTPOICTBO (MporpaMMHO-annapaTHblii KOMMNIEKC) ¢ Ma-
NbiMnM 06bemMamu onepaTuBHONM WM AOATOBPEMEHHON NamsATW, HEBbICOKON (OTHOCUTE/SIbHO HWM3KOW) NPON3BOAUTENILHOCTbIO
1 npegHasHavyeHHoe (ONTUMWU3MPOBAHHOE) A/ BbINOSIHEHUA KOHKPETHOW 3agaun (MporpaMmebl), Hanpumep ynpasneHus
TEXHO/I0rMYEeCKMM npoLueccom (TPaHCMOPTHbIM OOBLEKTOM, CTAHKOM, MeXaHW3MOM MW T. A4.), cbopa W nepegayvn AaHHbIX
1 T. 4. Ha Takom ycTpoiicTBe 3aTpyAHeHbl UM HEeBO3MOXHbl yCTaHOBKa M paboTta n6oro gpyroro MO, 3a UckIlyeHrem
MO, npefHa3HaAYeHHOTO A/1A BbINO/HEHUS OCHOBHOW LieneBoli PYHKLMN (PYHKLMN Ha3HaYeHUs1) AaHHOro yCTPOCTBa.
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HALUWOHANbHbBIN CTAHAOAPT POCCUWMCKOW SEALEPALUMN

3awmTta nHopmauum
CUCTEMbI C KOHCTPYKTVUBHOW MH®OPMALIVIOHHON BE30OMACHOCTbLIO
MeTogonorma paspadboTku

Information protection. Systems secure by design.
Development methodology

Jata BBegeHuna — 2025—12—01

1 O6nacTb NpPUMeHeHNsA

HacToawwnin ctaHgapT pacnpocTpaHAaeTcs Ha co3jaBaeMble CUCTEMbl, peanusyluwmne nHOOpMaLnoH-
HYl0 TEXHOJIOTMIO, a TakXe OCyL,ecTBASAKLWMNE C NMOMOLW b0 MHPOPMALNOHHON TEXHOOTMN KOHTPOb W ynpas-
NeHne pasnuyHbIMKM npoueccamMn (MHPOPMALUOHHBIMUN, TENEKOMMYHUKALWOHHBIMUW, TEXHOMNOTNYEeCKUMU,
NPOM3BOACTBEHHbIMW), N YyCTaHaBnnBaeT Tpeb6oBaHNA U pekoMeHAauuu ANa MeToA0N0rMn paspaboTku Takux
cuctem, obecneyvBalolme peanmsaynio KOHCTPYKTUBHbLIX NOAXOA0B K MHpOpMaLoHHOW 6e3onacHocTh. Tak-
Xe AaHHbIA cTaHgapT MOXET 6biTb MPUMEHeH ANnsa obecnevyeHWss MHPOPMaLMOHHOK 6€30MacHOCTU CUCTEM,
ONS KOTOpbIX 3annaHupoBaHa rnybokas mogepHusaumnsa ¢ NOMHOW 3ameHOW ob6opypoBaHus, rge ncnonb3oBa-
HMEe HaN0XEHHbIX (BHEWHUX U (M1K) BCTPpamBaeMblX) CPeACTB 3alnTbl 3aTPYyAHEHO U (M/IM) HEBO3MOXHO.

MonoXxeHnsa HacTOALWEero crTaHgapTa npefHa3HayeHbl A8 3aka3uMkoB M pa3paboTuMkoB cucTem, pe-
anusyluwmnx UHopmMaLnoHHY0 TexHosnoruio. MonoxeHnsa cTtaHgapTa cojepXxaT MeTo4on0rnio paspaboTku
CUCTEMbl C KOHCTPYKTUBHOW MHMOPMaUMOHHOK 6e3onacHocTeio (ganee — CKWB) n 4ONOAHAKT NOMOXEHNA
KoMnnekcoB cTaHfapToB «/HMopMmaynoHHaa TexHonorna. CuctemMHas U nporpaMMHas UHXeHepusa» u «3a-
wnta nHopmaumn. PaspaboTka 6e30nMacHOro nporpamMMHOro o6ecneyeHus». Takxe HacToAWMA cTaHdapT
npefHa3HayeH ANa opraHu3sauunii, NPOBOAALLNX OLEHKY COOTBETCTBUA CUCTEM C KOHCTPYKTUBHOW MHG OpMaLm-
OHHO! 6e30NacCHOCTbI0 E€ro NOJIOXKEHUSAIM.

MpumeuyaHue — HacToswwmiA cTaHAapPT MOXET UCNO/Ib30BATLCA ANA CO3[aHNs aBTOMATU3UPOBAHHbLIX CUCTEM
B 3aLUULWEHHOM UCMOSHEHUW. TeM He MeHee He BO BCeX aBTOMaTU3MPOBAHHbIX CUCTEMAax B 3aliWLLEHHOM WCMOJSTHEHWU
(AC3W) peannsoBaHa KOHCTPYKTUBHAA MHopMalnoHHass 6e30nacHOCTb.

2 HopMmaTtuBHbIE CCbIKK

B HacTosAwem cTaHgapTe UCNoNb30BaHbl HOPMATUBHbIE CChIJIKUM Ha crefylouime ctaHfapThl:

FOCT ISO/IEC TS 19249 WHdopmaLnoHHbIe TexHonorun. Metoabl 1 cpeactBa obecneyvyeHns 6esonac-
HOCTW. KaTanor NnpuHUMNOB NOCTPOEHUA apXMTEKTYypbl U NPOEKTUpPOBaHUA 6e30nacHbIX NPOAYKTOB, CUCTEM W
NPUNOXEHWNN

FOCT P 51583 3awuTta nudopmauynm. NMopasok co3gaHna aBTOMaTU3MPOBAHHbIX CUCTEM B 3alULLeH-
HOM MCMoNHeHUU. Obuine NONOXeHUA

FOCT P 53114 3awunta nHpopmauymn. ObecnevyeHme MHPOPMaLMOHHOW 6e30MacHOCTM B OpraHuM3ayuu.
OCHOBHblIe TEPMUHbI U ONpeaeneHuns

FOCT P 56939 3awunTta nHgopmayun. PaspaboTka 6e3onacHOro nporpammHoro obecnevyeHus. O6uune
TpeboBaHuA

FOCT P 57193 CuctemHas u nporpammHas nHxeHepus. lMpouecchbl XW3HEHHOIo Lnkna cuctem

M3gaHne opuuynanbHoe
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FOCT P 71304 CwucTtemHass u nporpamMmHas nHxeHepusa. FapaHTum obecnevyeHUss KayecTBa CUCTEM K
nporpaMMHbiX cpefcTB. O6LWme NoMoXeHNs

FTOCT P NCO/M3K 12207 WNHpopmaunoOHHaAA TexHonornsa. CucrtemMHas U nporpammHas WHXeHepus.
Mpouecchbl XNM3HEHHOTO LUKAa NporpaMMHbIX CPeAcTB

MpumeuyaHune — TMpu NOMb30BAHUM HACTOSLWMM CTAHAAPTOM LE/ecoo6pasHo NPOBEPUTL AeiCcTBME CCbIfou-
HbIX CTAHAAPTOB B MH(DOPMALMOHHOW cucTemMe 06LLENO NOMb30BaHUA — Ha OYULMaNIbHOM caiiTe defepasibHOro areHT-
CTBa MO TEXHUYECKOMY PETY/NIMPOBaHUIO U METPOOTMN B CETU VIHTEPHET UK MO eXerogHoMy MH(OPMAaLMOHHOMY yKa3a-
Teno «HaunoHanbHble CTaHAAaPTbl», KOTOPbIA ONy6/MKOBaH MO COCTOSIHWIO Ha 1 AiHBaps TEKyLIero roga, v no BbiMyckam
€XeMeCsIYHOro UHPOPMALMOHHOIO yKkasaTens «HauuoHabHble CTaHAAaPThl» 3a TeKyluii rof. Ecnn 3aMeHeH CCbIfTOUHbINA
CTaHJapT, Ha KOTOPbI AaHa HeJaTMPOBaHHAs CCblSIKA, TO PEKOMEHAYETCS MCMO/b30BaTh AENCTBYIOLLYI0 BEPCUIO 3TOMO
CTaHAapTa C y4eToM BCEX BHECEHHbIX B AAHHYH BEPCUI0 M3MEHEHW. ECNM 3aMeHEH CCbINOYHbIN CTaHAapT, Ha KOTOPbIiA
[laHa JaTMpoBaHHas CCblka, TO PEKOMEHAYeTCA UCMo/b30BaTh BEPCUI0 TOMO0 CTaHAapTa C yKa3aHHbIM Bbille roAoM YT-
BepxaeHus (NpuHaTWs). Ecnu nocne yTBEPXAEHMS HACTOAWEro cTaHAapTa B CCbIMIOYHbIA CTaHAapT, Ha KOTOpbIA gaHa
[aTnpoBaHHas CCblfika, BHECEHO U3MEHEHMWE, 3aTparnBaroLlee NosoXeHe, Ha KOTOPOe AaHa CCblfika, TO 3TO NOJIOXEHME
pekoMeHayeTcs NpUMeHsTb 6e3 yueTa AaHHOro U3MeHeHusi. ECNn CCbINIoYHbIl CTaHaapT OTMeHeH 6e3 3aMeHbl, TO MoJio-
XEHUe, B KOTOPOM flaHa CChlfiKa Ha Hero, peKoMeHAyeTCcsl NPUMEHSITb B YacTW, He 3aTparvBatoLLeii 3Ty CCbI/Ky.

3 TepmMuHbI 1 onpegesnieHnsa

B HacTodAwem cTtaHgapTe npuMeHeHbl TepMuHbl no F'OCT P 53114, TOCT P 56939, TOCT P 57193, a
Takxe cnepywuwme TEPMUHbI C COOTBETCTBYOLW UMY ONpefeeHUsAMU:
3.1

cuctema: Komb6uHaums B3aWMOLECTBYOLWMUX 3/IEMEHTOB, OPraHW30BaHHbIX A4/ A4OCTUXEHUS OAHOW
WA HECKO/IbKMX MOCTaB/IEHHbIX Liesnei.
[FOCT P 57193—2016, nyHKT 4.1.44]

MpumeyaHune — [0 TEKCTY HACTOSILLENO CTaHAApTa CETb ABMAETCA BULAOM CUCTEMbI. Takke B TEKCTE HaCTOSI-
LLero cTaHgapTa NOHATUS «CUCTEMA» U «CETb» MOTYT WUCMO/Ib30BaTbCA COBMECTHO A5t 60/bLUeli HarsgHOCTY.

3.2

CUCTEMHbIA 3/1EMEHT: MpeacTaBuTe b COBOKYMHOCTN 3/1EMEHTOB, 06pasylLWnX cucTemy.

MpumeuaHue — CUCTEMHbI 3NEMEHT SIBASIETCS OTAENbHOM YacTbio CUCTEMbI, KOTOpas MOXET ObITb CO3ja-
Ha 4715 NOJIHOTO BLIMOSIHEHUS 3aaHHbIX TPEGOBAHN. DNEMEHT CUCTEMbI TaKKe MOXET NPeAcTaBsaTb CoO60i cucTemy.

[AgantuposaHo u3 FOCT P 57193—2016, nyHKT 4.1.45]

3.3

MHOPMaLUNOHHas cmcTtemMa: CoBOKYNHOCTbL cogepxaleiica B 6a3ax faHHbIX MHOpMaLmn n o6ecneyn-
BawLWNX ee 06paboTKy MHPOPMALUOHHBIX TEXHOIOTUA N TEXHUYECKUX CPEACTB.
[FTOCT P 51583— 2014, nyHKT 3.4]

3.4

aBToOMaTu3npoBaHHasA cuctema: Cuctema, cocTosllas U3 KOMNaekca CpeAcTs asTomMaTusauunm, peanu-
3yloLlero MHPOPMaLMOHHY TEXHOMOTNIO BbINOMIHEHNS YCTAHOBMIEHHbIX (DYHKUMIA, N NepcoHana, obecnevynsaro-
wero ero MYHKLMOHMPOBAaHME.

[FTOCT P 59853—2021, ctatbsa 2]

3.5 uenn 6e30nacHOCTU: W3noxeHHoe HaMepeHue o6ecneunTb onpeaesieHHble XapakTepucTUku
(cBoOiicTBa) 6€30NaCHOCTM CUCTEMbl, BbINOMHEHWE KOTOPOro npoBepsieTcss B COOTBETCTBUM C HABopom corna-
COBaHHbIX KPUTEPUEB.

MpumeyaHune — XapaKkTePUCTUKM (CBOICTBA) CUCTEMBI W KPUTEPUM MPOBEPKN LOSDKHbI GbiTh ONMCaHbI TakuM
06pa3om, UTo6bl 06eCNEUNTL BO3MOXHOCTL NPOBEPKM (haKTa BbINO/HEHNS U3/TOXKEHHOTO HAMEPEHUSI, TO ECTb LOCTUXEHWS
Lenein 6e3onacHocTy.
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3.6 NpegnosioXxeHnss 6e30NacHOCTU: OrpaHMUYeHua 1 AOoNylUeHns, NpUHUMaeMble B KOHTeKCTe onpe-
AeneHus ueneii 6e30NacHOCTM U JONOJHAKWKWE Lenn 6e3onacHocTy.

MpumeuyaHne — lNpeanonoxeHnsa 6e30NacHOCTU, Kak NpPaBu/o, CBSA3aHbl C 0COBEHHOCTAMU cpefbl (YHKLM-
OHUPOBAHUS CUCTEMbI U 3KCM/yaTaluMOHHbIMKU TpeboBaHUsMIU (MOTyT OTHOCUTbLCS K cneundmke unsnyeckoro goctyna K
3/1IEMEHTaM CUCTEMbI), BO3MOXHOCTAMMW 1 pacrnosiokeHneM NoTeHUManbHOro Hapywntens. lokazaTeNbCTBO COOTBETCTBMUSA
KpMTEpMAM, OMUCbIBAKOLMM Lesn 6e30nacHOCTU, MOXET OnuMpatbCs Ha YC/I0BMS, COOTBETCTBYHLME MPELNONOXEHUAM
6e30nacHocCTH.

3.7 NoNuTUKa 6e30MacHOCTU CUCTEMbI: YNopsa40UYeHHbIi 1 060CHOBaHHbLI Ha6op npasua, npoueayp,
npakTMyeckmx NpUemMoB WAN PYKOBOAALMX NPUHUMNOB B 061acTh 6€30MacHOCTU CUCTEMbI, KOTOPbI MCNO/b-
3yeTca nNpu NpoekTupoBaHuMu, pa3paboTke N 060CHOBaAHUW ee CBONCTB 6e30MacHOCTM, a Takxe Npu ee 3Kc-
nnyatauuy BnocneacTeuu.

MpumeyaHusa
1 NonuTnka 6€30nacHOCTV ONUCbIBAET peanusaLlmio Luenein 6e30nacHoOCT ¢ y4eToM NpeanosioxkeHnii 6e30nacHoCTy.
2 MNoNoXeHnsa NOAUTUKM 6e30NacHOCTU fiexaT B OCHOBE HOpPMaTMBHOro obecrnevyeHnss 6e30NacHOCTU CUCTEMBbI.

3.8 AoBepeHHaa cuctema: Cuctema, AN8 KOTOpPOi foka3aHo (060CHOBaHO) COOTBETCTBME Lensam 6e3-
OMacHOCTW NpW YCNOBUM BbIMONHEHUS NPeANnOo/I0OXEHNA 6e3onacHoOCTH.

MpumeyaHune — JloBepPEHHbIM MOXET ObITb TaKXe 3/IEMEHT CUCTEMBI.

Mpumep - XpaHunuwe AaHHbIX ABNAETCSA OOBEPEHHBLIM, €C/IM OHO oGecneyMBaeT KOHPUAEHLUasb-
HOCTb, LLe/TIOCTHOCTb AaHHbIX U AOCTYNHOCTb AaHHbIX MO aBTOPU30BaHHOMY 3anpocy.

3.9 poBepeHHaa cpepa: Cpefa (PYHKULMOHUPOBAHUA CUCTEMbI, B KOTOPO 06GecnevyeHO BbIMOJIHEHME
npeanosioXeHnin 6e30NacHOCTN U cO6MAEHNE NONNTUKN 6E€30NacHOCTU CUCTEMBI.

3.10 KOHCTPYKTUBHbIV nogxon (K obecnevyeHnto nMHpopmaumMoHHo 6e3onacHoCcTU): Moaxon, npu
ncnonb3oBaHMnM KOTOPOro cucrteme B npouecce ee co3gaHuAa C MOMEHTa 3aMbiCnia nNpuaakwTCA XapakKTepu-
CTUKN (CBOWNCTBA), KOTOPble AO/DKHbI 06ecneynBaTb COOTBETCTBME Lensm 6e30MacHOCTM, BKAlYas NPoOBepKy
TaKoro cooTBeTCcTBUA.

MpumeuyaHns

1 MNpumepamy Takmx XapakTepuUcTUK ABNSOTCA MOAY/IbHOCTb, MepapXMyHOCTb, pacnpefeneHHoCTb, YCTOWUYNBOCTb
K C60SIM U yrpo3am 3a CuYeT pe3epBUPOBAHUSI 3NIEMEHTOB CUCTEMbI U T. M., KOTOPbIE MOTYT BbIMOIHATLCSA He TOJSIbKO ANS
CUCTEM C KOHCTPYKTUBHON MHhOPMaLMOHHOW 6€30MacHOCTbIO.

2 KOHCTPYKTUBHBIW NOAXOA NPUMEHSIETCA HAa NPOTSHKEHUW XXU3HEHHOTO LMKIA COOTBETCTBYIOLWEN CUCTEMBI, HAUYMHAs
C 3aMbIcNa, (POPMUPOBAHUS KOHLENLMM U NPOEKTUPOBAHUS, U MOXET UCNO/b30BaTLCS A/151 CO34aHUS LOBEPEHHbIX CUCTEM.

3.11 KOHCTPYKTMBHas MHQOpPMaLMOHHasi 6e30MacHOCTb: MHdopmaumoHHas 6e30nacHoCTb cucTe-
Mbl, AOCTUTHYTaA NpUMEeHeHNeM KOHCTPYKTUBHbLIX NOAXOAO0B.

MpumevaHnsa

1 KOHCTPYKTUBHAs MHopMaLMOoHHas 6e30MacHOCTb He SIBNSeTCS HOBbIM U (MIM) OTAefbHbIM BUAOM MHG)OpMaL-
OHHOW 6e30MacHOCTK, a ABMsSIeTCS Pesy/ibTaToOM NPUMEHEHNs KOHCTPYKTMBHOIO noaxoga k o6ecnedyeHnio MHpopMaLnoH-
Holi 6e3onacHocTu.

2 Mpouecc obecneyeHnsi KOHCTPYKTUBHOW MHpopMaLUOHHOI 6e30macHOCTM BkIoUYaeT B cebs opraHn3auunio BHY-
TPEHHEW CTPYKTYpbl CUCTEMbI M €e 3M1EMEHTOB, ee annapaTHOli M NPOorpaMMHON apXMTEKTYpbl, a Takke opraHu3auuto
NpoLeccoB NPOeKTUpoBaHMA 1 pa3paboTku. DTO No3BOAAET obecneuntb UHPOPMaLMOHHYIO 6€30MacHOCTb CUCTEMbI He-
nocpeACTBEHHO B KOHCTPYKLMWM Hapsgy C NPYMeHEHMEM BCTPOEHHbIX MEXaHW3MOB U HaNOXEeHHbIX CPeAcTB obecneyeHus
6e3onacHocTu (Npu HeobxoanmocTn). Co3faBaemble C UCMO/Ib30BaHNEM TakMX CMOCO6G0B CMCTEMbI HA3bIBAOTCS cMCTEMA-
MW C KOHCTPYKTUBHOW MHhOpMaLMOHHON 6e30MacHOCTbI0.

3 ABTOMATM3MpPOBaHHbIE CUCTEMbI B 3alluLeHHOM ucnonHeHun (B cooteBeTcTBun ¢ FOCT P 51583) moryT 6bITb
cucTeMaMu C KOHCTPYKTMBHOW 6e3onacHocTbio. O6paTHOe He Bcerga BepHO, Hanpumep B cyyae BHeApeHus cpefctsa
3awmTbl MHdopmaumm (C3U) nocne cosgaHusa 3almuiaemMoi cMCTeMbI, a Takxe Torga, Korga HeBO3MOXHOCTb MCNOb30Ba-
HuA C3W KoMneHcupyeTcs 3a cyeT opraHm3aunoHHbiX Mep. CoBMecTHOe NpuMeHeHue HacTtosuero ctaHgapta u NOCT P
51583 N03BONT CHU3UTb CMIOXKHOCTb M CTOMMOCTb co3faBaeMbix AC3M 3a cueT BCTpavBaHUs MexaHU3MOB obecrneyeHuns
6e30nacHOCT! MHGOPMAaLUN 1 OTKa3a OT UCMOJIb30BaHNSA COOTBETCTBYIOLMX HA/TOXEHHbIX (BHEWHMNX) C3W.

3.12 NPUHLMN NPOEKTUPOBAHUS U pa3paboTKu 6e30MnacHOi CUCTEMbI: MPUHLMN NPOEKTUPOBAHUA
n pa3pa60TK|/| nporpaMmmMHOro n/nnn annapartHoro obecneveHus CuctemMbl, UCnonb3oBaHne KOTOpPOro npuaoaet
CucrtemMme XapakTepuctukn (CBOIZCTBa), 06ecneq|/|Ba|ou4|/|e cooTBeTCTBUE LENAM 6e3onacHoCTHU.
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MpumeuyaHune — Kak npasunio, NPUHLUMMLI NPOEKTUPOBAHWSA U Pa3paboTKM HOCAT NoydopMasibHbIiA, 3aya-
CTYI0 — 3BPUCTUYECKMII XapakTep (BKIKOYAA MPUHLMUN HAUMEHbLUNX NMPUBKUAETWIA, MPUHLUMN 3LENOHUPOBAHNS 3alnTbl 1
T. A4.). MpyMeHeHne NPUHLMUNOB NMPOEKTUPOBAHMS U PaspaboTKM MOXET ObiTb 060CHOBAHO MOSIOXKEHUSIMU HOPMATUBHBIX
[LOKYMEHTOB, COOTBETCTBME KOTOPLIM Heo6XxoauMo o6ecneunTsb ans cosgaBaemoii CKUB.

3.13 Mopgenb 06e30MacHOCTUM CUCTEMbI: CTpYyKTypupoBaHHOe (opmMasibHoe WAu nonydgopmanbHoe
npeactaBfeHne npasus, npouenyp, NpakTUYeckux NPUEMOB UM PYKOBOASALLMX MPUHLMMNOB B 06/1acTn 6e3o-
NacHOCTW CUCTEMbI, KOTOPOE MCNOMb3yeTCsA NpU NPOEKTUPOBaHUM, peann3aunn n 060CHOBaHUN CBOICTB 3TOW
cCMcTembl, CNOCOBCTBYOLWMX 06ecneyeHnto COOTBETCTBUA LenaM 6e30nacHOCTH.

3.14 mexaHu3M ob6ecnevyeHns 6e30NacHOCTU: B3aumoyBsizaHHash COBOKYNHOCTb CNOCO60B, METO/0B,
npasua 1 npoueayp, Mcnonb3yembix AAs8 peanusauun tpebosaHuii kK 6€30MacCHOCTN CUCTEMBI.

3.15 WwabnoH MPOeKTMpoOBaHUA (U pa3paboTkM) 6e30nacHO CUCTEMbI: AnpobrnpoBaHHas cxema
peleHus TUNOBOW 3aja4yn NPOEeKTUpoBaHUA U pa3paboTkM NporpamMMHOro U/unuM annapatHoro obecnevyeHus
CUCTeMbl, MPUMEHEHNE KOTOPOI NO3BONSET CUCTEME AOCTUTHYTb Lenell 6e3onacHoOCTU € y4yeToM npepanono-
XeHunii 6esonacHoOCTM ¥ NpuaaTtb € COOTBETCTBYHL,ME CBONCTBA.

MpumeyaHne — lVcnonb3oBaHune WabAOHOB NMPOEKTMPOBAHMA M pa3paboTkM NO3BOSET pelwartb TUNoBble 3a-
Jaun paspaboTkm NporpaMMHOro obecneyeHusl, Takme kak pabota B YC/IOBUSIX OTPAHUYEHHOIN NPOU3BOANTENBHOCTM KOM-
NbIOTEPHOr0 060PYI0BaHNA (Ha Ma/lopecypcHOM YCTpPOICTBE), o6ecneyeHne 4OCTYNHOCTU, MUHUMU3ALMSA onpeaeNeHHbIX
puckoB (NpeanosioXeHnii 6e30nNacHOCTM) NPU BbINOSIHEHUN 3afaHHbIX Leneli 6esonacHocTn. HekoTopble Wwab/oHbl Npo-
eKTMpoBaHus 1 pa3paboTku MOryT 6biTb peann3oBaHbl Kak Ha MPOrpamMMHOM, Tak U Ha annapaTtHoM ypoBHe. [NprMeHeHune
Wab0HOB MPOEKTUPOBAHNSA NO3BOMSET CHU3UTL CyMMapHble 3aTpaThl Ha CO34aHue 1 3KCnyaTauno CUCTEMbI.

3.16

6e3onacHoe nporpammMHoe obecneveHune: MNMporpammHoe o6ecneuyerune, paspaboTaHHoe B xoae pe-
anusauuy COBOKYNMHOCTU NMpoLLeccoB (Mep), HanpaB/ieHHbIX Ha NpeaoTBpalleHne NosBNEHUs U ycTpaHeHue
HEeA0CTaTKOB NpPorpamMmbl.

[FOCT P 56939— 2024, nyHKT 3.1]

3.17

Bepudmkauma: MoateepxaeHne, nocpeacTBOM npefcTaBieHns 06beKTUBHbIX CBUAETENbCTB TOro,
UTO yCTaHOB/IEHHble Tpe60BaHNA GblIN BbINOSIHEHbI.
[FTOCT P NCO 9000—2015, nyHkT 3.8.12]

3.18 Ba/maauns Leneil 6e3onacHoCcTU: Mpoueaypa, KoTopas No3BonseT y6eauTbCs, 4TO peanmso-
BaHHble MexaHu3Mbl 6€30NacHOCT B TOW UK MHOW Mepe obecneymBalT AOCTMXEHUE Lened 6e3onacHOCTU U
cornacoBaHbl C (PyHKLMOHaNbHbIMW TpeboBaHUAMNU N TpeboBaHMAMM 6€30NacHOCTU K CUCTEME.

MpumeuvaHusd

1 B cootBeTcTBMM ¢ NTOCT P 57193 Tpeb6oBaHue — yTBEPXAEHME, KOTOPOE NEPEBOAUT WM BblpaXaeT Kaky-TO
NOTPe6GHOCTb M CBA3AHHbIE C HEell OrpaHNYeHns 1 yCroBus.

2 Banugauueii ueneii 6e30MacHOCTV NpoLeaypoli MOXeT 6biTb, HanpumMep, TECTUPOBAHME 3alLUTHBIX MEXaHU3MOB
CUCTEMBI.

3 B Ba/iMpauuio Leneil 6e30nNacHOCTM MOXET BXOAMTb NPOBepKa TOro, YTo Lenu 6e30MacHOCTU COr/lacoBaHbl C
PYHKLMOHaNbHbIMN TpeboBaHUAMU.

4 CokpalleHma n obo3HavyeHns

B HacToAwem cTaHgapTe NpMMeHeHbl clefyloline cokpaleHuns:

AC — aBTOMaTtu3snpoBaHHasa cucTtema;

AC3U — aBTOMaTM3npoBaHHasa cuctema B 3alULLEHHOM WUCNONHEHUN;
B®C — BuptyanbHasa ainnoBas cucrema;

XL, — XWU3HEHHbIW LUK,

3N — 3awunTta nHopmaymnu;

B — nHpopmaynmoHHas 6e30NacHOCTb;

KB — KOHCTpPYKTUBHas MH(OpMaLMoHHas 6e30NacHOCTb;
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HCJ — HecaHKLWOHWPOBaHHbLIA [OCTYN;

OC — onepauuoHHasa cucrtema,

MB — npeanonoxeHnsa 6e3onacHoCTy;

MO — nporpammHoe obecneyeHue;

C3MN — cpepcTBO 3aWMTbl MHPOpMaLuu;

CKWB — cuctema ¢ KOHCTPYKTUBHOW MHAOPMAaLNOHHOW 6€30MacHOCTbIO;
T3 — TexHu4yeckoe 3ajaHue;

LB — uenn 6esonacHoCTH;

Ol — 3nekTpoHHAas NoANuUCh;

IoT — uHTepHeT Beweli (Internet of Things);

MoT — npombiWwNeHHbIE MHTepHeT Beweli (Industrial Internet of Things);

POSIX — Habop cTaHfapToB, ONMUCbIBAKLWMX MHTEpdENCbl Mexay onepauynmoHHOl CUCTEMOW U npu-
knagHoi nporpammoii (Portable Operating System Interface);

TLS — npoToKon 3awuTbl TpaHcnopTHoro ypoBHA (Transport Layer Security).

5 O6Lwwue NonoxeHus

5.1 MeTogonorusa paspab6otkm CKWB npegHasHauvyeHa gna peanusaymnm mMeponpusaTuii nNo 3auinute WH-
opmaumn B Xo4e cneaylwmx NnpoLeccoB XU3HEHHOro uukna cuctem (B coorsetctemmn ¢ FOCT P 57193):

- npouecca nnaHMupoBaHUA NpPoekTa;

- npouecca aHanusa 6usHeca WU Ha3Ha4vyeHus;

- npouecca onpegesieHns noTpebHocTelh n TpeboBaHUli 3aMHTEPECOBAHHON CTOPOHbI;

- npouecca onpegeneHns CUCTEMHbIX TpeboBaHuii;

- npouecca onpefeneHns apxuTekTypbl;

- npouecca onpegesieHna NpoekTa;

- rnpouecca CMCTEMHOrO aHanusa;

- npouecca peanusauuu;

- npouecca KOMMNJ/IEKCUPOBaHUSA;

- rnpouecca rapaHTUn KayecTBa;

- npouecca Bepudukaumu;

- npouecca Banngauuu.

5.2 MeTtogonoruna paspabotkm CKWB onuckiBaeT, Kak MMeHHO B npoueccax XL, cuctembl peanusywTcs
KOHCTPYKTUBHbIE noAxoabl kK Vb, geTanu3npyeTt cofepXaHne OCHOBHbIX paboT npu co3gaHun CKWB u onucsl-
BaeT TpeboBaHUA U pekoMeHAaUumn No 4OKYMEHTUPOBAHNIO KOHCTPYKTUBHbLIX NOAX0A0B npu co3gaHun CKUB.
B pamkax mMeToAoN0rnMKM npepsaraetca K paCCMOTPEHUID U NPUMEHEHUD psAg Wab/ioHOB NPOEKTUpOBaHUA 1
pa3paboTky cuctem u aniemMeHToB cuctem ¢ K/B. Micnonb3oBaHue 3Tux Wab/0HOB Cnoco6CTBYyeT CcO34aHunto
CKWB.

5.3 Mepbl no paspabotke CKNB, npeactaBneHHble B paMKax MeTo40/10TMN, BblpaxeHbl B oopme Tpebo-
BaHWA, pekoMeHAauMn mam gonycTuMoro AeicTBus, npegHasHauyeHHblX 4N NOALEPXKA AOCTUXKEHUA pe3ynb-
TaToB peanunsauun mep.

MpumeuaHune — [na 3TO LENM B HACTOALEM CTaHAAPTE WCMOMb3YIOT BCMIOMOraTe IbHbIE [M1arofbl «J0/MKEeH»,
«CneayeT» N «MOXEeT», UTOObl NOAYEPKHYTL pasfinune Mexay pasHbiMu dpopMamu Tpe6oBaHuit K peanusauuu mep. Fnaro-
Nbl «[JO/MKEH» U «CNEAYET» UCMNOMNb30BaHbl /151 BbIPaXKEHUSI YC0BUS, TPEGYEMOrO A/1si COOTBETCTBUS, «PEKOMEHAYeTCs»
N «LenecoobpasHo» — A8 BblpaXeHWs PEKOMEHAALUN Cpeau APYTX BO3MOXHOCTEN, «MOXET» — A TOro, YTo6bl OT-
pasuTb HanpaeneHWe A0NYCTUMbIX AeWCTBUI B NpeAenax orpaHuyYeHnin HacTosero craHgapTa.

OpraHnsauyumn, paspabatbiBaowme CKWNB Ha ocHOBaHMWM MOMIOXEHWIA HacToAWero craHgapTa, OTBeT-
CTBEHHbI 3a Bbl6op Mogenn XL, Ana npoekTa n CBOEBPEMEHHOE NnaHWpoBaHMe npoueccos, NOAX0A0B U pa-
60T M3 HacTosAuWero ctaHgapta B cBoein mogenu XU,

5.4 B kauyecTBe cuUCTeM, KOTOpble MOTyT 6bITb peanunsoBaHbl kak CKWB, paccmaTpuBakTca nporpamm-
Hble W nMporpamMMHoO-annapaTHble cpeAcTBa ynpaB/fieHUss U TeNIeKOMMYHUKaLuuM, nporpammHble U nporpamm-
Ho-annapaTHble KOMNJEKChbl, onepaLunoHHble cucteMbl, BcTpansaemoe 0O, cepsepHoe MO, npuknagHoe MO,
nporpamMmHble nNaatPopMmbl U UX 3IEMEHTHI, a Takxe Jobble MHPOPMaALNOHHbIE, NH(POPMALNOHHO-yNpas-
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nsAwuwme M aBToMaTM3NpPOBaHHbIE CUCTEMbI, B OTHOLWEHUN KOTOPbLIX 3aKOHOAATENbCTBOM WM MOJTHOMOUYHbIM
3aMHTEpeCcOoBaHHbIM NINLOM YCTaHOB/EHbl TpeboBaHMA No 3awute nHopmauum, HO rae UCNOoNb30BaHWE Ha-
NOXEHHbIX (BHEWHUX K (MNn) BCTpamBaeMblX) CPeACTB 3alWTbl 3aTpygHEHO M (M1N) HEBO3MOXHO, Hanpwu-
Mep cUcTeMbl, BKAKOYaKLWMe ManopecypcHble ycTpoiictea (ycTpolictBa «/HTepHeTa Belweli/[TpoMbILLIEHHOT0
MHTepHeTa Beleli»), NPpUMeHsAeMble A8 NPOMbIWI/IEHHOW aBTOMaTM3aunmn, nHopMaTnsaumy TPaHCNOPTHbBIX
CpefcTB M ApYyrMx o6nacteil XusHeneaTenbHOCTU.

MpumeyvaHusd

1 Mo TeKcTy MOHATUSA «CUCTEMA C KOHCTPYKTUBHOW MHCHOPMAaLMOHHOV 6€30MacHOCTbio» U «cucTeMa, GesonacHast
KOHCTPYKTUBHO» SIBNSIKOTCA B3aMMO3aMeHSeMbIMU.

2 BbluncnuTesibHble CETU W CUCTEMbI, NPEACTaBASIOWME MHOPMALMOHHYIO MH(PPACTPYKTYPY OpraHu3auuii, B Tom
uncnie NPOMBbILWEHHbIX NPEANPUATUIA, KOMMEpPYECKUX opraHu3aunii n gpyrux 06BHEKTOB X03AWCTBEHHOW AEATEeNbHOCTH,
MOryT paccmatpuBatbesi kak CKUB, ecnu ons nx co3gaHns NpUMEHSIITCS KOHCTPYKTUBHbIE NOAXOAbl, aAanTMpOBaHHbIe C
yyeTom Tpeb6oBaHuii K XL, Takux cuctemM, 0COGEHHOCTEN OTpac/ N X035MCTBEHHON AesTENbHOCTM, OpraHu3alum npouec-
COB NPOEKTUPOBaHUS, peanu3auun, BBOAA B 3KCNyaTauuio.

5.5 Ecnun cuctema asnsetca MO nw6oro suga unm cogepxut MO B kauecTBe 3aflemeHTa, TO A4NS ero pas-
paboTkn COBMECTHO C HacTofAweum ctaHgapToM MoxeT 6biTb ncnonb3osaH NOCT P 56939.

MpumeyaHne — IFOCT P 56939 n HacToAwWMiA cTaHAapT COr/lacoBaHbl A1 Napas/iesibHOro NCnosb30BaHNs B
OTAEe/IbHOM MPOEKTe WM OTAENbHON opraHu3auun.

5.6 O6nactb npumeHeHunss CKNB BkntoyaeT 06bEKTbl KPUTUYECKON MHOPMALMOHHOW MH paCcTPYyKTypbl
(cucTembl NpoOMbIWNIEHHOW aBTOMaTU3aunmn, aHepPreTUkn, TPAHCNOPTHON MHAPACTPYKTYPbl), NH PACTPYKTYPbI
TeNeKOMMYHUKaLunn, cucteMbl apTomatusaunum v nHopmatTnusauuy 3gaHuii 1 coopyxeHuin, npubopbl N 6bITO-
Bble YCTpPOICTBa, HO HE OrpaHM4ynBaeTcsa UMW,

5.7 Uenbto co3ganusa n npumeHeHnsa CKNB sasnaeTtca obecneyeHne nHdopmayMnoHHOW 6e30nacHOCTU 1
LOBEpusa Kcucteme 3a cyeT peanmsaunm KOHCTPYKTUBHbIX Noaxonos (Bknwyas peweHusa no VB, 3anoxeHHble
B apXMTEKTYypy COOTBETCTBYHLWEN CUCTEMbI, HO HE OFTPaHMYNBASICb UMMK).

MpunmevyaHune — MpuMepoM peleHnin No Vb, 3a/10)KEHHbIX B apXMTEKTYPY, SBASOTCA NPUHLMNLI NOCTPOEHMUS
apxXuTEKTYpbl U NPOEKTUPOBaHUA, KOTOpble MOMYT MCMNOMb30BaTbCA NMpW pa3paboTke 6e30macHbIX NPOAYKTOB, CUCTEM U
npunoxeHuii, onucaHHole FOCT ISO/IEC TS 19249.

Bbl60Op KOHCTPYKTMBHbLIX NOAXOA0B PEKOMEHAYETCA NMPOBOAMTL TakK, 4TO6bl yNpoCTUTL 060CHOBaHUE CO-
oTtBeTcTBMA LB ana cuctembl. Takoe 060CHOBaHME MOXET OonMpaTbCA Ha NpefoTBpalleHNe WA CHUXEeHue
nocneacTteuii oT peannsaynm yrpos 6e3onacHoCcTV MHoOpPMaunmn, cBA3aHHbIX C BO3AENCTBNEM BPELOHOCHbBIX
nporpamm, ocywecTteneHnem HCJ, a Takke c akcnnyartauueli ya3BMMOCTeN, B pe3ysibTaTe KOTOPbIX BO3MOX-
Hbl C6OM M M3MEHEHWS aNropuTMOB (PYHKLMOHWPOBAHUA CUCTEMbI. YNnpoweHune o060CHOBaHUA MOXeT ObiTb
CBA3@HO C YMEHbLlEeHMEM MOBEPXHOCTU aTaku, CO CHUXEHWEM KONMYecTBa CBA3El MeXAy a/leMeHTamMu cucrte-
Mbl (TEM CamMblM YyMeHbllAaeTCsa BO3MOXHOCTb CLeHapueB pa3BUTUA aTaku), C BbIGOPOM TeXHONOrMii peannsa-
LMK, YCTONYUBBLIX K ONpefeneHHbIM BUAaM atak, akTyasibHbiX 418 CACTEMbI, U T. M.

5.8 MeToabl, npumeHsaembie npu peanunsauunm KWB, moryt obecneumBaTtb cooTBetcTBue LB (npu yc-
nosun cob6ntopeHna MB) cooTeeTcTBYylOWEN cuctembl (CKWUB unm cuctembl, 3aN1eMeHTOM KOTOpPOI sABNseTcs
CKWB) nytem 3ajaHuns, peanusaunnm n KOHTPONS BbINO/IHEHUS CreAylownx TpeboBaHuii:

- Tpeb6oBaHnii no 3W, HauMHaa ¢ aTana 3ambicna, KOHUENUUN, NPOEKTUPOBAHUA apXUTEKTYypbl CeTU, cu-
CTeMbl U NPOEKTUPOBAHUA apXnTekTypbl cooTBeTcTBytowero MNMoO;

- Tpe6oBaHuii no obecneyeHnto 6e30MacHOCTM B3aMMOLENCTBUA CUCTEMbI C BHEWHUMMWU CUCTEMaAMU U
MH(OPMaLNOHHON NHAPACTPYKTYPOI;

- Tpe6oBaHMii NO yCTOWYMBOMY BbINOSIHEHWUIO CUCTEMOI LeneBbiX (MMHUMAaNbLHOrO Habopa 3apaHee
onpegeneHHbiX) PYHKUWIA, B TOM Yucnae B HecTabuabHbIX BHEWHNX YCNOBUAX UAN NOA aTaKoi;

- TpeboBaHM K NpoyeccamM XW3HEHHOro uukna cumctembl (B coorBetcteun ¢ FTOCT P 57193), B TOM 4uc-
ne Tpe6oBaHuUii No 6e3onacHoit pa3paboTke nporpamMmHoro obecneyeHus (B coorsetcTeun ¢ FOCT P 56939);

- Tpe6oBaHWii Mo ob6ecneyeHNo COOTBETCTBUA (PYHKLMOHWPOBAHUSA CUCTEMbl MNOJIOXKEHWAM 3akKoHopAa-
TeNnbCTBa W HOPMATUBHbLIX AOKYMEHTOB OCYyAapCTBEHHbIX WU OTpaC/NEeBbIX PErynsaTopos (NpY Hanuuyum Takumx
Tpeb6oBaHuiA).

5.9 Cuctema sBnsetca 6e30nacHO KOHCTPYKTUBHO, €C/NN pelleHns, 3a/loKeHHble B ee apXuTekTypy
1N peanusauuio, ynpowarwT obecnevyeHne COOTBETCTBUA AAHHON cCUCTeMbl onpepesieHHbIM Ans Hee LB (npwu
ycnosumn cobnwogeruns Mb), sknovyasa BO3MOXHOCTbL 060CHOBaHWUA TaKoro COOTBETCTBUA, B CPABHEHUUN CO CNy-
yaeM, Korga TakMe peleHusa He NPUMEeHSATCA.
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MpumevaHnsa

1 O6ocHOBaHWe MOXET MPOBOAUTLCA, K NPYMepy, Ha OCHOBE KOMMJIEKCHOMO yyeTa TpyAo3aTpar Ha BHeapeHue me-
XaHU3MoB 6e30MacHOCTX, Ha OCHOBE 06bema Mporpammbl ¥ METOAWKW MCMbITaHWIA, Ha OCHOBE KO/MyecTBa TecToB, pea-
NIM3yeMbIX B MpoLecce BBEAEHWUS B JKChyaTtauuto, Wi apyrumm metogamu. OnpegeneHvie Wav orpaHuyeHne metonos
JeMOHCTpauun CoOTBETCTBUSA He ABNAETCH 3ajayeli HaCTOALWEero HaunoHabHOro ctaHgapta. Metoabl OLEeHKM 3aBUCAT OT
BUAA U XapaKTepUCTUK CUCTEMbI, 8 06 BEKTUBHOCTb METOA0B OLEHKM SABNAETCA NpegMeTOM PacCMOTPEHUs Npu yTBepxae-
HUW METOAUKM OLIEHKN COOTBETCTBUA HACTOALLEMY HaLWOHa/IbHOMY CTaHAapTy.

2 Hanbonee o4eBnAHbIM IPEKT OT NPUMEHEHUA KOHCTPYKTUBHbLIX METOA0B MOXET ObiTh AN18 CUCTEM U CeTeli WH-
hpacTPyKTYpbl KPYMNHbIX XO3ANCTBEHHbIX 06BHEKTOB, TakMX Kak NPOMbILL/IEHHbIE NPeAnpUATUS.

Mpumep - B3anmmHaa nM3ondauma ceTeBblIX CETMEHTOB, 3a/10)KeHHasa Npu NpoekTunupoBaHnn ceTeBOW WH-
CppaCprKTypbl, nomoraeT CHU3NTb 00bEM pa60T no TeCTMpoBaHNO Ha NPOHNKHOBEHWE B BbIYNC/INTE/Ib-
HbIX CceTAaxX.

5.10 XapakTepHble 4yepTbl npouecca pa3paboTkn CKUB:

- MeponpuATUa no 3awumTte nHopmaumm n obecnedyeHnto Vb 9BNAKOTCA HEOTbEMIEMON 4YacTbl Me-
ponpuaATUiA, BbINOSIHAEMbIX Ha NPOTsSXeHun XL, cuctembl, n cornacoBaHbl mexay cob6oil Ha Bcex aTtanax XL,
CUCTEMBI;

- UB gna cuctembl U (MKN) ee 31IEMEHTOB ONpeAesnAlTCcAa YacTUYHO WMAM NOMIHOCTb 3ajgavyamu obpa-
60TKM MHDopMaUunn 1 (MNKn) ynpasieHna npoueccamu, KoTopble HOPMYNNPYIOTCHA UCXOASA M3 LLeNeBOoro HasHa-
YeHUa JaHHOl cucTteMbl, TpeboBaHUAMK, NpeAbABAAEMbIMM K 06pabaTbiBaeMoii nHopMmaumm 1 npoyeccam,
KOHTPOAMPYEMbIM (peasin3yemMbiM) Npu NOMOLLK CUCTEMBI, Yyrpo3aMu 6e30nacHoCTM nHopmMmaummn (Npu Hanu-
ynm mogenu yrpos LB He AO/KHbI €l NpOTUBOPEUYUTL) U NpoLeccam, KOHTPOnpyeMbiM (peasnnsyemMbim) npu
NMOMOLLN CUCTEMBI;

- MB gna cuctembl U (MNKN) ee 3/IEMEHTOB OMPeAensAlTCcAa YaCcTUYHO WAN MOJIHOCTbIO NPOrpamMMHbIM
M annapaTHbIM COCTaBOM CUCTEMbI, KOHUrypauunein, ycnoBmamum QyHKLUOHMPOBaAHMA K akcnayatauun (B
TOM 4yucne — CceTeBOro B3auMOAelcTBUS), NaaHupyembiMu (NpegnonaraeMbiMu) Tpeb6oBaHUAMU W UHTEpE-
camu onepartopa wau Bnagenbua CUCTEMbl, YHe/IOBEYECKUM (DaKTOPOM, PU3NYECKMM pasMeLleHnem, Apyrumu
BHELWHNMMN NO OTHOLWEHUID K CUCTEME (haKTopamu;

- cocTaB TpeboBaHuii no 3N ana cuctembl onpegensietca LB n NB;

- cocTaB Tpeb6oBaHuii no 3N gna cuctembl Npy HEOH6XOAMMOCTM crefyeT AONOMHUTL 06A3aTefibHbIMU
Tpe6oBaHMAMM no 3, BbigBUraeMbiMU FOCYAAapPCTBEHHLIMU U OTpac/eBbiMU perynatTopamu;

- Mpun co3gaHnm cuctemMbl Kak cuctembl ¢ KB KOHCTPYKTUBHbIE MOAXOAbl K 06ecneyvyeHuUto nHpopmawm-
OHHON 6e30MacHOCTM 3TOW CUCTEMbI U €e 3/IEMEHTOB peasiM3yloTCa HayMHasa C paHHUX 3TanoB XW3HEHHOro
LMKNa 3TON cucTeMbl (3aMbicnia, KOHUENLMU, NpoeKTUPOBaHUA apXMTEKTYpbl CUCTEMbl, MPOEKTMpOBaHUA ap-
XUTEKTYpbl NPOrpaMMHbIX CPEACTB);

- Npun co3gaHnmn cuctembl Kak cuctembl ¢ KUB npuMeHaeMble KOHCTPYKTUBHbIE MOAXOAblI K MH(hbopmaLm-
OHHOl 6e30nacHoOCTU pekoMeHAyeTcs o6ocHoBaTb OoTHocuTenbHo LB, MB n Tpe6oBaHuin no 3W; k npumepy,
npumMmeHeHue mogenein 6e30NacHOCTU CUCTEMbl, OMUCHIBAOLWMX KOHTPOAb J0OCTyna, MOXeT 060CHOBbIBATLCSA
Heo6Xo04UMOCTbIO pasfeneHnsa npas NpuM MHOrOMNO/Ab30BaTE/IbCKOM AOCTYyMNe K CUCTEME;

- peanunsauna KB He foNXHa BHOCUTb UCKaXEHUSA B HOpManbHoe (WTaTHoe) (PYHKLMOHMPOBAHUE CU-
cTeMbl (HapywaTtb (PYHKLWOHMPOBAHWE CUCTEMbI), COCTABHbIM 3/IEMEHTOM KOoTopoi asnsetca CKUB (uam B
cocTaBe KOTOpOi nnaHupyetca npumeHeHne CKWB), ogHako MOXeT HaknagbiBaTb AONOMHUTENbHbIE OrpaHu-
YyeHusA Ha paboTy AAaHHON CUCTEMBbI.

5.11 MNpyn NPOEKTMPOBAHUN CUCTEM C UCNOJIb30BAHMEM KOHCTPYKTMBHOMO noaxoga (nogxonoB) gocTura-
loTCcA Knw4yesble xapaktepuctukn CKUB:

- BblYMCNNMOCTb 6€30NacHOro COCTOSHUA — BO3MOXHOCTb NMpoBecTu Banugauuto LLB ons cuctembl Ha
OCHOBE AOCTOBEPHOI MHoOpMaLumM o Habnwaaembix 4EACTBUAX U COOLITUAX B 3TOK cucteme n (unu) B cpeae
ee (PYHKLMOHUPOBAHUA. BblBOAbI O AOCTOBEPHOCTU MH(OpMaLMU OCHOBLIBAKTCA Ha NpeanonoxeHnax 6es-
onacHocTu (KoTopble, B CBOK o4yepelb, MOTYT ONupaTbCA Ha 060CHOBaHHbIEe XapakTepUCTUKN APYTUX CUCTEM).

Mpumep — TMpUMEPOM UCTOUYHMKA AOCTOBEPHON MHAOpMaLunuM MOryT OblThb CpeAcTBa MOHUTOPUHIA,
BHeLWIHMe No o THoweHnw K CKNB;

- NMOJOTYETHOCTb — BO3MOXHOCTb OTC/IEXMBAHWUA M ydyeTa AEeNCTBUA M COGLITUIA B cucteme u (Mnn) B
cpene ee (OYHKLMOHMPOBAHMUS, BANSAIOLWMUX HA COCTOSAHUE 6e30MacHOCTH;

- 6esonacHble ymM0a4aHMa — 3anpeT No yMO/4YaHUIO Ha BbINOJIHEHWE AEeCTBUIA, BANAKOLWNX HA COCTOA-
Hue 6e30MacHOCTU; BbINOSIHEHUE TaKUX AENCTBUIA — TONbKO MPW Hanuuum sIBHOro (popmanbHOro) paspele-
HUS UM yKa3aHWs, ONMCaHHOro MoAesbilo 6e30MacHOCTM CUCTEMbI UIN MONUTUKOW 6e3onacHocTu;
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- MWHMMAa/IbHble BO3MOXHOCTM KOMNpoOMeTauun — MUHMMU3aLUA PYHKUUA U NnpuBuUiernin, accouunn-
POBaHHbIX C KaXAblM 3/IEMEHTOM CUCTEMbI, 4O HEO6X0AMMOT0o (ONMTUMAanbHOr0) MHOXECTBA 3TUX (PYHKUUA ©
npuBUIEruiA, a Takke ONTMMMU3aLna KONMYyecTBa 3/1EMEHTOB CUCTEMBI;

- cornacoBaHHOCTb (BanuaupyemocTb, NpOBepPsAeMOCTb, koppenaumsa) LB n NMb — BO3MOXHOCTb OLEH-
KW KOPPEKTHOCTM TpebGoBaHWii 6e30MacHOCTU, (PYHKLMOHANbHbIX cneyngukayuii n 1. N. oTHocuTenoHo LB
(BanupgnpyemocTb), a TakXe KOPPeKTHOCTN paboTbl CUCTEMbl B COOTBETCTBUU C TpeboBaHuAMM 6e30nacHOCTH
(BepucunynpyemocTs);

- HEBO3MOXHOCTb NOAAENKN N HECAHKLMOHWPOBAHHON MoOAMUKALNM 3N1EeMEHTOB CUCTEMbI, BANSAIOLWUNX
Ha coCTosAHMe 6e30MacHoOCTH.

5.12 Mpu paspaboTtke CKMB pekomeHayeTcsa pyKOBOACTBOBATLCA CNEeAYHLWMUMUN MOMOXEHNAMMN:

- pelicteua (meponpuatusa) no cosgaHuto CKWB poskHbl 6biTb peann3oBaHbl B Xxo4e npoueccoB XKLL
CUCTEMBI;

- ncnonb3yemble npu cos3gaHun CKWMB wabnoHbl NpoeKkTMpoBaHMA LenecoobpasHo Bbi6bupaTb ucxogs
13 3ajad, pewaembix aToh CKUB n (nnn) cuctemoin (ceTblo), 4Ns MCNonb3oBaHnsa B KOTopoli co3gaetca CKUB,
LB n MB, n yuntbiBaTb 0COGEHHOCTMN NPOEKTUPOBAHUSA 3/TIEMEHTOB 3TOW CUCTEMbI, YAaCTb (3/TEMEHTOM) KOTO-
poin 6ypet CKUB;

- ucnonb3zyemble npu cosgaHnn CKUB wabnoHbl npoekTupoBaHua MOryT ob6ecneynBaTb BO3MOXHOCTb
hopmMupoBaHnA pasfIMYyHbIX BapnuaHTOB ee MNOCTpPoeHua AnA Bblbopa onTuManbHOro BapuaHTa, obecneyu-
BallLlero MakcuManbHyl ycToiMuMBOCTb co3gaBaemMoin CKVB k BO34eNCTBUIO BPEeAOHOCHbIX NporpaMmm, ocy-
wectsnennto HCAO wn akcnnyaTauum ysasBuMMOCTeW, a Takke BO3MOXHOCTb NO HapauwuBaHuWio dyHKUMOHana
(MmopepHuzauumn, o6HoeneHnss) CKUB B 3aBUCUMOCTU OT YyC/IOBUI NpUMEHEeHUs n TpeboBaHMn 6e3onacHoCTH
MHGopmMayum;

- CKWNB kKpomMe OCHOBHbIX DYHKLMIA MOXeT obecneynmBaTb KOMMNEKCHOe pelweHne 3agay no 31 ot HC/A,
HeCaHKLUMOHMPOBAHHbIX M HenpegHaMepeHHbIX BO34elCTBMIA Ha MHGOpMauul B COCTaBe APYTUX CUCTEM WU
ceTeli NPUMEHUTENbHO K KOHKPETHbIM YC/10BUAM ee npumeHeHus. CocTaB pelwaeMbix 3agay no 3V onpege-
naeTcsa 3agadyamun o6paboTkM MHopmMaLMmM, COCTaBOM M KOHUrypaumneli cucTembl, ocyuiecTBaswWwen obpa-
60TKY MHbOpMaLumn, YCNOBUAMMN PYHKLUOHMPOBAHMNSA, TpeboBaHUSAMKU, NpeabsaBasieMbiMU K 06pabaTbiBaemoii
nHdopmaynmu, yrposamm 6e3onacHocTn uHgopmayuu;

- CKWB cnepyeT co3gaBaTb C y4eToM TpeboBaHuii 6e30macHOCTM MHOpMauum npu ceTeBoM B3anMO-
aencteuu;

- Bxogsawmne B coctaB CKWB nporpammHbie moaynu, peanusywuwme yHkunum 31 1 KOHTPOSb paboThbl
3TUX PYHKUMIA (B TOM yncne ayaut cobbiTnit MB), He AO/MKHbI NPenATCTBOBATh peanusaynm dyHKLNOHabHbIX
Tpe6oBaHWn 1 Tpeb6oBaHMA No HagexHocTn CKUB;

- anemeHTbl CKNB foMKHbI 6bITb COBMECTUMbI MeXAay co60ii (KOPPEKTHO paboTaTb COBMECTHO) U He
LOJDKHbI YXYAWaTh HALEeXHOCTb U 3alMl,eHHoCTb co3gaBaemoin CKUB;

- co3gaBaemass CKWB pgonmxHa 6biTb COBMECTUMON C B3aMMOLEWCTBYHLWNMMN C HEN BHEWHUMU CUCTE-
Mamu.

5.13 CKWB pekomeHgyeTcsa co3gaBaTb B COOTBETCTBUM C 6a30BbIM AOKYMEHTOM, Ha OCHOBAHWMN KOTOPO-
ro BbINOJIHATCA paboTbl N0 ee pa3paboTke, a Takke ocyuwecTBnseTca oueHka u npnemka CKWB. MNMpumepom
Takoro 6a3oBoro gokymeHta Ha CKWB sBnsetca T3. Ba30Bblii AOKYMEHT MOXET COCTaBAATb YacTb OOKYMEH-
Tauun paspaboTynka B cooTBeTcTBUM ¢ TOCT P 56939.

MpumevyaHne — TpeboBaHMA K peanunsauum KOHCTPYKTMBHOrO nogxoga npu cosgaHum CKWB moryT cogep-
XaTbCA B OTAENbHOM pasfesie KOHUENUMU no ee co3faHuio, a Takke MOryT 6biTb BblIHECEHbI B OTAE/bHbIA AOKYMEHT (3a-
AaHve no 6e30nacHoOCTH, NosioXKeHne No 6e30MacHOCTU M T. 4.), CCbIIKa Ha KOTOPbIA AO/MKHA COAEepXaTbCsA B KOHLEeNnuun
cosganua MO nnm B T3.

5.14 B paboTtax (meponpuaTtmax) no codgaHuto CKNB yyacTBywT:

- 3aka3umk CKMBb — B yacTu 3agaHus Tpe6oBaHuin T3, BKAYEHNA B AOKyMeHTauunto Ha CKMB o6ocHo-
BaHHbIX TpeboBaHWn 6e3onacHOCTM MHGOPMAaLUN M KOHTPONA UX BbIMOSTHEHWUSA MPW 3KCnepTu3e AOKyMeHTa-
unun, B Xoae npoBefeHns ncnoiTaHnii n npuemkn CKUB;

- paspabotunk CKNB — B uyactm cospgaHna CKWB n obecneyeHnsa cooTBeTCTBUA pa3pabaTbiBaeMoii
CKWB TpeboBaHusaM T3, HOpMaTMBHbIX NPaBOBbIX aKkTOB, METOANYECKUX LOKYMEHTOB M HauMWOHa/IbHbIX CTaH-
fapTtoB B o6nactn 3M, a TakkKe rapaHTum KavyecTBa;

- opraHusauus, nposogswan oueHky CKMB Ha cooTBeTCTBME HacToAWeEeMy cTaHgapTy.

MpumevyaHnne — lapaHTusa kavectsa (o NOCT P 71304) — OCHOBaHMA 419 YBEPEHHOCTU B TEKyLEeM Wan
OGyayLlemM COOTBETCTBUN 3aABIEHHOMY Ka4yecTBy.
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5.15 NcnbiTaHna CKWB pgonxHbl BKAYaTb B Ce6a MUCNbITaHMA Ha cooTBeTcTBME TpeboBaHuam 6e30-
NacHoCTW UHgopmMauun 1 MOryT OCyLEeCTBNATLCA B COOTBETCTBUMN C NOJIOXKEHUAMN HOPMATUBHBIX NPAaBOBbIX
aKTOB U MeTOAMYECKUX OOKYMEHTOB YMOJIHOMOYEHHbIX (heAepanbHbiX OPraHoOB MCMNOMHUTENbHOW BacTu U
rocyfapcTBeHHbIX cTaHgapToB B o6nactu 3U. MNepeyeHb COOTBETCTBYHLWMX AOKYMEHTOB AO/MKEH ObITb 3a-
pukcuposaH B 6a3o0BoM gokymeHTe Ha CKUB.

5.16 Pa6oTbl no pa3paboTke n akcnnyatauymm CKUB c peanusayunein kpuntorpacpumyeckoin 3 Heobxoau-
MO NPOBOAWMTbL B COOTBETCTBUW C 3aKOoHOAaTeNnbLCTBOM Poccuiickoin depepayun.

6 Peannsaumsa noaxo[oB K CO34aHUI0 CUCTEM C KOHCTPYKTUBHOW
MHdOpMaLMOHHON 6e30NacHOCTbIO

6.1 Peanusauusi KOHCTPYKTUBHbIX NOAXOA0B B pamMkax metogonorun paspa6otku CKUB gomxkHa 3aknto-
yaTbcs:

a) B aHann3e C TOYKM 3peHMs 6e3onacHOCTU MHGopmauuuM npegmeTHONn ob6nactu (o6nactm nNnpumeHe-
HUSI, OTpac/au NPOMbIWIEHHOCTU U T.4.), ANA KOTopoi co3gaetcsa CKWB, B onpeaeneHun rpaHul, U BHELWHUX
B3aumopeicTeuiAi CKMB, rpynnupoBaHn CUCTEMHbLIX 3/TEMEHTOB B COOTBETCTBUMN C UX (PYHKLUOHANbHBIM Ha-
3HavyeHneMm u c TpeboBaHUsAMKU 6e30MacCHOCTU, ONMCAHUM B3aUMOAEWCTBUIA CUCTEMHBIX 3N1IEMEHTOB MEXAY
co60M N C BHEWHNUMN CUCTEMAMMU.

MpumeuaHue — [na onucaHua u aHanusa 6yaywero nosegeHns CKWB B npegmeTHol o6nactu, onpegene-
HUA TpaHuy 1 BHeLWHNX B3aumopgencTteuii CKIB MOXHO ucnonb3oBaTb guarpammbl pasBepTbiBaHusa (aHri, deployment
diagram):

6) onpegeneHun LB n cooTBeTCcTBYHOUWNX TpeboBaHMA obecnevyeHnsa 6e30nMacHOCTM MHopmayum, noa-
nexawux peanunsayun npu cosgaHnn CKMB, ¢ yueTtom MHTepecoB Bcex yyacTHuUkos XL CKWB, B Tom unucne
TpeboBaHU K cOAepXaHUo U NOpsAAKY BbINOSIHEHNA paboT, cBA3aHHbIX ¢ co3faHnem CKWB n dhopmupoBaHu-
em (noafepxaHuem) cpefbl obecneyeHus onepaTMBHOIO yCTPAHEHMUA BbISAB/IEHHbLIX MOJIb30BaTENIAMU Hepno-
cTaTkoB u ysa3sumocTteit CKUB;

B) NPOEKTUPOBaAHUWN pasnnyHbiX BapnaHToB apxutektypol CKUE 1 Bbi6Ope onTumManbHOro BapnaHTa ap-
xutektypel CKUB nytem mogenupoBaHus ceoiictB CKMB n mexaHn3moB obecneueHus 6esonacHoctn CKUB,
B TOM 4YMC/Nle C UCNOMb30BaHNEM CNefyrL X MeTonoB:

1) co3gaHna 1M aHanusa guarpamMmm B3aummocBasel mexay anemeHTamun CKWB, aHanusa BO3MOXHbIX
NOTOKOB AaHHbIX W ynpaBneHusa mexay anemeHtamm CKWNB n BHeEWHMMKU cnuctemamu.

MpumeuyaHne — lNpuMEpPOM yAAYHOr0 MHCTPyMEHTa MOAENUPOBaHWA A8 aHanu3a B3auMOCBA3EN ane-
MEHTOB CUCTEMbl Ha 3TOM 3Tane SABASITCA AMarpamMbl NOTOKOB AaHHbIX (aHrn, data flow diagram), Takke ans aHanmsa
MOTYT 6bITb MCMO/Ib30BaHbI AnarpaMmbl nocnegoBaTensHOCTeR (aHrn, sequence diagram);

2) onpefeneHus W aHanusa aaropuTMOB B3aMMOAelcTBMA M NPOTOKO0B, ob6ecneymBaroWwmx nepe-
faJvy AaHHbIX, KOHTPO/Ib N yNnpaB/eHNe 3/IeMeHTaMun CUCTeMb;

3) onucaHua n aHanusa npegcTaBneHnin n mogeneid cUCTEMbl, MPUMEHUMBIX NPU NPOEKTUPOBAHUN
OoTAeNIbHbIX MEXaHN3MOB obecneveHus 6e30rlaCHOCTVI, B HaCTHOCTU MeXaHW3MOB KOHTpPO/A AOCTyna K CUCTe-
Me, ee 3/ileMeHTam u pecypcam.

MpumevyaHne — N9 onucaHnsa NpeacTaBieHNA N Mogeneid CUCTEMbI C Le/ibio MPOEKTUPOBaHNA 1 aHam3a
MexaHn3mMoB obecneyeHns 6e30MacHOCTM yA06HO MCnonb3oBaTb AnarpaMmbl COCTOSIHWMIA (aHrn, state diagram);

4) obecneyeHnss BO3MOXHOCTM MCNOMb30BaHUA Wab/10HOB NPOEKTUPOBaHNA U pa3paboTkn, COOTBET-
cTBytoWnx LB cuctemol, npu dpopMnupoBaHn BapuaHTOB apXUTEKTYpbl;

5) BbicTpamBaHWsa apxuTekTypbl C y4eTOM TpeboBaHW 1 xapakTepUCTMK NpoekTa, B TOM uucne AN
COOTBETCTBMSA ONpefesieHHbIM ANA AaHHOro npoekta LB npu ycnoBuu cobnwfeHns npeanonoxeHwn 6es-
ONacHOCTM 3a CYeT NPUMEHEHNSA COOTBETCTBYHLWMNX TEXHOMOMNIA N TEXHUYECKNX peLleHunit;

r) onpepgeneHunun (Bolbope) Wabn0HOB NpoekTUpoBaHusa (NepeyeHb NPUMEPOB KOTOPbIX NpUBEAEH B Npu-
noxeHun A), nognexauwmx npumeHeHuto npu paspabotke anemeHtos CKVB u peanunsayum anroputmos B3a-
UMOAENCTBNA MeXAYy HUMWU U NPOTOKOMOB, obecneunmBawWmnx nepepavy faHHbIX, KOHTPONb W ynpaBrieHue
(npy HanuuMm BO3MOXHOCTK). [lonyckaeTcsa camMocToAaTes/ibHas pa3paboTka Takmx Wab/oHOB M X NOBTOPHOE
ncnonb3oBaHWe Npu ycnoBuu NOATBEPXAEHMNSA, YTO MCNOMb30BaHMe pa3paboTaHHOro wabsoHa NO3BONSET pe-
anunsoBaTtb KMB kakol-nnb6o cnuctembl B NOpsAKe, YCTAHOB/IEHHOM HacCTOAWMM CTaHA4apToOM, NpyY 3TOM BHOBb
paspaboTaHHble WabnoHbl BkAYaKTCA B 6a30Bbili 4OKyMeHT Ha CKWB n nognexaTt npoBepke Ha npegmer
cnocobcTBOBaHMA B gocTmxeHun LLB npu oueHke cooTBeTcTBMA CKWUB HacTosAuwemy cTaHgapTy;
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4) NPUMEHEeHWN MeTOA0B OpraHM3auuMu XW3HEHHOro uukna pa3paboTkn cucTembl (B COOTBETCTBUU C
FOCT P 57193) ¢ uenbio obecneyeHus BbINOMHEHUS (PYHKUMOHANbHbIX U HEPYHKLMUOHAIbHLIX TpeboBaHuU
K cucteme (Takxe B cootBeTcTBMM ¢ TOCT P 57193 un Bkiwvyas TpeboBaHusa 6e3onacHoOCTM), B TOM 4ucne K
peanusauuy yyacTHukamu npoueccoB XL, cuctem Tpeb6oBaHuUil K cogepxaHuUio U NOPALKY BbiNONHEHUA pa-
60T, CBSAI3@aHHbIX C cOo3f4aHMem 6e30nacHOro (3awWul,eHHoro) nporpaMMHoOro obecnevyeHns (B COOTBETCTBUU C
FOCT P 56939) n popmupoBaHmem (nogpepxaHmem) cpenbl obecneyeHuss onepaTtMuBHONO yCTpaHeHUA BbiSAB-
NEeHHbIX OWMNH0K N ya3BuMOCTel nporpamMMmHoro obecneyeHns CKUB;

e) NpuMeHeHUn crnegyrwwmx o6WMUX NPUHLUNOB MPOEKTUpOBaHMA W pa3paboTkn anemeHToB CKUB 1
CUCTeMbl B LeNoMm (cnepgosaHue npuHumMnam ABAAETCS PEKOMEeHAYeMbIM, 0643aTe/IbHOCTbL U NPUOPUTET NPUH-
uunoB onpepensawTcsa paspaboTunkom mcxoas us Ub n Nb paspabatbiBaeMblX CUCTEM):

1) npuHuMn pasymHoit npocToTbl (economy of mechanism): CKUB n ee anemeHTbl, BKAKYas mMexa-
HMU3Mbl obecneyeHna 6e30NacHOCTM, peKoMeHAyeTcsA co3haBaTb BO3MOXHO 60see npocTbiMu (B TOM 4ucne
MMeTb MUHUMaAbHO BO3MOXHbIA pasmMep NPOrpaMMHOro koga), 4Tobbl YMEHbWUTb BEPOATHOCTb BO3HUKHOBE-
HUSA YA3BUMOCTEN M yNpoCTUTb NpoBepPKN 6e3onacHoOCTY;

2) npuHuun 6e3onacHbiXx ymondaHuii (fail-safe defaults): goctyn k nHdopmayum, MHPOPMaLNOHHOE
n (Mnu) ynpasnswuwee B3ammogeiicTsre B OTCYTCTBME pa3pelleHna Ha 3Ty onepauyuto A0SXHbl 6blTb 3anpe-
L eHbl;

3) nNpuHUMN NOMHOTbLI NepekpbiTMA (complete mediation): peannsayuna mexaHusma obecnevyeHusa 6es-
OMacHOCTM AO0JHKHA MMeTb CKBO3HOW XxapakTep (MO BO3SMOXHOCTU OXBaTbiBaTb BCE B3aUMOCBSA3aHHblIe 3/IEMEH-
Tol CKWB);

4) NpUHLMN MUHUMWU3ALWM MOBEPXHOCTU aTaku: PEeKOMeHAYeTCA MUHUMWU3MPOBATL KOJIMYECTBO WH-
Tepencos, K KOTOPbIM MOTEHUMAbHbBIA 310YMbIW/EHHUK MOXET NOAYYUTb AOCTYN, YMEHbWUTb CMNOXHOCTb
3TUX MHTepdelicoB U 3alWNTUTb UX UCNOb30BAHMNE AN CBOEBPEMEHHOT0 06HapyXeHWss NoTeHUManbHbIX 310-
ynotpe6neHuii nan NonbITOK ataku;

5) npuvHUMN UeHTpann3oBaHHOW NPOBEPKM NapamMeTpoB: HEO6XOAMMO rapaHTupoBaTtb, YTO BCe napa-
MeTPbl KPUTUYECKUX PYHKLMNI NPOBEPSATCA C MCNO/b30BaHMeM o6L,ero Habopa (PyHKLMIA NpoBEpPKK, KOTOpPbIE
ObINY TWaTe/IbHO NPOaHasM3MpoBaHbl HA TOYHOCTb U MOJIHOTY;

6) npuHUMN pasgeneHus npusunernii (separation of privilege): mexaHnam obecneyeHns 6e3onacHo-
CTW JO/XEH MO3BOJIATb BbIMOMHATL AOCTYN K MHpOpPMaLUM UM BbINOTHEHNE WHOI Onepauun Ha OCHOBE ABYX
n 605ee He3aBUCUMbIX (DAKTOPOB aBTOpM3aunun, rae 3T0 BO3MOXHO,; pas/inyHble BUAbI MW YPOBHU AocTyna
AOMKHbI TpeboBaTb pas/IMYHOW aBTOpM3aLUN HA OCHOBE YCTaHOBJ/IEHHbLIX (DAKTOPOB;

7) npuHUMN HaumeHbwux npusunernin (least privilege): ecnn ¢ anemeHtom CKWB, ee nonb3oBaTte-
fleM Wan npoueccom accouunpoBaHbl KakMe-nmb60 npasa v NPUBUIETNN, OHU A0JIXKHBI ObITb CBEAEHbI K MUHU-
MasfibHO HEOOXOAUMbIM A8 BbINOMTHEHUSA YCTAHOBMAEHHbIX A8 3/1eMeHTa (PYHKUWNNA;

8) mpuHUMN MUHUMK3aumm 3asBucumoctein (least common mechanism): KOMYECTBO 3/IEMEHTOB
CKWB, KoTopble CBsi3aHbl C APYrMMMW 3/1eMeHTaMu WU MCMOJIb3YITCA HECKONIbKMMMW MNONb30BaTENAMU WK
npoueccamu C pas/IMyYHbIMU NPUBUNETUAMUN, PEKOMEHAYETCA YMEHbLWUTb, HACKO/IBKO 3TO BO3MOXHO;

9) NMpuHUMN 3WeNnoHnpoBaHHOM 3awmnTbl (defense-in-depth): 6e3onacHoCTb pekomeHayeTcsa obecne-
ynBaTb MOCPEACTBOM MHOFOYpPOBHEBOW (KOMMAEKCHON) 3aWmnTbl CUCTEMbI C MCMONb30BAHWEM Pa3/IMUYHbIX Mep
C Luenbl npefoTBpalleHns UanM CAepXUBaHUA yrpo3 6e30MacHOCTM MHGOpMaLUKM Ha pasHbiX 3Tanax peasnu-
3aunn CUCTEMBbI;

X) npoBeAeHuUn ucnbolTaHuii anemeHtoB CKMB n CKNB B uenom Ha cooTBeTCcTBME TpebGoBaHMAM 6es-
oMacHoOCTM MH(OpmMauuun, Bka4yas cootsetcTeue LB npu ycnosun cobnwogerHus MNb; nposBegeHun paboT no
perncrtpayummn, aHanusy u knaccugukaymm unHumaeHtoB Wb un ysssumocTelt B xoge akcnayatauum CKUB, a
TakKkXe WX yCTpaHeHuto.

6.2 O6ume OCHOBbI, COBOKYMHOCTb NPMEMOB U COAEpXaHue NpoueccoB CO34aHuUsA cucTeMbl onpegens-
totca TOCT P 57193, a obwana cTpyktypa npoueccos XL, nporpamMmmHOro obecneyeHns n nporpaMMHbIX Npo-
AYKTOB (KaXAgbll n3 KOTOPbIX cam no cebe aBnsetca cuctemoin) — NOCT P MCO/MIK 12207 n TOCT P 56939.
CocTaB OCHOBHbIX paboT co3gaHna CKWUB aonxeH BKA4YaThb:

- onpepenexHve UB n MNB;

- onpepgeneHne n nocnegyuiee yTouHeHme TpeboBaHuin, npegbasnsembolx K CKMB Ha ocHoBe LB u MB;

- npoekTupoBaHue apxutektypol CKNB;

- onpegeneHue TexHonornii peannsaunn CKNB n ee aneMeHTOB;

- peanusauunto anemeHToB CKMB n npoBegeHne ucnoiTaHuini anemeHtoB CKNB n CKMB B uenom Ha co-
OTBETCTBUE YCTAHOBJIEHHbIM TpeboBaHMAM, a Takke LB;
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- conposoxaeHne CKWB B xoge ee akcnayatauumum B uHTepecax obecneyvyeHus rapaHTumM kKavyecTtBa U
6e3onacHocTH.

B coctaB mep no ynpaBneHuio pabotamu npu co3gaHun CKWUB pekomeHayeTcs BKAYaTb ynpaB/ieHue
KOHoMrypauuen, B COOTBETCTBUN C ONMCaHMEM npouecca ynpaBneHus koHdurypauvein B TOCT P 57193.

Mpn 3aToM nocnefoBaTesibHOCTb BbllWeyka3aHHbIX paboT B metogosnornm paspab6otkm CKUB cootBeT-
CTBYEeT NOpPALKY UX NepeyuncsieHns Bbllle, ec/In UHOe He NpeAyCMOTPEHO oTpac/ieBbIMKU cTaHgapTamMmu Ha XKLL
cos3gaHusa CKMB. B nocnegHem cryvyae nopsafokK BbIMOIHEHMSA paboT mMoxeT 6bITb afanTupoBaH AN1S COOTBET-
CTBMA OTpac/ieBblM cTaHAapTam.

MpumeuaHune — Tog oTpacneBbIMM CTaHAapTamMu MNOAPA3YMEBAOTCH HaLMOHa/IbHbie U MexAyHapoAaHble
CTaHAapTbl, NPUHATLIE B OTAENbLHOM OTPAC/IM S3KOHOMMUKM NPOM3BOACTBA.

Mpumepsbl
1ABTOMOGUNECTpOeEHNE (HayMoHanbHbIn cTaHgapT): TOCT P NCO 26262-2 lopOXHble TPaHCMOPTHbIe
cpeacTBa. PyHKUMOHANbHaA 6e30nacHOCTb. YacTb 2. MeHe/XMeHT (PYHKUNOHa/IbHOW 6e30nacHOCT U.

2 lMpomblWwieHHOe NPOU3BOACTBO (MeXAyHapoAHbli cTaHgapT): IEC 62443-4-1:2018. Security for
industrial automation and control systems - Part 4-1: Secure product development lifecycle requirements

6.3 BbinosiHeHMe paboTbl no onpegeneHnto LB n MNB pekomeHayeTca NpoBoAMTbL B X04e npouecca naa-
HWPOBaHWA NpoekTa ¥ npouecca aHanusa cpepbl NpumeHeHUsa (busHeca) UNM Ha3HaAYEHUSA CUCTEMbl COr/lacHo
FOCT P57193, c ncnofb30BaHMEM METOA0B aHasin3a KOHINKTA MHTEPECOB, aHaNornii U CUCTEMHOIO aHanunsa
yrpos 6esonacHocTn nHpopmaumun. Knpumepy, B crydyae aHannsa KOHPIMKTa UHTEPECcOoB 4151 CUCTEMbl onpeje-
naeTcA KPYr 3anHTepecoBaHHbIX UL, NPOBOANTCA ONPOC C LEeNblo BbIACHEHUSA UX UHTepecoB (B COOTBETCTBUY C
FOCT P 57193) OoTHOCUTENIbHO CUCTEMbI, W 3aTeM MHTepechbl NoABeprawTCcsA aHanu3y C Uefblo BblABNEHUSA
06bEKTUBHbLIX Lenell, 06befUHALWNX 3TN UHTepeckl. Mpn ncnonb3oBaHUM meToda aHanornii LB moryt dpop-
My/NMpPOBaTbCA B CPABHEHMU C CUCTEMAMMW NOXOXEro Ha3HAYEHUA UAN NPUMEHALWMMUCA B TON Xe npeamert-
HO o6nacTu. CUCTEMHBbIN aHanu3 yrpo3 6esonacHocT uHdopmMaumy BbiABASET akTyanbHble LB gna npotu-
BOCTOSAHMA 3TUM yrpo3am. dTU W Apyrne MeToAbl MOTYT MPUMEHATbLCA B KOMM/EKCe MeponpuaTUi aHanusa
6usHeca MM HasHauyeHua cuctembl (B cooTBeTcTBun ¢ FOCT P 57193). Ana yTouHeHus LB uenecoobpasHo
npoBOAMTbL aHann3 TpeboBaHWin 6e3onacHoOCTW, NpeabABASEMbIX K CUCTEME, A1A MPUMEHEHNS B KOTOPOM CO3-
faetca CKWB, B KOHTEKCTe (DYHKUMOHaNbHbIX TPe6OBaHUN K 3TON cUCTeMe, a Takxke 3alunlLeHHOCTU nHpop-
MaUMOHHOW cuctembl/ceTn, HazHavyeHns, PYHKLNA 1 yCIOBUA ee PYHKLMOHUPOBaHUs. B xoge nocnepyoumx
npoueccoB XL, CKWB Tpe6oBaHusa 6e3onacHocTn MHpopmauumn, npeabasnsemole kK CKUB, nognexart yTou-
HEeHW Mo pe3ynbTatam peasun3auum cooTBeTCTBYOWMNX npoueccoB XL, CKNB.

6.4 BoinonHeHue paboTbl No onpegeneHnto TpeboBaHuin, npeavsasnsembix K CKWB Ha ocHoBe LB u MB,
n TexHonoruii peanunsaumn CKUB n ee 3neMeHTOB pekoMeHAyeTCcs NMPOBOAMTbL B XO4e npouecca onpegene-
HUS CMCTEMHbIX TpeboBaHuii 1 NpoAo/MKaTb B X04e npouecca onpegeneHns npoekra no cosgaHuio CKUB un
npouecca cUcTeMHOro aHanuisa cornacHo NOCT P 57193. OnpegeneHne u yTouyHeHue TpeboBaHuil uene-
coobpa3Ho NpoBOAUTL C UCMNO/NIb30BAHNEM METOAO0B CUCTEMHOro aHasnausa, B TOM Yucje Ha OCHOBe aHa/u3a
pe3ynbTaToB hopmumpoBaHusa apxutektypbl CKVB 1 OLeHKN NPUMEHUMOCTN COBPEMEHHbIX MHPOPMALMOHHbIX
TEXHONOIMA B UHTepecax ee npakTuyeckoin peanusauuu. MNpu NpumMeHeHUM MeTOAO0B CUCTEMHOrO aHanunsa
pekomeHayeTcss ocoboe BHMMaHWE yAeNATb aHa/n3y NpocsiexXnsaemMoCcTn MexXAy XapakTepuctukamu npoek-
Ta CUCTEMbI U apXMUTEKTYPHbIMU KOMMOHEHTaMu, onpefeneHHbIMY B3anMO4eliCTBUAMMN 3/1EMEHTOB CUCTEMBI,
pesynbtatamu aHanusa UB n MNB, metogamn n metoamkamun Bepudukaumm n TpeboBaHUAMU K CUCTEMHbIM
anemMeHTaM. [ByHanpasieHHas npocnexumsamocTb (B cooTBeTcTBuu ¢ NOCT P 57193) obecneunBaeTca Ha
NPOTSXKEHUN BCEro XWU3HEHHOTO Uukaa pa3paboTKMm CUCTEMBI.

6.5 BbinonHeHne paboTbl No hopmupoBaHunio apxmuTektypbl CKWB cnegyet npoBoAuTb B X04e npouecca
onpepeneHnsa apxutektypbol CKWB, ¢ ncnonb3oBaHneM pas/iMyHbIX MeTOLOB, BkAtYaa (HO He orpaHuyumBa-
ACb) MeTOoAbl NOTMYECKOTO U MMUTALUOHHOTO MOLENMPOBaHNsA, NPUMEHEHUS apXUTEKTYPHbIX NpeacTaBneHui
M WabnoHOB, MeTOLOB UTepaLWOHHOW unu WHON opraHun3dauummn XL, pa3paboTku, HOPMATUBHbLIX NOAXOA0B WU
npuHumnos Nb. TpeboBaHWA, NnponcTeKawWwme N3 HOPMaTUBHOIO PerynnpoBaHuns, Kak npaBuio, orpaHnynea-
I0T 3TA/IOHHYI apXUTEeKTypy AN1a ob6ecneyeHUs KOHTPO/IA acnekToB NMOBeAEeHUSA CUCTeMbl U obpabaTbiBaemoli
el uHdopmauun. B kauyecTBe NPMMeEPOB MOXHO NPUBECTU TpeboBaHWE MOAKIIYEHUA K rocyaapCTBEHHON
cucteme obHapyxeHus, npeaynpexaeHusa n NMKBnAaunm nocnencTBnil KOMNbITEPHbIX atak Ha nHopmaumn-
OHHble pecypcbl 06bEKTOB KPUTUUYECKO UH(POPMAaLNOHHOW MHPACTPYKTYpbl 1 TpeboBaHMsA K o6paboTke 6KO-
MEeTPUYECKNX NEPCOHA/IbHbIX AAaHHbIX B €4WHOW KOHTpoAMpyemoin cucteme. MpuHumnel Wb, Takne Kak NnpuHLMN
MUHUMUK3ALUN 3aBUCUMOCTEN, MPUHLUMN HAUMEHbLINX NPUBUAETNIA 1 pasfeneHna NpuBUAErMiA, NPUMeEHSATCA
npu aHanuie anbTepHaTVB B POPMUPOBAHUN apPXUTEKTYPbI K apXUTEKTYPHbIM 3nemeHTam CKUB.
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6.6 Peanusauuio anemeHtoB CKWBE cnepyeT ocywecTBNsATb B X04€e NPOLECCOB OonNpefefnieHns npoekTa,
CUCTEMHOrO aHajnu3a, peasnusauun, KOMNJIEKCUPOBAHNA, KOTOPble, B CBOW o4yepefb, AO/KHbl COOTBETCTBO-
BaTb FTOCT P 57193.

6.7 Mo pesynbTatam BbiNnoNHeHus paboT no peanusauunn anemeHToB CKWB cnepgyet npoBecTu UCNbl-
TaHusa anemeHToB CKWB n CKMB B uenom Ha cooTBeTcTBME TpeboBaHusaM 6e3onacHoCcTM nHdopmauuu; aons
3T0ro uenecoobpas3Ho peanun3oBaTb MPOLECCHl rapaHTUM kayecTBa, Bepudukauun TpeboBaHWin v Banupa-
umn UB. WN3HauyanbHble TpeboBaHUA K nmpoueccam rapaHTuu, Bepudukauumm v Banupauum onpepensTcs
FTOCT P 57193 v npodunbHbIMKU OTpac/eBbIMU CTaHfapTamu.

MpumevyaHne — CocTaB v [OKYMEHTUPOBaHWE UCMbITaHWii CKUB pekoMeHayeTca OCyWecTBASTb COracHo
FOCT P 51583.

6.8 PesynbTatbl BbiNoNHeHUA paboT no co3gaHuio CKUWB pekomeHpyeTca 3af0KyMeHTUpPOBaTb NyTeMm
pa3paboTkn MOACHMUTEsbHbIX 3aNMCOK, CXeM, Mojenei, onucaHuin, anropuTMOB U acnekToB (PYHKLMOHMPOBA-
HMa CKWB n 1. n. B COOTBETCTBUN C TpeboBaHMAMM cTaHAapToB EAMHON cUCTEMbl NPOrpaMMHON AOKYMeHTa-
UM n EQMHON cuctembl KOHCTPYKTOPCKON AOKYMeEHTaL .

6.9 B yacTtu pesynbtatoB paboT no co3gaHuio CKWB foKkyMeHTMpOBaHUIO nognexar:

- Ub un Nb;

- onucaHne apxutektypbl CKNB, B3aumocBs3eil ¢ BHEWHUMN MHPOPMALNOHHBIMU CUCTEMAMWN U CeTA-
MU, MHTepdeicoB gocTyna u cnoco6os goctyna kK CKUB;

- MoAenb yrpo3 6e30MacHOCTM MHoOpMaLMnm 1 TUNOBOTO HapYLWUTENA C yKasaHnem BuAa Hapylwutens,
ero Kkateropuu, uenein v BO3MOXHbIX AeNcTBUiN (06YCNOBNEHHbIX €ro MOTUBaMMn, MHTepecamMmu, NOTpebHOCTA-
MU, T. €. aHa/n3 NPOBOAUTCA OTHOCUTENIbHO TeX Xe (PaKTopoB, YTO U A1 3aUHTEepPeCOBaHHbIX CTOPOH);

- onucaHue NoTeHUMabHbIX BEKTOPOB, CLEHapueB atak, TakTWUK U TEXHUK BO34eWCTBUSA BPELOHOCHbBIX
nporpamMmm u ocyuwectenedua HCLA;

- TpeboBaHuAa 6e3onacHocTn MHopmauunn, npeabsasnsemole K CKWB, meToabl U cpeactea obecneve-
HMSA 6e3onacHOCTN MHoOpMayuu;

- onMucaHWe MexaHM3MOB, obecneynMBalLW X HafexXHY peanunsaunio dyHkunin CKNB B ycnoBusax Bos-
AeNcTBUS BpepoHOCHbIX nporpamm, HCA v skcnnyaTtayun yassumoctein CKUB;

- orpaHunyeHusn, npeabvasnsemMmole K CKUB;

- pekoMeHjauun no peanusaumm TpebosaHuii 6e3onacHOCTU, NpeAbABAAEMbIX NP NpoBeAeHUn paboT
no o6HOBNEHUID CUCTEMHOTO n npuknagHoro MO CKUB;

- nporpamma, MeToAMKU W NPOTOKO/bl NPOBeAEHUSA UcnbiTaHnin peannsaynn KMB.

6.10 CopepxaHue OCHOBHbIX paboT npu co3gaHum CKWB npusepeHo B pasgene 7. CoaepxaHue co-
OTBETCTBYHOUWMX paboT MOXET YTOUYHATLCA B COOTBETCTBUM C TPeOOBAHUAMU HOPMATUBHBLIX NPaBOBbLIX aKTOB
YNO/MTHOMOYEHHbIX pefepanbHbiX OPraHoB UCNOMHUTE/IbBHON BAACTU M HaLMWOHa/bHbIX CTaH4apTOB B 06nactu
31, a Takxe B COOTBETCTBUU C AONONHUTENIbHBIMK TpeboBaHuAMU, NpeabaBageMbiMU 3akazunkamu MO, 3a-
Kasunkamu (Bnagenbuamun) MHOPMaLMNOHHbIX cucTem/ceTeli, rocygapCcTBEHHbIMU 1 OTpacaeBbIMU peryaaTto-
pamu.

7 CopepXaHne OCHOBHbIX paboT Npu CO34aHnuM CUCTEM
C KOHCTPYKTMBHON NH(POpMaLMOHHOW 6€e30MacHOCTbLIO

7.1 OnpeneneHve uenei n npeanosioxXeHUii 6e3o0nacHOCTU

7.1.1 OnpepeneHne LB n MNb ocyuwecTtBnaeTcsa B npouecce njaHMpoBaHns npoekra (C y4eTom pesysb-
TatoB aHanusa 6u3Heca unm TpeboBaHUli Ha3HaYeHUs, BbIMO/THEHHOTO B cooTBeTcTBUM ¢ TOCT P 57193).

7.1.2 B kayecTBe OCHOBbl ANna onpegenedusa LB pekomeHgyeTca paccmaTpuBaTb MOTUBbI 3auHTepe-
COBaHHbIX CTOPOH: (haKTopbl, ONucbiBatoWwme nobble BUAbl 3aMHTEPECOBAHHOCTN B COXPAHEHUW UMW, HaANpo-
TWB, B HapylweHnn 6e3onacHoOCTU cucTembl. B KayecTBe 3aMHTepecOBaHHbIX CTOPOH paccMaTpuBaeTCs Kpyr
Cy6beKTOB, He OrpaHWYEeHHbIi NPAMOI MAM KOCBEHHOI CBA3bl C CUCTEeMOW. MNoTeHUMasnbHbIA Hapywutenb
(HapywwnTenun) BXoauT B KPYr 3aUHTEpPecOBaHHbIX CTOPOH, ero (Man nx) MOTWUBbLI LenecoobpasHO MpUHUMATb
BO BHUMaHWEe U y4nTbiBaTb Tak, YTOObl €ro MHTepecbl He MOrAn 6biTb YA0BNETBOPEHbI.

MpumevyaHne — B coorteBetcTBUnM ¢ TOCT P 57193 3anHTepecoBaHHas CTOpoHa — WHAMBUAYYM WX OpraHu-
3auus, vMetowme npaso, JoN0, TpeboBaHNe WAy MHTepec B CUCTEME WK B 06N1afaHuy ee xapaktepucTvkamu, yaosneT-
BOPAOLWMMY UX NOTPEOHOCTN U OXMUAAHUSA.
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MpuMep — KoHeuHble Mofb30BaTeNn, OpraHm3almm KOHeYHOro nofb3oBaTess, NoAAepXuBaloLmne cTo-
POHBbI, pa3apaboTuUnKun, NPON3BOANTE NN, 06yUaloLL e CTOPOHbI, CONPOBOXAAOLNE N Y TUNN3NPYIOLLINE OPTraHu-
3auun, nprvobpeTatole CTOPOHbI, OpraHusaLuy NocTaBLMKa, OpraHbl PerynsaTopoB. HekoTopble 3anHTe-
pecoBaHHble CTOPOHbI MOTYT MMeTb NPOTUBOMOMNOXHbIE UHTEPECHhI B CUCTEME.

7.1.3 PexomeHgyeTca onucatenbHasa (He npegnucbiBatwas gelictene) popmynmposka LB.

Mpumep - ®opMYyNNPOBKA «AaHHbIE MOSIL30BATE/s, BHECEHHbIE B CUCTEMY, HU MPU KaKUX YCNOBUAX He
CTaHOBATCA M3BECTHbl HEABTOPM30BaHHbLIM /IMLAM» MpeanoYTUuTeNbHee (POPMYIMPOBKA «4OCTYN K AaH-
HbIM NMOJIb30BaTe/s AO/KEH ObITh OFrpaHNYEH MeXaHM3MOM aBTopu3aLumn».

7.1.4 MpepanonoxeHns 6e30nNacHOCTV NPeAcTaBAAT CO60M orpaHNYeHnsa n AoNyLWweHnsa, NnpuHUMaemsble
B KOHTekcTe onpegeneHus LBb. Kak npasuio, 3T orpaHM4YeHus u JONYyLW,EHUSA CBA3aHbl C OCOOEHHOCTAMM
aKkcnayartauumn, cpefoil PYHKULMOHMPOBAHUA CUCTEMbl U Tpeb6oBaHUAMM K 3TON cpefe, OHU MOTyT OTHOCUTLCS
K cneunduruyeckomy nopsigky usnyeckoro Aoctyna K cUCTEME WM 3/1IeMEHTY CUCTEMbl, NPEeANONOXEHUAM
OTHOCUTENIbHO BO3MOXHOCTEW akTyanbHOro Hapywwutensa (Bkaw4yas BO3MOXHOCTW €ro /iokanbHOro uaum ypaa-
NIeHHOoro goctyna kK cucteme u T. M.).

7.1.5 MpepnonoxeHnsa 6e3onacHOCTM MOTyT OblTb CBA3aHbl C MOTUBAMU 3aMHTEpPECOBaHHbIX CTOPOH (K
npumepy, BNAETCA NN BHYTPEHHUI HapywuTenb O4HUM W3 BUAOB npeAanonaraemblx Hapywutenein) nan gei-
CTBOBaTb KaK 06beKTUBHbIe (PaKTOPbl BHELWHEN cpefbl.

7.1.6 Hekotopble MNMB MoryT Tpe6oBaTb peanusaunn LONONHUTESNbHbIX OpPraHM3aLuoHHbIX Mep obecne-
yeHns 6e30NacCHOCTU WM TEXHUYECKUX Mep 3awuTbl (hurusnyecknii KOHTPOIbL AocCTyna Kk cMcTeme, nomMeleHue
ee B 3aKpbITblli KOpnyc, mexaHuyeckasa 6/10KMpoOBKa annapaTHbIX UHTepdelicoB), YTo B fasibHellWeM MOXeT
BblpaxaTbCsa B AOMNOMIHUTEIbHbIX 3KCMN/yaTauMoHHbIX TpeboBaHuAax K CKUB.

7.1.7 B aHann3 pakTopoB B3anMMOLENCTBNA N MOTUBOB 3aMHTEPECOBaHHbIX CTOPOH ANS OonpefeneHuns
LI pekomeHayeTCs BK/AOUYUTL NOUCK OTBETOB Ha Cneylolime BOMNPOChl (NepeyeHb MOXeET ObiTb paclnpeH):

- Kakue MOTMBbI Kakux 3auHTepecoBaHHbIX CTOPOH LesiecoobpasHo yyecTb npu popmynuposarvum LB; B
4acTHOCTU, NMPU BbIACHEHWMN 3TOro TpebyeTcs onpefennTb NnpobiemMHble BONPOChl (Cy6beKTUBHbIE OMaceHus u
noBoabl 4Ns 6ecnoKoncTBa) B OTHOWEHUN MHPOPMaLMOHHONM 6e30nacHOCTM (4Na 3anHTepecoBaHHbIX CTOPOH,
JOCTYMHBIX K ONPOCY/MHTEPBLIOUPOBAHUIO);

- KTO AAB/IAETCA TUMOBbLIM HapylmnTesiemM U KakoBbl €ro MOTWBbI, BO3MOXHOCTU N OrpaHuvyeHuns;

- Kakue MOTUBbI OTHOCHATCH HenocpeAcTBEeHHO K ob6ecneyeHuto 6e3onacHoOCTVM W 3alUTe CUCTEMbl OT
atak (K npumepy: «Heo6xo04MMO 3alMUTUTb AaHHble B CUCTEME, Tak Kak OHM COCTaBNSAT KOMMepPUecky Tai-
Hy», «HEe06X0AMMO 3alWUTUTb CUCTEMY OT atak oTkasza B 06CAYXMBaHWWM, NOCKONbKY Takme aTtakum 4acTo Bbl-
MOJIHAKTCA Ha CUCTEMblI CXOXEro Ha3HauyeHus»), a Kakme — KOCBEHHO (B TOM uyucne TpeboBaHMA 3aKOHO-
JaTenbcTBa, BO3MOXHOCTb NOMYYNTb MapKeTUHIOBOE MPEenMyL ecTBO nepef KOHKypeHTaMu, penyTaunoHHble
coobpaxeHna U T. 4.);

- ecTb /1N 3aKoHofaTesibHass HeO6X0AMMOCTb B 3alnTe co3gasaemoil CKMB, nonoxeHna Kakux Hopma-
TUBHbIX 4OKYMEHTOB CriegyeT yunTblBaTb B 0653aTe/IbHOM NOpsfke;

- MPOBOLMPYIOT NN MOTUBbLI 3aMHTEPECOBAHHbLIX CTOPOH CUTyaL N0 KOHM/IMKTA MHTEPECOB W KakK aTta Cu-
Tyauus paspelwiaetca npu onpegeneHun LB (B yactHocTu, TpebyeTcsa M BBeAEeHUe AOMNOJIHUTENbHbIX Npej-
nosoxeHuii 6e30MNacHOCTN 0 AeliCTBUAX 3auHTepeCcOBaHHbIX CTOPOH WU WUHbIX OrPaHUYeHnin);

- kakve MNBb n3HavyanbHO AENCTBYIOT B OTHOWEHNUN CUCTEMbl U KOHTEKCTa ee MCNONb30BaHUS;

- yyuTbiBaeT i cHOPMYyINPOBaHHbI nepeyeHb LIB u MNB BCe U3BECTHbIE MOTUBbLI 3aMHTepeCcOoBaHHbIX
CTOPOH.

7.1.8 COBOKYMHOCTb MNepeyucriieHHbiX (PakTopoB (Cy6beKTUBHbIX ONaceHuit, MOTUBOB, O0O6BbEKTUBHbIX
TpeboBaHUii 3aKoHofaTeNbCTBaA, YC/0BUI, COCTaBNANLWMNX KOHTEKCT UCMNONb30BAHUSA CUCTEMbI U T. A.) peKo-
MeHAyeTCsa oueHuBaTb, fleTan3nposaTb 1 OLEHMBATb MOBTOPHO Ha NPOTSAXEHUU BCero npouecca paspaboTku
CKWB; npn Heobxoammoctn LB n (vnn) NMB mMoryT 6biTb CKOPPEKTUPOBAHbI.

7.1.9 Pe3ynbTaToM aHajnu3a, OLEHKW, feTanu3auuu u NOBTOPHON OLEHKW MepeyucsieHHbIX hakTopos
ABNAETCA AOKYMEHTMpOBaHHbIW Habop LB n N6 CKNB.

7.2 OnpepgeneHne TpeboBaHuin, npeabasnsemMbix K CKMB Ha ocHoBe ueneii
M NpeanonoXxeHnin 6e3onacHoOCTm

7.2.1 OnpeaeneHune TpeboBaHuii, npegbasnsemMmbix K CKVUB Ha ocHoBe LB n MB, pekomeHgyeTcsa ocy-
LW ecTBATb B NpoLecce onpeaeneHns cCUCTEMHbIX TpeboBaHunii B cooTBeTcTBMN ¢ TOCT P 57193. lanee npous-
BOAMTCA YyTOUYHEeHMe TpeboBaHWii B npoLecce onpeaesieHns npoekTa, Takke B cooTseTcTBun ¢ FTOCT P 57193.
Takum o6pas3omM, NepBUYHbIN Habop TpeboBaHW LenecoobpasHo onucatb 40 CO34aHUA apXUTEKTYypbl cucte-
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Mbl ¥ NPOAONXATb YTOYHATL NOCMAEe CO3[4aHuA apxXuMTekTypbl, Tak, 4yTo6bl Hanbonee MNOMHO peann3oBaTb KOH-
CTPYKTUBHbIE pelleHns, 3a/0XeHHbIe B TOM yucne B apxutektypy CKUMB.

7.2.2 OnpepeneHne TpeboBaHuin, npeabasnsaembix K CKUB Ha ocHoBe LB u MNb, pekomeHayeTcs ocy-
WecTBNATbL NyTeM NpOBeAeHUSA aHanni3a HasHauvyeHus, PYHKUWA, YCNOBUA (PYHKLMOHMPOBAHUSA, 3aliULLeH-
HOoCcTu co3gaBaemoli CKWB u/mnu cuctembl, gNs UCNonb30BaHWA B cocTaBe KoTopoi cospgaetcs CKUB, xa-
pakTepa obpabaTbiBaemoii MHopmayuum, yrpo3 6e3onacHocTn MHGPoOpmauum u TpeboBaHMn 6e30nacHoOCTH
nHopmaynm, npeabaBnsieMblX K MHPOPMaLUOHHON cucTteme/ceTn, NPUMEHUTENBHO K HA3HA4YeHU0 co3jaBa-
emoli CKNB.

7.2.3 Mo pe3ynbTaTtaM aHasan3a U yTOYHEHUS TpeboBaHUA peKOMeHAYyeTCs onpeaennThb:

- nepeyeHb nonb3loartenein CKNB;

- MepeyeHb BHELWHUX CTOPOH, 3aMHTEpPeCcOBaHHbIX B NMOJly4eHUn goctyna kK pecypcam CKWB u camoli
CKWNB, nx MOTUBbLI 1 BO3MOXHOCTWN, BHELWHWE CUCTEMbI, KOTOPbIE OHWU MOTYT UCNOJIb30BaTh.

MpumedyaHne — 3aumHTepecoBaHHas ctopoHa (cm. FOCT P 57193) — nHAUBMAYYM WM OpraHu3aums, umero-
Lye npaso, fono, TpeboBaHve WK MHTepec B cucTeme WM B 06nagaHnn ee xapakrepuctukamu, yaoBieTBOPALWMMY
MX NOTPEBHOCTU N OXMAaHUA. B TOM yucnie 310 MOryT 6biTb BHELIHME MO OTHOLIEHUIO K CUCTEME WMHAWBUAYYMbI WX opra-
HU3auun, KoTopble MOTyT ObiTb 3aMHTEpPecoBaHbl B NOSIyYeHUN A0CTyna K cucteme,

- rpaHuubl CKMB ¢ TOYKM 3peHus B3auMOAeiCcTBUIA C BHEWHUMKU CTOpPOHaMW U UHTEPdEeincoB C BHeL -
HUMU cucTEMaMU.

MpumeyaHue — paHNLbl CUCTEMbI C TOUKM 3PEHNS UHTEPIECOB C APYTMU CUCTEMAMU 1 B3aMMOAENCTBUIA ¢
BHELLHMMYW CTOpPOHaMM NPeAcTaBNsAlT co6oii T. H. NOBEPXHOCTbL aTakn (CM. nNpumevaHue K 9.1.6), KOTOpyo pekoMeHayeTcs
MUHUMU3NPOBATL NpK pelleHun 3agaquv npoekTupoBaHus CKUB;

- YCNOBMS NOSyYeHMUSA 3aMHTepecoBaHHbIMW CTOpoHaMu goctyna k pecypcam CKWB u camoit CKUB,
BK/lOYAsA YCNOBUA HENPEAYCMOTPEHHOro B3aMMOAEWCTBUA C BHELWHUMMU cUCTEMAMU;

- yrposbl 6e3onacHoCTU MHGOpMaLuu, CBA3aHHble C BO3MOXHbIMW AECTBUAMU CTOPOH, 3aMHTEpeco-
BaHHbIX B NoslyyeHun goctyna k pecypcam CKWB n camoin CKUB;

- Xapaktepuctukm kaxpgoro anemeHta CKWB, cBA3aHHble C JOBEepUeM K 3TOMY 3/iIeMeHTy (OnncaHHOMY
C TOYKM 3peHusa LB ansa aTtoro safiemMeHTa) v ero ponbtko B BbinonHeHun LB gna CKUB B uenom.

MpunmeyaHne — BbiiB/IeHWE OOBEPEHHbIX 3/1IEMEHTOB SABMSETCA OAHOM U3 3ajay npouecca onpejeneHus
apxutektypbl CKUB;

- XapaKTepucTuku B3aumoaeincrteunin mexay anemeHtamum CKUB;

- orpaHunyeHus, npepbasnsemble K CKNB, ee anemeHTam u npoueccam B3aMMOLEWCTBUA MexXAy ane-
MeHTaMu, cBsi3aHHble ¢ Ha3HavyeHunem CKWB, MB nyrpozamu 6e3onacHOCT MHOpMaLMK, BANAOLWNMN Ha ee
PYHKLNOHNPOBAHMKE;

- TpeboBaHuA 6e3onacHoCTU MHpopmaynu, npegbasnsembolie K CKUB.

7.3 TpoekTnpoBaHue apxutektypbl CKNB

7.3.1 CospaHune (paspaboTka) apxutektypbl CKWB ocywecTBnseTca B npoluecce onpegesieHusa ap-
xutektypbl CKNB B cooTtBetctBum ¢ NOCT P 57193. CornacHo ynoMsaHyTOMY CTaHapTy MpoeKTupoBaHue
apxutektypbl CKUB pekomeHayeTcsa NpoBOAUTbL nNyTeM (DOPMUPOBaAHUA HECKONbKUX ee aflbTepHaTUBHbIX Ba-
pvaHTOB € mocnegyllnMm BbIGOPOM MpeanoyYTUTENbHOr0 BapuaHTa npu ycnosuu peanusauuu LB npu co-
o6nwogeHun MNb.

7.3.2 Mpu co3gaHun n Bbibope BapunaHTa apxutektypbl CKNB pekomeHayeTca onuvpatbcsa Ha LB u MB,
MX B3aMMOCBA3M M B3aMMoO3aBUCUMOCTU, (DOPMUPOBATL OCHOBY ANS 3alWUTbl CUCTEMblI B LEeOM, ee UHpop-
MaLMOHHbIX PECYpCOB M KOMMNOHEHTOB, a Takke ob6ecneyeHWss yCTONYMBOro HyHKLMOHNPOBAHMSA M OTCYTCTBUA
B/INAAHUA Ha BHELWHWe CUCTEMbl U MHOPMAaLUOHHYI MH( PaCTPYKTypy B c/aiyyae KOMNpoMeTaLuuu.

Takxe Ha apxutektypy CKWB moryT okasbiBaTb B/MAHWE TpeboBaHWA 6e30MacHOCTW Kak pesynbrar
hopmanusauun u getanusaunn L6 n MNb, oaHako nocne dopmuposaHuna apxutektypol CKWB TpeboBaHuA
6e30MacHOCTM camMn MOTYT 6bITb CKOPPEKTUPOBAaHbI.

7.3.3 Apxutektypy CKNB pekomeHayeTcsa NpoeKkTuposaTb B COOTBETCTBUMU CO CnefylowWwmMy OCHOBHbLIMU
npuHUMNamm:

- TUNM3aLUmn CTPYKTYPHbIX 3/1EMEHTOB CUCTEMbI 3a CYET UCNO/b30BaHUA Wab/0HOB NPOEKTUPOBAaHMUS;

- CUCTEMHOI opraHusauum CTPYKTYpPHbIX 3/1eMeHTOoB co3gaBaeMoili CKNB B mHTepecax CHMXeHuUsA ee
o6l en cNnoXxHocTuH;
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- MHOrokpaTHOro (NOBTOPHOr0) WCNONb30BAaHWA paHee CO34aHHbIX W anpobMpPOBaHHbLIX 3/1EMEHTOB
CKWB, ana koTopbix noaTesepxaeHa ux KMb;

- B/IOXEHHOCTU (MepapxmyHocTn) anemeHToB CKNB;

- MUHMMM3ALMN KOoNMYecTBa (DYHKLMOHANbHbBIX CBA3eN Mexay anemeHTamn CKUB;

- MWHMMM3ALUN NMOTOKOB AaHHbIX, NepefaBaeMblX Mexay anemeHtamum CKNB;

- BO3MOXHOCTWU NMPOBEAEHUS UCNbITAHUI OTAENbHbLIX 3/1IeMeHToB CKUB;

- MmacwTabupyemocTn npouecca paspabotkm CKUB.

MpumeyaHne — MuHMMM3aLMA KoNnyecTBa (PYHKUMOHA/bHbIX CBA3E Mexay anemeHTamu CKWMB u noTokos
OaHHbIX, nepepasaembix Mexay anemeHtamy CKWB, gocturaetcsa npy aHaninse anbTepHaTvB B NpoLecce onpegeneHus
apxutektypbl CKUB.

7.3.4 B nuTepecax npoektupoBaHus apxutektypbl CKWB pekomeHayeTcs paspabaTbiBaTb €e apxuTek-
TYPHYI MOAesNb NPUMEHUTENbHO K HA3HAYEeHUI0 1 3agavyam, noasexawmnum peweHnto CuCTeMol Unm ceTblo, a
TakKxe K ycnosumsamM ee yHKLUOHUPOBaHUA.

7.3.5 Mpun paspaboTke apxutekTtypHoii mogenn CKMB pekomeHayeTcsa NpoBOAUTL:

- flornyeckoe pasjenieHne MOAeNn Ha 3N1eMeHTbl HEeCKONIbKMX YPOBHEN, B KOTOPbIX 3/1IEMEHTbl HMXHUX
ypoBHeli nepapxum obecneuymBalwT peannsaunio MYHKUUIA 31€MEHTOB BEPXHUX YPOBHeN (BepTukanbHaa fe-
KOMNo3nymnsa);

- flormyeckoe pasgesieHne mMogenn UM ee 3/1eMeHTa Ha CUCTEMHble 3/1eMEeHTbl, paBHONpPaBHble CO-
rnacHo nepapxuu (ropusoHTanbHas AeKomMno3nymsa);

- rpynnupoBaHue u TUNU3auui 3/1IEMEHTOB MOJAE/IN, a Takxe CBA3el MexAay HUMW;

- YyTO4YHeHue TpeboBaHuii 6e3onacHocTn MHopMaumun, npeabasnaembix K CKUB, ¢ yueTom pesynbTa-
TOB FPyNnnupoBaHUa n TUNN3aununu 31IEMEHTOB MOAENN;

- ymeHbweHne (c yyetom TpeboBaHuii 6e30nacHOCTU MHGOpPMaLMM) KonmdyecTBa CBA3EW Mexay ane-
MeHTaMn MOAenu, a Takxe KonmyectBa Tovyek (MHTepdelcoB) fOCTyna 3aMHTepecoBaHHbIX CTOPOH K pecyp-
cam CKMNB go muHumanbHoO Heobxogumoro 6e3 notepn pyHkynoHanbHoctn CKUB.

7.3.6 Mo pesynbTatam pas3paboTky apxmuTekTypHoi mogaenn CKUB gosxHbl 6biTb onpefesnieHsbl:

- Toukn Bxoga B CKMB co CTOpPOHbI BHELWHUX CUCTEM,;

- onucaHue HasHayeHus, cofepxaHua N hopmarta BHEWHUX faHHbIX C Y4eTOM [0BEepusA K UCTOYHUKY
AaHHbIX (B (hbopme npennonoxeHuii 6e3onacHocTn);

- coctaB anemeHToB CKWB, Heob6XoAuUMbIX ANA pelleHWs BO3J/IOXKEHHbIX Ha Hee 3ajay, B TOM 4yucre
3/1EMEHTOB, NMPSAMO UM KOCBEHHO CBA3aHHbIX C 06ecneyeHnem cooteeTcTBUsa LB CKNB, n B3anmocBa3n mMex-
4y afieMeHTamu.

MpumeuvyaHne — OnpegenenHve anemeHToB CKMB 1 B3aMMOCBS3eli MexXxay HUMK Ha 3TOM 3Tane ocyLecTB/s-
eTCs Ha YypOBHe feTasneil, He06X0AMMbIX AN BbIPAXEHNA apXMTEKTYPHOTO HaMepeHUsl, U MOXeT 6biTb YTOUYHEHO B Mpo-
uecce onpegeneHus npoekra cornacHo NOCT P 57193,

- onuMcaHue Ha3HayeHus, cojepxaHua u dopmarta faHHbIX, KOTOPbIMU OOMEHUBATCA CTPYKTYpPHble
anemeHTbl CKNB, onucaHne NpoTOKO/OB B3auMoOAelicTBUS;

- cocTaB yrpo3 6esonacHocTu MHGopmauun (NPUMEHUTENbHO K CTPYKTYpHbIM 3nemeHTam CKWB), xa-
pakTepucTuKn CTPYKTYPHbIX anemeHToB CKWB, onncaHue Ha3HayeHusa, cogepxaHusa un cbopmaTta nepepasae-
MbIX MEXAY 3/IeMEeHTaMun AaHHbIX, BAMAIOWMNX HA peannsaynto yrpos 6e3onacHocTn nHopmaynm;

- nNpuemnaemble YPOBHW puUCKa, BKAOYAA PUCKWU, CBA3AHHbIE C BO3MOXHOW YTeYKOM, yTpaToi LenoCTHO-
CTW MAn noTtepein MHdopmauynmn, ¢ 0TKA30M CUCTEMbl UAN OTAENbHbIX (PYHKLWIA 3TOW CUCTEMbI, C HEWTATHbLIM
(He4OKYMEHTUPOBAHHbIM) U3MEHEeHMEeM (DYHKLMOHUPOBAHUA CUCTEMbI, B TOM YMCNe NPOU3BOACTBEHHbIE pU-
CKWM, PUCKU ONA OKpyXawuwein cpelbl, XU3HN U 340POBbA nogel, 1l06ble UHble PUCKK, a Takke AOMNYyCTUMble
3aTpartbl B UHTepecax KoOMMneHcauum aTUX pMckoB co cTOpoHbl CKNB n ee anemeHTOB (PUCKU ¥ 3aTpaThl oLe-
HMWBAITCA NO WKanam, NPUHATbIM B 06/1aCTU NPUMEHEHUS CUCTEMbI MU CPOPMUPOBAHHBIM MPU yyacTuu nuy,
3aMHTEepecoBaHHbIX B KOPPEKTHON paboTe CUCTEMDbI);

- MeToAbl U Mepbl o6ecnevyeHna 6esonacHocTh nHopmaumnn, nognexaline peanusaunum ana 4ocTmxe-
HUs TpebyemMoro ypoBHA 3awuuweHHocTu CKUB unM nHcopMaunoHHON cnucTeMbl/ceT, B MHTepecax KOTopoi
cospnaetca CKUB.

MpumeuaHune — YkasaHHble MeTOAbl U CPEACTBa, Nognexalme peanusauuu, pacnpeaensaTcsa no afieMeHTam
CKWB Tak, uTo6bl 06ecneuntb CKBO3HOI xapakTtep o6ecneueHns 6e30nacHoCTM MHGOpMaLum, NiaHMpyemMblii ypoBeHb OT-
Ka30yCTOUMBOCTY 3TUX CPEACTB W CO34aBAEMOI CUCTEMbI B LIe/IOM W ApYyrne HEOOXOANMbIE MPOEKTHLIE XapakTEPUCTUKN
CKWB;
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- WwabnoHbl NpPOeKTUpoBaHna (NPUMEHUTENbLHO K 3ajadam, nognexawumm peweHuio CKWB) ¢ yuyeTom
BEKTOPOB BO3MOXHbIX BO3gelicTBuii Ha CKNB, B3anmocessein mexay anemeHTamun CKWE, koTopble NpsamMo nau
KOCBEHHO BNUAT Ha 6e3o0nacHOCTb 3afilemeHToB CKWMB, Tpeb6oBaHMii 6e30nacHOCTM nHopMaLmnu;

- anbTepHaTuUBHble BapuaHTbl apxuTekTypbl CKUB.

MpumevyaHne — lnaHNMpoBaHWe W BblAeseHNEe PecypcoB, HEOBXOAMMbIX A1S MOATOTOBKW MaTepuanos, yka-
3aHHbIX B 7.3.6, obecneynBaeT opraHmsaums — paspaboTumk CKUB.

7.3.7 dopmupoBaHue M oueHka BapuaHToB apxuTekTypbl CKMBE npoBogsaTcsa € yyeToM OOWUX NPUHLK-
NnoB NPOeKTUpoBaHuUA 1 pa3paboTku, nepevyncneHHblix B 6.1.

7.3.8 B obwem cnyyae B onpefesieHUN apxXUTeKTypbl UCMOMb3YIOTCA pas/inyHbie MOLENN U apXUTEeKTyp-
Hble nNpeacTaBneHnsA. BnocneacTBuy NPUMEHSAOTCA Te MOAENU W apXUTEKTYPHble npeacTaB/eHns, KOTopble
Nydlle BCex oTpaxalT MHTepechl 3aMHTepPeCcoBaHHbIX CTOPOH.

MpumeyaHune — W3 mogeneli gna VB Hanbonee pacnpocTpaHeHbl MOAEenu ynpabfeHus AOCTYNoMm, B TOM
yncne opmanbHble, O4HAKO aHaIN3 apxXMTeKTypbl He orpaHuynBaeTcs TOMbKO 3TUM BMAOM Mogenei. MNopxopsuime Mo-
Oenn 1 apxXUTEKTYpHble NpeAcTaB/IeHns MOryT noAgéuparbes, npucnocabnueaTtbcs Wn paspabartbiBaTbCA Ha MPOTSXEHUN
NpoLLeccoB MPOEKTUPOBAHUA apXUTEKTYPbl U onpefeneHns npoekta v NpuBOAUTb K KOHKPETHLIM MPOEKTHbIM PeLLUeHUsIM,
nognexawmm gansHeinwen peannsaymm B cootseTctBun ¢ NOCT P 57193.

7.3.9 BapuaHTbl apxXxMTeKkTypbl Lesiecoobpa3Ho Npofoaxartb aHanm3MposaTb U aganTupoBatb B npouec-
ce onpegeneHuns npoekta cornacHo NOCT P 57193, B ToM uucne npn OpMUPOBAHUN N YTOYHEHUN CUCTEM-
HbiIX Tpe60BaHN, CBA3aHHbLIX C 06ecneyeHnemMm cooTBeTcTBua LIB. dopmmupoBaHne NTOroBOro BapmaHTa apxu-
TEKTYpPbl MOXET HOCUTb UTEPATUBHbLIN XapakTep, BNAOTb A0 ONpefesieHNss COrTacoOBaHHOMo € 3TUM BapuaHTOM
MHOXecTBa TpeboBaHuin, npegbasnsaemblx K CKUB Ha ocHoBe LB u MB.

MpumeyaHune — lpu onpegesneHnn N aHannse BapuaHTOB apXMTEKTYpPbl pekomeHayeTcs obpalaTbCs K NPuH-
uunam noCTPOEHUs apXMTEKTYpbl 6e30MacHbIX MPOAYKTOB, CUCTEM W MPUIOXEHWA, onpegeneHHsiM FOCT ISO/IEC TS
19249. Ana noctpoeHus apxutekTypbl CKUB 0CO6EeHHO akTyasnbHbIMU SABASAKTCA NPUHLMNLI pasfefnieHns Ha LOMEHb,
MHOTOYPOBHEBOI apXUTEKTYpbl, MHKANCynsuMmM n peseperpoBaHus. Mpu 3TOM Ha 3Tane onpefenieHus npoekra crneayet
npocneanTb, YTOObl apXUTEKTYPHbIE NPUHLMMNLI NONYYUIN afeKBaTHOE TEXHNYECKOE BOMJIOLEHNE.

7.3.10 ®opmupoBaHue UTOroBoro sapuaHTa apxutektypol CKWB, onpegeneHne OCHOBHbIX NPUHLUNOB
pa3Butua (o6HoBneHun) CKMB pekomeHayeTCs OCYLW,eCTBAATb NyTeM OLEHKM COOTBETCTBMS BapuaHTOB ap-
xutekTypbl CKNB, ee UB n MB, c y4eToM nepnoanyeckoin aktyanunsaumm yrpos 6es3onacHoct nHgopmauumn un
CBfA3aHHbIX C HUMK TpeboBaHuUii 6e3onacHOCTM MHOpMaLnK, a Takke ¢ yyeToM obecnevyeHuss npocriexmsae-
MOCTU Tpeb6oBaHMWn Npn pa3suTum (o6HoBNEeHNN) CKUB.

7.4 OnpepgeneHuve TexHonoruin peanmsaunm CKNB 1 ee aneMeHTOB

7.4.1 OnpepeneHune TexHonornii peanmsaumn CKNB n ee affeMeHTOB criefyeT OCYLWECTBNATb B NpoLec-
ce onpefeneHua npoekra u B npouecce peanusayunm npoekta B cootsetcteun ¢ FOCT P 57193.

7.4.2 OnpepgeneHue TexHonornin peanunsaunn CKNBE n ee anemMeHTOB cnegyeTt oCyLWeCcTBAATb C Yy4eTOM
pesynbTatoB popMupoBaHus apxutektypbel CKUB n onpegenexHuns tpebosaHuii, npegbsasnsemMmbix K CKNB Ha
ocHoBe LIb n MNB, a Takxe ¢ yueTom 3agad, nognexauunx peweHnto CKMB nnm cuctemoi, gna mcnonb3oBaHus
B COCTaBe kKoTopoli co3gaetcsa CKUB.

7.4.3 TexHonornu peanusaunn CKNBb n ee 3nemMeHTOB BK1OYalOT, HO HEe OrpaHMYMBalOTCA CnepyrLwmnum
nepeyHem:

- TexHonoruu peanusaumm annapaTtHbiXx KOMNoHeHToB CKUB;

- TeXHoJ/IorMy peanunsauunumn 3arpysku;

- TexHonoruu peanunsaunm BcTtpoeHHoro MO;

- TexHonorun peanusauum cuctemHoro Mo;

- TeXHOo/0rMn peannsaynm CUCTEMHbIX U CETEBbLIX CEPBUCOB;

- TeXHo/nornMM peannsaunun yganeHHoro Joctyna;

- TexHonoruu peanusaunn npuknagHoro MNo.

7.4.4 TpeboBaHUa K TEXHONOTMAM peanusaunum cnegyet npeabaBaAaTe paspaboTunkam u noctaBliMkam
3/1eMEeHTOB U cocTaBHbliX YyacTell CKWB n B fanbHelwem cnefyeT yunTbiBaTb Npu Bbl6Ope 3/71€MEHTOB U CO-
cTaBHbIX YacTteli CKUB n B paboTe ¢ nocTaBw,nkamu.

MpumeuaHne — 3nemeHTbl CK/B B COOTBETCTBUN C AAHHBLIM OnpeesieHneM CUCTEMbI Takxe npeacTaBnatoT
coboi1 cuctemy, B TO BpeMS kak cocTaBHble YacTu CKUB He o6a3aTesibHO ABNAOTCA CUCTEMONA.
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7.4.5 B xoae onpepgenenna TexHonoruin peannsayumn CKMBb nee sneMeHTOB peKOMeHAYyeTCcs NPOBOAUTL:

- YTOYHEeHMe B3ammocBAa3eli Mexay anemeHTamun CKWB n BHEWHUMM cucTeEMaMu, MX BAMUSHUA Ha obe-
cneyeHue 6e3onacHocTn CKWB;

- onpefeneHue TexXHONOrMin peanusauny anemeHTos CKUB;

- onpejeneHne TexXHONOrni peanusauymm B3aumopgeiicteus anemeHToB CKWB, Bkawvas anropuTMmbl
W NPOTOKONbI B3aMMOAENCTBUA, Heob6X0oAMMble XapaKTepuCTUKW B3auMOAeWCTBUA C yyeTOM TpebOBaHWiA,
npeabasnsemMmbolx K CKUB Ha ocHoBe UBE wn Mb;

- onpegeneHne n peannsauuio Mep U MexaHuUsMoB ob6ecneyeHns 6e3onacHOCTV uUHOpMauuUn B xoae
npouecca cosgaHua CKUB;

- YyTOYHeHMe TpeboBaHMiA 6e30MaCHOCTN MHOPMaLUM NPUMEHUTENBHO K KaXaoMy asniemeHTy CKUB;

- onpegeneHune TpeboBaHuii K 06ecnevyeHnto peanusayum npouyecca cosgaHna CKNB n ee anemeHTOB,
B TOM uncne TpeboBaHuii 6es3onacHoli paspabotkn MO B cooTBeTcTBUM ¢ TOCT P 56939;

- YTOYHEHUEe OCHOBHbIX MPUHLMNOB pa3sutua (MogepHusauun) CKMB c yueTtom TpeboBaHuii 6e3onac-
HOCTM MHdOpMaunun, a Takxke TpeboBaHuii, npegbasnsemMmbix camoii CKUB u/mnm k cucteme, B MHTepecax
KoTopoii co3gaetca CKUB;

- BbI6GOp TexHoNoruii, NPOTOKO/IOB W anropuTMOB CETEBOr0 B3aMMOAENCTBUSA B MHTepecax npaktuye-
CKoli peanunsauumn 6e3onacHoro goctyna kK CKNB n npegoctaBnsieMblM e nHTepdeicam;

- BbI6Op fA3blka NporpammmpoBaHns, MeToLOB NMporpammupoBaHunsa, cpencTs pa3paboTku nporpamm u
cpeabl MCNOMHEHUA B MHTepecax npakTtnyeckoin peanusaymn MO anemeHToB CKUB.

Mpu onpepeneHnn TexHonornin peannsauun CKNBE n ee 3aneMeHTOB pPEKOMEHAYETCH YyYUTbiBaTb MPUH-
LMMbl MOJIHOTLI MEPEKPLITUA U 3WEeNOHUPOBaHNSA 3alUThl.

7.4.6 B xoge onpepgeneHnsa texHonornii peanmsayun CKMB 1 ee anemMeHTOB peKkOMeHAYyeTCs yuYnuTbiBaTb
hakTop TeKyLwero uaM noTeHunanbHOro ycrtapeBaHus TeXHONOrMii Ans obecneyeHnss BO3MOXHOCTW AanbHei-
wein nogaepxkn CKMB, rapaHTum ee kayectBsa U 6€30MaCHOCTM C TEYEHUEM BPEMEHMU.

7.5 Peanusauyusa anemeHtoB CKNB, CKUB B uefioMm 1 npoBegeHne UcnblTaHni

7.5.1 Peanusauuto anemeHToB CKWB, CKMNB B uenom u npoBefeHUe WUCNbITAHUA pPEKOMEHAYETCS Bbl-
NoJIHATL B npouecce peanusauun, ocyuiectsnsemMom B cootseTcteum ¢ FTOCT P 57193.

7.5.2 Peanusauunto anemeHtoB CKMB n CKMB B uenom cnepyert OoCywWecTBAATbL C y4eTOM TpeboBaHuii K
TexHonornsam peanusaunm CKUBE (cm. 7.4).

7.5.3 Peanusauua anemeHtoB CKMBb n CKNB B Lenom fo/mHkHa NpUBOAUTL K CO34aHUID Takmx CUCTEM,
KOTOopble yAOBNETBOPAKT TpeboBaHuam, npeabsasnsemolM kK CKMB Ha ocHoBe LB un MNB (Bkiw4yas pacnpege-
NleHHble 1 Npou3BoAHble TpeboBaHMA), pa3paboTaHHON apxXMTeKType W NPOEKTHbIM peleHWsaM, peanusyto-
W1MM MOAENN WU apXUTeKTypHble npeacTtasneHna Nb B cucteme.

7.5.4 B npouecce peanusaunnm pekoMeHAyeTCHA OonpefenaTb orpaHnNYeHnsa peanunsayunun, KoTopble BAUA-
I0T Ha TpeboBaHUA, apXUTEKTYPY WK MPOEKT, B TOM 4YucC/ie Takue orpaHuyeHus peanusauunu, KOTopble MOTyT
NPUBECTU K HEMOJIHON WM HeafeKBaTHOW peanus3auum moaenein n apxUTekTypHbiX npepctasneHunii CKUB, K
BO3HWKHOBEHWUIO YA3BMMOCTEN U K NOBbLILEHHOMY B CpaBHEHUM C NPeANO0XKeHNAMMN 6e30NacHOCTU HeraTuBs-
HOMY BNWAHUIO YenoBeyeckoro gpakrtopa Ha cooTBeTtcTteue Lb.

7.5.5 B npouecce peanusaumn pekomeHgyetcsa obecneunBaTtb B3aumopgeiictene CKMBb n ee anemeHTOB
C NOAAEPXMBAKLNMN BHEWHNUMN CUCTEMAMU N CEpPBUCAMUK, B TOM 4yucie onpefensatb nHTepdencobl B3anmo-
gelictBua c obecneumBalw MM cuctemamum mnm cepsucamn b (k npumepy, cepBuC BHELWHET0O MOHUTOPUHTA
unn obnayHas uUHgpacTpykTypa o6HoBneHuii MO). Ha aTom 3aTtane AONXKHbI 6bITb AOCTYNHbI o6ecneymBato-
uime cUCTeMbl UIU CEPBUCHI, HEOOBXOAMMbIE ANA peanusauunm n nposefeHns ncnoitaHniic CKUB.

7.5.6 Mpn peanusauynn anementoB CKNB n CKNB B uenom cnegyet gokasbiBaTb (060CHOBbLIBATL), YTO
anemMeHT unn CKWB B uenom peann3oBaHbl B COOTBETCTBMM C TpeboBaHuAMU, npeabsasnsembiMm Kk CKUB
Ha ocHoBe LI n MB, pa3paboTaHHON apXUTEKTYPOi M MPOEKTHbIMW peleHnsaMn, peanunsyllwmumu Mogenmn n
apxuTekTypHble npepctasneHnsa Vb B cucteme. Takxe crefyeT OOKYMeHTMpPOBaTb COOTBETCTBYylOLWMNE 06b-
eKTUBHble goKa3aTeNbCTBa.

7.5.7 Mpn peanusauynn anemeHtoB CKNB n CKNB B uenom cnegyet gokasbiBaTb (060CHOBbLIBATL), YTO
npouecchbl peanusayny OCyLWEeCcTBAAKTCA C yyeToMm TpeboBaHuii kK TexHonorusam peanusaynm CKUB. Takxe
cneayeT 4OKYMEHTUPOBATb COOTBETCTBYHOUWMNE 06bEKTUBHbIE AOKAa3aTeNbCTBa.

Mpu peanusaunn anemeHtoB CKNB peanusauyunio nan agantauyunto MO atux anemeHtos n CKMNBE B uenom
pekomeHayeTcs BbINOMHATbL corsiacHo TOCT P 56939. Takxe cnegyet AOKYMEHTUPOBaTb O0ObeKTUBHbIE [0-
KasatenbctBa TOro, 4to MO paspaboTaHo B cooTBeTcTBUM c TOCT P 56939.
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7.5.8 Mo pesynbTatam peanusaunu anemeHtoB CKMB n CKNB B Lenom pekoMeHAyeTCA NPOBOAUTL UX
MNCNbITAHMS Ha COOTBETCTBME TpeboBaHMAM 6e30MacHOCTM MHGopMauum. Bugbl ncneiTaHuini n obwmne Tpebo-
BaHNA K UX MPOBEeAEeHNI0 MOTYT ONpeAenaTbCa HOPMaTMBHBIMU NMPaBoOBbIMU akTamMu hegepasbHOro opraHa uc-
NONHUTENbHOW BMAcTW, yNnosITHOMOYEHHOTo B o6n1acTn obecneyeHns 6e30NacHOCTU UHOPMaLNN B KNHOUYEBBIX
cuctemMax MHOPMAaLMOHHOW UHPACTPYKTYpPbl, M HALWOHaNbHbIMK CTaHgapTamu no Ub n 3.

MpumeyvaHunsna

1 O6beKTUBHOE NOATBEPXAEHNE COOTBETCTBUS CUCTEMHOrO 3/IeMeHTa TPe6oBaHUAM 1 XapakTepucTMkam kavecTea
LienecoobpasHo nosyyath B npolecce Bepudvkaumn. Ans 06EKTUBHOTO NMOATBEPXKAEHUS TOTO, YTO 3/IEMEHT TOTOB K UC-
Mo/Ib30BaHWI0 B 3a[jaHHON 3KCMyaTauMoHHO! cpefe corflacHo TPpe6GOoBaHWSIM 3aMHTEPECOBAHHbLIX CTOPOH, NPUMEHSIETCS
npouecc Banuaauumn, B Tom uucne sanugauum LiB.

2 CocTtaB 1 AokyMeHTUpoBaHue ucnbiTaHnin CKMB pekoMmeHayeTcs ocyliecTBniaTb cornacHo MOCT P 51583.

7.6 ConpoBoxaeHune CKNB B xofe ee akcnayaTauum B MHTepecax obecrnevyeHus rapaHtum
KayecTBa 1 6e30MacHoCcTU

7.6.1 ConpoBoxgeHne CKNB B xoae ee akcnayatauum B MHTepecax obecneyeHns rapaHTum Kkavyectsa u
6e30nNacHOCTM OCyLecTBAETCA B NpoLecce conNpoBoXAeHus B cootseTcTtBun ¢ NOCT P 57193.

7.6.2 TMpun BbINONHEHUU paboT no conposoxpaeHnto CKWB B xode ee akcnayaTauuMu MOryT ocyl,ecT-
BNIATLCA crefylolne MeponpuaTua:

- perucTpauus, aHanus u knaccuumkayma MHUMLEHTOB MHOPMAaLMOHHON 6e30nacHOCTH;

- perncTtpauyus, aHanns un knaccudukauna yassmmoctein CKWB, B Tom yncne ysassumoctein MO CKUB
(nanee — ya3BUMOCTN);

- MHOPMUPOBAHME 3aUHTEPECOBAaHHbIX CTOPOH, y4YacTBylLWwmnx B obecneyeHmnn 6esonacHoctn CKNB, o
cTatyce MHUMAEHTOB MH(OpMaLnoOHHOI 6€e30NacHOCTN U YA3BUMOCTER;

- opraHusaumnsa TeXHMYecKkoro ycTpaHeHus (McnpaBrieHus) yA3BUMOCTEW M OoTCnexuBaHue WHLNAEHTOB
[0 UX paspelleHuns;

- aHanu3 TeHAEeHUUA B MHUMAEHTax nHpopmaynoHHol 6e3onacHoCT n ya3BumocTax B MO AnsA BbiAB-
JIEHNA CUCTEeMaTUUYECKUX OWMNOOK B NPUMEHSAEMbIX KOHCTPYKTUBHBLIX NMoaxogax.

7.6.3 Mo pe3ynbTataM BbIMNOJIHEHUS YyKa3aHHbIX MeponpuaTUli peKkoMeHAyeTca MPOBOAMTL paboTbl no
o6HoBNeHnto MO CKWB n meponpuatma no komneHcauunm (6/10KMpOBaHUO) yA3BMMOCTEN, KOTOpble HEBO3-
MOXHO UMW 3aTPYyAHUTENbHO UCMPaBUTb NyTEM BbiMycka O6HOBAEHWIA.

8 [JOKyMeHTMpOBaHMe KOHCTPYKTUBHbIX NOAXOA0B K 06ecneyeHuto
NHOpMaLMOHHOM 6e30MnacHOCTH

8.1 Peanunsaumnio KOHCTPYKTUBHbLIX NOAXOA0B kK o6ecneyeHnto Vb cnepyet AOKyMeHTUpoBaTb B «Cneyun-
hunkaumm KOHCTPYKTUBHBIX NOAXOA0B K MH(pbOpMaunoHHO 6e3onacHoOCTU» (gAanee — cneyundumkaums).

8.2 Cneuundukaumna apnseTca JOKYMEHTOM, KOTOPbI odopmaseTca no pesynbtaraM NpoOeKTUpoBaHuA
cooTBeTCcTBYlOUWeNn cuctembl ¢ KNB 1 cogepXuT onucaHne npoaenaHHon paboTbl No ob6ecneyeHUto 3alinTbl
(6e3onacHOCTM MHopMauumn) 4aHHO! CUCTEMBI.

8.3 Cneundukauno pekomeHAyeTCcs BKAOYATb B KOMNAEKT JOKYMEHTOB A1 OLEHKN COOTBETCTBUA CU-
cteMmbl ¢ KNB TpeboBaHMAM Mo 3awurte MHpoOpMauMnm n Mcnosb3oBatb ANA (popmMuMpoBaHUA nporpammbl 1
MeTOAMNK MPOBeAeHNS Takol oueHku. Mpu 3ToM pa3paboTyMK CUCTEMbI M NPOYNE 3anHTEPECOBAHHbIE CTOPOHbI
BNpase He pa3pabaTtbiBaTb cneyndukaLuio B BUAe OTAENbHOIO AOKYMeHTa CBEPX NepeyvyHs JOKYMEHTUPOBaH-
HbIX pe3ynbTaTtoB, HEOBXOAMMBIX A1A OLEHKN COOTBETCTBUSA CUCTEMbI, @ UCNOMb30BaTh CBOV MepeyeHb AOKY-
MEHTUPYEMbIX pe3ynbTaToB, NpU YyCAO0BUK, YTO TAKOBON AEMOHCTPUMPYET MOMHOTY paccCMOTpPeHna peanusayumn
KOHCTPYKTUBHbIX NOAX0A0B kK o6ecneyeHuo Ub.

8.4 B cneungukayuo LenecoobpasHo BkAYATb pasfenbl cnepywlero cogepxaHusa (Ho He orpaHuyn-
BaTbCA UMMU):

- obwune nonoxeHna: kpatkoe onncaHne CKUB (ee uenesoe HasHayeHWe, OCHOBHble DYHKLWUU, UCMONMb-
3yemMble TEXHONOTMN U T. 4.), NPUMEHSAEMbIX NOAXOA0B K 06ecnevyeHnto KOHCTPYKTMBHOI 6e3omacHocTu, 060-
CHOBaHuWe ux Bblbopa, nepeyeHb UCMNOJIb30BAHHbIX NPU NPOEKTUPOBAHUN CUCTEMbI HOPMAaTUBHbLIX OKYMEHTOB
M cTaHgapToB B 06s1acTM 6e3onacHoCTU UHp opmauuu;

- TpeboBaHMA MO 3aWnNTe UHPoOpMauun, npeabsaBasemble K cucreme, ¢ ykasavmem LB u MB.
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MpumeuyaHne — BknwuyeHne TpeboBaHnini No 3M, npegbsABAAEMbIX K cucteme, ¢ ykazaHuem LB n MB peko-
MeHAyeTca AN ob6ecneyvyeHns v 4eMoHCTpaLmm NpocnexnBaemMmocTn 3aTux TpeboBaHuii 40 AeTaM3MpoBaHHOIO onucaHus
Mep no ux peanusauuu;

- peTtanuM3MpoBaHHOe onucaHuve Mep No peanusauuy Kaxaporo TpebosaHus no 3awumTte nHopmauum,
KOoTOopble 6blN NpoBeAeHbl B XO4e MPOeKTMPOBaHUA COOTBETCTBYHOLWEN CUCTEMbl C yKkazaHUeM ee KOHCTPYK-
TUBHbIX KOMMNOHEHTOB (3/1EMEHTOB), 0CO6EHHOCTEN UX apXUTEKTYypbl (KOHCTPYKLMWU), MO3BONSAKLWUX caenaTb
BbIBOJ O TOM, YTO BbINOJIHEHME AAHHOTO0 TpeboBaHUA NPefyCMOTPEHO KOHCTPYKLMER CUCTEeMbl;

- nepevyeHb 3/1IEMEHTOB CUCTEMbI N CBA3E MeXAY HUMU C 060CHOBAHNEM KOPPEKTHOCTWM MPOBeAEeHHOM
AeKoMMno3nuynm cuctembl oTHocutenoHo ee UB u MB;

- 0606UWeHMe NpofenaHHbiX paboT No peannsaunmnm KOHCTPYKTUBHbLIX NOAXOA0B K o6ecneyeHuto VB npu
NMPOEeKTMPOBAHUN CUCTEMbBI (BbIBOAbI).

Mpun oTCYTCTBUM crneundurKkaumum nepevyncsieHHyo Bbille NHpopmauno peKkomeHayeTcs BKAKOYaTb B APY-
rme AokymeHTbl Ha CKUB.

9 MpuMeHeHe LWAa6MOHOB NMPOEKTUPOBaHUS U Pa3paboTKu Npu co3gaHnm
CUCTEM C KOHCTPYKTUBHOW NH(POPMAaLMOHHOK 6e30MacHOCTbIO

9.1 Ha3HaueHMe Wab/IoHOB MPOEKTUPOBAHUS CUCTEM C KOHCTPYKTUBHOW MHCGOPMALMIOHHOA
6e30MnacHOCTbIO

9.1.1 WabnoH npoekTUpoBaHUA M paspaboTkm — 3TO MHOTOKPaTHO UCMNO/Sib3yeMas Cxema peleHns Tu-
NoBOW 3ajayn NPoeKTUpoBaHUA U pa3paboTky NPOrpaMMHOro u/mnm annapatHoro obecnevyeHns cUcTeMbl, ee
3/1IEMEHTOB W CUCTEMbI B LENOoM, NpuMeHAemas B 06LWUX UK OTPAHUYEHHBIX YCIOBUSAX.

9.1.2 WabnoHbl NpoekTMpoBaHWA pewarT TUNOBble 3agaunm pa3paboTky cucTeM, B 4aCTHOCTWU paspa-
60TKM NPOrpaMMHOro obecneyeHus, Takne Kak orpaHM4YeHMss NPOU3BOAUTENIbHOCTU KOMNbIOTEPHOro o6opyno-
BaHusa, obecneyeHne BbICOKOW AOCTYMHOCTU, MUHUMU3ALMNSA ONpefesieHHbIX PUCKOB, BbiIMOSHEHWE 3a4aHHbIX
LUB.

9.1.3 WabnoHbl NPOEKTUPOBAHUA MOTYT MPUMEHATHLCA Kak Ha YPOBHE CUCTEMbl B LLe/IOM, Tak U Ha ypOB-
He ee OTAesIbHbIX KOMMOHEHTOB.

9.1.4 HekoTopble wWabnoHbl NMPOEKTUPOBaAHUA U pa3paboTkm MOryT ObiTb peann3oBaHbl Kak Ha Npo-
rpaMMHOM, TakK U Ha annapaTHOM YypOBHE.

9.1.5 MNMpumeHeHne wWabnoOHOB NpoekTMpoBaHua B o6nacTtu cosdgaHna CKWB HanpaBfieHo:

- Ha MUHMMKU3ALUIO KOLOBOW 6asbl, peannsylolwein NOANTUKN 6e30MaCHOCTK;

- ynpouw,eHune (CHUXEeHUe C/0XHOCTU) obuieil apXMTeKTypbl CUCTEMblI U BHYTPEHHEW CTPYKTypbl ee OT-
[EeNbHbIX 3/1EMEHTOB, B 0COOEHHOCTN peann3ylowmnx NoNNTUKN 6e3onacHoCTu;

- Mcnonb3oBaHWe NOMUTUK 6e30MacHOCTU C AOKa3aHHbIMW CBOWCTBaAMM Ha OCHOBe Mmojesnein 6esonac-
HOCTHU;

- NMOBTOPHOE WCMO/b30BaHUe KOAOBONW 6a3bl, peanusyuiein NonuTMkM 6e3onacHocTy;

- MWUHUMM3ALUI0 KONnYecTBa PYHKUMOHANbHbIX CBA3EA MeXAy 3/1eMeHTaMun CUCTEMbI;

- MWUHMMM3ALMI0O MOTOKOB AaHHbIX, NepefaBaeMblX Mexay 3eMeHTaMn CUCTEMbI.

9.1.6 BbINO/IHEHME MEPONPUATUIA, NepeyncneHHbix B 9.1.5, noMoXeT B o6ecneyeHunu:

- YCTOWYMBOCTU (PYHKLUOHMPOBAHUA CUCTEMbI B YC/IOBUAX BO3A4ENCTBUA BPELOHOCHbLIX MporpaMmm, ocy-
wecteneHnsa HCO un akcnayaTtaymn ysa3aBmmMoCTeR;

- CHWXEeHWA MOBEPXHOCTW aTaku, onpefensemMoil Kkak COBOKYMHOCTb MHTep(eincoB U peannsyowmnux mx
3/1EMEHTOB CUCTEMbI, MOCPELCTBOM HENOCPEACTBEHHOIO UM KOCBEHHOIO UCMO/Ib30BAHUA KOTOPbIX MOTYT pe-
ann3oBbiBaTbCA Yrpo3bl 6e30nacHOMY (PYHKLMOHMPOBAHUIO CUCTEMbI.

MpumeyaHne — MoOBEPXHOCTb aTakn MOXeT ObITb OMMCaHa Kak MHOXeCTBO nognporpamm (QyHKLmWiA, mogynei)
nporpammMHoOro o6ecnevyeHus, obpabartbiBalOLLMX JaHHble U3 MHTEPdENCOB, HANPSMYH WM KOCBEHHO MOABEPXEHHbLIX MO-
TeHumanbHOMY pucKy atakM. OHa xapakTepusyeTcs Habopom MHTepdelicoB/cnyx6, KOTopble MOryT 6biTb UCMO/Ib30BaHbI
HeL,0BEpPEHHbLIMU W NOTEHLMANbHO OnacHbIMU CybbekTamu A8 3anycka ataku. CBeAeHUe K MUHUMYMY 3TOro Ha6opa
BaXKHO A/151 CHMXXEHMWS BEPOSITHOCTM YCMELLIHOro 3anycka aTakui. NoBepxXHOCTb aTaky HanpsiMylo BAUSET Ha 3alMLLEHHOCTb
CMCTEMbI, TaK Kak Npu Haanynum JOCTATOYHOW KOMMETEHUWMM Yy HapylmuTens No3BOSsieT NPOM3BECTV YCNELIHyl ataky Ha
cucTemy.
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9.2 T[MpuHUUNBbI CO34aHNs U ONUcaHus WabOHOB NPOEKTUPOBAHNSA CUCTEM
C KOHCTPYKTUBHOW MHAOPMaLNOHHOI 6e30MacHOCTbIO

9.2.1 WabnoHbl npoektupoBaHua CKMB pekomeHgyeTca co3faBaTb Ha OCHOBe 06 MUX MPUHLMNOB NpPoO-
eKTupoBaHusa n pazpaboTkn anemeHToB CKWB 1 cuctembl B L,eNOM, yka3aHHbIX B 6.1, n TpeboBaHuin 6e3onac-
HOCTU, NpeabABNAEMbIX K UHPOPMALNOHHBIM cUCTeEMaM (CeTAM), B OTHOLIEHUN KOTOPbLIX 3aKoHO4AaTe/IbCTBOM
WAN 3aKa34YMKOM yCTaHOB/iEHbl Tpeb6oBaHuA no 3U.

9.2.2 Ana wabnoHa npoekTtnpoBaHua CKWB pekomeHgyeTcs ykasaTb cnegyrouime 6a3oBble aTpubyThl:

- HaumeHoBaHue WabsioHa;

- HasHayeHue wabnoHa;

- TMnoBble LB, gocTturaembie npu MCnosb30BaHUN JAHHOTO Wab/oHa;

- NpeanosioXxeHnsa 6e3onacHoCTH;

- onucaHue pelleHns;

- TpeboBaHNA K TEXHONOTMN pa3paboTKM 3/IEMEHTOB CUCTEMDbI;

- OrpaHnyeHusa Ha NpumMeHeHune wWwabnoHa;

- gponycTumble moaundukaumm wabnoHa.

9.2.3 HanmeHoBaHne wabnoHa AO/HKHO XapakTepnsoBaTb COOTBETCTBYHOLUYO Npo6aemy npoekTnposa-
Hua CKWB (koppenupoBaThb C Hel).

9.2.4 HasHauyeHune wabnoHa npeacTaBnseT cob0l KpaTKyl xapakTepucTuky wabnoHa, a Takke onuca-
HWe TOro, Korga pekomeHayetcs NPUMEeHATb Wab/ioH U nepeyvyeHb YyC/I0BUIA €ro NpUMeHeHus.

9.2.5 Tunosble LIb BkNOYaT XapakTepuUCTUKY KpUTepueBs, BbIMONIHEHME KOTOPbLIX AOCTUTAeTCsa B cUCTe-
Me, NOCTPOEHHON C KOPPEKTHbIM NMPpUMEHeHneM npegnaraemoro wabnoHa.

Mpumep — KoHMUAEHUMANIBHOCTb AAHHbIX NPpX WX Nepefade B CeTAX 06LEro nonb3oBaHus, ycToiun-
BOCTb 3/IeMEHTa CUCTEMbI K KubeparTakam n T. n.

9.2.6 MB BkAKYAKT ONMcaHne ycnoBuin, HEOBXOAUMbBIX A1 TOro, YTOOGbI Wab/0H MOT 6bITb MPUMEHEH.
OnuMoHanbHO yKa3blBaTCA NPeAnos0OKEeHNA U YCNOBUSA, NPU BbINOSITHEHUN KOTOPbIX WabN0H HE MOXeT ObiThb
NPUMeEHEeH.

9.2.7 OnncaHne peweHns, npegnaraemoro wabi0HOM, AO/KHO BKAOYaTb NepeyvyeHb 3/IEMEHTOB CUCTe-
Mbl, peanusyluwein wabnoH, B3anmocssaseli mexay HuUMu (abcTpakTHOe onucaHue 3ajadyn apxXMTeKTypHOro
NPOEeKTUPOBAHMA W TOr0, Kak OHa MOXeT 6blTb peleHa C NOMOLWbID HEKOTOPOro 0606LLEHHOr0 coyeTaHusA
3/1eMEHTOB).

9.2.8 Tpeb6oBaHUA K TEXHONOTMN pa3paboOTKM 3/IEMEHTOB CUCTEMbI OMUCHLIBAKOT YC/IOBUSA U OTpaHUYEeHuns
Ha TexHuuyeckyl peanusauuto anemeHToB CKWB, BbiNONHEHUE KOTOpPbIX Heo6xoauMo, 4TOObl WabnoH mor
ObITb MPUMEHEH.

9.2.9 OrpaHuM4YyeHNs Ha nNnpuMeHeHue wWab/oHa ONMUCbIBAOT OrpaHWYeHWss BHELWHeN cpefbl, yCOBUA 1
KOHTEKCTa MPUMEHEHUA CUCTEMbBI, NPU HaANWYUM KOTOPbIX WabMNOH He MOXeT OblTb NPUMEHEH WAN [OJDKEH
ObITb MOANULNPOBAH.

9.2.10 AdonycTumble mogudumkaumm wabsioHa ONMUCbIBAOT BapuaHTbl peanusauun wabnoHa (nepeyeHb
BApMaHTOB MOXeT OblTb HEUcYepnbiBaoLWmnm).

9.2.11 OnucaHne wabsioHa MOXeT BK/lOYaTb NOACHAKWLWME NPpUMEPbl UCNONb30BaHMA WabnoHa.

9.2.12 HekoTopble Wab/OHbl MOTYT OCHOBbIBATLCA Ha ApYrux wabsioHax NPOeKTUPOBAHUSA, KOHKPETU3N-
pysa ux UB n Nb, yTouHAA cocTaB M Ha3HayYeHWe 3/1eMEeHTOB CUCTEMbl, Tpe60oBaHNA K TEXHOMOIMN paspaboTku
N orpaHnyeHuns.

9.2.13 MepeyeHb WabNOHOB NPOEKTMPOBAHUA, UCNONb30BaHHbIX ANA co3gaHna CKNB, pekomeHayeTtca
npuesectu B fokymeHTauun Ha CKNB (cneundurkaummn), npm 3ToM onncaHue wWab10HOB MOXeT 6biTb BbIHECEHO
B OTAE/bHbIA AOKYMEHT.

9.2.14 MepeyeHb NPUMepPoOB Wa6AOHOB NPOEKTUPOBaHNA U pa3paboTkn npu co3gaHum CKUB npusegeH
B NPMNOXeHNUN A. DTOT NepeyveHb He ABNAETCHA UCYepnbiBaOLWUM U MOXET ABNATbCA OCHOBOW ANa hopMupo-
BaHUA Apyrux wab/ioHOB NPOEKTUPOBaHMUA 1 pa3paboTku.
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MpunnoxeHue A
(pekomeHgyemoe)

MpuMepbl TUNMOBbLIX LWAa6/I0HOB NPOEKTUPOBaHUSA
nporpamMmmHoOro obecrneyeHus, obnagaroL,ero cBoiicteamu
KOHCTPYKTUBHO MHpOpMaLMOHHON 6e30nacHOCTH

A.l Wa6bnoH «MoHUTOpP»
A.1.1 HasHauyeHue wWabsioHa
LLla6noH, NnpefgHa3Ha4YeHHbIN 419 opraHn3aumnm MOHUTOPUHIA COOLITUIA B CUCTEME, MOXET ObITb UCMO/Ib30BaH Camo-

CTOATE/IbHO ANA COo34aHUA NMacCUBHOTO MexaHu3ma OTC/ieXXnBaHUA NOTOKOB AaHHbIX, NMOTOKOB ynpaB/ieHUA W BbINOJIHAE-

MbIX B CUCTEME onepau,mﬁ, W B COCTaBe akKTUBHOINo MexaHumsma npumMmeHeHuna npaBuna U NONNTUK 6e30NacHOCTU K 3TUM
noTokam v onepauunam.

A.1.2 Tunosble UB

Tunosble LUb npu npyumeHeHun wabnoHa BKAKYAKOT:

- MOHWTOPWHT W perncTpaunio cobbiTUii B CMCTEME, BaXHbIX AN1A 6e30nacHoCTY;

- oTCnexuBaHue nepefayn AaHHbIX B CUCTEME W aHaNu3 AaHHblX Ha COOTBETCTBME MosnTMKke 6e30nacHoCcTy no
06MEHY faHHbIMN B CUCTEME U MEXAY CUCTEMOI W BHELUHUM OKPY>XEHUEM;

- OTCNexuBaHWe CUCTEMHbIX BbI30BOB, Nepefayn ynpasieHns 1 ynpasnsiowmx 3anpocoB B CUCTEME.

A.1.3 MpeanosioxeHns 6e3onacHoOCTn

MB BKkIOYAIOT:

- YUMTbIBAEMOCTb faHHbIX/CObbITUI (accountability);

- W3BECTHbIA U Npo3payHblli hopmat AaHHbIX U NPOTOKON OO6MeHa AaHHbIMU.

MpeanonoXeHNs 1 ycnoBus, Npu KOTOPbIX Wab/ioH He MOXET OblTb MPUMEHEH:

- [aHHble, KOTOopble TpebyeTcs oTcnexunsaTb NpU NOMOLLM MOHUTOPA, NOABEPrarTCcsa WNGPOBaHUIO, U HET BO3MOX-

HOCTW paclmndpoBaTb UX Ha yPOBHE MOHMTOpa (MOAY/A aHa/m3a MOHUTOpPA).
A.1.4 OnncaHve peLleHns

DnemMeHTbl CUCTEMbI, peann3yroLen WabnoH:

- MoAynb cbopa AaHHbIX (faTuuk);

- MoAynb aHanu3a (oeTekTop);

- MOAyfNb peakuwuu;

- 6asa JaHHbix/6a3a 3HaHWii, Ucnonb3yemas 1 MonosiHAeMas anropuTMaMu aHanusa, KoTopble peanusyloTcs ge-
TEKTOPOM.

B3aumogencTene 3ieMeHTOB MOHUTOpa NpeacTaB/feHo Ha pucyHke A.1.1.

PucyHok A.1.1 — LWWa6noH «MoHuTOp»

LWabsoH MCMosb3yeTcsi CaMOCTOATENIbHO IMG0 Kak OCHOBa A/ APYTMX LWAaG/oHOB, B TOM YUC/E U3 Yucna nepe-
UMC/IeHHbIX B HacTosAweM cTtaHgapTe. OH Takke MOXeT BXOAUTb B COCTaB 3/1IEMEHTOB CMCTEM, MOCTPOEHHbIX HA OCHOBE
Apyrux Wa6bioHoB, He Onpeaesnsisi MPU 3TOM WX OCHOBHbIE CBOMCTBA.
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A.1.5 Tpe6oBaHMA K TEXHOAOTMN pa3paboTKM 3N1EMEHTOB CUCTEMbI

- TexHosorma cbopa AaHHbIX, peanvM3oBaHHas Mogynem cbopa AaHHbIX, AO/DKHA WCKIYaTb BMellaTeNnbCTBO B
npoueccbl paboTbl CUCTEMbI, OHa [0/HKHA ObiTb peasiM3oBaHa NPo3payvHbiM A/ 3TUX NPOoLEeccoB 06pa3om, Tak, YTOObI
MWHUMU3NPOBATb B/IMSIHWE HA BPEMEHHbIE XapakTepucTuky paboTbl CUCTEMbI, NOKa3aTeNn ee NPoOU3BOAMTENBHOCTH, Ha-
AeXHoCTU 1 6e30nacHOCTH;

- MoAy/b aHanu3a, B 3aBUCUMOCTU OT NOTPEOHOCTEN MOHMTOPUHIA, MOXET peasn3oBaTb aHau3 B pexvme BpemMe-
HW BbIMOSIHEHNA UM OT/IOXKEHHbIV aHasM3 Ha OCHOBE AaHHbIX, MOCTynakwLWwmnx oT AaTunka;

- anNropuTMbl aHanM3a A0/MKHbI MUHUMU3NPOBATL KO/TMYECTBO OLINGOK NEPBOro poAa W NOXHbIX cpabaTbiBaHUA, HO
NoporoBble 3HAYEeHNS U nokasaTenu NPoM3BOANTENIbHOCTY aHannsa ycTaHaBNMBalTCA UHAUBMAYAIbHO B 3@aBUCMMOCTU OT
noTpebHOCTeN 1 Ha3HAYEeHUS MOHUTOPWHTa.

A.1.6 OrpaHnyeHusa Ha npMMeHeHve WwabsioHa

MpumeHeHue wabnoHa MoxeT ObiTb OrpaHMYEHO B cucTeMax C TpeboBaHNAMY K BbINOSIHEHWIO B peasibHOM Bpeme-
HW, a Takke B CUCTEMax C MOBbILEHHbIMY TPE6OBAHMAMN K (PYHKLMOHANBHOV 6€30MacHOCTN U HafEeXHOCTH B TeX Cyyask,
Korga gatyuvk peanm3yeT TeXHOJ/I0TMI0 nepexsaTa MOTOKOB AaHHbIX WU/MAM MOTOKOB yNpaB/eHWs € nocnegylollein peTpaH-
Ccnaumen 3aTUxX NOTOKOB, YTO NOTEHLUMA/IbHO MOXET NOB/IMATb Ha BbINOMIHEHNE YNOMSAHYTbIX TPe60BaHUIA.

A.1.7 JonycTnMble moaudukaymm wabnoHa

JonycTMMo 1cnonb3oBaTbh He OAWH, @& HECKOSIbKO JaT4MKOB UM CUCTEMY MoAdynei c6opa faHHbIX, NOCTaBASOLNX
OaHHble B Mogy/b aHanusa (CM. pucyHok A. 1.2).

Mozyrib cbopa
[aHHbIX 2

PucyHok A.1.2 — Mogudgmkaumsa wabnoHa «MoHUTOp»,
BK/IIOYAOLLAs HECKONbKO MoAynei cb6opa AaHHbIX

JonycTMMO 1cnonb3oBaTb HECKO/IbKO MOAyNei aHanmsa, peanunsyloLmnx O4HU U Te Xe anropuTMmbl, 418 ONTMMMK3a-
unnM 1 6anaHCcMpoBaHMA Harpy3kM Ha MOAy/Nb aHanmia (CM. pucyHok A. 1.3).
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PucyHok A.1.3 — Mogudgukaumnsa wabnoHa «MoHUTOP»,
BK/Il0YAIOLLAs HECKOMbKO MoAyfeit aHanm3a ans onTMMu3anmn 1 6anaHcupoBaHnUs Harpysku

JonycTMMo ucnonb3oBaTb HECKOMbKO MOAY el aHanM3a, peasnmayroLwmx HECKOMbKO Pa3fINyHbIX afroputMoB aHau-
3a, ANA nonaydeHns 6osee NosiHbIX pe3ynbTaToB aHanu3a (CM. pucyHok A.1.4).

PucyHok A.1.4 — Moagndmkauns wabnoHa «MoHUTOP», BKIOYaloWas HECKO/IbKO MOAynei aHanmsa
AN nonyyeHns 6onee NOMAHbIX pPe3ynNbTatoB aHanusa

JonycTMMo opraHu3oBbIBaTb MOAYM aHanM3a B Mepapxuo, HUXHME YPOBHU KOTOPOW Cnyxart gatunkamu ansi Bepx-
HUX, 418 NOSyYeHna 60/1ee TOUYHbIX pe3y/bTaToB aHannsa (CM. pucyHok A.1.5).
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PucyHok A.1.5 — Moandmkaums wabnoHa «MoHUTOpP» C nepapxuein mogyneii aHanmsa

JonycTMMo 1cnonb3oBaTtb He OAVH, & HECKOIbKO MOAY/eil peakummn, peanusylolleil CBA3b C BHELHUMY cucTemammn
yepes OfHN U Te Xe WX pas/iMyHble TUNbl KaHanoB CBA3N (CM. pUCYHOK A.1.6).

PucyHok A.1.6 — Mogudukaumnsa wabnoHa «MoHUTOp», peanusytowas CBs3b
C BHELWIHMMMW cucTeMaMun Yyepes pas/finyHble MOAY/N peakuuu

JonycTumo peasnn3oBbiBaTb 06paTHY0 CBA3b OT BHELUHWX CUCTEM, MOAK/IOYEHHbIX Yepes MoAy/b peakuuu, Ans
nepekoHpnrypmpoBaHns MoHWTOpa C Lesblo o6ecneyeHns ero ycToiumBoi paboTbl, a Takke /19 KOPPeKTUPOBKM napa-
MeTpoB cbopa AaHHbIX U NOACTPONKM anropMTMOB aHanmsa. s ynpaBneHns u KOHUIypMpoBaHna mMoaynamu wabnoHa
BBOAWTCA [OMNOMHUTENbHbIA OTAENbHBI MOAYNb — areHT ynpasBneHus n KoHurypauuv, AeicTByOWniA BHyTpK WwabnoHa
(cm. pucyHok A.1.7).
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PucyHok A.1.7 — Mogudurkaymsa wabnoHa «MoHUTOpP» ¢ 06paTHOI CBA3bIO
OT BHELLUHEeN cUCTEMbI 418 ynpaBieHns 1 KOHPUIypMpoBaHUa MOAYISAMU WabnioHa

JonycTuMocTb MoauduKaunii, He BXOAALMX B YKa3aHHbI nepeyeHb, [O/mKHA 6biTb 060CHOBAHA NpU NPOEKTUPO-
BaHUN apxuTekTypbl U (hOpMMpOBaHMM TpeboBaHWil, NpeabsaBASEeMbIX K CUCTEME Ha OCHOBE Lenelit U npesnosioXeHui
6e30nacHoOCTH A/19 3TOl CUCTEMBI.

A.2 Wa6noH «Pa3fenbHoe NPUHSATME U NPUMeEHEHNEe pelleHnii 0 6e30MacHOCT»

A.2.1 Ha3HauyeHue wabnoHa

LWabnoH «Pa3gensHoe MpuHATAE M NPMMEHEeHWe pelleHuii o 6e30nacHOCTU» npedHa3HayeH A/s peanmsauun ak-
TMBHOIO MexaHu3ma KOHTPO/IA AocTyna u unbTpauun noToKoB AaHHbIX/MOTOKOB YNpasB/ieHUs Ha OCHOBEe 3afaHHbIX npa-
BMUA U NONUTMK 6e3onacHocTu. LWabnoH npegnonaraeT pasgeneHme MexaHU3mMoB NPUHATUSA peLleHUs 0 BO3MOXHOCTU [,0-
cTyna uau paspeLleHny NnoToka v NPUMEHEHUN 3TOr0 peLleHns K NOTOKaM AaHHbIX, NOToKam ynpas/ieHUs U BbINOSHAEMbIM
B cuCTeme onepaumsamM. 3T0 B KOHEYHOM CYeTe MO3BOMIAET YNYULWUTb TMOKOCTL paboTbl MexaHM3ma KOHTpons goctyna w/
UM unbTpaLun NOTOKOB [aHHLIX/MOTOKOB ynpaB/ieHUs B CUCTEME W ONTUMWU3NPOBAaTb [AOKa3aTe/IbCTBO KOPPEKTHOCTU
ero paboThbl.

A.2.2 Tunossble Ub

Tunosble LB npn npuMeHeHny wabnoHa BKIOYAtOT:

- obecneyeHne KOHPUAEHUNANBHOCTU WU LENOCTHOCTU AaHHbIX UM aKTUBOB NyTEM peannsauuu KOHTPoNs A0-
cTyna K 3TUM JaHHbIM W aKTMBaMm;

- obecneyeHne KOHTPONS BbINOSIHEHWSA onepauuii B cucTeMe B COOTBETCTBUM C 3afaHHbIMY NpaBuaaMn 1 NoanTu-
KamMmn 6e30nacHocTu;

- obecneyeHne KOHTPONA M hunbTpaunm coobLLeHNi (Taknx, Kak nakeTbl AaHHbIX, KOMaHAbl yNpaBneHus, cuctem-
Hble BbI30Bbl, CMY)Xe6Hble CUrHasibl NPOTOKO/I0B B3aMMOAENCTBUSA), NepeaBaeMbiX Mexay cy6bektamu B cucteme (Cy6sb-
eKTaMn MoryT 6bITb npouecchl B OC, BbIYUC/IUTENbHbIE CUCTEMbI B KOMMNLIOTEPHOI CETW, BUPTYasibHble MallWHbl B cpeje
BMpTyanm3auum v np.), B COOTBETCTBUM C 3afaHHbIMW NpaBuaaMun 1 NomMTukamy 6e3onacHocTu.

A.2.3 NpepnonoxeHnsa 6e3o0nNacHOCTU

MB BK/IIOYAIOT:

- W3BECTHbI 1 MPO3payHblii hopMaT AaHHbIX ¥ NPOTOKOM AOCTyNa K AaHHbIM WY akTuBaM (BbINOIHEHWA onepauuii
B cucteme, obMeHa CoobLeHUAMMN);

- OTCYTCTBME CKPbITbIX KaHa/0B nepefayn AaHHbIX/CKPbITbIX KaHa/oB ynpaBneHus, UCMNo/sib30BaHne KOTOPbIX MOo-
3B0/ISI€T 06X0AUTb MEXAHWU3M KOHTPOSIS, peannsyemblii WabloHOM «MOHUTOP 6e30MacHOCTU.

Mpepnonoxexne (ycnosue), Npu KOTOPOM LWABOH HE MOXET ObITb MPUMEHEH: faHHble U onepauumn, KoTopble Tpe-
byeTca oTCnexunsBaTb W KOHTPONMPOBATbL Mpy NOMOLWM WabnoHa, noasepraTcsa WNGPOBaHMO, U HET BO3MOXHOCTY pac-
WndpoBaTbh UX HA yPOBHE MOAYNSA aHanusa u NPUHATUSA peLLueHniA.

A.2.4 OnucaHne peLueHns

DNeMeHTbl CUCTEMbI, peanusytoLen WabnoH:

- MOAYNb aHanu3a 1 NpUHATUS pelweHuin (decision point);

- MoAynb npumeHeHunsa peweHus (enforcement point);

- npaswia 1 MOMUTUKN MPUHATUA PeLLeHWi;

- (onuunoHanbHO) 6a3a AaHHbIX/6a3a 3HaHWIA, MCNOb3yemas WU MOMOAHSAEMas airopuTMaMn NPUHATUS PELLEHUNA,
KOTOpble peasn3yloTcs MoAynemM aHanmsa u npuHAaTusa pewenus (information point);

- (onunoHanbHO) MoAYNb yNpaB/ieHWsa NnpasuaaMyu U NOAUTUKaMK, B COOTBETCTBUM C KOTOPbIMU MPUHMMAETCA pe-
LeHne 0 paspelleHnn unn 610KMPOoBKe NOTOKa AaHHbIX WK NOToKa ynpasneHus (onepauun) (authorization point).

B3anmogelicTBue aN1eEMEHTOB MOHMUTOPA NPeAcTaB/IEHO Ha pUCyHke A.2.1.
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PucyHok A.2.1 — LLla6noH «PasgensHoe NpUHATWE U NPUMEHEHUE pelleHuii 0 6e3onacHoCTm»

A.2.5 TpeboBaHMA K TEXHOIOTUN Pa3paboTKM 3/IEMEHTOB CUCTEMbI

Mogynb aHannsa u NPUHATUS PeLLeHNiA AO/HKEH peann3oBaTb aHaAn3 cobbITUl Mo hakTy ux perncrTpaymm (runtime,
NPOCNEKTUBHbIV aHasM3) WM OT/IOKEHHBIN aHaNn3 Ha OCHOBE AOCTYNHOM MHOpPMaUMK O BbINOSIHEHUN JOCTYNa K AaHHbIM
1 akTuam, 06 o6MeHe coobLEeHNAMN, O BbINOMHAEMbIX OnepaLuax B CUCTeEME.

Mogaynb NpUMEHEeHMA peLleHnin 4OMKEH peann3oBaTb KOHLENUMio MoHUTopa 6e30nacHOCTM Nepeckiok, obecneun-
Bas NOJIHOE NepekpbITYe NOTOKOB KOHTPOIMPYEMbIX AaHHbIX, KaHaNO0B BbINO/IHEHWSA onepaLluii 1 cnocob0B BbIMOSHEHNSA
JocTyna K AaHHbIM 1 akTuBaM. HesblnosiHeHWe 3Toro TpeboBaHns NPUBOAUT K BO3HUKHOBEHUIO CNOCO60B 06X04a KOHTPO-
na pgoctyna K AaHHbIM U KOHTPOS BbINOJIHEHUS Onepauuii.

TexHONorus NPUMEHEHNST PeLUeHUii, orpaHnYMBato,as AoCTyn, nepefavy koMaHg ynpasfeHus A1S BbIMNOSIHEHUSA
onepauuii 1 nepegadvy faHHblX, AO/DKHA OblTb peasiM3oBaHa NPo3payvHbIiM A1 3TUX NPOLEeCccoB 06pa3oM Tak, YTO6bl Mu-
HUMU3NPOBaTh B/IUSIHWE HA BPEMEHHbIE XapaKTepuUCTUKU paboTbl CUCTEMbI, NOKa3aTenNn ee NPOM3BOANTENbHOCTY, HadexX-
HOCTM M 6€30NacHOCTH.

A.2.6 OrpaHnyeHusa Ha npMMeHeHve WwabrsioHa

MpuMeHeHune wabnoHa MOXeT BbiTb OrpaHMYeHo B cncTemMax ¢ TpeboBaHWAMU K BbINOSIHEHWIO B peasibHOM Bpeme-
HY, a Takke B cucTemMax C NOBbILEHHbIMY TpeboBaHUAMMU K (DYHKLMOHAIbHON 6e30MacHOCTM U HaAEeXHOCTU BCeAcTBue
HEO6X0AMMOCTM MepexBaTa MOTOKOB AAHHbIX W/WAW NOTOKOB YNpaB/ieHWs W BO3MOXHON G/OKMPOBKM 3TUX MOTOKOB, YTO
NOTEHUMANIbHO MOXET MOBANUSATL Ha BbINOSIHEHNE YNOMSAHYTbIX TPEGOBAHNIA.

A.2.7 JonycTnMble moaudukaymm wabnoHa

JonycTumo mMcnonb3oBatb AN peanusauun mMoayns NpUHATUS pelleHunid wabnoH «MOHUTOP», B KOTOPOM:

- a/irfopUTMbl aHann3a npegHasHavyeHbl 415 BblYUCNEHNA BEPAUKTA O Pa3pelleHnn Wan 3anpeTe fgoctyna K aHHbIM
WNn akTuBam, paspelleHny Wam 3anpete BbINOIHEHUSA onepauun Uan paspeLlleHny v 3anpeTe nepefayu faHHbIX;

- MOAyNb peakuuun, KOTOpbIA nepefaeT BblYUC/EHHbIM BEPAVKT MOAYM NPUMEHEHUS pelleHns uau cosnajaeT C
MoAyneMm NpYMeHeHUs pelleHus (CM. PUCYHOK A.2.2).

JonycTumo ucnonb3oBatb Mogudukaummn, onnucaHHble ansa wabnoHa «MOHUTOP», NPY YC/I0BUW BbIMOSIHEHUSA Tpe-
60BaHUN K MOAY0 NPUHATUSA PELUEHUA U YKa3aHHbIX Bbille OrpaHnuYeHnii gns HacToswero wabnoHa.

26



FOCT P 72118—2025

PucyHok A.2.2 — Mopgudmkayma wabnoHa «PasgenbHoe npuHATUE U NPUMEHEHME peLleHuii
0 6e30MacHOCTM» Ha OCHOBe wWabnoHa «MoHUTOp»

JonycTMocTb MoAudIMKaLuuii, He BXOASLWNX B YKa3aHHbI nepeyeHb, A0/MKHA 6biTb 060CHOBAHA MpY NPOEKTUPO-
BaHUMN apXUTEKTypbl U DopMUpOBaHUM Tpe6GoBaHUiA, NpeabABASEMbIX K CUCTEME Ha OCHOBE Leneil n npeanosioxeHui
6e30nacHOCTV A/1s 3TOl CUCTEMBI.

A.3 WabnoH «Mepapxusa gosepusa»

A.3.1 Ha3HauyeHue wabnoHa

LLla6noH npefHasHayeH onsa opraHM3auun nepapxun oBepus 3/IeMeHTOB B CUCTEME TakuM 06pasoM, 4To foBepue
MHOXECTBY 3/IEMEHTOB Ha KaX[0M YpPOBHE Mepapxuu, Kpome MnepBoro, OCHOBLIBAETCA Ha MOC/efoBaTesIbHOCTU foKa3a-
TeNbCTB LUEeNOCTHOCTU U ayTEHTUUYHOCTU 3/IEMEHTOB NpeablAyLero YpoBHs, a Takke CNoCO6HOCTU 3/ieMeHTa (3/1EMEHTOB)
npeablayLwero ypoBHs 3acBUAeTesIbCTBOBATb LLe/IOCTHOCTb U ayTEHTUYHOCTL 3/IEMEHTOB C/eAYIOLEro YPOBHS.

A.3.2 Tunosble Ub

Tunosble LIB npyn npumeHeHnn WwabnoHa BKIKYaloT:

- obecneyeHune LLENOCTHOCTM NPOrpaMMHOro obecnevyeHnss CUCTEMbI;

- obecneyeHne ayTEHTUYHOCTM NPOrpaMMHOro obecnevyeHnss CUCTEMbI;

- obecneyeHune JO/MKHOIO NOBEAEHNA NPOrpaMmMHOro ob6ecrneyeHnss CUCTEMbI B COOTBETCTBUN CO crneuudmnKaunsamm
3TOro noBefeHuns.

A.3.3 MpeanosioxeHns 6e3onacHoOCTU

MB BkNtOYaloT:

- BO3MOXHOCTb obecnevyeHns foBepus OAHOMY (KOPHEBOMY) 3/IEMEHTY OpraHu3auMOHHbIMWU WU TEXHUYECKUMU
MeToJamu, peanu3auns KOTOpbIX JIEXUT BHE peanusauuun wabnoHa v CUCTEMbI, B apXMTEKType KOTOpO/ OH MPYMEHEH.
Llenbio opraHM3auoHHbIX U TEXHUYECKUX Mep 06ecneyeHns NePBUYHOIO 4OBEPUSI MOXET ObiTb 06ecneyeHne r3nyeckoi
6e3onacHocTu, obecnevyeHne CEKPETHOCTM HEKOTOPOW KNHUYeBOl MHhopMauum 1 T. 4.

MpepnonoXeHna 1 ycnosus, Npu KOTOPbIX LWAGMOH HEe MOXET 6biTb NMPUMEHEH:

- Hea(pheKTMBHOCTb OpPraHN3aunoOHHbIX U TEXHUYECKMX MeTOA0oB o6ecnevyeHns fOoBepus KOPHEBOMY 3/1IEMEHTY ue-
papxuun gosepus.

MpumeuaHune — lMoj HEI(EKTUBHOCTLIO OPraHN3aLMOHHBIX U TEXHUYECKUX METOL0B 06EeCneyeHns f0Bepust
MOHMMAaEeTCs (pakTMYeckasi KOMNPOMeTaLUmsi UM OYeBUAHAS BO3MOXHOCTb KOMMPOMETaLunM UHGOpMaLMOHHOW 6e3onac-
HOCTU 3/1eMeHTa (CornacHo chopMy/IMPOBAHHBIM A1 HEro uensam 6e30MacHoCTM), HECMOTPS! Ha peann3auui BCex 3TUX
MeTO/0B.

A.3.4 OnncaHne pelleHus

DnemMeHTbl CUCTEMbI, peannsyloLen WabnoH:

- KOpeHb JoBepUs, 3/IeMEHT, OBEPUE KOTOPOMY obecrneunsaeTcs OpraHn3aLuMoHHbIMU UM TEXHUYECKUMIN MeToda-
MW, peanunsaums KOTOPbIX /IEXUT BHE peanu3auun WwabnoHa v CUCTEMbI, B apXMTEKTYpPe KOTOPOL OH MpUMEHeH; foBepue
OO/IKHO BblpaXaTbCsa B ONpeAeeHHbIX XapakTepucTukax afieMeHTa;
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- 9/1IeMEHT UM MHOXECTBO 3/IEMEHTOB, [lO0BEpUE KOTOpbIM 06ecneumBaeTcs Yepes 3aBUCMMOCTb UX SIBHO BblpaXeH-
HbIX XapakTepucTuK Le/IOCTHOCTU U/MNN ayTEHTUYHOCTU, OT XapakTepUCTUK KOPHA A0Bepus;

- 3/IeMEeHT UM MHOXEeCTBO 3/IEMEHTOB, [J0Bepue KOTOpPbIM obecrneynBaeTcs Yepes 3aBUCUMOCTb WX SAIBHO Bblpa-
XEHHbIX XapakTepuUCTUK LEeNOCTHOCTU W/MAN ayTEHTUYHOCTU, OT XapaKTepuCTWK 3/1ieMeHTa (3/1eMeHTOB) npeablayLinX
YPOBHEIA.

B3anmogeiicTBre anemeHTOB LWabnoHa «/epapxus gosepusi» npeactaB/ieHo Ha pucyHke A.3.1.

PucyHok A.3.1 — LWWabnoH «Mepapxus gosepusi»

MpumeyaHne — XapakTepucTukn anemeHTa, KOTOpble MOryT 3acBuAeTe/NIbCTBOBaTL [l0BEpPUEe K 3TOMY 3Jie-
MEHTY, 06bIYHO MpeAcTaBAAT coboi kpuntTorpatnyeckme NPUMUTHBLI, TaKMe Kak KOHTPO/IbHass cymma Uan 3neKkTpoHHas
noanuck. Kpome 3toro, foBepure MoxeT ob6ecrneynBarbCs rapaHTUMU HEBO3MOXHOCTU BHECEHWNA HEeCaHKLMOHUPOBaHHbIX
M3MEeHeHU B cocTaB nporpaMmHoro o6ecneveHus (MO) 3neMeHTOB, COCTaBAALWMX YaCcTb Mepapxuun gosepus. Takue
rapaHTUy AO/MKHbI GbiTb 06ecneyeHbl B TOM YWC/Ie apxXMTEeKTypoi cucteMbl 1 npoueccamn peanusauum CKUB.

A.3.5 TpeboBaHMA K TEXHOJIOTNN Pa3paboTKM 3/IEMEHTOB CUCTEMbI

TpeboBaHMA K TEXHOMOMMU pa3paboTKM 3/IEMEHTOB CUCTEMbI HE NpeabsBAAIOTCA.

A.3.6 OrpaHnyeHusa Ha npMMeHeHue WwabrsioHa

OrpaHu4yeHus Ha npumeHeHue wabsioHa OTCYTCTBYIOT.

A.3.7 JonycTumble mogmdmkaunm wabnoHa

JonycTumMo npu NPUHATAN peLleHns o 4OBEPUN A5 OTAE/bHbIX 3/IEMEHTOB MepapXxun LOBEPUS OCHOBLIBATHLCSA Tak-
Xe Ha A0NO/IHUTENbHbBIX YC/I0BUAX, HE CBA3AHHbLIX UCKMHOUYUTENBHO C XapakTepuCcTUKammn KOPHSA LOBEPUS.

JonycTuMocTb Npounx MoaudmkaLmini gomkHa 6biTb 060CHOBaHa Npy NMPOEKTUPOBAHMUM apXUTEeKTypbl 1 hopMupo-
BaHUW TpeboBaHWi, NpeabsABASAEMbIX K CUCTEME Ha OCHOBE Ueneli U NpeanosioxeHnii 6e3onacHOCTM A1 3TON CUCTEMBI.

A.4 WabnoH «be3onacHasa 3arpyska»

A.4.1 HasHauyeHue wabsioHa

La6noH npegHasHayeH 4718 opraHu3auny 3arpyskn ycTpoiicTeBa C UCNO/b30BaHNeM TObKO NporpaMMHOro obecne-
YeHusl, KOTOPOMY A0BepsieT M3roTOBUTESb annapaTtHoli nnatdgopmel (060pyA0BaHUA) CUCTEMBI.

A.4.2 Tnnosble Ub

Tunosble LB npy npyumeHeHnn wabnoHa BKOYAKOT:

- obecneyeHne LLeIOCTHOCTN 6a30BOr0 NPOrpaMMHOro obecneyeHus;

- obecneyeHne ayTeHTUYHOCTN 6a30BOr0 NPOrpPaMMHOro obecneyeHus.

A.4.3 MpennosioxeHnsa 6e3onacHOCTU

MB BKAOYaloT:

- [oBepue annapaTHoit nnatdopMe (060pyA0BaHNIO) CUCTEMbI B CMbIC/IE OTCYTCTBUS annapaTtHbIX U NPOrpamMmMHbIX
3aKnagok;

- cOXpaHeHue LLe/IOCTHOCTU M ayTeHTUYHOCTY 3arpy3ymnka NnepBoil CTagumn 3arpy3ku v KoyYeBol nHdopmaumm, xpa-
HUMBIX B NAMATN TOMBbKO ANA YTEHUS.

MpeanonoxeHus 1 ycrnoBus, Npy KOTOPbIX WAabAoH He MOXET OblTb NPUMEHEH:

- He3a(PPEeKTNBHOCTb OpraHn3aLMOHHbIX Y TEXHUYECKMX METOA0B o6ecrneyeHns foBepus 060pyA0BaHNIO CUCTEMBI.

A.4.4 OnucaHne peLueHus

Lla6noH peanusyeTtcsa Ha OCHOBe WabnoHa «uepapxus aosepus». MNpu 3TOM KOpPeHb AOBepus npencrasnseT co-
60i1 3arpy3unk Nepeoi cTagum 3arpy3kn n kpuntorpaduyeckuin knod (K1um uam ceptudukatbl, Cogepxalyme KayveByr
MH(OpMaLMIO), XpaHMMble Ha ypOBHE annapaTHON nnaTtgopmbl U UCNOb3yeMble A1 MPOBEPKN LeNIOCTHOCTU M ayTeHTWY-
HOCTW KaK BCTPOEHHOro NporpaMMHOro obecrneyeHus, Tak v KnioYeBoi MHgopmalmMmn, XpaHMMOoii 3arpy3umkomM cnegytoLuen
cTaguu.
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Ha kaxzgom aTane 3arpysku onepauyvoHHON CUCTEeMbl, HauYMHas OT MOMEeHTa nojayn nuTaHus A0 NOJSIHOWM 3arpysku
1 nepefjayv ynpassieHUs MOMb30BaTeNio, 3arpy3umk Ha Tekylleli cTagun 3arpysku npoBepsieT LEenoCTHOCTb W ayTeHTuY-
HOCTb NPOrPaMMHOrO KoAa, MCMOMb3YyeMOoro Ha crepylowein ctagun, nytem nposepku ero 3l. Takum o6pa3oM MoxeT
rapaHTMpoBaTbCs, YTO Ha Kax[ol cTaguu 3arpysku ycTpoircTea 6yaeT nponcxofuTb NPoOBeEpKa ayTEHTUYHOCTM U LenocT-
HOCTW NporpamMHOro koga. byayTt 3arpyxaTbCsl TONIbKO KOMMNOHEHTbI, NOAMUCaHHbIE 3apaHee U3BeCTHbIMU cepTudimkara-
MU, XPaHALWMMUCS B JOBEPEHHOM XpaHunuuie. Y 3M10yMblLUIEHHNKA He ByAeT BO3MOXHOCTY NOAMEHUTb KOA HWU Ha OAHON
cTagumn 3arpysku.

DNeMeHTbl CUCTEMbI, peanusyioLlel WabnoH:

- 3arpys4yvK NnepBoi CTagun 1 KOPHEBON cepTudmkaT, XpaHumMble B NaMaTu, 4OCTYMHON TONbKO ANS UTEHUS;

- 3arpy34vK BTOpOW cTagumn n ceptudukat(bl) 3arpy3ynka BTOPOI cTaguu;

- 3arpy3uuk TpeTbeli ctagum n ceptudpmkat(bl) 3arpy3umka TpeTbeli cTagnm;

- A4p0 onepauuoHHOl cuctemMbl 1 cepTudunkat(bl) ypoHsa OC;

- 3/1IEMEHTbI, OTHECEHHbIE K MPU/IOKEHUAM MPOCTPaHCTBA MO/b30BaTeNs.

B3anmogeiicTBue 3/1IEMEHTOB CUCTEMbI, peannsytoLein WwaboH NpyM NPoBEpKe 3/1IEKTPOHHbLIX NOAMNMCEN, NoKasaHo
Ha pucyHke A.4.1.

PucyHok A.4.1 — LWabnoH «besonacHasn 3arpyska»

A.4.5 TpeboBaHMA K TEXHONOIMN pa3paboTKn 3/1eMEHTOB CUCTEMBbI

Heob6xoanmo opraHu3oBaTb XpaHEHMEe Ha ypoBHe annapaTHoi nnatopmbl 3arpy3uvka nepBoi cTagum 3arpyskm v
KpunTorpaduyeckoro kit4a (kaw4deli nnn ceptudmkaTos, CofepXalinx KAYeByd MHhopMaLmio).

Heobxoavma rapaHTis CO CTOPOHbI annapaTHoi NnaTdopMbl LLENOCTHOCTM M ayTeHTUYHOCTW 3arpy3uyuka nepsoit
cTagnnm n KpunTorpaduyeckoro katda (kyen nnm cepturkaTos, coaepXallmx KUYeByo MHopmaumio);

Heobxoanma peanusauma kpuntorpaddmyecknx anroputMOB MPOBEPKA ayTEHTUUYHOCTU U LENOCTHOCTU LUPOBbLIX
06pa3oB UCNOMHAEMOro Ko4a C MCMO/Ib30BaHNEM XPaHMMbIX WIN CTEHEPMPOBAHHbLIX B NpoLecce paboTbl KoYel.

A.4.6 OrpaHnyeHUs Ha NpMMeHeHue WwabsioHa

OrpaH/YeHns Ha NpUMeHeHue WabnoHa OTCYTCTBYIOT.

A.4.7 JonycTMble moandukaumn wabnoHa

JonycTuMo nsMeHeHne KonmyecTsa CTaguii JOBEPEHHONW 3arpysku.

JonycTuMocTb Npounx Moamdukalmii 4o/mkHa 6biTb 060CHOBaHa NMpW NMPOEKTUPOBAHUM apXUTeKTYpbl U hOpMUpo-
BaHWM TpeboBaHWil, NpeabABNSAEMbIX K CUCTEME HA OCHOBE Lefieil n NpeanosioxeHnii 6e30MacHOCTU ANS 3TOW CUCTEMBI.

A.5 WWabnoH «BblgeneHHbIn 06paboTUmnK ANS OUNCTKN AAaHHbIX»

A.5.1 HasHa4yeHue wabsioHa

La6noH npefgHasHayeH ANS NPOBEPKWU LLEIOCTHOCTU M 6€30NacHOCTM NOTOKa AaHHbIX, NMOCTYyNatoWmMX Ha BXO4 CU-
CTeMbl, KOTOpas NO3BOISIET CHU3UTb NOBEPXHOCTb aTaknW Ha CMOXHbIE 3N1EMEHTbl CUCTEMbI 3@ CYET BbIHECEHUSA (PYHKLUN
NPOBEPKY B CrneLnanbHblii U30/IMPOBAHHbIA KOMMOHEHT.

A.5.2 Tunossble UB

Tunossble LUb npn npyumeHeHun wabnoHa BKIKYAKOT:

- 3alUUTy 3N1IEMEHTOB CUCTEMbI OT HEKOPPEKTHbIX, M/I0X0 CPOPMUPOBAHHbLIX BXOAHbIX AaHHbIX, CMOCOGHbLIX HAHECTH
ywep6 npu 3710HaMepeHHO akcnayaTauun yasBUMOCTEN B 3TUX 3/ieMeHTax.

MpumeyaHne — log HEKOPPEKTHLIMU, MIOXO CPOpMMpPOBaHHbIMK (aHrn.malformed) gaHHbIMU NOHUMAOTCA
BXOAHble AaHHble, cneunanbHbiM 06pa3oM NOArOTOB/IEHHbIE 3/T0YMbIWIEHHUKOM Takum 06pa3om, 4Tobbl Npu HaNnuMM B
CUCTEME YSI3BMMOCTU peann3oBaTb Yrpo3y 6e30macHOCTU, HanpuMep Bbi3BaTb 0TKA3 CUCTEMbI, BbINOHUTL NPOrpaMMHbIi
kof, 060MTN MexaHu3M ayTeHTUduKaLmm 1 Nony4YnTb HECaHKLMOHUPOBAHHbIA AOCTYN U T. M,
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- OYNCTKY AaHHbIX OT KOHMAEHUMaNbLHOW MHopMaunuy nepes nepegadeii Ux BHELWWHEMY HE4OBEPEHHOMY areHTy,
B TOM uucne nepej pasmelleHveM B ceTax obuiero gocryna.

A.5.3 MpegnosioxeHnsa 6e3onacHOCTU

MB BKNOYAIOT M3BECTHbIN hOPMAT AaHHbIX U U3BECTHbIA NPOTOKOA 06MeHa AaHHbIMK.

MpeanonoxeHna v ycnoBus, Npu KOTOPbIX WabnoH He MOXeT OblTb MPUMEHEH: AaHHble, KOTopble TpebyeTcs KOH-
TpoNMpoBaTh, MOABEPraloTCA LWMMPOBAHNIO, U HET BO3MOXHOCTU paclundpoBaTb UX Ha YPOBHE KOMMOHEHTA, peasn3yto-
LLLero NpoBepky 1 06paboTKy AaHHbIX.

A.5.4 OnucaHune pelieHns

KpynHble 1 CAOXHble 31eMeHTbl CUCTEMbI (Takue, Kak 6asbl AaHHbIX, MUKPOCEPBUCHI U T. 4.) 06najaoT 06LWNPHOi
NMOBEPXHOCTbIO aTaku, B CBA3N C YeM YC/IOXKHAEeTCs 3ajava obecnevyeHus 6e30MacHOCTU W MPOBELEHUS MPOBEPOK AN
yCTaHoBNeHNs fosepus. N yMeHbLIeHUA NOBEPXHOCTU aTaku PeKOMeHAYyeTCs 3apaHee MpPoBOAWUTL NMPOBEPKY BXOAHbIX
JaHHbIX Ha MX 6€30NacHOCTb OTHOCUTE/IbHO 3TUX 3/IEMEHTOB, B TOM yucne TpebyeTcsa NpoBOAMTb HEOOXOAUMYH OYUCTKY
3TUX Aa@HHbIX OT NEKCUYECKNX N CUHTAKCUYECKMX KOHCTPYKLMIA, NpefcTaBasiowmx ONacHOCTb B OTHOLIEHUN NOTeHuManb-
HbIX YA3BUMOCTEl B 3/1eMeHTax cucTembl. MogobHbie MPOBEPKY M OYUCTKY PEKOMEHAYEeTCs BbIHECTW B OTAESbHbIA, He-
60/1bLWONM, N30/IMPOBAHHbIA KOMMNOHEHT, OTBEYAKLWMNIA cneayrwmnm TpeboBaHUsAM:

- peanusauuss moHuTopa 6e30MacHOCTM Nepecbiok (Pexum paboTbl «B paspbiB» — NepexsBaT BCEro BXOAsLLEro
noToka faHHbIX 6e3 BO3MOXHOCTM 06X04a KOMMOHEHTa);

- MonlyyeHue Ha BXOf, NPOBEPKY, OUYNCTKY 1 Nepefady Ha BbIX0f NOTOKa JaHHbIX C NPUEMSIEMbIM YPOBHEM 3a4ePXK/
n noTepw;

- NPUMEHeHVe NpaBuna NPOBEPKN Y OUYUCTKN AaHHbIX Ha OCHOBE 06HOB/SieMOro Habopa npasus.

OnemeHTbl CUCTEMbI, peanunsyloLlen WwabioH:

- WCTOYHVWK OAHHbIX;

- nonyvartesnb AaHHbIX;

- KOMMOHEHT, peannsyoLnin NpoBepky 1 06paboTKy AaHHbLIX Nepes nepegadvein nonayyarento.

B3anmogeiicTBne anemMeHTOB LabioHa npeacTaBneHo Ha pucyHke A.5.1.

PucyHok A.5.1 — LabnoH «BblaeneHHblli 06paboTUnK AN OYNCTKU AaHHbLIX>»

A.5.5 Tpeb6oBaHUA K TEXHOIOTUM pa3paboTKn 3/IEMEHTOB CUCTEMbI

Heo6Xxo4MMO VCKIIOUYNTL KaHaulbl nepefayn AaHHbIX Mexay WCTOYHMKOM W nosyyaTesieM AaHHbIX, KOTOpble MOryT
6bITb MCNONBL30BaHbI AN Nepefayn HeobpaboTaHHbIX faHHbIX. FapaHTUW OTCYTCTBUSA CKPbITbIX KaHasioB WM HEBO3MOX-
HOCTM MCMNOJIb30BaHUA Takmx KaHasfoB 3/1eMEHTaMu CUCTEMbI, peanu3ylowmnmmn WwabnoH, MoryT 6biTb NpefocTasieHbl Ha
HU3KOM YPOBHE OTHOCMTENIbHO peanu3auun wabnoHa.

Heobxoammo obecneunTb ayTEHTUUYHOCTL U LLEeNOCTHOCTL KaHasa nepegayn AaHHbIX Mexay KOMMNOHEHTOM, peasiu-
3YIOWMM OYUCTKY AaHHbIX, W nosydyaTenem AaHHbIX 4715 UCKNIYEHUS NoALeNKM AaHHbIX W atakn «4enoBek nocepesmHes.
FapaHTUM ayTEHTUYHOCTU W LENOCTHOCTU KaHana nepefayn AaHHbIX MOryT 6biTb NpefocTaB/ieHbl HA HU3KOM YPOBHE OT-
HOCUTE/IbHO peanu3auny wabnoHa.
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Heobxoaumo peannsoBaTtb NOAXOAbl K 06ecneyeHnto KOPPEKTHOCTU NPON3BOANMON 06paboTkM (OUMCTKM) AaHHbIX, B
nepBytlo oyepeib MeTOAMYECKME W KOOMepaunoHHble Noaxoapl, o6ecneymBatoLlme 6€30NacHOCTb U KOPPEKTHOCTbL paboThbl
nNporpamMMHOro Koga KOMMOHeHTa, peanunsylowero nposepky n o6paboTky (0OUMCTKY) AaHHbIX.

A.5.6 OrpaHu4eHus Ha npumeHeHune WwabnoHa

MpumeHeHne wabnoHa MOXeT 6biTb OrpaHUYeHO B CUCTEMAx C TPe6OBaHMAMM K BbINOSIHEHNIO B peasibHOM Bpeme-
HW, @ TaKkxe B CUCTEMAax C MOBbIWEHHbIMN TPEOOBAHMAMU K (DYHKLNOHA/IbHOW 6€30MacHOCTU M HafEeXHOCTU BCreAcTBue
Heo6Xx0AMMOCTM 06pabOoTKN AAaHHbIX U BO3MOXHOIO U3MEHEHUS AaHHbIX, YTO MNOTEHLMa/IbHO MOXET NOB/MATbL Ha BbINOS-
HeHVe YyNnoMSsIHYTbIX Tpe6oBaHWiA.

A.5.7 flonycTumble moguurkaymm wadbnoHa

[onycTuMo npuMeHsTb WabnoH He TO/IbKO A/19 06paboTkM (OYUCTKM) AaHHbIX, HO Takke C Lenblo Hopmanu3lauuu
Wn n3meHeHns dopmaTa AaHHbIX 415 obecneyeHns Nx KOPPEeKTHOW MHTepnpeTauuy nonayyaTtenem.

LonycTuMo NpMMeEHSTb WabMoH C LeNbld MOHUTOPMHIa 6e30NacHOCTU faHHbIX 6e3 nx 06paboTkn (0UMCTKN), TONBKO
071 MPOBEPKN AaHHbIX, KaK NMokasaHo Ha pucyHke A.5.2.

PucyHok A.5.2 — LabnoH «BblgeneHHblli 06paboTunk AN NPoBepKn AaHHbIX»

JonycTuMocTe moaudmkaunii, He BXOASALWMX B yKa3aHHbI/i NepeyeHb, Jo/kHa 6biTb 060CHOBaHa Npu MPOEKTUPO-
BaHUM apXMUTEKTYpbl 1 POpMUPOBAHUM TPEBOBaHWUIA, NpeAbsBNSEMbIX K CUCTEME Ha OCHOBe Leneli v npeanonoXxeHui
6e30nacHOCTX 4/ 3TON CUCTEMBbI.

A.6 LWa6noH «BblaeneHHbIi MexaHn3M noaAepXaHus CocTosiHua 6e3onacHoCTU»

A.6.1 HasHa4yeHue wabsioHa

LWa6bnoH npegHa3HauyeH 415 OLHOBPEMEHHOrO KOHTPO/A COCTOAHWS 6e30MacHOCTU CUCTEMbl M COCTOSIHWIA, CBSI-
3aHHbIX C Tpebyemol NOrnMKol UCNOMIHEHUSA CUCTEMOW HEKOTOPOW (OYHKUUW, C NPUHYAUTENbHLIM NEPeBOLOM CUCTEMbI B
rapaHTMpoBaHHO 6e30MacHoe COCTOsIHME Npu HeobX0AUMOCTU.

A.6.2 Tunosble UB

Tunosble LB npy npumeHeHun wabsoHa BKIOYAOT COXpaHeHUe rapaHTMpoBaHHO 6e30MacHOro COCTOAHUSA CUCTe-
Mbl (COCTOSIHUA MO YMOJTYaHWIO) NPY BbINONHEHUN (PYHKLUN CUCTEMBI.

Mpumep noagepxaHnsa rapaHTMpPOBaHHO 6e30MacHOro COCTOSHUSA NPU BbINOSIHEHUM (IYHKLUMW CUCTEMbI: MPWU Bbl-
NoNHeHMN PYHKUMKM O6HOBNEHNSA 1O cucTtemMbl NpYMeHeHue wabnoHa AO/MKHO rapaHTupoBaTb 6e3onacHocTb (LenocT-
HOCTb U ayTEeHTUYHOCTb) 06pa3oB OO6HOBMEHUSA /IMG0 OTKA3 B BbINOJIHEHUW OGHOBMEHUA. [apaHTMPOBaHHO 6e30MacHbIM
COCTOSIHMEM B 3TOM C/lyyae siBNseTcA 0TKa3 (HEBbINO/IHEHWE) OBHOBMEHUSA N COXPAHEHWE TeKyLlero COCTOSAHUA CUCTEMbI
B NPOTNBOBEC HEKOPPEKTHOMY UM 3/10BPELHOMY OGHOBJIEHUIO.

Jpyrum npymepom noffepXxaHus rapaHTMpoBaHHO 6e30MacHOro COCTOSHWUSA ABMSETCA OTKYEeHWe Hebe3onacHbIX
PyHKUMI paboTbl C haiinammn, NOAyYEeHHbIMU U3 BHELUHWX UCTOYHWKOB, A0 SBHOMO ykasaHus nofib3oBaTenieM pakta [o-
BEPUS KaxAoMy M3 aTux chaiinos. Ecnm MO, B KOTOpOe 3arpyeH HefoBepeHHbIli dalin cnoxHoro copmara (4OKyMEeHT,
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Tabnvua, nsobpaxeHue), UHULUUUPYET NOTEHUMaNIbHO BpPeAOHOCHble AeNCTBMA (3anyck cKpunTa, McnonHsemoro caiina,
obpauieHne K pecypcam), TO 3Tu AelicTBusA 6yayT 3a610KMPOBaHbI.

A.6.3 MpegnosioxeHnsa 6e3onacHOCTU

MB BKAOYalOT:

- OTCNIeXMBAeMOCTb NapaMeTpoB BbINOSHEHNSA (DYHKUUWM CUCTEMbI CO CTOPOHbI BblAENIEHHOTO0 MexaHu3ma 6esonac-
HOCTW;

- BO3MOXHOCTb MOJSIHOTO (MCYepnbiBalOLLEr0) onpefeneHns nepexoja cucteMbl B Hebe3onacHoe COCTOsiHME Mo
3TMM napameTpam.

MpeanonoxeHna v ycnoBus, Npu KOTOPbIX WAa6M0H He MOXeT ObiTb NPUMEHEH: HEBO3MOXHOCTb OCTaHOBA BbIMNO/I-
HEHMA PYHKLUMW CUCTEMbI BHELUHUM MEXaHW3MOM WY BMeLLaTesIbCTBa B BbINOIHEHNE (DYHKUMKN 4719 06ecneyeHus rapax-
TUPOBAHHO 6€30NacHOro COCTOSIHUA.

A.6.4 OnucaHne pelleHns

La6noH onucbiBaeT cnocob6 3aluTbl, aHa/NOTUYHbIA peann3auuy NPoTUBOABAPUAHON 3awiuTbl MPOMbILLNEHHbIX
YyCTaHOBOK MpU NOMOLLM OTAENbHO CTOAWMX NPUBOPHBIX cucTem BeszonacHocTn. O6sA3aTesibHbIM YC/I0BMEM MOCTPOEHUA
Takol cMcTeMbl SBNSieTCA BbIBOA, KOHTPOJIMPYEMOro YCTAHOBKOW npouecca B pesynbTaTte ee cpabatbiBaHUsA B 6e30nacHoe
COCTOSIHME «MO YyMOn4aHuio». Kak npasBuno, yCTpoWCTBa, COCTaBAsAOLWME NPOTUBOABAPWIIHYIO 3almuTy, CO3[al0T Takue
ynpasnsiowme Bo34elCTBUSA, KOTOPbIE JO/MKHbI OCTAHOBUTbL HeXenaTeslbHOe pa3BuTe COObITUIA CTOYKM 3peHnst DYHKLMO-
Ha/bHOWM 6e30nacHoCTU. Cx0oXuM 06pa3om, BblJeNeHHbI 3/1EMEHT CUCTEeMbI JO/MKeH obecneunBaTb NogaepxaHue cocTo-
AHNA MHPOPMALMOHHOW 6€e30MacHOCTM COMacHO 3HAYEeHNSM KOHTPOIMPYEMbIX NapaMeTpoB (YHKUUN CUCTEMbI N NPpU He-
06X04MMOCTIN OCTaHaB/IMBaTh BbIMNO/HEHNE (PYHKUUN CUCTEMbI NGO He faBaTb CUrHasl Ha ee BbINONIHEHNE/NPOAO/KEHNE.

dnemeHTbl CUCTEMbI, peannsyloLlein WwabioH:

- WCTOYHVK aHHbIX WK COBbITUIA ANA BbINONHEHWA (DYHKUUW CUCTEMBI;

- 9/1IEMEHT CUCTEMbI, peanu3yoLmnini KOHTPOb COCTOSAHMSA 6e30NacHOCTH;

- 3/IeMEeHT CUCTEMbI, peanu3yroLwmnini yHKLUNIO;

- npasuna v NOAMTUKN, KOTOPbIM COOTBETCTBYET 6e30nacHoe BbiNO/IHEHNE DYHKUUN;

- XYpHan KOHTPO/S COCTOAHWUA 6e30MacHOCTH.

B3aumopgeincTere aneMeHTOB WabnoHa npeacTaBneHo Ha pucyHke A.6.1.

PucyHok A.6.1 — LWa6noH «BblgeneHHblii MexaHW3M NoA4epXKaHMsA COCTOSIHMSA 6e30MacHOCTM»
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JonyckaeTcs BapuaHT peanu3auun wabnoHa, B KOTOPOM NepeBoj B 6e30nacHoe COCTOSAHUE CUCTEMbI 3aMeHSAeTCs
Ha paspelueHne BbINONHEHUS PYHKLMU CUCTEMbl. B 3TOM criyyae anemMeHT CUCTeMbI, peanunsyowmnii yHKuno, octaeTcs
B COCTOAHUW «MNO YMOJIHaHUIO» [0 NOJSIyYEHUSA TaKoro paspeLleHus.

Mpumep KOHKPETHOro NPMMEHEeHNs WabnoHa K pyHKUUM 06HOBEHUS CUCTEMbI NOKa3aH Ha pucyHke A.6.2. SneMeH-
Tbl CUCTEMbI, peannsytoLen WwabnoH:

- NCTOYHMK 06pa3oB (6UHapHbIX 06pa3oB, AaHHbIX, UCXOAHbLIX TEKCTOB, CKPMNTOB OOHOB/IEHUS) ANS OGHOBIEHUS
CUCTEMBI;

- 3/1EMEHT CUCTEMbI, peasM3yoLLNiA KOHTPOb LeoCTHOCTU 06HOBNEHWIA;

- 39/1IEMEHT CUCTEMbI, peanunsylolnii obHoBneHne T0;

- npasu/ia u NOANTUKW, KOTOPbIM COOTBETCTBYET 6e30nacHoe 0OHOBJIEHME;

- XXYpHas 0O6HOBMEHWNIA.

Mpy BbINOTHEHUN OOGHOB/IEHUS 3N1EMEHT CUCTEMbI, Peanun3yloLWwmnii KOHTPO/Ib LEeNOCTHOCTW, NPUMEHSET K NOJyYeH-
HbIM JaHHbIM NpaBua NPOBEPKN LLeTIOCTHOCTU U ayTEHTUYHOCTM NOMyYeHHbIX 06pa3oB Ans 06HOBAEeHUA. Mpu ycneLwHon
npoBepkKe 3/IeMEHT, Bbll'lO]'IHﬂIOLLU/IM 06HOBﬂeHI/Ie, nony4vyaeT CUrHana Ha BblMOJ/IHEHWE, B NPOTUBHOM C/iy4yae (B TOM 4yucne B
cny4dae c605 nNpu NPoBepKe) cuctema octaeTcs B 6e30MacHOM COCTOSHUM.

BblgeneHne KOMMNOHEHTa, OCYLLECTB/IAIOLWEro NPOBEPKY, NO3BOMSAET CHU3UTbL BO3MOXHOCTb KOMNpomeTauum gyHK-
LUun CUCTEMbI Yepe3 aTtaky oTkasa B 06CNyXmnBaHuy Ha (PyHKUMIO NpoBepkn 6e30nacHoCTy.

B3anmogeiicTBue 31e€MEHTOB LWab/oHa NpeacTaBeHO Ha pucyHke A.6.2.

PucyHok A.6.2 — LLa6noH «BblgeneHHblii MexaHu3m noggepxaHus
COCTOSAAHNA 6e3onacHOCTM npu 06HOBIeHUK MO»

A.6.5 TpeboBaHMA K TEXHOMOMMN pa3paboTkn 3/IEMEHTOB CUCTEMbI

Heobxoanmo obecneunTb ayTEHTUYHOCTb, LLE/IOCTHOCTb M AOCTYNHOCTb KaHana, UCMnosb3yemoro Ans nepesoja B
6e3onacHoe COCTOsHMEe, A1 UCKIIOYEeHNS NOAAENKN AaHHbIX U aTakn «4esioBeK nocepeguHe». FapaHTnm ayTeHTUYHOCTH,
LeNOCTHOCTM 1 AOCTYNMHOCTW KaHana nepefavv AaHHbIX MOTYT OGbiTb MpeaocTaB/ieHbl HA HU3KOM YPOBHE OTHOCUTE/IbHO
peanusaummn wabnoHa.
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HeobxoamMmo peann3oBaTtb NOAX0Abl K 06ecnevyeHnto KOPPeKTHOCTN KOHTPOS COCTOAHWUA 6e30nacHOCTH, B NepByro
oyepedb MeTOAMYECKME M KOOonepaumoHHble Noaxofbl, obecneumBarolime 6e30MacHOCTb M KOPPEKTHOCTb pPaboTbl Mpo-
rPamMMHOro Kofa KOMMOHEHTA, peasin3yloLero KOHTPOsib COCTOAHMA 6e30NacHOCTU.

A.6.6 OrpaHnyeHunsa Ha nNpMMeHeHue WwabsioHa

MpumeHeHne wabnoHa MoxeT OblTb OrpaHMYEeHo B cucTemax ¢ TpeboBaHWSAMU K BbINOSIHEHWIO B peasibHOM Bpeme-
HW, @ TakKe B CUCTEMAaXx C MNOBbILWEHHbIMU TPe6oBaHNAMMN K (PYHKLMOHANBHOW 6e30NacHOCTU U HAAEXHOCTW BCneacTBMe
HeobxoAnMOoCcTM 06paboTKM faHHbIX U BO3MOXHOIO M3MEHEHUA [aHHbIX, YTO MOTEeHUUasIbHO MOXET MOBANATL Ha BbINo/-
HEHNe YNOMSAHYTbIX Tpe6OBaHNiA.

A.6.7 lonycTnMble moaudukaymm wabnoHa

Jonyctumo peann3oBatb HECKO/IbKO 3/1IEMEHTOB CUCTEMbI, peasM3yowmnX KOHTPOJIb COCTOSAHUSA 6e30MacHOCTU Mo
pasnnyHbIM nNapameTpam, o6ecneyns 3anpeT BbINONHEHUA (PYHKLUUN CUCTEMBI MO KaXAOMYy KaHany nepesoga B 6esonac-
HOe COCTOSIHWE W YCU/IMB TEM CaMblM KOHTPO/Ib.

JonycTumo peann3oBaTb HECKO/IbKO 3/IEMEHTOB CUCTEMbl, peasim3ylowmnx KOHTPOIb COCTOAHNA 6e30nacHOCTM no
pasnnyHbIM MapameTpam, 06ecneynB BbIMOSHEHNE (DYHKLMM CUCTEMbI MO OLHOBPEMEHHOMY paspeLleHnto OT ABYX WUn
6051ee KOMMOHEHTOB (peanunsaunsa NpuHUUNa pasgeneHns o06si3aHHocTeln).

JonycTumocTb Mogudurkaunin, He BXoAsAWMX B yka3aHHbI nepeyeHb, JO/KHA OblTb 060CHOBaHa Npu MNPOeKTUpo-
BaHWN apxuUTeKTypbl 1 hOpMUpoBaHUM TpeboBaHuii, NMpeabsBASEMbIX K CUCTEME Ha OCHOBE Lerneil M npeanosioxXeHui
6€e30MacHOCTV A5 3TON CUCTEMBI.

A.7 Wa6noH «Pa3geneHne NOTOKOB faHHbIX Ha YPOBHE fpaiiBepa pecypcoB»

A.7.1 Ha3Ha4yeHue wabioHa

La6noH npegHasHayeH ans pasfeneHns NoTOKOB AaHHbIX 4718 OrpaHnyYeHns AoCcTyna K pecypcam Ha ypoBHe Apaii-
Bepa pecypcoB C Lefbio obecrneyeHns KOHPUAEHUNANbHOCTU, LEeNOCTHOCTU M B3aUMHOIO HEBJ/IMAHWUA MOTOKOB AaHHbIX.
Mpumepom NpuMeHeHus WwabnoHa ABAAETCS YMeHbLUEHMEe NOBEPXHOCTU atakm Ha BPC 3a cueT pasgeneHuns ogHoin BPC
Ha HeCcKO/IbKO: HanpuMep, OTAeNbHO AN paboTbl C BHELLHEN CeTbio M OTAENbHO ANA paboThl C BHYTPEHHER ceTbio 1 6104-
HbIM YCTPOCTBOM.

A.7.2 Tnnosble LB

Tunosbie LB npu npymeHeHUn wabnoHa BK/IKYAIOT:

- KOH(hMAEeHUManbHOCTb AaHHbIX, 06pabaTbiBaeMbIX B CUCTEME;

- UEeNOCTHOCTb AaHHbIX, 06pabaTbiBaeMbIX B CUCTEME;

- obecneyeHne pexuma AocTyna K cneyunanbHbiM pecypcam (kK npumepy, eauHopasoBblil 4OCTYN K KpunTorpaduye-
CKMM K/Il04aM B MnpoLecce 3arpy3kum CUCTEMbl, OfHOHANPaBeHHbl AOCTYN K KOHPUTYPALUNOHHBIM AaHHbIM W T. M.).

A.7.3 MpepgnosioxeHna 6e3onacHOCTU

MB BkNovaoT:

- KOpPEeKTHOCTb paboTbl ApaliBepoB 1 cucteMHoro MO, nexaliero B OCHOBE peanusauuv gpariBepos pasgensemblx
pecypcos;

- OTCYTCTBME WM HUYTOXHOCTb CKPbITbIX KaHas/i0B [OCTyNa W yrnpaB/ieHus pasfeniseMbiMyi pecypcamMu Ha ypoBHe
HVXenexawux gpainsepos, cuctemHoro MO, kofa NPOLIMBOK YCTPOWCTB 1 060pyL0BaHMUS.

MpeanonoxeHnua n ycrnoBus, Npu KOTOPbIX LWAGMNOH HE MOXET 6biTb NPUMEHEH: Ha/Mune anbTepHaTMBHOINO KaHa-
na pocTtyna K pecypcy, KOTOpblii Mo3BonseT 06x0AuTb YCTaHOB/IEHHbIE HA OCHOBE peanu3auuv wabnoHa orpaHuyeHus
goctyna.

A.7.4 OnncaHne pelweHUA

DNeMeHTbl CUCTEMbI, peannsytowen LWabnoH:

- cybbekTbl foCTyna K pecypcam;

- ApaiBepsbl OCTyna K pecypcam pas/inyHbIX TUMOB, KOJIMYECTBO 3/1IEMEHTOB ONpeaenseTcs YNC/IOM PEeCypCoB Kax-
[0ro TMna, TpebyloLWwmnx pasnyHbIX NOAUTUKA UMK pexuma JocTyna,;

- Nyn pecypcoB KaxAoro Tuma COorlacHO KO/IM4ecTBY 3/1EMEHTOB-ApaliBepoB pecypcoB An1s obecneueHns pasge-
JIEHNSA pPecypcoB, My/1 PecypcoB OnNpefesniaeTca COrnacHo BO3MOXHOCTAM afpecaunn pecypcos (guanasoH ajpecos B
namaTW, BblAENEHHbIA kaHan CBA3U, agpecyeMblil Kak Luenoe, u T. n.).

B3anmopgeicTBme anemMeHToB WabsoHa NpeacTaB/ieHo Ha pucyHke A.7.1.

34



FOCT P 72118—2025

Pecypcbl Tvin 1
JaHHble- — [JaHHble
[paiiBep pecypcoB [Opaiisep pecypcos
vn 1 ™vn 1l
JaHHble ﬂaHtle
Cy6bekT focTyna 1 Cy6bekT focTyna 2
Ja]Hble JaHHble
_I
[JpanBep pecypcoB [JpaiiBep pecypcos
™n 2 ™n2

JaHHble JaHHble

Pecypcb! Tvn 2

Myn pecypcos 2.1 Myn pecypcos 2.2

PucyHok A.7.1 — LlLabnoH «PasgeneHne NOTOKOB AaHHbIX HA YPOBHE ApaiiBepa pecypcoB»

B kauecTBe nosicHAWLLEro npuMmepa paccmotpum BOC, paboTalowme ¢ ceTbio 1 ¢ 6/104HbIMK YCTPONCTBAMMN, KOTO-
pble f0/MKHbI ObITb pasgeneHbl 1 NoMeLLeHbl B pas3Hble JOMeHbl 6e30MacHOCTH.

Cyb6bekTbl u/unn npoueccel, o6pabaTbiBalolime faHHble K3 CeTeli, NPUXOoAsMne Ha pasHble KOHTPO/AEepbl Wan
ajanTtepbl, 4O/MKHbI UCNOMb30BaTh pasHble BAC.

KomnpomeTauus ceteBoii BPC He go/mKHA NPUBOAMTL K KOMNPOMeTaLMm cy6beKTOB M NPOLECCOB, C KOTOPbIMU OHAa
B3aumogeiicTayerT.

PaccmoTpuM yrpo3bl 6€30MacHOCTM Ha NpuMepe NpuoXeHus ¢ ogHoli BOC, koTopas obecneumBaeT cpasy He-
CKO/IbKO TWUNOB B3aMMOENCTBUSA:

- HeJOBEepEeHHbIi KOMMNOHEHT 06MeHMBAETCA AaHHbIMW C NY6ANYHON U NIOKa/bHON CeTbio;

- noslyyeHHas 13 My6ANYHON U NOKanbHOM ceTn MHopMaLmMsa 3anucbiBaeTC B XpaHUAWLLE AAHHbIX Ha XXECTKOM
ONcCKe;

- NOBEPEHHbIN KOMMNOHEHT 06MeHUBaETCHA BbICOKOLLENOCTHbIMU AAaHHbIMU C XXECTKUM ANCKOM;

- HeLO0BEPEHHbIA KOMMNOHEHT 0O6MEHMBAETCA AaHHbIMU C XXECTKMM AWCKOM W yBeLOMAsieT 06 3TOM [0BEPEHHbIN
KOMTMOHEHT.

[nsa BbINONHEHMA nepBOoro TpeboBaHWSA HYXXHO peanu3oBaTb MOAXO04 pasfeneHns ofHon BPC Ha Heckonbko, a
TOYHee, Ha yeTblpe (BOC gna paboTbl ¢ Ny6/IMHYHON ceTbio Ans oboux cybbekToB vau npoueccos, BOC ansa pabotbl C
NIOKa/IbHOM ceTbi A1 060MX Cy6bEKTOB UM NPOLECCOB).
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UTeHne 1 3anucb AaHHbIX U3 XpaHuUNuwia AaHHbIX OCYLWEeCTBASIOT ABa KOMNOHEHTa: «[JOBEPEHHbI KOMMOHEHT» W
«HepoBepeHHbI KOMNOHEHT». [N KaXAoro u3 HUX TpebyeTcsa otaenbHas BAC.

BTopoe TpeboBaHue focturaeTca asTomaTUyecKku npu BbINOSIHEHUW NepBoro TpeboBaHWs, MOCKOLKY pasfeneHve
CeTW Ha HeCKONbKO noAceTei B JaHHOM MpMMepe He paccmartpuBaeTcs.

[Janee, onsa BbINO/HEHUA TpeTbero TpeboBaHNs A0/MKHbI OblTb peasin3oBaHbl He3aBUCUMble XpaHunuwa uHhopma-
umun. ns artoro:

- K ApaliBepy 6/104HOr0 yCTpoiicTBa HEOOXOAMMO NOAKIYNTL ApaiBep pasgena;

- B ApaliBepe pasgena nponucaTtb ABa BblAefIeHHbIX AunanasoHa agpecyeMbix 6710K0B, oAuH Ana cybbekta «[o-
BEPEHHbI KOMMNOHEHT», BTOPOI AnA «HefoBepeHHbIi KOMNOHEHT»;

- obecneuntb B3aMmofelicTBre cybbekTa uam npowecca ToAbKO € NpeaonpefeneHHbIM 418 HEro BblAeNeHHbIM Au-
anasoHoOM ajpecyeMbix 6/10KOB NOCPEACTBOM 3a4aHuNst orpaHnyeHns (MoMTUKM 6e30MmacHOCTW) 4NN ApaiiBepa pasgena.

[ns BbINONHEeHWs nocnegHero TpeboBaHWA Heo6XoAMMO y6eauTbCs, YTO AOBEPEHHbIE KOMMOHEHTHI, B3auMoaewn-
cTBylOLWMe € hali/IoBbIM XpaHWIvLLeM, He obpallaloTcs Hanpsmylo K ceTeBOMy ApaliBepy, B3avMOAeicTByloLWemMy ¢ ny-
G/INYHON CceTblo.

MNpumep nokasaH Ha pucyHke A.7.2.

PucyHok A.7.2 — Tpumep ncnonb3oBaHns WwabnoHa «PasgeneHre NoToKOB AaHHbIX
Ha YpOBHe gpaiiBepa pecypcoB»

A.7.5 TpeboBaHMA K TEXHOJIOTNN Pa3paboTKM 3/IEMEHTOB CUCTEMbI

Heobxogmmo peanusoBaThb pasfefieHMe Ha pasHbiX YPOBHSIX fgpaliBepoB: gpansep BPC wnu gpaiisep pasgena,
YeM HWXe YpOoBeHb, HA KOTOPOM NPOBOAMUTCA pasfenieHne, TeM MNpoLLe OCYLLeCTBUTb A0Ka3aTeNbCTBO HEBUSAHUSA NOTOKOB
OaHHbIX.
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Heobxoaumo peanusoBaTb pasfeneHvie nyna pecypcos AN NPUBA3KA K HUM pasgefbHbix ApaliBepoB AOCTyna, YTo
[O/MKHO 6bITb 06ecneyeHo TEXHNYECKON BO3MOXHOCTbIO aJpecauny pecypcoB OnpeAesieHHOro TMna U HEBO3MOXHOCTbIO
OpaviBepa afpecoBaTb PeCypcbl TOr0O Xe Tuna BHe 3a4aHHOro Aa Hero nyna ajpecos.

Heobxoanmo peanv3oBatb NOAXOAbl K 06GecrneyeHuio KOPPeKTHOCTN pPaboThl ApaiiBepoB PecypcoB U ApaiBepoB
HVXe 3TOro YPOBHSA (€C/IM OHU AOCTYMHbI A1 KOHTPO/ISA), B NEPBYIO oYepeb MeToAMyYeckme 1 KoonepayunoHHble Noaxoapl,
obecneyvBatoLye 6€e30MacHOCTb M KOPPEKTHOCTb paboThl ApaiiBepoB.

A.7.6 OrpaHn4yeHusa Ha npMMeHeHue WabsioHa

OrpaHu4eHuns Ha NnpuMeHeHve WwabnoHa onpeaenstoTCca orpaHMyeHns M1 Ha NPOU3BOAUTENBHOCTb U TpeboBaHnsaMM
[OCTYNHOCTN PecypcoB, AOCTYN K KOTOPbIM peasin3yeTcs C UCMosib3oBaHneM wabsioHa

A.7.7 fonycTumble mognukaymm wabnoHa

Jonyctumele mogudmkauum wabnoHa onpefensaoTca Yepes KoJIMYecTBO TUMOB PECYPCOB U NOJIMTUKM pasrpaHnye-
HMA gocTyna K 3TMM pecypcam.

JonyctumocTb mogudmkaunii, He BXOASALWMX B yKa3aHHbIi NepeyeHb, Jo/kHa 6biTb 060CHOBaHa Npu MPOEKTUpPO-
BaHWM apXxuTeKTypbl 1 hopMupoBaHUM TpeboBaHUn, NpeabsaBNAEMbIX K CUCTEME Ha OCHOBe Lenel v npeanonoXxeHwui
6e30MacHOCTM 418 3TOW CUCTEMbI.

A.8 WabnoH «TepMmuHatop TLS»

A.8.1 Ha3HayeHue wabnoHa

Lla6noH npegHasHaveH Ana 6e3onacHoli nepefayun gaHHbIX MexAy CUCTEMON 1 yaaneHHbIM CepBepoM Mo NPOTOKO-
ny TLS c ncnonb3oBaHWEM M30/IMPOBAHHOIO AOBEPEHHOTO KOMMOHEHTA.

A.8.2 Tnnosble UB

Tunosble LUb npu npymeHeHUn wabnoHa BKIKYALOT:

- obecneyeHne KOHMOUAEHUMANBHOCTW, LENOCTHOCTM U ayTEHTUYHOCTU AAHHbLIX MpY B3aUMOLENCTBMM C ypasieH-
HbIM CEpBEPOM;

- 3alUTy KIHYEeBOlM MHopMaunmn (3akpbiTbiX KAHOYed WnpoBaHUs, cepTUnkaToB 3aKpbITOrO K/4a) OT pac-
KpbITUSA.

LIB MOryT yTOYHATLCA B 3aBUCUMOCTM OT 0611aCTM NMPpUMeEHeHNs WwabnioHa, K npumepy, Lenbio MoxeT ObiTb obecne-
YeHne LeNIOCTHOCTM M ayTEHTUYHOCTWN AaHHbIX BUHApHbIX 06pa3oB NPOrpaMMHbIX MOAyNel Npy BbINOMHEHWX Npoueaypbl
06GHOBMIEHUA CUCTEMBI.

A.8.3 MpeanosioxeHna 6e30nacHOCTU

MB BkNOYatoT:

- OTCYTCTBUE WM3BECTHbIX YA3BMMOCTEN B KpUnTOrpaddmyecknx aroputMax, Ucnonb3yemMbix B kpuntoHabopax TLS;

- OTCYTCTBME M3BECTHbIX YSA3BMMOCTEl B anroputMax U TEXHUUYECKMX CpeAcTBax reHepaumm Kpuntorpaduyeckmx
Ktoueli n cepTudukaTos;

- MpoBefeHne A0/MKHbIX UCNbITaHUA NPOrpaMMHOro obecrneyeHns, peannsyloLllero aaropuTmel U NpoTokon TLS, u
WHbIE MEepPOonpuATUA NO o6ecrneyeHno COOTBETCTBUSA €ro noBefeHnsa cneumgumkaymam.

MpeanonoXeHnsa 1 ycnoBus, Npu KOTOPbIX LWAGMOH He MOXET 6biTb MPUMEHEH:

- Hea(pheKTMBHOCTb OpraHU3aLNOHHbIX U TEXHUYECKUX MEeTOA0B obecneyeHns AOBepus K peanmsauun npoTokona
TLS B U30/IMPOBaHHOM KOMMOHEHTE;

- Hea(pheKTMBHOCTb OpPraHN3aLUMOHHbIX U TEXHUYECKMX MEeTOA0B o6ecneyeHns AOBEpUs K B3aMMOAENCTBUIO 3aLm-
LLlaeMoro pecypca 1 U3onMpoBaHHOro KOMMOHEHTa, peanusytouwero TLS;

- HanMune MHOXECTBEHHbIX YA3BUMOCTE B peanusauun npotokona TLS un B peanusaumm nNpoTOKOsIOB, HA OCHOBe
KOTOPbIX OH paboTaerT.

A.8.4 OnuncaHve peLleHns

LLlabnoH ocHoBaH Ha peanu3aunun gpyroro wabnoHa npoekTnpoBaHus «Pa3geneHve MOTOKOB AaHHbIX Ha ypoB-
He ApaliBepa pecypcoB» W peanunsyeT pasfefbHbllii JOCTYN K CETEBOMY UHTepdieiicy u K ABym pasgenam ¢alisioBoro
XpaHunuia. OavH u3 pasfenos (painnoBOro xpaHwnvwa npefHasHaydeH A0S KA4Yeinl 1 opyrux cekpeToB LUMgpoBaHuS,
BTOPOI — A/19 NPOYUX AaHHbIX, O6MEH KOTOpbIMK Mpoucxogut no TLS. 3To no3BonsieT peannsoBaTb crnegywouwme Tpebo-
BaHWsA:

- M30NAUMA 1 pasfesibHOe XpaHeHue LOBEpPEeHHbIX AaHHbIX (CepTudmkaToB U Ka4del WwndpoBaHmsa) N HeL0BEPEH-
HbIX (faHHble, NoslyYeHHbIe MO CeTn);

- rapaHTMpoBaHHOE MOLK/IOYEHNE KOMMOHEHTA, peasim3yloLero TPaHCNoPTHYIO fIOTUKY, TO/IbKO K TOMY cepBepy, C
KOTOpPbIM NpPOM3BOAUNAch ayTeHTudrkauns;

- MUHMMM3ALMA BO3MOXHOCTEM KOMNpOMeTaLun Ka4deil U CeKpeToB LWngpoBaHUsa MOCPEeACTBOM 3KcnayaTauuu
YS3BUMOCTEN.

DNeMeHTbl CUCTEMbI, peanusytoLen WabnoH:

- 9MIEMEHT, peann3yoLwmnii 06MeH faHHbIMU C BHELIHEN ceTbio (K npumepy, peanusyowmin BOC gna BHelwHel ceTn);

- 3/IEMEHT, peanusyLwmnin 06MeH AaHHbIMU C HELOBEPEHHbIM XpaHunuuiem gaHHbix (BOC);

- 3/IEMEHT, peanunsyLmnini 06MeH AaHHbIMW C 4OBEPEHHbLIM XpaHUAnWweM gaHHbix (B®C);

- (paitnoBoe xpaHunuwe Ans 06LWNX faHHbIX CUCTEMbI (HEAOBEPEHHOE);
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- (hbalinoBoe xpaHunuuie AN cekpetos WnNgpoBaHusa (40BEPEHHOE);

- 3/1IEMEHT, BbINOAHALWMIA TepMuHaumnto TLS (MHKkancynsuui B npotokon TLS).

TepmuHaTop TLS (TOYHee, TOT ero 3/1EMEHT, KOTOpPbIA BbINOIHAET HEMOCPEACTBEHHO TepMuHaumio TLS) asnsetcs
MOHUTOPOM 6e30NacHOCTW NepPechIIOK MexXay NPUNOXEHWEM U BHELWWHEN CeTblo. [ CHWKEHUA CMOXHOCTU pPEeKOMeHAy-
eTca peann3oBaTb 3TOT 3/IEMEHT U3 ABYX HE3AaBUCUMMbIX KOMMOHEHTOB, OAMH U3 KOTOPbIX OTBEYaeT 3a YCTaHOBKY coefuHe-
HUSA, a Apyroli peanusyeT nepegavy AaHHbIX.

C TOYKM 3peHust NpUIoXKeHnsa TepmuHaTop TLS BbIFSAMT Kak 0OblUHbI CeTeBO MHTepdeiic, obpalleHne K KoTo-
poMy OCyLLEeCTBNAETCA C MOMOLbO CTaHAapTHbIX 3anpocoB (k npumepy, POSIX-COBMECTUMbIX CUCTEMHbIX BbI30BOB —
connect, accept n 1. n.).

B3aumopgeicTere 3ieMeHTOB WabsioHa NpeacTaBneHo Ha pucyHke A.8.1.

daiinosas BOC daiinosas BOC
HefoBepeHHast [oBepeHHas
(0aHHbIE) (knoum LWIMCPpOoBaHNS)
A A
XpaHunuiie faHHbIX
HepoBepeHHast JoBepeHHas namMsATb
namMsTb (knMroum LWMdbpoBaHNS)

PucyHok A.8.1 — LWa6noH «TepmuHatop TLS»

A.8.5 TpeboBaHMA K TEXHOIOTNM Pa3paboTKM 3/IEMEHTOB CUCTEMbI

DnemeHT, peanusyllwnii TepmuHanmio TLS, Ao/mKeH peannsoBaTb KOHUENUMO MOHUTOpa 6e30nmacHOCTM nepechl-
oK, ob6ecneynBas NoJsIHOE NEPEKPbITUE NOTOKOB AaHHbIX B/U3 CeTu.

MockonbKy Wa6noH peanu3yeTcs Ha OCHOBe LWab6noHa «pasgeneHve MOTOKOB AaHHbIX HAa YPOBHe ApaiiBepoB
YCTPOWCTB», MPUMEHATCA TpeboBaHNS K TEXHOMOMMK, onpefeneHHble Ana 6a3oBoro wabnoHa.

Heobxogmmo peanunsoBaTb NOAXOAbl K 06ecneyeHn0 KOPPeKTHOCTU peanu3auuu npoTokona TLS, B nepBylo oue-
pefb MeToAMyeckme 1 KkoonepalMoHHble noaxoabl, obecneunsarline 6e30NacHOCTb U KOPPEKTHOCTb paboTbl NporpaMm-
HOro Kofa, peanunsyloLero ycTaHoBeHNe coegUHEHNA M 0OMEH AaHHbIMK N0 NpoTokony TLS.

A.8.6 OrpaHnyeHus Ha npumeHeHune WabsioHa

MockonbKy WabnoH peann3yeTcss Ha OCHOBEe LWab/ioHa «pas3fefnieHve MOTOKOB AaHHbIX Ha YPOBHe ApaiiBepoB
YCTPOWCTB», NPUMEHSAIOTCHA OrpaHnyYeHns, onpegeneHHole ansa 6a3oBoro wabnoHa.

A.8.7 flonycTnMble moaudukaymm wabnoHa

JonyctumocTe mMoaudhmkaumii wabnoHa fosmxkHa O6blTb 060CHOBaHA NPU MPOEKTUPOBAHUN apXUTEKTYpbl U dop-
MUpoBaHuM TpeboBaHuil, NpeabABASEMbIX K CUCTEME Ha OCHOBEe Ueneil v npeanonoxeHuin 6es3onacHocTy AN 3Tok
CUCTEMBI.
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A.9 WabnoH «be3onacHasa perucrpayus»

A.9.1 HasHauyeHue wabnoHa

LLla6noH npefHasHavyeH 4718 opraHu3auny 6e30nacHOro XpaHeHus XypHasioB B CUCTEME, a MMEHHO An1a obecneye-
HUA WX LLe/IOCTHOCTUN, ayTEHTUUYHOCTU U [OCTYMNHOCTH.

A.9.2 Tunosble LB

Tunosble UB npu npumeHeHnn wabnoHa: obecneyeHne LeOCTHOCTU, ayTEHTUUYHOCTU U AOCTYNHOCTW COOGLLEeHNI
B )XXYypHasiax Co6bIThiA.

A.9.3 MpeanosioxeHns 6e3onacHOCTU

MB BkAOYAIOT fOBEPUE AAPY ONepaLOHHONW CUCTEMbl B CMbIC/ie 06ecneyeHms LUenoCTHOCTU, ayTEHTUUYHOCTU 1 40-
CTYMHOCTU faHHbIX B BblAe/ieHHOM Bydepe Aapa.

MpeanosioXKeHNsa 1 ycrioBUS, NPY KOTOPbIX LWAGMOH He MOXET ObiTb MPUMEHEH: Ha/IMuMe anbTePHATMBHOIO KaHana
JocTyna K>XypHanam f0ocTyna, KoTopblii N03BONSET 06X04MTb YCTAHOB/IEHHbIE HA OCHOBE peanunsauuun wabnoHa orpaHu-
YyeHusa goctyna.

A.9.4 OnucaHne peLieHns

ONeMeHTbl CUCTEMbI, peanusyoLlei LWabnoH:

- MOHUTOP COGLITUIA;

- Oydep Agpa;

- areHT cbopa AaHHbIX 0 COBbLITUAX;

- XpaHunuuie faHHbIX 0 COBbITUSAX.

B3aumogencTene 3ieMeHTOB WabnoHa NnpeacTaBNeHo Ha pucyHke A.9.1

PucyHok A.9.1 — LWabnoH «be3onacHasa perucrpayms»

MOHWUTOpP CO6bITWIA (B TOM YMC/lEe 3TO MOXET 6bITb MOHUTOP 6€30MacHOCTM) peasinlyeTcs B COOTBETCTBUM C LWIAb6io-
HOM «MoOHWTOp». MoAynb peakuun MOHWTOpPA OTC/EXMBAET COGLITUSI ayauTa U aBTOMaTM4ecku oTnpasnseT ux B Bydep
aApa yepes MHTepdelic no 3anucu.

AreHT cbopa faHHbIX 0 COObITUAX Yepes cneunanbHblii HTepdelic No YTeHuto (4OCTYN K HEMY €CTb TOJIbKO Y 3TOr0
afieMeHTa) 3abupaeT gaHHble 0 cobbITUSAX U3 Bydepa saapa U oTNpaBseT UX B XPaHUIMLLE.

XpaHunuie faHHbIX 0 cO6bITUAX 06pabaTbiBaeT NOJyYeHHbIe COOLITUS ayanTa U COXpaHsaeT B onpeaesieHHOM hop-
marte. Co6bITUA MOTYT BbIBOAUTLCS B KOHCOJb, 3anncbiBaTbCs Ha AUCK. Bo3MOXHa peanusauns aBTOMaTtMyeckoro pearu-
poBaHMA Ha onpefeneHHble cobbITMA ayauTa.

Pa3feneHne NoTOKOB AaHHbIX MO YTEHWIO U 3aNWCU [O/HKHO MPOU3BOAMTLCS C UCMOMb30BaHWeM WwabnoHa «Paspe-
fleHne NOTOKOB AaHHbIX Ha YpOBHE ApaliBepa pecypcoB».

A.9.5 TpeboBaHUsA K TEXHOMOIMN pPa3paboTKN 3/1EMEHTOB CUCTEMBbI

MockonbKy WabfioH peanusyeTcs Ha OCHOBe LabnoHa «MOHUTOP», NPUMEHSIOTCS Tpe6oBaHUSA K TEXHOOMMK, onpe-
AeneHHble Ansa 6a3oBoro wabnoHa.

MockonbKy LWabnoH peanusyeTcs Ha OCHOBe wWabnoHa «PasfgeneHve MNOTOKOB AaHHbIX Ha YpPOBHE ApaiBepos
YCTPOWCTB», NPUMEHSIOTCA TPpebOBaHUSA K TEXHOMOMMKU, OonpeAesieHHble NS 6a30B0ro WwabnoHa.

A.9.6 OrpaHn4yeHusa Ha NpMMeHeHne WwabsioHa

MN3BecTHbI creaylolMe orpaHuuyeHns Ha npuMeHeHve wabnoHa:

- NOCKO/IbKY WabnoH peanunsyetcsa Ha OCHOBe wWwabnoHa «PasgeneHne MOTOKOB AaHHbIX Ha YpOBHEe ApaliBepoB
YCTPOICTB», NPUMEHSIOTCA OrpaHUYEHUsl, onpefeneHHble A1a 6a30BOro WabnoHa;
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- MOCKONbKY WAa6/oH peanu3yeTcs Ha ocHoBe WabsioHa «MOHMTOpP», NPUMEHSIIOTCS OrpaHUYeHns, onpeaenieHHble
Ons 6a3oBOro wWaboHa,;

- perucTpauusi Ha OCHOBe npej/iaraemoro WwabnoHa ¢ 3a4eincTBoBaHUEM bydhepa sapa NPUMEHSIeTCA 419 BaXKHbIX
CcOo6bITWI A 6e30NacHOCTM B CMCTEME, B TOM YMC/Ie TakuX, KOTOpble OTHOCATCS K pa3fesieHno OMEHOB Y COOTBETCTBYHOLWMM
nonuTukam 6e30nacHoCcTu B CUCTEME.

A.9.7 flonycTumble mogndmkaunm wabnoHa

JonycTMMO UMEeTb HECKO/IbKO 3/1EMEHTOB-XPaHU/INL, AaHHbIX C LEeNblo Pe3epPBUPOBAHNA UM XPaHEHUS AaHHbIX B
pasniMuHbIX hopmarax, ¢ pasfIMYyHbIMK LEeNSIMM.

LdonycTumocTb mMogudmkaumnii, He BXOASLMX B YKa3aHHbI nepeyeHb, A0/MKHA ObiTb 060CHOBaHa MpU MPOEKTUPO-
BaHUWN apXUTEKTYypbl U hOPMUPOBaHUN TPeOOBaHWUI, NpPeabsBASEMbIX K CUCTEME Ha OCHOBE Ueneil 1 NpeanosioxeHuni
6€30MacHOCTN ANS 3TOW CUCTEMBI.

A.10 LlWa6noH «be3onacHoe OGHOBIEHNE»

A.10.1 Ha3Ha4yeHue WwabioHa

La6noH npegHasHayeH 48 opraHusauuy 6e30nacHoro 06HOBMAEHUS CUCTEMbI U MPUIOXKEHU Yepes kaHan CBSA3N C
yAaneHHbIM CepBepoM 0GHOBMEHWA.

A.10.2 Tunosble Ub

Tunosble LB npu npumeHeHun wabnoHa: obecnevyeHne LenoCTHOCTU U ayTEeHTUYHOCTU AaHHbIX O6HOBNEHWUA (6u-
HapHbIX 06Pa30B, CKPUNTOB, KOH(PUIYpaLMOHHbIX AaHHbIX OGHOBEHUA U T. N.) B YCNIOBMAX AOCTaBKN 3TUX AaHHbIX Yepes
KaHasnbl CBSA3M ceTeil o6LLero AocTyna.

A.10.3 lMpeanonoxeHns 6e30NacHOCTU

MpepgnonoxeHus 6e30NacHOCTU OTCYTCTBYIOT.

MpeanonoxeHua n ycnoBus, Npu KOTOPbIX WabsioH He MOXeT 6bITb MPUMEHEH: Ha/MYne asibTEPHATMBHOINO KaHana
JOCTyna K XpaHunuLly AaHHbIX, KOTOpPbI N03BONSET 06X04AWUTb YCTAHOB/IEHHbIE HA OCHOBE peanunsaluu HacToslWwero Lwa-
6110Ha orpaHuyeHns gocTyna.

A.10.4 OnuncaHne pelieHns

La6noH go/mkeH oTBevyatb Cneaylowmm TpeboBaHnAM:

- peanusauyusa wabnoHa go/mkHa obecneynBaTb ayTEHTUUKALNIO cepBepa 06HOBNEHNIA;

- peanusauus wabnoHa fo/mkHa obecneymBaTtb BO3MOXHOCTb OTKaTa 06GHOB/IEHMA B C/lyyYae, ec/im OHO HepaboTo-
CNOCOGHO;

- peanusauus wabnoHa fonxHa obecneunmBaTb NPOBEPKY LEMNOCTHOCTU, ayTEHTUUYHOCTU U akTyaslbHOCTM OBGHOB-
neHus;

- YA3BMMOCTM peanusauuu A0/DKHbl 6bITb MUHMMU3MPOBAaHbI, B TOM YKC/e, C UCMONb30BaHNeM MeToA0B paspaboT-
Kn 6e3onacHoro nporpaMmMHoro obecneyenus (no FOCT 56939).

DNeMEeHTbl CUCTEMBI, peanusytoLein LWabnoH:

- cepBep OOHOBNEHWI — yAasieHHbIVi cepBep, coaepXalnii gaHHble 06HOBeHWI (BHapHbIX 06pa3oB, CKPMNTOB,
KOHQUTYpPaLMOHHbIX AaHHbIX 0GHOBAEHWIA U T. N.);

- 3/1IEMEHT, peanunayowmii 06MeH AaHHbIMK C BHELLHEN ceTblo (K Mpumepy, peanunsywwmnin BOC ana BHelwHel ceTn);

- MeHe[xep OOHOBMEHUA — 3NEMEHT, ynpaBAsloLWwmnii npoLeccoMm 06HOBMEHUA U NpefoCTaBAALWNA nonb3oBaTe-
N0 MHTepdeinc ynpaBneHnss 06HOBEHUAMN;

- 3arpy3uymk 06HOBNEHWIA — 3/1EMEHT, 06ecneymBatoLLii CBA3b C CEPBEPOM OBGHOBMEHWI U 3arpy3Ky OOGHOBEHNS
Ha yCTPONCTBO. MOXeT BbINOMHATL MPOBEPKY HaNM4MA OGHOBJIEHUI NPU COOTBETCTBYHOLLMX HACTPOMKax MeHemxepa 06-
HOBIEHWIA.

- ayTeHTudmkaumsa cepepa Ao /HkHa OCYLLeCTBAATLCA N0 6e30nacHOMYy kaHany CBA3W, K NpuMepy, OpraHM30BaHHO-
ro nocpeAcTBom peanusauuu wabnoHa «TepmuHaTop TLS»;

- BPEMEHHOe XpaHunuie 06HOBJ/IEHUSA U CBA3AHHbIX C HUM MeTafaHHbIX (Homep Bepcun, 3, KOHTPO/IbHAsA cymMa)
nCnosb3yeTca AN U30NALMM OOHOBNEHNS HA BPEMSA MPOBEPOK;

- Bepudmkatop faHHbIX — 3M1EMEHT, OCYLLEeCTBAAIOWMIA NPOBEPKY OOGHOBMEHUS B COOTBETCTBMM C 3a/I0KEHHON
NOrnKon n obecneunBarwmii BblHECEHNE BepaukTa (MONOXKUTENbHBLIA UM OTpUUaTesNbHbIA) Mo pe3ynbTaTam MPOBEPKM
(harina 06HOBMEHNS W CBA3AHHbIX C HAM MeTafaHHbIX. TUNOBblE MPOBEPKM MOTYT BK/KYATb: LENI0OCTHOCTb (MpOBEpKa KOH-
TPOJIbHOI CyMMbI), ayTeHTUYHOCTb (npoBepka 3l1), HoMep Bepcuu;

- XpaHunuuie gaHHbIX;

- MOHMTOP;

- YCTaHOBLLMK OOHOBMEHNI — KOMMOHEHT, OCYLLeCTBAAIOWMNIA 3anucb B XpaHWInLLE AaHHbIX U AO/DKHYIO0 YCTaHOBKY
06HOBNEHNS.

PasrpaHuuyeHne gocTtyna K BpEMEHHOMY XpaHUNLLY AaHHbIX U XpaHUuLLy AaHHbIX obecneunBaeTcs peanusaumei
wa6bnoHa «Pa3feneHne NOTOKOB AaHHbIX Ha YPOBHE ApaiBepa pecypcoB».

dnemeHT «MOHUTOP» peannsyeTcs Ha OcHoBe wabsioHa «MoHUTOpP».

B3anmogeiicTBne anemMeHTOB LWabnoHa npeactaBneHo Ha pucyHke A.10.1.
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PucyHok A.10.1 — LLla6noH «Be3onacHoe o6HOBNEHME»

CunctemMa MOXeT HaxoguTbCA B OJHOM M3 TPEX COCTOSIHUI KOHEYHOro aBTomara:

1) XpaHunuvuie AOCTYNHO Aas 3anucu paitna 06HOBMEHUS. B 3TOM COCTOAHMM BpPEMEHHOE XpaHWauuie AaHHbIX
[OCTYNHO TONbLKO A/1A 3anucu;

2) XpaHunuwe 3aneyataHo. B 3TOM COCTOSIHUM BpEMEHHOEe XpaHwnuwe AaHHbIX AOCTYNHO TOJbKO A/ YTeHUs ©
TO/IbKO KOMMOHEHTOM BepudukaTop AaHHbiX. Mocne Bepudukaumm gaHHble BO BPEMEHHOM XpaHu/uvLie faHHbIX MOryT
cUMTaTbCA A0BEPEHHbIMU (Le/IOCTHBIMU, ayTEHTUYHLIMU, aKTyabHbIMK);

3) XpaHunuiwe BepuunumpoBaHo. B 3TOM COCTOSAHUMN AaHHbIe BO BPEMEHHOM XpaHunuue AaHHbIX 4OCTYNHbl TO/b-
KO 4N YTEHWS KOMMOHEHTOM YCTaHOBLULUK AaHHbIX.

ANropuT™M YCTaHOBKM OGHOBMIEHUS, peann3yemblii Ha OCHOBe LuabroHa:

war 1. MeHemxep 06HOBMEHWIA 3anpallinBaeT NPOBEPKY HaIMUMSE OGHOBMEHWI Y 3arpy3unka 06GHOBNEHNIA;

war 2. 3arpy3unmk o6HOBNEHWl npoBepsieT Hanuume OOHOBMEHWI W MPY HaNUYMKM akTyaslbHOW Bepcuu ckauusaet
06HOB/IEHME 1 CONYTCTBYIOLLYIO MeTa-MHopMaL Mo BO BpEMEHHOE XpaHuuLLe AaHHbIX;

war 3. 3arpy3umk o6HOBNeHWiA yBeAOMASeT MeHemkepa 06GHOBNEHWI 0 3arpy3ke daiina 06HOBMEHNS BO BPEMEH-
HOe XpaHunuLLe AaHHbIX;

war 4. MNMocne 3anvucyu 06HOBNEHNS BO BpEMEHHOE XpaHWUauLe faHHbIX cMcTeMa nepexoguT B COCTOSAHME 3anedaTtbl-
BaHUSA BPEMEHHOr0 XpaHunuiia faHHbIX;

war 5. MeHemxep 06HOBMEHWIA 3anpalimBaeT y BepudmkaTtopa AaHHbIX NpoBepky talina 06HOBNEHUS U MeTadaH-
HbIX;
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war 6. Bepuukatop gaHHbIX YATAET AaHHbIE U3 BPEMEHHOro XpaHuuvuia AaHHbIX, NPOBOAMT NPOBEPKU U B Cny4vae
NONOXNTENbHOIO BepAMKTa nepefaet AaHHble B MOHUTOP; CUCTEMA NepexoauT B COCTOSHME BO3MOXHOCTU nepejayn AaH-
HbIX U3 BPEMEHHOro XpaHunuiia AaHHbIX;

war 7. B cnyyae nonoxuTenbHOro BepaukTa Bepudimkatop AaHHbIX MHpopMupyeT MmeHekep 0OHOBEHWI O TOM,
4YTO 06pa3 KOPPEKTHbIN;

war 8. MeHemxep 06HOBMEHNIA NepefaeT B YCTAHOBLLUK OGHOBIEHMIT KOMaHAY Ha 0GHOB/IEHME YCTPOICTBA;

war 9. YcTaHOBLLMK OOHOBNEHNI YMTaeT AaHHbIe M3 BPEMEHHOIO XpaHUAuULWa AaHHbIX, BblbpaeT oauH M3 pasge-
NI0B ANSA 3anvMcy 06HOBAEHWIA, 3anucbiBaeT dainsli 06HOBMEHWI N MHULMMPYET Npoueaypy YCTaHOBKM 06HOBNeHMs. ocne
nepegaun haiina 06HOBNEHNS BpPEMEHHOE XpaHWuauLe AaHHbIX hopMaTUpyeTcs U NepexoanT B CTapTOBOE COCTOSHME.

A.10.5 TpeboBaHNA K TEXHOIOTUN pa3paboTKN 3/IEMEHTOB CUCTEMBbI

MMockonbKy WabioH BKOYAET 31eMEHT «MOHUTOP», NPUMEHAIOTCA TPeboBaHUA K TEXHONOMMK, OnpefesieHHble AA
6a30B0ro wabnoHa «MoHUTOP».

MockonbKy WabsoH peanu3yeTcsl Ha OcHoBe WwabnoHa «PasfgeneHne MNOTOKOB [aHHbIX Ha YPOBHE ApaiiBepoB
YCTPOWCTB», NPUMEHSATCA TPEOOBaHUSA K TEXHOIOMMKU, ONpeesnieHHble Ans 6a30Boro wabnoHa.

Heobxoammo peanv3oBaTb NoAxoAbl K 06ecnevyeHnio KOPPekTHOCTU BepudImKaumm gaHHbIX O06HOBMEHUS, B NEPBYIO
oyepedb MeTOAMYECKME M KOONepaumoHHble NoAaxofbl, obecneumBarome 6e30MacHOCTb U KOPPEKTHOCTb paboTbl Mpo-
rPamMMHOro Koja KOMMOHEHTa, peann3ytolero nNpPoBepKy LIe/IOCTHOCTW, ayTEHTUYHOCTU U akTyaslbHOCTW AaHHbIX 0OHOB-
NeHuns.

A.10.6 OrpaHn4eHnsa Ha NpuMeHeHune wabnoHa

MockonbKy Wa6bMoH peanu3yeTcss Ha OcHoBe LWabnoHa «PasfeneHne NOTOKOB faHHbIX Ha YpPOBHe japaliBepoB
YCTPOWCTB», MPUMEHSAIOTCA OrpaHnYeHunsl, onpegeneHHble 4na 6asosoro wabnoHa u wabnoHa «MoHUTOP».

A.10.7 JonycTuMble mogudurkaunum wabnoHa

JonyctumocTb mogudpmkaunii wabnoHa fo/mkHa 6biTb 060CHOBAHa NPU NPOEKTUPOBAHUN apXUTEKTYpbl U dopMu-
poBaHuy TpeboBaHU, NpeabABAAEMbIX K CUCTEME HA OCHOBE Lefel 1 NpeanosioxkeHnii 6e3onacHoCTN ANS 3TON CUCTEMBbI.

A.11 WabnoH «Lno3 ogHOHanNpaB/eHHOW nepegayn gaHHbIX»

A.11.1 HasHa4yeHue wabsioHa
LLla6noH npegHasHauyeH A4ns opraHusauuyM ofgHOHanpaB/IEHHOW Nepefaun AaHHbIX M3 BHYTPEHHEl ceTu BO BHELL-
HIOL0.

MpunmevyaHne — LWabnoH ¢ HEKOTOpPOI MoandUKaLmelt MOXeT MCNO/b30BaThCA A8 OpraHusauuMmM O4HOHa-
npaBNeHHON Nepefayun faHHbIX U3 BHELIHEN CeTW BO BHYTPEHHIOW. Moandukauma UckaoyaeT UCNosib30BaHNe NCXOLHOTO
wabnoHa.

A.11.2 Tunosble LB

Tunosble LIB npy npumeHeHnn wabsoHa BKIKOYAlOT:

- OTCYTCTBME BJ/IMSTHAA areHTOB BO BHELLUHEl CeTV Ha BHYTPEHHIOK CeTb;
- obecneyeHne LeIOCTHOCTU PecypcoB BO BHYTPEHHEN ceTy;

- 3aWmnTy BHYTPEHHEeN KOMMbIOTEPHON CeTW OT aTak.

MpumevyaHne — LWabnoH ¢ mMoaudukaumeid ans opraHusauum OfHOHANPaB/IEHHON Nepefaun AaHHbIX U3
BHELUHEl ceTu BO BHYTPEHHIOW MUCMOMIb3yeTcs B TOM C/yyae, ecnn Lenblo siBaseTca obecneyeHne KOH(UAEHLNATBHOCTH
pecypcoB BO BHYTPEHHEl CeTu.

A.11.3 MpegnonoxeHns 6e3onacHocTn

MB BK/IOYaAOT AOBEpUe K 3/1IeMEHTY CMCTEMbI, ob6ecneymBalowemy nepegady gaHHbix (4ns MO nporpammHoro-an-
napaTHOro LWa3a — K gpainBepy CeTEBON kapTbl 1 ceTeBoMy cTeky OC).

MpeanonoxeHua n ycnosus, npy KOTOPbIX LWAGM0H HEe MOXET 6biTb MPUMEHEH: CYLLeCTBOBaHWE afibTepPHATUBHbIX
KaHasioB CBA3W BHELUHEW 1 BHYTPEHHEeN ceTu.

A.11.4 OnuncaHue pelweHnsa

DNeMeHTbl CUCTEMbI, peannsytowen LWabnoH:

- areHT UCTOYHMKA [aHHbIX;

- areHT nonyyatens AaHHbIX;

- cepBuUc 06paboTKN AaHHbIX;

- MOHMTOP 6€30MNacHOCTH.

MpumeyaHne — MoHUTOp 6€30MACHOCTW ABNSAETCS HEOo6s3aTesNbHbIM, HO YacTblM 3/IEMEHTOM CUCTEMbI, pe-
anusyloLein WwabnoH, No3aTOMy 34eCb NokasaHO ero TUNoBoe pacnosioxeHne. MoHUTOp 6e30NacHOCTU AO/MKEH OblTb pea-
NM30BaH M30/IMPOBAHHO Tak, YTO6bl TONIbKO OTCAEXMBaTb NPOUCXOAsLLEe B CUCTEME, HO He ObiTb NOABEPXKEHHbLIM NPAMOL
arake, No3TOMy ero B3auMOZeRCTB/E C OCTaIbHbIMU 3/1EMEHTAMW CBEAEHO K MUHUMASIbHOMY.

PasrpaHuuyeHne goctyna K BHyTPEHHel 1 BHELUHel ceTn obecneuynmBaeTcs MCNOb30BaHUEM (DU3NYECKM pa3fesib-
HbIX CEeTeBbIX KapT Wi peanu3lauvein wabnoHa «Pa3geneHne NOTOKOB AaHHbIX HA YPOBHE ApaiiBepa pecypcoB».
2nemMeHT «MOHUTOP» peanu3yeTcs Ha ocHoBe LabnoHa «MoHUTOP».
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B3aumogeicTBne 3neMeHTOB WabnoHa npeacTtaBneHo Ha pucyHke A. 11.1.

PucyHok A.11.1 — LWab6noH «LUnto3 ogHOHanpaBneHHOM nepegayn AaHHbIX»

ANropuTM OCYyLLLeCTBNIEHUS OAHOHANPAaB/IEHHON nepejayn faHHbIX Ha OCHOBe LabnoHa:

war 1. AreHT ncTo4yHuKa nepegaeT B cepBuc 06paboTkm AaHHbIX MHpopmauuio, KoTopyto TpebyeTcsa nepefatb arex-
Ty-nony4yaTenio;

war 2. CepBuc 06paboTkM AaHHbIX yCTaHaBMMBaEeT MapLUpyT nepefayn Mexay areHTOM UCTOYHUKA U areHTOM Mosny-
yaTesnia, MOHUTOP OTCNexXuBaeT (hakT BbINOJIHEHUS 3anpoca W ero napameTpbl Kak MUHUMYM, nosyvas uHdopmauunio ot
cepsuca O6pa60TKVI AaHHbIX. MOHVITOp MOXEeT TakKXXe He3aBUCUMO nosiydaTb AaHHble ANd OTCNeXUBaHUA 3anpoCcoB U3 BHY-
TPEHHEW 1 BHELLHEel ceTn, K NpuMepy, Ha MHTepdelicax B3aMMOAeCTBAS areHTOB UCTOUYHMKA U NoslyYaTesisl ¢ BHYTPEHHei
M BHELUHEWN CeTbio COOTBETCTBEHHO;

war 3. AreHT nosiyyarens nNpuMHYUMaeT AaHHble 1 OTNPaB/seT VX BO BHELUHIOW CEeTb.

Mpn nonbiTke nepegayn N6bIX AaHHbIX U3 areHTa-nosyvyarens B cepBuc 06paboTkn AaHHbIX cpabaTbiBaeT noau-
TUKa, 3anpelarllas BbINOSIHEHUE Nepefayn AaHHbIX. MONbITKA YCTAHOBMNEHUS MPSIMOTO COEMHEHUSI C BHELUHEN CEeTbio U
3anpochl U3 BHELUHEN CeTu 0TCNEeXMBAKTCA MOHUTOPOM.

MpumeuyaHue — LWabnoH ¢ mMoaudUKauneldt Ansa opraHusauuyM oAHOHANPAB/IEHHON Nepefayn AaHHbIX U3
BHELLUHE ceTu BO BHYTPEHHIO npejnonaraet CMeHy HanpaB/ieHUsi MOTOKA AaHHbIX U CMEHY posieli areHTa UCTOYHMKA U
areHTa nosnyvarens.

A.11.5 TpeboBaHMA K TEXHONOTNMN pa3paboTkn 3/1EMEHTOB CUCTEMbI

MOCKONbKY WabNoH BKIOYAET 3/1EMEHT «MOHUTOP», NPUMEHAITCSA TPe6oBaHMA K TEXHOIOMMKN, onpegeneHHble ons
6a30B0Oro wabsnoHa «MoHUTOP».

MockonbKy LWabnoH peanusyeTcsa Ha OCHOBe wWabnoHa «PasfgeneHve MOTOKOB [aHHbIX Ha YPOBHE ApaiBepos
YCTPOWCTB», NPUMEHSIOTCA TPpebOBaHUSA K TEXHOMOMMKU, onpeesieHHble Ans 6a30Boro WwabnoHa.

A.11.6 OrpaHnyeHuns Ha NpMMeHeHue LWwaboHa

MockonbKy WabsoH peanusyeTcsa Ha ocHoBe LWabnoHa «Pa3geneHve MNOTOKOB AaHHbIX HAa YPOBHe ApaiiBepos
YCTPOWCTB», NPUMEHSAIOTCA OrpaHuyeHns, onpegeneHHble ana 6a3oBoro wabnoHa u wabnoHa «MoHUTOP».

A.11.7 JonycTumble mogudukaumm wabnoHa

JonyctumocTe mogudmkaunii WwabnoHa AomkHa 6blTb 060CHOBaHa MpU NPOEKTUPOBAHUN apXUTEKTYpbl U dOpMU-
poBaHuM TpeboBaHUin, NpegbaBNAEMbIX K CUCTEME HA OCHOBE Leneli 1 NPeAnosiokeHnidi 6e30NacHOCTU AN 3TON CUCTEMBI.

A.12 WabnoH «AnHammnyeckoe orpaHnyeHne goctyna K gaHHbIM»

A.12.1 Ha3HayeHue wabnoHa

LabnoH npegHasHavyeH 418 OpraHu3auunm AUHAMWYECKOro OrpaHuyeHms Aoctyna K faHHbiM (obecneveHve He-
BO3MOXHOCTW O[HOBPEMEHHOr0 A0CTyna K JOBEPEHHOMY W HEAOBEPEHHOMY XpaHUIULLY AaHHbIX). LlabnoH mMoxeT 6biTb
NPMMEHEH ANS opraHu3auum OAHOKPATHOro J0CTyna K AOBEPEHHbIM AaHHbIM B OAHOM ceaHce paboTbl cUCTEMbl (MexXay
nepesarpyskamm).

HanmeHoBaHue WabnoHa NpoucxoauT OT TEPMUMHA «AMHAMUYECKOe pasfenieHne obsasaHHOCTel», korga peleHue
0 npefocTasfieHnn gocTyna cy6bekTy (Hanpumep, NpoLeccy Wan nonb3oBaTenio) NPUHUMAETCS Ha OCHOBAHUMU YXe Bbl-
MOJTHEHHbIX OMepaLmii JocTyna B TEKYLLEM CeaHce aBTopM3auumn 3Toro cybbekTa B cucteme.

A.12.2 Tunossble LB

Tunosble LB npu npuMeHeHun wabnoHa BKIYAKT obecneyeHne onpefeieHHoro pexmma foctyna K aHHbIM.

A.12.3 MpegnonoxeHna 6e3o0nacHOCTU

MB BkNtOYaloT foBepue aapy 6e30nacHOCTH, peannayowemMy NpUMeHeHne NOUTMKM KOHTPONSA AocTyna.
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MpeanonoxeHns v ycnosus, Npu KOTOPbIX Wab/ioH He MOXET 6biTb NPUMEHEH: CyLLEeCTBYeT aflbTepPHATUBHbIA KaHan
JocTyna K AaHHbIM, KOTOPbIA N0O3BOMSET 06X0AWUTb YCTaHOB/IEHHbIE HA OCHOBE peanusauuv wabnoHa orpaHuyeHus [o-
cTyna.

A.12.4 OnucaHue pelueHns

DNeMeHTbl CUCTEMbI, peannsytoLen LWabnoH:

- WUCTOYHUK AaHHbIX;

- nofy4yatesib faHHbIX;

- NOBEPEHHOEe XpaHunuuie;

- He[0BepeHHOe XpaHunuLe;

- MOHUTOp 6e30nacHOCTU.

B3aumogencTere 31eMeHTOB WabnoHa NpeacTaBieHo Ha pucyHke A. 12.1.

PucyHok A.12.1 — LWWabnoH «[juHamnyeckoe orpaHMyeHme goctyna K AaHHbIM»

ANropuMTM [AMHAMUYECKOro OrpaHuyeHus AocTyna K AaHHbIM Ha OCHOBe LabsioHa TpebyeT cO3faHWs KOHEeYHOro
aBTomara, KOTopblii N03BONSAET CUCTEME HAXOAUTLCA B O4HOM U3 ABYX COCTOSHWIA:

- 3alMLUEeHHOM, Korga UCTOYHWK AaHHbIX UMeeT AOCTYN TO/IbKO K 4OBEPEHHOMY XPaHUNLLY U HE UMeeT JOCTYyN K
BHELIHel ceTn n APYyrMM KOMNOHEeHTaM CUCTEeMbl;

- pa6oqu, Koraa HM oAWH KOMMOHEHT He MMeeT AOoCTyna K A0BEPEeHHOMY XpaHUnuuly AaHHHbIX.

AnropuTm npeacTtasnseT coboil cneayloLlyo NocnefoBaTesibHOCTb LIAaroB:

war 1. Cuctema HaxoamuTCa B 3alMLLEHHOM COCTOAHWUW. VICTOYHUK AAaHHbIX UMEEeT AOCTYN K AOBEPEHHOMY XpaHUIu-
Wy v nonyyaet Heob6xoanmble A9 paboTbl KOHUrypauuu;

war 2. iIcTo4yHuK coBepluaeT NomnbITKYy 06palleHns K He,0BEPEHHOMY XPaHWUANLLY;

war 3. CpabatbiBaeT NoMTUKa, nepesoasLlas cucteMy B paboyee coctostHue. OCTyn K 4OBEPEHHOMY XPaHUIMNLLY
3anpeLleH 418 BCeX KOMMOHEHTOB CUCTEMBI.

Cucrtema B 3all1LLEHHOM COCTOAHUM NpejcTasfieHa Ha pucyHke A.12.2.
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PucyHok A.12.2 — LWabnoH «[juHamMmmnyeckoe orpaHuyeHme goctyna K faHHbIM»,
cuctemMa B 3aliULLEHHOM COCTOSHUM

Cuctema B paboyem COCTOSAHUM NpefcTaB/ieHa Ha pucyHke A.12.3.

PucyHok A.12.3 — LWa6bnoH «[nHaMmuyeckoe orpaHuyeHne JocTtyna K gaHHbIM»,
cuctema B paboyem COCTOSAHUM

A.12.5 Tpeb6oBaHNA K TEXHOMOIMN pa3paboTKM 3/1IEMEHTOB CUCTEMbI

MockonbKy WabnoH BKAOYAET aNeMeHT «MOHUTOP», NPUMEHAIOTCA TPe6oBaHNS K TEXHONOMUN, onpeAenieHHble Ans
6a30B0oro wabsoHa «MoHUTOp».

MockonbKy LWabnoH peanusyeTcsi Ha OCHOBe LWabnoHa «Pa3feneHne MNOTOKOB AaHHbIX Ha YpOBHE ApaliBepoB
YCTPOMCTB», NMPUMEHAOTCA TPeboBaHNA K TEXHONOMMK, onpefeneHHble 4naa 6a3oBoro wabnoHa.

A.12.6 OrpaHu4eHnsa Ha nNpuMeHeHue wabnoHa

MockonbKy WabnoH peasnm3yeTcs Ha OCHOBe LWab/oHOB «PasfeneHne MOTOKOB [AaHHbIX Ha YpPOBHE ApaiiBepoBs
YCTPOMNCTB» U «MOHUTOP», NPUMEHSAOTCS OrpaHNYeHuns, onpeaeneHHble 418 faHHbIX 6a30BbIX LWAa6/I0HOB.

A.12.7 fonycTumMmble moandukaummn wabnoHa

JonyctumocTb moandmkaunii wabnoHa Ao/HKkHA ObiTb 060CHOBaHA NPU MPOEKTUPOBAHUUN apXUTEKTYpbl 1 hopMu-
poBaHuv TpeboBaHWiA, NpeAbABIAEMbIX K CUCTEME HA OCHOBE Liefeil 1 NpenosioxeHnit 6e30nacHoOCTH 418 3TON CUCTEMbI.
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