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1. BBEAEHUE

B wmacrosiice BpeMs HA OTE€YECTBEHHOM pBIHKE IIHPOKO IIPEACTaBIEHBI
CHCTEMBI M YCTPOMCTBA OXpAHHON CUTHAIM3AIIUH, UCIIONIb3YIOIINE COTOBBIE KaHAIbI

CBSI3H JUTSI Mlepeiauy JaHHBIX OT OXpaHsgeMbIX 00BeKTOB Ha ITITH.

IlprMeHeHVe KaHATOB COTOBOM CBA3M B CHCTeMax IEHTPAIU30BaHHOI'O
HaOmosieHuss  O0YCJIOBJIEHO  BO3MOXHOCTBIO  OCYIIECTBJICHUSI  GEcIpOBOIHOTO
[MOAKIIOUEHHS! OOBEKTOBOrO 00OPYHOBaHUSA Ha HeTele(OHH3MPOBAaHHBIX OODBEKTaX

TIpy UX IAPOKOM TEPPUTOPHUATBHOM OXBATE.

[Mpu Tex mpemMyliecTBaX, KOTOPHIE IAeT KCIIOIb30BAHHE MAaHHBIX KaHAJIOB
CBSI3M, HEOOXOMMMO YUUThIBATh ONpeleleHHbIe (GaKTOpPhl, HETaTUBIO BIMSIOIIUE Ha
HANEXKHOCTh JOCTABKHM TPEBOXHOM M ciykeOHOB HH(DOpMalUu OT OXpaHseMbIX

00BeKTOB:

- HCIIOJIB30BaHWE ceTH OfILIero J0CTyra, uyTo He obecreurBaer 3alliuTy OT
HECAaHKIIHOHHUPOBAHHOTO BMEIATENHCTBA M OT €CTECTBEHHBIX «IIEPErpy30K» CETH;

- HCHoJb3yeMble METOBI Mepexadyu NaHHBIX (B ocHOBHOM 1o SMS, Contact
ID) He obecrieunBarOT TpeOyeMylo CKOPOCTh U HaASXKHOCTH HOCTABKU TPEBOXKHOM
uHOpMAIHH;

- IIOABEPKEHHOCTh KAHAJIA CBI3M BIMSHHUIO €CTECTBEHHBIX M OpefHaMePeHHBIX
TIoMeX;

- ySI3BUMOCTE 00OPYIOBaHMs COTOBOH CBSI3U K YMBIIIIEHHOMY MOAaBJIEHHIO;

- OTCYTCTBHE HUJIX CJIOKHOCTL OpraHnu3allii KOHTPOJII KaHasla CBA3H.

B Hacrosiiliee BpeMsi BelyllHe ONepaToOphl COTOBOW CBSI3H aKTHBHO BHEIPSIEOT
HOBBIC TEXHOJOTUHM Iepefadd WH(GOPMAIMK C BBICOKAM YPOBHEM 3alllUTHL,

NpeaHasHa4€HHBIC OIS aBTOMaTH3alllii 0aHKOBCKHX onepauHi/'I u 6H3HeC-HpOIleCCOB.

B UHTCpEecax no,npas/t[eneﬂm‘/i BHEBEAOMCTBEHHOU OXpaHbl npeajaraeTcs

HCIIONB30BaHHe aHAJIOTMYHBIX TEXHOJIOTHH HA OCHOBE 3aUIICHHOTO 6CCHPOBO,HHOI‘O
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J0CTyIIa B KOPIOpaTMBHBIX ceTsix mo kanamam GPRS/EDGE, 3G, LTE pus
INOAKIHOYCHUA 00BEKTOBOTO U ITyJILTOBOI'O OGOPyI[OBaHI/IH TeXHUYECCKUX CpEACTB

OXpaHBI.

Llenpio HACTOSINMX pPEKOMEH[AIMU sBIAeTCd JOBeAeHWe HeoOXommuMoil
uH(oOpMaM [O CHCIHAINCTOB IOApa3leleHHi BHEBEJOMCTBEHHOH OXpaHBI IO

opranmnsaliuu HeHTpaHHSOBaHHOfI OXpaHbl C UCIIOJIB30BAHHEM YKA3aHHBIX KaHATOB.

2. OOPEAEJEHMNS 1 YCJIOBHBIE COKPAILEHUA

B nacrosmux PEKOMEHNAIUAX MPUHATHEI CIIEeAYIOUIUEe ONMPeaACICHUA:

Cerr GSM — MeXAyHapo~HBIHI CTaHAapT UUPPOBOH COTOBOH CBs3W,
rmobanbrast cucreMa MoOmiIbHOH cBsa3u. Cetb GSM COCTOUT U3 HECKOIBKHX
GYHKLHOHATBHEIX eIUHMIL, YbH (GYHKUUH M uHTepdeiics cnenudunupopansl. CeTh
COCTOWT M3 TpeX dYacreil: MOOWIBHBIN TemedoH, KOTOpPBIN HaxonuTcs y abOHEHTa;
$a3oBas CTaHIMs, KOTOPas KOHTPOJMPYET PaAMOCBS3h ¢ MOOMIBHBIM Tele(pOHOM;
ceTeBast IOACHCTEMA, OCHOBHOH YacThIO KOTOPOH SBISETCS HEHTpP KOMMYTallUH,
BBITOJIHSIOIMA KOMMYTAIIMIO BBI30BOB MEKIy MOOWIBHBIMH abOHEHTaMH WIIH

MeX Iy MOOUNIBLHBIME aGOHeHTaMH 1 aGOHeHTaMH (PHKCHPOBAaHHBIX ceTeii;

Cern VPN — BupryansHas dacTas ceTh (Virtual Private Network, Virtual
Private Net) — 310 OOBemIMHEHHE JOKAJNBHBIX CeTeH MM OTAENBHBIX MallluH,
TIOJIKTIOYEHHBIX K CETH OOIIETo IMOJIb30BaHUs, B €AMHYIO CETh, 00ECIeYUBAIOIIYIO

CEeKPETHOCTh M LeJIOCTHOCTD IepefaBaeMoil 1o Helt HHpOopMaIyy;

IP-agpec — yHHKaIbHBIH CeTeBOH ajpec y3da B KOMIILIOTEPHOH CETH,
MOCTPOEHHOH 1o TpoTokony IP;

Cratuueckuii IP-anpec — IP-afgpec Ha3pIBalOT CTATHIECKUM (TIOCTOSHHBIM,

HEU3MeHsSEMBIM), €CIH OH TIPONHCHIBaeTCd B  HACTpoHKaXx  yCTpOWCTBa

IIOJIB30BAaTEIIEM, b0 eclM Ha3Ha4vaeTcsd aBTOMATHUCCKHU npu MOJAKITIOYCHHUH
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yCTpOﬁCTBa K CE€TH, HO HCHOJB3YETCA B TEYEHUE HEOIPAHUUCHHOI'O IPOMEXKYTKa

BPEMEHH Y HE MOXKET GBITH TIPHCBOEH IPYrOMY YCTPOICTBY;

Munamungeckuii  IP-agpec — IP-agpec  Ha3plBaloT  AMHAMHYECKUM
(HeTIOCTOSIHHBIM, W3MEHSEMBIM), €CJIH OH HasHa4yaeTcs aBTOMATHYECKH IIpH
IOAKJIIOUEHNH YCTPOHCTBA K CeTH M HCIIOJB3YETCs B TEUEHME OTPAHHYEHHOTO

NPOMEXKYTKa BDEMECHH, KaK IPaBUJIO, 10 3aBEPIICHN CeaHca IOKITIOYCHH,

Mapuwpyrusarop (poyrep) — COBOKYIIHOCTH alIIapaTHBIX ¥ IIPOTPAMMHBIX

CPEACTB 1A YIIPaBJICHUS [IOTOKOM [NAaHHBIX B CETH,

Me:xceTeBoii >kpan (¢aiiepsos, OpaHAMAaydp) — KOMIUIEKC anllapaTHBIX
UMY [POTPaMMHBIX CPEACTB, OCYIIECTBISIONIMHA KOHTPOJNE W (HIBTPALMIO
ODPOXOMAIINX Yepe3 HEro CeTeBhIX IIAKeTOB B COOTBETCTBUM C 3aaHHBIMH

IpaBUJIaMH.

I3 - ycTpoMcTBO, KOHBEPTHpYIOIIee CUrHANbl/JaHHble B (dopmy,

IPUTOIHYO [T TPaHCHOPTHPOBKH 1O ceTH IHTepHeT;

SIM-kapTa — cMapT-kKapra, IpUMeHseMasi B MOOWIBHBIX TeledoHaX,

COOCPKHUT I/IJIGHTI/Iq)I/IKaTOpH TIOJIBE30BaATLIIA, HeoOXOAUMEbIe JIJIA AOCTYIIA K CETH.

B HacTOAIIUX PEKOMEHIAIUAX [IPUHATHI CIICAYIOUIHNE COKpAIlICHM:

APM — aBTOMATU3UPOBAHHOE paboUuee MECTO
MXUr -~ MECTO XpaHeHHs UMYINEeCTBa MpaxiaH
I1o — IporpaMMHoOe odecrieueHue

IO — IYHKT HEeHTPaIU30BaHHOM OXpaHbl
- — IMyJbT UEHTPANH30BaHHOIO HaOIIONEHUs
CIm — cucTeMa Iepeiadt U3BelleHn

YOO — YCTPOICTBO OKOHEUHOE OOBEKTOBOE



YOI
mic
APN

Contact ID

CSD

DNS

GGSN

GPRS

L2TP

LTE

SGSN

— YCTPOMCTBO OKOHETHOE MYIbTOBOE
— muieid curHaTH3AK

- Access Point Name, (afri. - uMs TOUKM JOCTYIA) — IIUHO3 K3
MOOUIBHOH ceT mnepenadn HaHHbIX (Harpumep, GPRS, 3G), gepes

KOTOpLIﬁ OCYILECTBIISACTCI JOCTYII K yCIIyraM Iepeaad JaHHbiX

~ pacmpoCTpaHeHHbIH MPOTOKOJ UH(OPMATOPHBIX CHCTEM Mepefayn

H3BEIeHUI

- Circuit Switched Data — TtexHoNOrHs Nepeladyd AaHHBIX,
paspabotannas ans crapgapra GSM. B CSD pexume coenunenue ¢
YAaJeHHBIM YCTPOHCTBOM YCTAHABIIMBAETCSI IO T'OJIOCOBOMY KaHAIy

Ha CKOpPOCTH JI0 9,6 KO6HT/C

- Domain Name System (aHria. - ciayx0a LOEHTPaJU30BaHHOTO

paspellleHst UMeH)

- GPRS Gateway Service Node — y3en, Bxoasauumii B coctaB GPRS
Core Network, 1 o6ecreunBaroIliii MapIIpyTH3aLHKIO JaHHBIX MEXKIY

GPRS Core network (GTP) u Buemumu IP cetamu

- General Packet Radio Service (aHri. - makeTHas paguoOCBS3b
00IIero MOJb30BaHUA) - YCIyra IHNaKeTHOW Irepeladd MaHHBIX 110
pazrokaHany

- Layer 2 Tunneling Protocol (aHri. - OpOTOKON TyHHEIUPOBAHUS
BTOPOrO YPOBHS) - B KOMIIBIOTEPHBIX CETSIX TYHHENBHbIH TPOTOKOIL,
HCMONB3YIOMMIACS ISl TIOMAEPKKH BHUPTYAJIbHBIX YacTHBIX CeTefl.

Cry AT JUI HHKALICYIALUH KaapoB nporokona PPP B IP-mmakeTs!

Long-Term Evolution - cTanmapT 6ecIipOBOIHOMN BEICOKOCKOPOCTHOH

nepeaavIu JaHHbIX

Serving GPRS Support Node (auri. - y3eir obciryxuBanust aDOHEHTOB
GPRS) — ocHoBHO#M koMmoHeHT GPRS-cucteMbl 1o peanusanuy
BceX QpyHKIui 06paboTku nakeTHol uadopMarmu. SGSN BeICTyIIaeT

TOYKOH COeJIMHEHHS MEXIYy CHcTeMo ©a30BBIX CTaHIMH CeTH

6



pagronocTyma u 6a30B0it ceThio

SMS - Short Message Service (aurit. — cinyx6a KOpOTKHX cOOOIIeHn#) —

TEXHOJIOTHS, TMO3BOJLIIOLIAs OCYIIECTBIAT, HpHEM M Iepenaqy

KOPOTKUX TEKCTOBBIX COOOIIEHUM

PPP - Point to Point Protocol - ABYyXTOWeWHEIH MPOTOKON KaHAJIBHOIO
ypoBas (Data Link) ceresoii momemu OSI. OObdHO HCIONB3YeTCS
IUI1 YCTAHOBJEHHS MPAMON CBS3M MEX/Iy IBYMS Y3JaMH CeTH,
mpuYeM OH MOXKET O0DecleuynTh ayTeHTH(PHUKALHMIO COeIUHEeHHS,
nmmdposarue (¢ ucnonszoBanuem ECP, RFC 1968) u cxxatie JTaHHBIX

TCP/IP - Transmission Control Protocol/Internet Protocol (ctek mpns
OpraHM3alli¥l COCTABHBIX CeTel, KOTOphle IMOCTPOEHBI HAa OCHOBE

Pa3HBIX CETeBBIX TEXHOJIOTH)

3. OBJIACTHh IPUMEHEHM

O6nacTei0 MPUMEHCHHS JAHHBIX pPEKOMEHJalui SBIAETCS OpraHu3aIfus
HEeHTPaTH30BAHHOM OXpaHbl B TIOAPA3ACICHUSX BHEBEIOMCTBEHHOH OXpaHBI ¢
WCTIONB30BAHVEM 3alHINEHHBIX KaHaJIOB Iepeladyd MaHHBIX, IPeIoCTaBIsSeMbIX
oIlepaTopaMM COTOBOH CBs3U. B coOTBETCTBHU ¢ METOAMYECKUMY PEKOMEHAALHIMU
P 78.36.031-2013 «O mopsake obciemoBaHuss 00bexToB, kBaptup W MXUT,
TIpUHAMAEMBIX 07 HEeHTPATU30BaHHY0 oxpaHy» U P 78.38.032-2013 «MHxeHepHO -
TEXHUYECKasd YKPEIUIEHHOCTh W OCHAllleHHe TEeXHUYECKHMH CPEeICTBaMU OXPaHEI
00BexToB, kBapTHp ¥ MXUWI, NpuHEIMAaeMBIX IO LEHTPAIU3OBAHHYIO OXPaHy
MOJpa3feNieHusIMA ~ BHEBENOMCTBEHHOM  OXpaHBl»  JNaHHble  IIPEIJIOKEHUS

IpelHa3HAYEHbI CIe/[YIOIINX IPHMEHeHHH:

- OpraHd3anus pe3€pBHOrO KaHajla nepeaadu U3BEIEHUN 15t OXpaHACMBIX

00BEKTOB, 3a UCKIIOYeHHEM 00HeKTOB KaTteropun Al;



- mpuUMeHeHHe OOOPYNOBAHUS C MCIIONB30BAHMEM BhIIIIEyKa3aHHBIX KAHAIIOB
CBsI3W JJIsI OPTAHM3aIluH OXpaHbl 00BeKTOB, kBapTup U MXUI™ kxateropuii b2, B3 u

'3 Ge3 00s13aTeNbHOTO LYONHUPOBAHUS KaHaja CBA3M.

B 1maHHBIX pEeKOMEHAALMSAX IPUBEICHBI HCOOXOAMMEIE CBENEHMA A
monpaz/ieneHuii BHEBEIOMCTBEHHON OXpaHBI 110 OPraHW3aliyl [pPelaraéMbIX CXeM
UCIONB30BaHKs  OOOPYNOBaHMS  TEXHUYECKMX  CPEACTB  OXpaHbl,  CIIMCOK
o0opynoBaHUS, MMEIONee BO3MOXHOCTE pabOoTHl €O  CHEHATH3UPOBAHHBIMHU
COTOBBIMM KaHaJaMH CBA3H, & Takke OONIMe PpEKOMEHIAIMM IO HacTpoike
00opymoBaHMs ~ IYJAGTOB  LICHTPAIM30BAaHHOTO  HAOJIIOAGHWS W OIMCaHHe
BO3MOKHOCTEH IIPEeIOCTaBIIAEMbIX ornepaTopamu coTOBOM’ CBS3H

CIeHAaIU3UPOBAHHbIX BEO - IMIPUIOKEHHH.

4. CBEAEHUS O IPUMEHAEMBIX TEXHIYECKUX KAHAJAX
CBA3HU C UCITIOJBb30BAHUEM KAHAJIOB COTOBOMU CBA3U

B «Cnucok TeXHHUYECKHX CpPEeICTB Oe30MacHOCTH, YIOBICTBOPSIOMINX
TpeboBauusaM «EMHHBIX TEXHUUECKHX TpeGOBaHUM K CHcTeMaM LeHTPATH30BaHHOTO
HaGIrONeHUs, TpeJHasHAYEHHBIM Uil  [pPHMEHeHHs B  I[OOPa3feNeHHIX
BHEBEIOMCTBCHHOH oOxpaHb» © «EIMHBIM TeXHHYSCKHM TPeOOBaHUSIM K
OOBEKTOBHIM MOJCHCTEMaM OXPaHBI, MpeJHa3HAaYeHHBIM JJIsi TpPUMEHCHHS B
TIOJpa3/IENCHNUAX BHEBEIOMCTBCHHON OXpaHBI» BKIIOYCHBI CHCTEMBI, HMEOIIHE
0o6OpyIOBaHWE ¢ WCMONB30BAHUEM KAHAJIOB COTOBOM CBSI3H, BBIIyCKacMBIe
OTEUCCTBEHHBIMH TpeAnpuaATHsIMA. JlaHHbBe TPEANPHATHAS OCYIIECTBISIOT BBILYCK
26 00BEKTOBBIX YCTPOMCTB AN HyXJ TOJApa3/ieieHHH BHEBETOMCTBEHHOU OXpaHhi,
24 ®W3 KOTOpHIX HMMEIOT BO3MOXHOCTH HacTpoiiku mig paboTel  co

CHELHANH3UPOBAHHBIMH COTOBBIMU KaHalIaMU CBsI3U (cM. Tabnuiy 1).



Tab6muua 1

BozmoxkHOCTB paboThi cO

MO HACTOALECEC BPEMs

Ob6bexToBOE [Tepuon Konuaecto
Ne | Tlpeampustue . CHeLHaTH3UPOBAHHBIMU
yCTpoHeTEO BRITyCKa SIM - xapr COTOBHIMH KAHAIIAMU CBS3H
OO0 HIIO VOO 4G 03.2009 - 5 na
«AXTyOa-ruTocy, [0 HacTosIIEe BpeMs
1 r. Bomkeknit,
Bonrorpaackas YOO 6EG 01.2013 - 2 na
061 o HacToAILEe BPeMsl
VOO «TanaeM-2M» 2007 - 1 Her
10 HACTOSIIEE BPEMS
YOO «Tannem IP- Hauano 2012 - 5 a
3AO «APTYC- W» ncm. 1 10 HAaCTOsIIIEE BpeMst A
5 [CHEKTP», VOO «Tangewm IP- | Hauaino 2012 -
2 pit:]
r. CaHkr- W» nen.2 [10 HACTOSILIEE BPEMsI
[lerepGypr TIIKOII «Tangem- | Hawano 2012 - | ]
I» 110 HACTOsILUEEC BpeMs .
VC-181P konen 2013 - 5 na
110 HACTOsILLEEe BpeMs
000
3 | Hormmon, YOO «Jlaryna ¢20141 2 na
o i IP/GSM»
MockoBckoit
061acTi
01.08.2008 -
o BPO-5GSM wuern.1 01.10.2012 2 Ia
4 |Murerpart», | BPO-5GSMuen2 | 01102012~ 2 na
. Kasams N0 HacTosllee BpeMs
BPO-4GSM+ 01.04.2013 - 2 na
10 HACTOsIIIEee BPEMS
IITKOIT S632- 2011 - 5 a
500 2GSM mcem. «B» [0 HacTosiIee BpeMs A
5 |Ipokchman, 10O S63§—§§}SM 2013 - 5 a
r. Tyna uer. «B.01» 110 HacTosliee BpeMsl
I100 8632-2GSM 2014 -
2 aa
ucrn. «B.02» 10 HaCTOsLIEe BpeMs
3AO «Puzirray, 3apsa T'K-IP-M2 2009 - 1 Ia
[10 HAcTOsIIEEe BpeMs
6 [r. Cankr-
[etepbypr 3apst VO-IP-GPRS 2009 - 2 na
[0 HacTosAIEee BpeMs
TIIKOII 011-8-1- 2013 -
011m ITo nacrosee 2 aa
000 «Oxpannoe Bpems
7 [6ropo Cokpary, 2012 -
r. UpkyTek IIpurok-A-KOII-02 0 HacTosmee BpeMA 2 na
Ipurox-A-KOIT-01 2014 - 2 na
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O6bekToBOE Tlepuon Konunuectso BoamoniooTs, pabotei co
Ne | IIpeanpusTue N ] ) CIIeLMaTTU3UPOBAHHBIMU
YCIPOHCTBO BinycKa SIM - xapr COTOBBIMM KaHAIAMH CBSI3H

[ITKOIT 4GSM 2008 - 2 Ia

Mo HacTOsIee BPeMs

2013 -
YOO 4 IP/GPRS Mo HacTosIee BpeMs 2 A8
YOO 5 GPRS
2012 - 2 Ja
110 HACTOSALIES BPeMs
(000 «Dnecta» K PHO 2008 2 a
8 r. CaHkT-

TMetepGypr TTOUCK HITKOIT 2009 - 5 ma

24K ¢ UM GSM  |no HacTosllee BpeMs
MMOHNCK IIIIKOIT 2009 - 2 1

8I1¢c UM GSM  no HacTrosuiee BpeMs
Y003 GSM 2007 - 1 Her

Mo HacTOsILIEee BPEMS
Konseprop 18xI'u- 2010 - 5 a

GPRS 10 HACTOsALIeEe BpEMS A

5. OHEHKA CTOHMOCTH JKCIIJIYATAOUU 3AINIUIIEHHBIX
KAHAJIOB CBs13H

B ®KVY HMI] «Oxpana» MBJI Poccuu paHee mpoBOAMINCH JIaOOpaTopHble
UCIBITAHUS [0 BO3MOXHOCTH IIPHUMEHEHMs psija TEXHHYECKUX CpPEICTB OXpPaHbI
OTEYECTBEHHBIX NPEATPHUATUI-N3TOTOBUTENEH € HCIIONIB30BAaHMEM  3aIUUIIEHHBIX

KaHaJIOB II€peaavu JaHHBIX, IPEAOCTABISIEMBIX OII€paTOpaMu COTOROM CBSI3MH.

B pesymbrate aHaymmza Tpaduka nepesadyd MAHHBIX OBUIM  BBIPAOOTAHBI

CIIEAYFOILIUE PEKOMCH/TAIHH:

1) Ilpu BeIGOpE TapudoB Al 06BEKTOBOr0 000PYAOBAaHUS HYKHO NIPUHUMATH

BO BHHUMAaHHE, YTO NMPU YCTAHOBJIEHHOM MEpHOJE IMOCBUIKU TECTOBOTO COOOILEHHS
o/iuH pa3 3a 30 cek ¥ YyCTOMYMBOM KaHalle CBSI3HM OTHOMY OOBEKTOBOMY YCTPOHCTBY
TpebyeTcs ans nepenaun uHGopMarmu okxoio 8 Mbait Tpaduka B mecsau. ITpum
YCTaHOBKE YCTpOMCTBa B 30He HeyBepeHHOro mnpuéma o6veM TpebyeMoro Tpaduka
MOXeET CYLIECTBEHHO YBEIHUUTHCS 32 CUET NONOIHUTENHHON neperaun HHbopMaluu

Ol TIOBTOPHOT'O YCTAHOBJICHHA COCOHHCHHSA. B 3aBucumocTH OT BHOA Tapmba u
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PEerroHANIBHEIX PA3IUYUE CTOMMOCTS Hepefau | MoOalT nH(popMaIuy B HacTosIIEe

BpeMs cocTaBisieT OT 3 1o 9 pyOuneii.

B nacrosee Bpemsi, OAO «BrmMmenkomy» npeanaraet eJiHbIH Tapud 1o BceM
cyonextam Poccuiickoii ®denepainyn 3a 0oO0ciyXUBaHue IO TexXHOJOTHE «M2M»
croumocTbio 60 pybneii B Mecsll 3a Kaxgoe abOHEHTCKOe YCTpOMCTBO. B naHHOM
Tapude upenycMorpeHo okpyrienune o 1 Kb6aiita pas B cytku, OecruiarHblif
BHYTPHCETEBOM POYMHHT IO BCell cTpaHe ¥ BOSMOXKHOCTH HCIIONB30BaHHS OOINEro
Tpaduxa, 4TO MpEAIoaracT BO3MOXHOCTH IepepaclpelciieHus MaKeToB Tpaduka

Mexay SIM-kapramu.

OAO «MTC» BHenmpeH Tapud «TenemaTuka», 1Mo €ro YCIOBHSIM KOTOPOTO
mofKTIoueHus paznuyaHeIX nakeroB GPRS (ot 5 mo 90 M6aiit) ¢ duxcuposaHHOM
aboHeHTCKOM miaToit croumocThio 1 Mbaiit Tpaduka cocrasut 2,8 pybias. ITopor

OKpYTIICHU Tpaduka cocTaBiser Taxke 1 KOaiT.

OAO «Meradon» mupemraraet ycrnyry «YmpaBleHHe — yIaNEHHBIMU
00beKTaMu», MpeJHAa3sHadeHHYIO I 3allHIIeHHOro OecIpoBOLHOTO JOCTyHa K
uudopManyy o6 yIadeHHBIX 0OBeKTax, OObeINHEHHBIX B TEXHOJIOTHUECKHE CETH.
Venyra rosBodsieT o0ecriednTs 06MeH nHdpopManyeil ¢ ylaieHHBIMU 00beKTaMH 10
GPRS, SMS u CSD-xaHanaMm, BKIIoUas [epejiady OTYETOB, MpHeM KOMaHI U
OCYIIIECTBIICHHE OIpeIeNIeHHBIX ollepalnii. Pasmep abOHEHTCKOM rIaThl COCTaBIsIET
ot 95 1o 480 py6reii (15 Mbaiit u 150 Mbaiir TaHHBEIX COOTBETCTBEHHO) B MECHII,
Ipu 3ToM Tpaduk okpyrisercs B 2 Koaiit (cpennuii o6bem NepenaBaeMbIX JaHHBIX B
TedyeHNe Ka)XIOW CeCCHH).

2) Ilpu BeIGOpe TapudoB Ha ycIyry oneparopa cBsisu g cetr 11O, B obimem

cllydae, peKOMeHIyI0Tes Ge3MMUTHbIe TapA(dHbIe ITaHbl CO CKOPOCTBIO He MEHee 5

M6ut/cex. Cpenssist CTOMMOCTh TaKoro MOAKIIOYEHUs! cocTaBisieT okono 1000

pyOiett B Mecar,.

B Hacrosiiee BpeMs BBIOOp ONepaTopa COTOBOH CBA3M OCYIIECTBISETCS B

COOTBETCTBUH C «MeTO,Z[I/I‘ISCKI/IMI/I pPEKOMEHIaIUAMN 1o Oopranusalun
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NEHTPATH30BaHHON OXpaHsl ¢ Ucnonb3opaHueM GSM-kaHana CBA3M U MPOBEICHUIO
YCTAHOBIECHHBIX  3aKOHOJATeNbCTBOM  Poccwmiickolt  @®emepanmu  TOpros Ha
npenocTapieHne yenyr corosoit ceasu» I'YBO MBJI Poccuu ot 2014 roxa, B
KOTOPBIX ~ OTMEYEHO  HalWdde pa3lHYHBIX IHOAXOJOB  NOApasfeNieHuil K
npuodpeTeHuto, yaeTy U noagepxanuto 6ananca SIM-kapt (cunamum YBO (OBO),

3aKa3urKa U 00CIy KMBaloNIell OpraHn3alim).

B osToM ke J[dOKyMeHTe ykaszaHo cuepymomee: «Mcnonb3oBaHue s
HeHTpan3oBantoll oxpansl SIM-KkapT, 3apeructpupoBaHHbiX Ha YBO (OBO), naet
BO3MOXKHOCTE B paMKax KOHTPAaKTHBIX  O0S3aTeNIbCTB  HCKIIOYHUTH  CIIydYau
OTKJIIOUEHHS Karana COTOBOM CBSI3U 10 MPHYHHE OTPULIATENBHOTO GallaHca, a Takxke
nOBBICHTH  3()(EeKTHBHOCTE OpraHM3allMd TexHudeckoro obcayxusanus TCO,
paboratommx no cetu GSM. Kpome toro, nammume cobGctBeHHBIX SIM-Kapr
MO3BOJISICT TIOApa3[elIeHusM OpraHW30BaTh KaHall Mepefadyy M3BelleHuil uis
GIOMKETHBRIX OpraHU3aLuif, a TaKke 00BEKTOB, IOMJIEKAIUX 00sM3aTeNIbHONW OXpaHe
MoNUIKeH, IpH OTCYTCTBHH Y HUX BOSMOXHOCTH (PMHAHCUPOBAHUS HaHHOH CTaThH

pacxonaoB».

Bumecre ¢ Tem, obpailieHO BHUMaHWe Ha TO, YTO «B XOJIe IPOBeNieHus: Topro
CYILECTBYET BEPOSTHOCTH CMEHBI HCIIOJIE3YEMOrO OepaTopa COTOBOH CBS3H, YTO
moBjieueT 3a co0oM HeoOXOMUMOCTh mepeKoH(pUrypuposanus noacucremsl GSM,
nepedopMupoBaHus 0a3bl NAHHBIX, a Taioke 3aMeHBl SIM-kapT B OOBEKTOBBIX H
MYJIBTOBBIX OKOHEYHBIX YCTPOHCTBAX».

VuuTeIBas 3TO, CYIIECTBYET HEOOXOOUMOCTH BO BHECEHHH NONONHUTENBHBIX
TpeGoBaHMit Ui OpraHW3aIluM IICHTPATM30BaHHON OXpaHBl C HCIIOJNB30BaHHEM
3AIIUIIEHHRIX KAHAIOB ITepefady JaHHBIX, IPeA0CTaBIsIEMBIX OllepaTopaMu COTOBOH
CBSI3U.

ITocKOIbKY JIOCTYN B 3alUWIIEHHYIO CeTh IIPEeIOCTABIIETCA TONBKO

3apEeTUCTPUPOBAHIIBIM IIOJB30BATEIIAM, CICAYET YHYHUTBIBATH, YUTO IIpejuiaracMbI€ K

HCIIOJIB30BAHUIO KaHaJIbl CBA3U  MOTYT OBITH peanu30oBaHbl  TOJILKO Ha
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CTIEIANM3NPOBAHHEIX KOPIIOPATHBHEIX Tapudax.

6. OPTAHU3AIINA PABOTHI CHCTEM C HCIIOJIB30BAHHUEM
SAINUINEHHBIX KAHAJIOB CBA3M.

Jlns  opraHuzaluM OpenaracMbIX CXeM MCIOJIb30BaHHI 000pyHOBaHUS
TEXHUYECKHX CpEeACTB OXPaHbl, MOJPa3NelIeHHI0 BHEBEJOMCTBEHHOH OXpaHbI
HEeoOXOIUMO Uepe3 IeHTpalbHble O(QUCHl OIIEPaTOPOB COTOBOH CBA3M OOpaTUTHCS B
peruoHanbHbIC OTHENH, OTBEvalole 3a B3aUMOAEHCTBHE C KOPHOPATHBHBIMU

KJIAEHTAMH. DTO:

- JenapTaMeHT 110 pa60Te CO CTpaTeru4eCKUMHU KIIMCHTAMH WX cnyxc6a

MpOJlaXX TeleMaTHIeckux cepBrcoB B OAO «BrmMmenxkom»;

- OTACH IIO0 peajlu3alliid CICHHUAJIBHBIX IIporpaMM H B3aMMOIEHCTBUIO C

rocynapcTBeHHbIME opranaMu B OAO «Meradony;

- JemapraMeHT mo paboTe ¢ OW3HEC-pBIHKOM WIH oThen mo pabote ¢

KIHeHTaMu KpyItHoro 6usHeca B OAO «MTC».

Jns  mpuMeHeHHsT 0OOpYyHOBaHHS IIOACHUCTEM IMepefladd  W3BEIeHUH ¢
UCTIONB30BAHUEM  3AlNUINEHHBIX  KAaHANOB, IIPeJOCTaBIIEMBIMH  OIEpaTOpaMy
COTOBOHM CBSI3W, ITpeUIAraroTCsl K WCIIOJIB30BAHAIO CO CTOPOHBI OGBEKTOBOTO
000pyIOBaHus TEXHOJOTHH IakeTHOH nepenadn aauHeix GPRS/EDGE crammapra
GSM (BeineneHHBIe BUPTyanbHBIC 3amuinéHaele [P-cetw perwomansHoro u
denepanpHoro  Macmraba, €  BO3MOXXHOCTBIO — TPEHOCTABJICHHS  CEPBHCOB

[IPHOPUTETHOTO OOCIyXuBaHus) 1 TexHonorust CSD.

INoxcucreMsl He BMEIOT BXOJOB H BBIXOJOB B ceTh HTepher, Tene(OHHBIE

CECTH 06II.IGFO JOCTYIIa ¥ APYTHUE CEPBHUCHI, TpEATaracMbI€ OIeparopaMu CBI3H.

IloacucreMbl o0OeceuYMBAIOT YHHUKAJIBHOCTE aApPeCHOro MNpoCTpaHcTBa A

KaXJ{oro U3 NyHKTOB HEHTpaJ'II/IBOBaHHOﬁ OXpaHkbl.
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B cootBerctBuM ¢ «EOWHBIMH TEXHHYECKMMH TPeOOBaHHAMH K CHCTEMaM
LEHTPAIM30BaHHOTO  HAONIONEHHS, IpeNHA3HAYCHHBIM JOJIs TPUMEHEHHI B
HOApa3JeleHUsIX BHEBEJOMCTBEHHOH OXPAaHBI» OOBEKTOBOE YCTPOUCTBO TOJKHO
olbecrieunBaTh BO3MOXHOCTH paboThl He MeHee, ueM ¢ AByMs SIM-kapramu. B neisix
pe3epBHUpPOBaHMs KaHama CBS3M HEOOXOMMMO JMCIOJB30BaHHe IBYXx SIM-kapT B
OITHOM 0OBEKTOBOM YCTPOMCTBE OT Pa3jiMYHBIX ONEPATOPOB CBSI3HU. JIIs MOBBIIIEHWS
HaJEKHOCTH PaboTHl 0OBEKTOBOTO YCTPOHCTBa, Iipu cboe B pabodeM KaHalle CBSI3H,

OHO MEPEKJIIHAETCA Ha pa60Ty C OHOrOo oIepaTopa CBI3U Ha PYIoro.

J1s ocyImecTBIeH s KOHTPOIA KaHalla MeXITy OObEKTOBBIMU yCTPOHCTBAMH U
TTIH ocymiecTBiseTCs Nepenada TeCTOBBIX H3BEILCHNH, ICPUOI KOTOPHIX 3aBUCHUT OT
KOHKPETHOTO THITa 000pYJOBaHUS M YyCTAHABINUBASTCS IIPU €ro HACTPOIKe ¢ y4éToM
Toro TpeOOBaHMA, YTO BpeMs OOHAPYXKCHMS HapylleHWs CBS3H (HEHCHpPaBHOCTH
o6opyOBaHUs, ©CTECTBCHHBIE WM Tpe/HAMEPEHHble IIOMEXH H IIp.) He AOIDKHO

npeBsImath 120 cexyHa.

7. IPUHOUTIBI OPTAHM3AIIMM YIAJEHHOI'O AOCTYIIA B
KOPIIOPATUBHYIO CETh KJHEHTA YEPE3 GPRS/EDGE
CETb OIEPATOPA COTOBOM CBA3U

Jins  ripemocTaBieHMs JIOCTYNa B KOPIIOPAaTHBHYIO CeTh [0 KaHajlaM
GPRS/EDGE, 3G, LTE omepaTopbl COTOBOH CBS3M BBIJAIOT 3apETHCTPHPOBAHHBEIM

nons3oBaTenaM SIM - kapTsl, cofepikalliiie CreliMaNi3HpoBaHHbIe HACTPOHKH.

Jiss  momkimoueHMs OOBEKTOBOTO  YCTpOMCTBA K CETH TEXHUYECKOMY
CIIENUANUCTY TOApPAa3/IeIcHHs] BHEBEIOMCTBEHHOH OXpaHBl HEOOXOIMMO BBECTH
MONTydeHHBIE OT OTlepaTopa cBs3H 3HaueHus HacTtpoek (APN, Login, Password). Beox
STHAX HACTPOEK OCYIIECTBISICTCS B COOTBETCTBUH C PYKOBOCTBOM 110 HKCIULyaTallHH,
BXOAALMM B  KOMIUISKT IIOCTaBKM  m3menus. HacTpoiikm  BHOcATCA B

OHEProHe3aBHCUMYIO IIaMATh M3JIEJIMA € INOOMOLIBIO CTaHIAPTHBIX CPEACTB,
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npeiHa3HauyeHHbIX JUIS ero IPOTpaMMEpPOBAHHUs, KaK IIPAaBHJIO, BCIIOMOTATENbHOM
KOMIIBIOTepHO# mporpaMMbl. 11o oKOHYaHUHM HAacTpOHKH OOBEKTOBOE YCTPOHCTBO
OyzleT aBTOMATHYECKH MOJKIIOYEHO K CETH.

O6uas cxeMa OpraHW3ali{ 3alHIIEHHOTO TOIKIIOYEHHs K KOpIOpaTUBHOM
ceTH OOBEKTOBOTO M MYJBTOBOTO OOOPYIOBAHUS TEXHHUECKHMX CPEACTB OXPaHbI

IIpuBc/CcHa Ha puc. 1.

Atonenr

APN: ¢ty
Login: <User>@<Domain>
Password: Wi — e e e s e m e e e - —

LTE,
g - — -—[ 3({; l-.- W — — —— - — " - - A — -
GPRS/EDGE | Oneparop . l
CSDr COTOBOW i 1 Cers IO 1
 cpaan i | .
I & !
: ! . _§E = ]
DO
I (. EEE 8 E i
i s 5 ax > o
I | El: = ]
L | BOIC il
VOO . . 1 = i
i 1 i
I 1 I

Pucynox 1 - IlpuMepHas cxema OpraHU3aIiy 3allUIIEHHOrO ITOIKIFOUYEHHS.

B 3aBucumMoctu ot tuna CIIM ¢ ucrnonszoBanneM GSM-KaHaNoB yCTpOHCTBO
okoHeuHoe myneToBoe (YOII) MoXeT He BXOJUTH B COCTAaB CHCTEMBI (Ha CxeMe
BBIACNIEHO KypCcHUBOM). B pasnmuuHpix Kou(purypammsx obopymoBanus [IIH
BO3MOXKHBI ~ CHTyalluW, Korga  mporpammboe  obecrreuenme  (IIO)  Ha
aBTOMATH3MpOBaHHOM pabodeM Mecte (APM) OyaeT mbITaThess HaWTH OOHOBISHUS
OllepalliOHHON cucTeMbl MM ipyroro cropoHHero 110, u XoTs naHHBIE CETH He
HMEIOT JOCTyna B ceTh VHTepHeT, 3alpochl CYNIECTBEHHO IIOBHICAT Tpaduk. B

JaHHOM cClrydae HeO6XOIH/IMO HCHOJIB30BaHHUC MEKCETEBBIX 3KPAHOB.

M opranmsammm pabotstr ¢ III[H omepaTop cOTOBOH CBA3M MPeNOCTABISACT
¢bu3HUecKyi0 BBIJIEICHHYIO JIMHUIO C OOMNBIION NpPONMyCKHOH croco6HOCThIO0. B
Ka4yecTBC PE3epPBHOrO KaHAJAa, a TAKKe B CIydasx OTrPAaHWYCHHOIO IO BPEMEHHU
pa3BepTHIBAIMS CHCTEMBI, PeKOMEHIyeTcs ucmoib3oBanne Kapanos 3G n/mmu LTE.

B nocnennem cimyuae, s nomkimoueHus K cet [1LO, B macrpoiixu moxeMoB 3G
15



w/mnu LTE 3aHocsTcs te ke mapameTpsl APN, 4To B B mapaMeTphl HAaCTPOMKU CETH

00BEKTOBOTO yCTpOHcTBA.

[Nonyuenue mocryna K [P-ceTu KNHEHTa OCYIIECTBISAETCS Yepe3 BCTPOEHHBIA

GPRS/EDGE-MojieM, yCTaHOBJIEHHbBI B 00BEKTOBOM yCTPOMCTBE.

Co croponsl 06BeKTOBOrO 000y {OBaHHS CBA3b OCYIIECTBIIAETCA IO KaHazaM

GPRS/EDGE B ocrOBHOM pesxume paboTsl U 10 KaHary CSD - B pe3epBHOM.

O6BexToBoe ycrpolictBo ycranasiuBaeT GPRS ceccuio ¢ mcnoms3oBaHHEM
BBIJICTIEHHOIO OIlepaTopoM coroBod cBs3u APN, d9r0 M03BOISIET HACTPOMTH
MapIIpyTH3anuo Tpaduka ¥ HanpasuTh Bech Tpaduk ¢ SIM-xapt, MuHys
my6muanei MHTEpHeT, 1Mo BBIACTCHHOMY KaHaly HAUpsAMYIO Ha cepBep KIIHEHTa.

Taxkum 06pa30M CYIICCTBEHHO NOBBIMIACTCSA 3aIMUINECHHOCTD II€peaain NaHHbIX.

s oprammsanmuu YU IpUMEHEHUS BBHIIEYKa3aHHBIX IOJACHCTEM Iepenadn
u3BelleHn# co ctopousl ITIIH pexomeHyercs HCIONB30BaHHE MNPEHOCTABIAEMBIX
IAHHBIMU OTIEpaTOpaMHé BBINEICHHBIX IMPOBOJHBIX, ONTOBOJIOKOHHBIX, a TaKXke
oecnpoBonHbIx kanatoB 3G u LTE. JIng moBeimeHHs HagexxHocTH kanana [THO

pekoMeHyeTcss KOMOMHUPOBAHHBIN THI MTOIKIIOYSHHS.

Hactpotika o6opynosanus [TLH HocHT MEIWBH TyaIbHBIR XapakTep W 3aBUCHT
ot ucnosnbszyemoro tuna CIIM, BOZBMOXKHOCTEH KaHAIOB CBSA3H, KAHAJIO00PAa3yrolIero
000pyIOBaHUS U TIp.

OnHako, B HACTpPOHKaX ceTeBOro obopymoBaHus, ycraHoBienHoro ua ITIIO,

CJIEAYyeT HUCIIOJIB30BaTh OTACNIBHO BBIACIICHHBIC allllapaTHbIC MEXCETEBBIC SKPaHBI C

MHHHMAJILHBIM HEOOXOTUMBIM H3.60p0M OTKPBITHIX KAHAJIOB CBA3U.

B ciy4ae, xorza onepaTop COTOBOH CBSI3H (PU3MUECKU HE MOXET ITPEIOCTABUTE
BBIZIEJIEHHOTO IIPOBOJHOIO HJIM ONTOBOJIOKOHHOTO KaHala CBSI3HM, PEKOMEHIyeTcs

ucnons3zoBanre VPN corimacHo cxeMme Ha pHc.2.
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Pucynok 2 - Cxema mopkmouenust kK xopnopatusHolt cetn GPRS/EDGE ¢

HCIONB30BaHHeM KaHaloB Internet

Ilpu mpuobOpereHuu ceTeBOro o0OOPYIOBaHHS HEOOXOIWMO YTOUHHUTE Yy
ollepaTopa CBs3M PEKOMEHIyeMBIe H alpOOHPOBAHHEIE KOHKPETHbIE MOJEIH
POYTEpOB ¢ TOYHBIM yKasauueM Bepeuii 10, obeciieunBarolnye KOPpeKTHYIO paboTy

¢ mpotokoiiom L.2TP.

1rro3, MapIpyTH3aTop W MEXCETeBOM OKpaH NOJDKHEL BBINOJIHATHCS HA
OTZeNbHOM 000pyIOBaHUH. B NaHHOM ciiydae Hanbolee KOPPeKTHO U yCTOHYHBO
ymaéres peanm3oBaTh (YHKUMH OTPAaHUYCHUS JIOCTYINa, (QUILTPALH I[1aKEeTOB,

YTIpaBJIeHus MPOITYCKHOM CTIOCOOHOCTHIO M IIP.

8. OIUCAHHE CPEACTB OIIEPATUBHOI'O VYIIPABJIEHUS
BECIIPOBOIHOU CBA3bIO, HPEJOCTABJISIEMBIX
OIIEPATOPAMM COTOBOMU CBsI3H.

Ilpn opramusanmu [OCTYa K KOPIIOPATHUBHBIM  3AUIUINEHHBIM  CETSAM
oneparopsl cotoBoii e¢Bs3u (OAO «Brimnenkom», OAO «Merahom», OAO «MTC»)
MPENOCTABIISIOT TAKXKe NOCTYII K 3alIMINEHHBIM BeG-TIIPHIIOKEHHUAM U KOMIUICKCHBIM

nakeraM  BeG-Ciiy’0, NpPeAOCTABISIOIMM HHGOPMALMID O COCTOSHHHM H

17



KCIIOJIb30OBaHHUHN 6eCHpOBOILHBIX CJ'Iy)K6 CBA3HM B DpPe€aJIbHOM BpPEMEHU, a TaKXe

HUHCTPYMEHTEI IJIsI OIIEPATUBHOIO YIIPABIICHHUA 6eCHpOBO)IHLIMH YCTpOﬁCTBaI\iI/I.

HpI/I HCIIOJIE30BAHNHA  TIPHUJIOXKE HUH  KJIUEHTBI Imojry4daroT  CIeAyromue

BOBMOXKHOCTH:
- aIMHHACTPUPOBAHHE IIPHIOKEHUN U [I0B30BaTeNlel i ypoBHeil TocTyna,;
- CO3[aHu€, PETNCTPALHS K NOJJEP>KKA COOCTBEHHBIX KIIMEHTOB [T OKa3aHHsI
UM YCIIYT;
- ynpasnerue SIM-kaptamu u Tapudamu,

- IPOCMOTP M aHalu3 TNoApoOHOH wWHQOpManud 00 HCIHOIH30BAHUA H

BBICTABJICHUH CYECTOB,

- JIOCTYI K JaHHBIM O OeCIpOBONHBIX CTPYKTYpaX M UX AHANH3 B POIKUME

PeansHoOro BpeMeH!;
- aHanu3 QyHKIIHOHUPOBaHUA U HCIONB30BaHuA SIM-kapr;
- TIOJTyICHNE CIIPaBOYHBIX CBECHUI;
- DKCIIOPT JaHHBIX BO BHENIHKE TPUIOXKEHNUS (HarpuMep, B opmat *.xls).

CpejicTBa OrepaTUBHOIO YIpaBleHUs OSCIIPOBOAHON CBA3BIO, NpeiaraeMble
omepaTopaMH COTOBOH CBf3W, HMEIOT eAMHOOOpa3Hble uHTepdelicsl s
HCTIONB30BAHMUS HEOOXOAUMBIX (DyHKIMH:

- IpoBepKa paboTococoOHOCTY KaHalla CBI3H OT 06BEKTOBOr0 060pyJOBAHUS;

- KOHTpPOIIb 33 aKTUBHOCTEIO SIM-KapT;

- OTCIIeKUBAHME H3PACXONOBAHHOTO TpaduKa U HGUHAHCOBBIX CPENCTB;
- IIepeKIIOUeHre MKy Tapudamu,

- akTuBaIys/ neakrupaius SIM-kapt;

- 3KCIIOPT HaHHBIX IJI I(aHBHeIZIHefI TIOATOTOBKH OTYCTOB.
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[MonyauB noctyn K mHTEpdeiicy mmaTthopMbl, TONB30BATENb MOXKET B PEXKHUME

peansHOTO BpeMeHHU OTCIeKHBATh COCTOsHUE Beex ero SIM-kapT.

Himke mo  TexcTy  IpHBeneHH  BHABI  OKOH,  JEMOHCTPHPYIOIIHE
MPefoCTaBIsIeMble  OIepaTopaMH Bo3MOKHOCTH. KOHTponms 3a pacxoJoBaHUEM
(DMHAHCOBEIX CPEICTB IPYIILI 0OBEKTOB MIPHUBE/IEH HA PUC. 3, & KOHTPOIb 10 OTHOMY

~
00BexTy - Ha puc. 4. IIpuMep koHTpoIs akTUBHOCTH SIM-KapT npencTaBneH Ha pHC.

5., a IpuMep UHTepaKTHBHOMN CIIPaBKH - Ha puc. 6.

Berpoennass  cucTeMa  MArHOCTHKHM — TIO3BOJISIET  OMpPENeMTh peallbHOC
cocrosine  SIM-KapThl, dYTO B pe3yJibTaTe Kakux-Tubo mpoblieM MOMOXET
OTIPeIeNINTh Ha KaKkoM JTarle MPOUCXoAuT cOoil. Hampumep, yBUAEB, YTO CO CTOPOHDL
oliepaTopa BCe B HOPME, MOXXHO CIelaTh BBIBOJ, YTO TPoOIeMa ¢ OKOHCUHBIM
ycTpoiictBoM u Hao6opoT. OTcyTcTBHE HEOOXOJUMOCTH OTIPAaBKM DPCMOHTHOH
Opuraasl K yCTpOMCTBY (3a4acTyio yJaJeHHOMY WIIH TPYAHOMOCTYITHOMY), 3Has O

CYILIECTBOBAHMK ITPOOIEMBI CO CTOPOHEI orepaTopa (CM. puc. 7).

I Gosiee eTanbHOM AMATHOCTHKM ITaT(opMa pacrosiaraeT (yHKIMOHAIOM
Spotlight, xoTopsii mo3BoIsgeT ompenenuts Ha kakux SGSN uw  GGSN
saperucTpuposana SIM-kapTa, mocMoTtpeTs mapamerpsl GPRS ceccn, yBumeTs Bee
[OTIBITKY aBTOPU3ALUH B CeTH, (akThl oTIpaBky SMS W craTyc 1OCTaBKH, HaIH4Ue
«IIycThIX» ceccuit, xorma npu noxHsaToH GPRS ceccuu Tpadux He mepenasaincs.

IMpumep pacluMpeHHOMH HarHOCTUKU IPHBEACH Ha pHC. 8.
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9. 3AKJIIOYEHHUE

B mHacTtosmiee BpeMs TEXHWYECKHWE CpPEICTBa OXPaHBl C HCIONB30BaHHEM
KaHaJlOB COTOBOM CBSI3W 3aUacTyl0 NPHUMCHSIOTCS C MOPAIBHO YCTapeBIIMMH, He
00eceYrBAIOIIMMHA HEOOXOAUMBIME YPOBHSIMH HaZEKHOCTH U CKOPOCTU TOCTAaBKU
usBelenuii Texgomorusmu (SMS, Contact ID u 1. 11.). Micnons3oBanue TeXHOJIOTUM
nepeqaur AaHHbx SMS, CSD, wmH(popMaTopHBIX IpoTokonos Tuna Contact ID ne
03BOJIsIeT 00eCeYnBaTh CBOEBpeMeHHbIH KOATponb cBs3u ¢ ITITH u rapaHTupoBaTh
TpebyeMoe BpeMs JOCTABKH TPEBOXXHBIX U3BEIIEHUN OT 00BEKTOBOTO 000pYyI0BaHH
qo IIH u Bpems mocraBku curHajios ympasienus ot IIITH. Kpome toro, mpu
HCTIONB30BAHIH TEXHOJOTHH C IOMOINBIO TOJIOCOBOrO KaHana 0e3 yCTaHOBIIEHH:
CBA3M BO3MOXKH& JOCTaBK& TONBKO ONHOTO TPEBOXKHOTO M3BEILEHHUd, He
obcemeunBaeTcs HeobxomuMas HH(GOPMATHBHOCTE (HE TMepelaloTcss COOOIICHMS:
[IOCTAHOBKA HAa OXPaHy, CHATHE C OXpaHbl, HEHUCIIPABHOCTh, TECT KaHana CBS3H),
OTCYTCTBYeT KaHaJ OCTAaBKK CHTHANIOB yrpaBienus ot ITTH.

JocTatouHo BecoMas YacTh OXpaHAeMBIX 00BexToB, kBaptup u MXHUI ¢
npuMeHeHreM KaHamoB GSM He umelorT IOyOnvpoBaHUS MO KaHanaM JAPYroro

oneparopa COTOBOM CBSI3M WJIM MO KaHAJIaM IMPpOBOJAHOIO Hnr €pHETAa.

Hcnonp30Banie IMpeijlaraeMblx OMNEepaTopaMHi COTOBOM CBSA3M 3alMIIEHHBIX
KaHaNOB CBS3Y TO3BOJHMT MOApA3/e/CHUSIM BHEBEJOMCTBCHHOH OXpaHbl YIyYIIHTD
KauecTBO JOCTaBKU CIYXKCOHOM M TpeBOXKHOH HMH(OpPMALHH, a TakkKe pealn30oBaTh

P IPEUMYINECTB, K KOTOPBIM OTHOCATCA:

- ofecnedeHne Oonee BBICOKOM CTeNeHH 3allUThl MH(GOpPMALHHM B KaHalax

CBS3H,

- TIOBBIIEHME IIpHOpHTeTa OOCIYXUBAaHHMS KaHala CBS3M CO CTOPOHBI

OIIEPATOPOB COTOBOM CBA3H;

- BO3MOXXHOCTH YIpPaBJICHHA TOAKIIOYCHHEM yCTpOﬁCTB OKOHEYHBIX K

CIICIHATTU3NPOBAHHBIM CETAM, IIPEAOCTABIIAEMBIM OIi€paTopaMu COTOBOM CBSI3U;
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- OIIEPATUBHOC OCYIICCTBIICHUE yﬂaﬂeHHOﬁ AUargsoCTHUKHU pEl6OTOCHOCO6HOCTI/I

KaHaJia CBs3H,

- obecrieueHue BO3MOXKHOCTH aHaIK3a pacxonaa Tpa(i)I/IKa, a TaKXe U3MCHCHHUA

HNOJKTIOUYEHHBIX YCIYT U Tapu(doB;

- BO3MOYKHOCTH KOHTPOJISI HAJIMYUS JAEHEXHBIX CPeACTB Ha Kaxxaou SIM-kapre,
a TaKKe [OIOJIHEHHs OalaHCOBOTO cueTa Uil MCKITIOYEHHS CIydaeB MPUOCTaHOBKU

nx OGCHy)KI/IBaHI/IH;

- BO3MOJKHOCTB OTKasa OT HCIIOJB30BAHUA HCHANCHKHBIX M HH3KOCKOPOCTHBIX

IIPOTOKOJIOB Iepeaaun UHOOpMAIHH;

- BO3MOJKHOCTh 3aKIIOYEHHs COIVIAIlICHW ¢ ollepaTopaMU COTOBOM CBSI3U 00
HCIIOJIb30BAaHWK KOPIIOPATUBHBIX TapUOHBIX IUTAHOB M OKOHOMHIO JEHEXHBIX

CpPE/ICTB.

24



10. CMACOK UCHOJB3YEMOWM JIMTEPATYPBI

1) Pexomenpanuu P 78.36.031-2013 «O nopsnke obcnenoBaHus 0OBEKTOB,
xBaptup 1 MXUI', npuHMMaeMBbIX [10]] LEHTPAIM30BAHHYIO OXPaHy»

2) Meroguueckue pexkomennaimu P 78.38.032-2013  «MmkenepHo -
TeXHHYECKas YKPEIIEHHOCTh M OCHAIeHNe TeXHMYEeCKHMH CpeICTBAMH OXpPaHb
06nexToB, kBapTEp u MXMWUI, mpuHEMaeMBIX MOJ IEHTPANU30BAHHYIO OXpaHy
HoApa3ie/eHusIMU BHEBEJOMCTBCHHOM OXpaHbD»

3) Meromuueckie pexoMmennaimm P 78.36.045-2014 «3ammra JOKaNbHBIX
BBIYHMCIUTENBHBIX CeTell MYHKTOB LEHTPAM30BAaHHON OXpaHB! IPH HCIONb30BaHUU
rnobansHoil cetn HHTepHeT JuIa repenadd TaHHBIX MeXIyOOBEKTOBBIM H
ynbToBEIM obopynosanueM CITH

4}y «CITMCOK TexHMYECKMX CpeINCTB O€30TacHOCTH, YIOBJIETBOPSIOLINX
«EIMHBIM ~ TEeXHMYeCKHM  TpeOOBaHHSAM K  cHCTeMaM  LIEHTPalu30BaHHOIO
HaOHONEHMs, [peJHasHAYEHHBIM IS [pUMEHEeHHs B IIOJpa3fieNeHHsaxX
BHEBEJIOMCTBEHHON oOxpanbl» u «EamHBIM  TexHWYecKMM TpcOOBaHHAM K
OOBEKTOBBIM MOZCHCTEMAM OXpaHbl, IIpeIHasHAUEHHBIM JUI1 IpUMEHEHHsS B
Tofpa3eNeHysIX BHEBEJOMCTBCHHON OXpaHbDy

5) «MeToaudeckre PEeKOMEHIAIMH IO OpraHu3aliy LeHTPalu30BaHHON
OXpaHbl ¢ ucnoib3oBaHMeM GSM-kaHama CBS3M M IIPOBENEHUIO yCTAHOBIEHHBIX
3aKoHOZaTeNnscTBOM Poccufickoit @enepaliiuy TOProB Ha IPEAOCTAaBIEHHE YCIYT
cotogoii casa3uwy [ YBO MBI Poccuu ot 2014 roma

6) Marepuansl ¥ IOyONWKaUM B HHTepHeTe, mpenoctaBieHHsle OAO

«Meradony, OAO «MTC» u OAO «BbiMIeIKOM»
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