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MpeaucnoBue

1 NOArOTOBNEH HerocyaapcTeeHHbIM 00pa3oBaTenbHbIM YaCTHLIM yupexaeHuem «Hosas UHxeHep-
Has Lkona» (HOYY «HWLLy») Ha ocHoBe odhuupmansHOro nepesosa Ha pycCkuit A3blk aHIMOsI3bIYHON BEPCUN
yKa3aHHOro B NyHKTe 4 AOKYMEHTa, KOTOPbIA BbIMONHEH Poccuiickon komuccuen akcneproB MIOK/TK 65, u
denepanbHbIM rOCYAapCTBEHHLIM YHUTAPHLIM npeanpusTuemM «Bcepoccuinckuin HayuHo-uccnegosarenbCKum
MHCTUTYT CTaHgapTusaumu u ceprudukaumun B maumHoctpoeHnmn» (BHUMHMALLLY

2 BHECEH TexHW4eCkuM KOMMUTETOM Mo crtaHgaptudauuu TK 306 «M3mepeHusa m ynpasneHue B Npo-
MbILUMNEHHbIX npoLeccaxy

3 YTBEPXXAEH 1 BBEOEH B IENCTBUE lMpukasom deaepanbHOro areHTCTBa No TEXHUYECKOMY pe-
rynupoBaHuio U mMeTponorumn ot 22 mionsa 2015 r. Ne 775-ct

4 Hacrosiumin ctanaapT uaeHTMYeH MexxayHapoaHoMy AokyMmeHTy IEC/PAS 62443-3:2008 «[poMbliLuneH-
Hble KOMMYHUKALUMOHHbIE CeTu. 3aluLeHHOCTb (kubepbe3onacHOCTb) ceTu u cuctembl. Yacts 3. 3alumiueH-
HOCTb (kmbepbe30nacHOCTb) NPOMBILLIIEHHOTO npouecca usMmepeHna u ynpasneHusa» (IEC/PAS 62443-3:2008,
«Industrial communication networks — Network and system security — Part 3: Security for industrial process
measurement and controly, IDT).

AndaBuTHLIN yKa3aTens TEPMUHOB, UCMONb3YEMbIX B HacCTOALEM CTaHAAapTe, NPUBEAEH B AOMNONHU-
TenbHOM NpunoxeHun JA.

Mpu NpUMEHEHUN HACTOALLEro CTaHjapTa PEKOMEHAYETCA MCNONb30BaTh BMECTO CCbINTOYHBLIX MEXay-
HapoAHbIX CTaHAAPTOB COOTBETCTBYIOLLME UM HALMOHASIbHBLIE CTAaHAAPTLI, CBEAEHUA O KOTOPbIX NPUBEAEHDI B
AOMNOMHUTENBHOM NPUNoXxeHun OB

5 BBEJJEH BINEPBbIE
6 NEPEN3OAHWE. Ansaps 2019 T.

7 B HacTOAILLEM CTaHAAPTe YacTb €10 COAEPXKAHUA MOXKET GbITb OGLEKTOM NaTEHTHLIX Npas

lpasuna npumeHeHus Hacmosuweeo cmarHf0apma ycmaHosneHb! 8 cmamee 26 ®edepasibHo20 3aKoHa
om 29 urwHs 2015 2. Ne 162-®3 «O cmaHOapmu3auuu e Pocculickoli ®edepayuu». UHpopmayusa 06 u3s-
MEHEHUSAX K HacmosuweMy cmaHdapmy nybnukyemcs e exxe200HOM (1o cocmosiHuIo Ha 1 ssHeaps mekyuieao
eo0a) uHgopmayuoHHOM yKkazamerne «HayuoHanbHbie cmaH0apmbly, a oguyuanbHbIl MeKem U3MeHeHULl
U ronpasoKk — 8 eXeMeCAYHOM UHOPMaUUOHHOM ykadamersne «HauyuoHarnbHble cmaHl0apmebl». B cnyqae
nepecmompa (3ameHbl) unu OMMeHbl Hacmosuweao cmarHfapma coomeemcemsyroujee ysedomneHue 6ydem
onybnukosaHo 8 bnuxaliluem 6bilyCKe eXeMeCSYHO20 UHpOPMayUOHHO20 ykasamerns «HauuoHanbHble
cmanBapmbly. Coomeememeyrowjas uHgpopmayus, yeedoMaeHUe U MeKCmbl pasMewjaromes makxe 6 UH-
gopmayuoHHol cucmeme obuje2o nonb30saHuUs — Ha oguyuanbHoM catime ®edeparnbHo20 azeHmemaea no
MEXHUYEeCKOMY peaynuposaruro u memponoauu (www.gost.ru)

© CtaHgaptuHdopm, opopmnenue, 2015, 2019

HacrosLmit cTaHaapT He MOXET BbiTb MOMHOCTbIO UITM YaCTUYHO BOCMPOU3BEAEH, TUPAXKNPOBAH U pac-
MPOCTPaHEH B KA4eCTBE 0puLManLHOro usaaHus 6es paspeluenus degepansHOro areHTCTBA MO TEXHUYECKO-
MY PerynmpoBaHu1Io U METPOSOTnK
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BBeaeHue

PaHee 130nMMpoBaHHbIE ABTOMATU3NPOBAHHbLIE CUCTEMBbI BCE OOmMbLUE 0OLEAUHAIOTCA B CETU 0OLLEero
nonbL30BaHWA U, CNe0BaTENbHO, PACTET YA3BUMOCTb TaKUX CUCTEM nepes atakamu. CTaHAapTHbIE MexaHn3-
Mbl oBecnedeHns IT-6e30NacHOCTU UMEIOT LieNW U CTpaTerMm 3aluuTthl, KOTOpbIE MOTYT ObiTb HEMPUMEHUMBI
ANst aBTOMaTU3UPOBAHHLIX CUCTEM. HacToALWMIA CTaHAAPT ONUCLIBAET KOHLENUMI0 obecneveHns 6e3onacHo-
CTW AOCTYNa K NPOMbILUMIEHHbIM CUCTEMAM U BHYTPU HUX, YTOObI NPW 9TOM rapaHTMPOBAanoCcb CBOEBPEMEHHOE
cpabaTtbiBaHue, KOTOpoe MOXET ObITb KpanHe BaXXHO ANS (PYHKLUMOHMPOBAHUA NPOU3BOACTBEHHOIO 00beKTa.

Onsi npuknagHbix cucteM 6e30nacHOCTU M cucTeM B hapMaLeBTMUECKUX UMK APYTMX y3kocneynanusu-
POBaHHbIX 0Tpacne|7| NPOMBbILLUITEHHOCTU MOTYT OblTb NPUMEHUMbI AONONHUTENbHbLIE CTaHAAPTbIl, ANPEKTUBLI,
onpeaeneHus n ycnosua. Hanpumep, M3K 61508, GAMP (ISPE), npasuno 21 CFR (FDA) ana cooTBeTCTBUA
GMP u CtaHgapTHbIii pernameHT EBpONEenckoro areHTCTea fekapcrBeHHbix cpeacts (SOP/INSP/2003).
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HAUWOHANBbHBIAN CTAHOAPT POCCUUCKOWN PEAEPALUUMN

CETU KOMMYHUKALIMOHHbIE MPOMbILLJIEHHbIE
3awmueHHoCcTb (Kubep6esonacHOCTb) CeTU U CUCTEMbI
YacTtb 3
3awumiweHHOCTb (kMbep6e3onacHOCTb) NPOMBILWSIEHHOTO NpoLUecca U3MepPeHUsa U ynpasreHus

Industrial communication networks. Network and system security.
Part 3. Security for industrial process measurement and control

Oara BBeaeHua — 2016—01—01

1 O6nactb NnpuMeHeHus

Hacrosilumit ctTaHgapT ycraHaBnMBaeT KoHuenuyuto obecnevyeHns 6€30nacHOCTU acnekToB MHGOpMaLm-
OHHO-KOMMYHUKaLUOHHbIX TEXHOMOMMW CUCTEM U3MEPEHUIA U YNpaBneHUsa B NPOU3BOACTBEHHbLIX NpoLeccax,
BKJIOMas CETU TaKUX CUCTEM M YCTPOWCTBA B COCTaBE TaKUX CETEW, Ha 3Tane aKkcnayataLum XXM3HEHHOro uukna
NPOM3BOACTBEHHOMO 0ObEKTA.

HacToawmin ctaHgapT ycTaHaBnMBaeT METOAONOMMYECKYIO OCHOBY Ana hOpMynupoBaHus TpeboBaHui
K ©e30nacHOCTU 3KcnryaTauuM Npou3BOACTBEHHOrO 0GbEKTa M NpeaHasHa4eH npexae BCero Ans Bnagenb-
LeB/onepaTtopoB aBTOMATM3UPOBAHHbIX CUCTEM, OTBEYAIOLLMX 3a IKCNIlyatauuio CUCTEM YNpassi€HUs, UC-
Nonb3yeMbiX B NPOMbILLINEHHOCTH (ICS).

Kpome TOro, akcnnyatauuoHHble TpeGoBaHMSA, YCTAHOBMNEHHbIE B HACTOSILLEM CTaHaapTe, MOryT ObiTb
MCMOSIb30BaHbl TEMU, KTO UMEET OTHOLLEHKe K ICS, B TOM yucne:

a) pa3paboTunkn aBTOMaTU3UPOBAHHBIX CUCTEM;

b) narotoButenu (NocraBLUMKKU) YCTPOWUCTB, MOACUCTEM U CUCTEM,;

C) COOPLUMKM NOACUCTEM U CUCTEM.

PAS yuuTbIBaEeT criegytoLme BOnpochl:

- NOCTENEHHbI NEPEHOC/IBOMIOLMA CYLLECTBYIOLLMX CUCTEM;

- AOCTWXeHUE Lenein 6e30nacHOCTM C MOMOLLbIO CYLLIECTBYIOLLIMX KOMMEPYECKUX TEXHONOTMI N NPOAYKTOB;

- rapaHTMAa HaAEXHOCTU/A0CTYMHOCTU 3aLUMLLEHHBLIX KOMMYHUKALMOHHbLIX CEPBUCOB;

- NPUMEHUMOCTb K cuctemam nobbix pasMepoB u ¢ MObIMKU puckamu (YHUBEPCANLHOCTD);

- COBMECTUMOCTb TpeboBaHWI 3aLluTbl, HOPMATUBHO-NPaABOBOIO COOTBETCTBUA U (PYHKLMOHANBHOCTH
aBTomatuku ¢ TpeboBaHuaMu 6e30nacHOCTH.

MpumedyaHune 1 — lMpou3BoACTBEHHbIE OOBEKTHI M CUCTEMBI MOTYT coflepXaTb KOMMOHEHTLI U YCTPOWCTBa,
KpaiiHe BaxHble ans 6e3onacHocTu. JTrobble KOMMOHEHTLI, OTHOCALMECS K 6e30NacHOCTU, MOTYT ObITh CEPTUDULMPOBaHbI
B pamkax M3OK 61508 1 B COOTBETCTBMM C €ro ypoBHSAMU LienocTHocTu GesonacHocTH (SIL). HacToawumin ctanaapT He
rapaHTUPYET, YTO ee TexHuYeckue TpeBoBaHNSA NONTHOCTLIO UMM YaCcTUYHO COOTBETCTBYIOT UNU AocTaTouHbl Ans 6esonac-
HOCTM TaKWX KOMMOHEHTOB W YCTPOWCTB, BaXHBIX ANs 6e30MacHOCTH.

MpuMmevyaHue 2—HacTosawWmin cTaHAapT He BKItovaeT B ceba TpeboBaHWUI K OLEHKe 1 NpoBepke obecrneqeHns
6e3onacHoCTH.

MpumevaHune 3 — Mepbl, NpeaycMaTpuBaeMele HaCTOSALLMM CTAHAAPTOM, CKOpee NpuBa3aHbl K npoLeccam U
HOCAT O6LLMIA XapaKTep, B OTNINYKE OT cneLmarbHbIX, U HOCAT XapaKkTep AUPEKTUB, ONpeensis TEXHNYECKUe KOHTPMepbI
N KOHpUrypaymu.

MpumMmedvaHue 4—lonoxeHUs HaCTOALLEro cTaHAapTa onucaHbl A3bIKOM, NMPUBLIYHBLIM ANSA BagenbLa/onepa-
TOpa Npou3BOACTBEHHOMO 0bbeKTa.

U3paHue ochuumnanbHoe
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MpumMmevyaHune 5— HacToawumit cTaHAapT He pacnpoCTpaHAETCA Ha NPOLIecChl XU3HEHHOro Linkna dopMynnpo-
BaHWS KOHLEMNUUM, NPOEKTUPOBaHUS U peanusaumm, T. . ycTaHaBnuBaeT TpebGoBaHusA K paspaboTke OyayLlero NpoaykTa
U3roToBUTENS ynpaenstoLlero 06opyaoBaHus.

MpumevyaHune 6 —HacToAwuin cTaHaapT He pacNpoOCTPaHAETCA Ha UHTerpaLuio KOMMNOHEHTOB U NO4CUCTEM B
cucTemy.

NMpuMevyaHue 7 — HacTosilumii cTaHAapT He pacnpoCTpaHseTcs Ha MaTepuanbHo-TexHUYeckoe cHabxeHue
ANA UHTErpaLyun B CyLLECTBYIOLLYIO CUCTEMY, TO eCTb TpeBGoBaHWUS K MarepuanbHO-TEXHUYeckoMy cHabXeHWo Ans Bna-
,qenbua/onepaTopOB NpouU3BOACTBEHHOIO obbekTa.

NMpumevyaHue 8— B pamkax MOK 62443 npegycMoTpeHa paspaboTka Tpex YacTeid, KoTopble BKOHatoT B ce6a
GONBLLWWHCTBO MOSIOXEHUI, U3NOXEHHLIX B NpuMedaHusx 1—7. B npunoxeHun A npuBefeH nnaHupyemblil o6bemM u co-
AepxaHnue paspabaTbiBaeMbIX CTaHAapToB.

2 HopMmaTuBHbIE CCbINIKU

CTaHaapTbl, CCbIIKU Ha KOTOPble NpUBEAEHbl B HACTOALLEM pasfene, 00sa3arenbHbl NPU NPUMEHEHUN
HacTosLLEro craHaapra. [ins 4arupoBaHHbIX CCbINIOK NPUMEHSIOT TOMNbKO YKasaHHOe u3faHue. [insa Hepatu-
POBaHHbIX CCbINTIOK NPUMEHSIIOT MOCIIeAHEe M3[jaHMe CCbINIOYHOTO craHaapTa (Bkmioyas nodble n3MEeHeHus).

ISO/IEC 15408 (all parts), Information technology — Security techniques — Evaluation criteria for IT
security (MHdopmaLmoHHas TexHuka. TexHonorum 6e3onacHocTu. Kputepum oueHku anst 6esonacHocTtu IT)

ISO/IEC 27002:2005, Information technology — Security techniques — Code of practice for IT security
management (MHdopmauuoHHas TexHuka. TexHonorun GeszonacHocTu. CBOA MpaBun ANSA ynpasneHuA
IT-6e30NacHOCTLI0)

ISO/IEC Guide 73:2002, Risk management — Vocabulary — Guidelines for use in standards (Ynpasne-
Hue puckoM. TepmuHonorma. [IMpeKTUBbI K MCMONbL30BaHUIO B CTaHAapTax)

3 TepMMHbI, onpeaeneHus U cokpalleHust
3.1 TepMuHbI 1 onpegeneHus

B HacToOsILIEM CTaHAapTe NPUMEHEHb! CneayloLme TEPMUHbI C COOTBETCTBYIOLLMMKN ONpPeeneHUsIMu:

3.1.1 ynpaBneHue goctynom (access control): NMpeaynpexaeHne 0 HECaAHKLUMOHUPOBAHHOM UCIOSb30-
BaHUM crnyxeBHOro pecypca, B TOM YUCNE 0 ero Mcnonb3oBaHumn 6e3 asTopusaumn.

[MCO/M3K 18028-2:2006, M3MeHeH]

3.1.2 UCTOYHMK Yyrpo3bl (adversary): flornyeckuit 0GLEKT, COBEpLUAIOLLMIA aTaKy Ha CUCTEMY UIKn npea-
CTaBNALMIA ANA HEE Yrpoa3y.

[RFC 2828]

3.1.3 curHan TpeBoru (alert): Tekywaa nHAMKaLMA, ykasbiBaloLas Ha TO, YTO UHPOPMALIMOHHAA cucTema
U CETb MOTYT NOABEPrHYTLCS arake UM HaXOAUTLCSI B ONACHOCTU BCReACTBME aBapum, c60s unm oLumbku nioae.

[MCO/M3K 18028-1:2006]

3.1.4 umylecTBeHHbIH 06beEKT (asset): UTo-nubo, npeacraBnsaoLee LEHHOCTb ANsl OpraHn3auumn.

[MCO/M3K 13335-1:2004]

3.1.5 HapexHOCTb (assurance): XapakTepucTuka COOTBETCTBYIOLLMX AEWCTBUA UNW NPOLIECCOB, Aalo-
LLAs YBEPEHHOCTb B TOM, YTO pe3ynbraTt yaoBneTsopsieT TpeboBaHusiM 6e30nacHOCTU.

[MCO/MIK/TO 15443-1]

3.1.6 aTaka (attack): MonbITKM YHUYTOXUTb, NOABEPrHYTb ONACHOCTHU, NPeobpasoBaTb UIM BLIBECTU U3
CTPOSi UHCPOPMALMOHHYIO CUCTEMY U/UNK CoaEepPXKaLLYIOCS B HEW MHPOPMAaLMIO UM MHBIM 06Pa3oM 3aTPOHYTL
nonuTuky 6e3onacHoCTU.

[MCO/M3K 18043]

3.1.7 noBepxHOCTL aTaku (attack surface): COBOKYNHOCTb pECypCOB CUCTEMBI, KOTOPbIE HANPAMYH NN
KOCBEHHO Mo/iBepXeHbl NOTEHLIMANBLHOMY PUCKY aTaku.

3.1.8 ayaut (audit): OchmumanbHele 3anpoc, UCCREA0BAHNE UNKU CPaBHEHWUE (DaKTUYECKMX PE3YNLTaToB
C OXXUAAEMbIMM B LIENSX NOATBEPKAEHUS COOTBETCTBUS UX YCTAHOBIMEHHLIM TPE6OBAHUAM U COBMECTUMOCTH
Mexay craHaaptamu.

[MCO/M3K 18028-1]

3.1.9 npoBegeHune ayreuTupukaumm, aytentuduxaums (authenticate, authentication): lNposepka 3a-
SABNSAEMOW MAEHTUYHOCTU NOTUYECKOTO 0OBbEKTA.

[MCO/M3K 19792]

2
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3.1.10 poctynHocTb (availability): CBOINCTBO ObITb 4OCTYNHLIM U UCNOMb3YEMbIM MO 3aMPOCy CO CTOPO-
Hbl YNONTHOMOYEHHOr0 fIorMyeckoro obbLekTa.

[MUCO 7498-2]

3.1.11 xommepyecku aoctynHblie npoaykrel (Commercial off the shelf, COTS): MpoaykTbl, M3rotos-
NeHHble U pacnpejeneHHbie B NPOMbILLIIEHHOM MacwTabe Ans MHOFOKPaTHOTO MPUMEHEHUS U/UNN MHOXe-
cTBa notpebuTenen; MoryT ObiTb U3rOTOBSIEHLI HA 3aKa3 ANA CNELUanbHOr0 NPUMEHEHUSI.

Mpumevanne — COTS crnegyeT oTnU4aTb OT NPOAYKTOB, KOTOpble paspabaTbiBaloTcsl UCKIIOUUTENBHO AN
cneynanbHOro NpUMEeHeHUA.

3.1.12 yreuka undopmauumn (compromise): HecaHKUMOHMPOBaAHHOE UCNONb3OBaHME, pacceKkpeYnBa-
HWe, Npeobpa3oBaHne UMK 3aMEHA B KXKAOM U3 CNy4aeB — AaHHbIX, NPOrpaMM UM KOHMUIypaLum CUCTEMBI,
TO €CTb B pe3ynbrare M nocrne HeCaHKLUMOHUPOBAHHOIO NPOHUKHOBEHUSA.

3.1.13 kondmaeHumanbHocTb (confidentiality): CBoOWCTBO, yKkasbiBaloLWee Ha TO, YTO MHpOpMaLUA He
6blna AOCTYNHA MIK PacKpbiTa HEAaBTOPU30BAHHLIM NMLAM, NOrMYECKUM OBbEKTaM UK NpoLIeccaMm.

[MCO/M3K 13335-3]

3.1.14 perucTpaumMoHHble AaHHble (credentials): CpeaACTBO NOATBEPXASHUA TOFO, YTO HEYTO UK He-
KTO SIBMSIETCA TEM, 3a KOro cebsl Bblgaet, npu4em Takoe abCTpakTHOe CpeacTBO MOXET NpeacTasnsATb coGon
yJeTHble IT-AaHHbIe AoCTyna K UHCOPMAaLMOHHOMY CEPBUCY UMW PECYPCY.

[MCO/M3K 24760]

3.1.15 pemunutapusoBaHHas 3oHa (demilitarized zone, DMZ): Xoct 6e3onacHoCTM unu HebonbLuas
ceTb (Ha3blBaemasi TaKke 3alUMLLIEHHOW NOACETLIO), pacrnonaraeMble MeXay CeTAMU B Ka4eCTBe «HeWTpanb-
HOM 30HbI».

[MCO/M3K 18028-3]

Mpumeyanue — [laHHas 3oHa obpasyeT bydepHyto 3oHy b6esonacHoctn (MCO/M3IK 18028-3).

3.1.16 oTtka3 B o6cnyxuBaHum (ataka) [denial of service (attack)]: Ataka Ha cuctemy, HanpaeneHHas
Ha orpaHuyeHue ee JOCTYMHOCTH.

[MCO/M3K 18028-4]

3.1.17 co6biTne (event): CobbiTUe B CUCTEME, OTHOCALLEECH K €€ De30MacHOCTM.

[RFC 2828, nusmeHeH]

3.1.18 He3aWMILEHHbIW, He3aWMUILEHHOCTb (exposed, exposure):. COCTOsiHME YySA3BUMOCTU U OTCYT-
CTBUSI 3aLUMThbl MPOTUB aTaku.

3.1.19 BHewHun (external): Haxogswmiica 3a npeaenamm nubGO Ha BHELUHEN rpaHuue nepuMmeTpa
6e3onacHOCTU npombiLuneHHo ceTn ynpaBneHus (ICN), TO eCTb OTHOCALUMICA K BHELUHEW OPraHU3aLMOHHON
Unm obLLef0CTYMHON CETH.

3.1.20 wno3 BHeWHUX nogknoveHunn (external connectivity gateway; ECG): CneunanbHbliii LLUN03
GesonacHocTu (SGW) Ha BHeLUHel rpaHuue nepumetpa 6esonacHoctu ICN, kak npaBuno, ¢ 4ONOAHUTENbHbI-
MU PYHKUMSAMU AN BBINOMHEHUS CNeuManbHbIX 3anpocoB, TO €CThb AN MOAKIOYEHUA BHELLHMX YCTPONCTB.

3.1.21 BHewHAA ceTb (external network; EN): CeTb, BHELUHsIA N0 OTHOLWIEHUIO K ICN, nubo Bxoaswas B
COCTaB opraHusaumu, k kotopoi npuHaanexut ICN, nubo npuHagnexaluas TpeTbei cTopoHe, nubo obieno-
CTynHas, T. €. IHTepHeT.

3.1.22 akcnepTtusa (forensic): JeiicTBMA No 06bACHEHUIO NpoLueaLero cobbiTua B ohuULMansHOM no-
psfake U C BO3MOXHOCTbIO MEPENPOBEPKU AMA BOINOXEHUA OTBETCTBEHHOCTU MOCMEA0BaTENIbHbIM W NOrnY-
HblM 06pasom.

3.1.23 wmo3, wn3 6eszonacHocTu (gateway, security gateway; SGW): Touka coeanHeHusa mMexay
CETAMMW UMN CETU C NOACETAMMU U BHELLHUMM CETAMMW, NpeaHa3HavYeHHasa Ans 3aluThbl CETU WU NOACETU B CO-
OTBETCTBUU C YCTAHOBINEHHON NONMUTUKON BE30MacHOCTM.

[MCO/M3K 18028-3, n3ameHeH]

MpumedaHune — Llnto3 GezonacHoCTH BKITKOYAET B CE0S HE TOMBKO MEXCETEBbIE 3KpaHbl. TEPMUH OXBaTbiBaeT
Takke MapLUpyTU3aTophl U NepekIoYaTeny, KoTopble o6ecnevnBaroT yHKLUM YNpaBneHUs JOCTYNOM U Npn HeoBxoaUMo-
cTv — wudpposanusa (MCO/M3IK 18028-3).

3.1.24 ycunutb 3awuTy, ycuneHue sawumtbl (harden, hardening): YaaneHue HEHY>XHbIX OYHKUUA A4S
YMEHbLUEHUA (PUBNYECKUX, NOTMYECKMX U/UMN OPraHN3aLUOHHbIX YA3BUMOCTEN.

3.1.25 yenoBeko-MawWuHHbIA MHTEpdeic (human-machine-interface; HMI): ®yHkuua obopyaosaHus, Ha-
npaBneHHasi Ha NPeAoCTaBIIEHNE BbIXOAHO| MHCbOpMaLIMK onepaTopy 1 npuemM BBOAMMON MHAOpMaLImMm OT onepa-
TOpa, B pesynkrare Yero Yenosek, HanpuUMEpP ONepaTop, CTAaHOBUTCS HEOTLEMITEMOI YacThio MpoLecca.

3
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3.1.26 wHumpeHT (incident): CobbiTe 6e30MacHOCTU UMM KOMOMHAUMA MHOXECTBEHHbLIX COOLITUM
6e30nacHOCTU, cTaBaLMe nNog yrpody 6e3onacHoCTb.

3.1.27 npoMbiwneHHaa cetb ynpasneHusa (industrial control network; ICN): CeTb, cBA3biBaoLlas
mexay cobon obopyaoBaHMe NPOMLILLNEHHON cucteMbl ynpasnenus (ICS). Ha tepputopuu ogHOro m 1oro
e 3aBoAa MOryT UMeThbes pasnuyHble ICN, KOTopble MOTyT BbITb CBSI3aHbI C yAANEHHbIM 000PYyAOBaAHUEM U
pecypcamMm, HaxoasLWMMUCA 3a npeaenamy 3asoga.

3.1.28 npoMbiwneHHas cuctema ynpaeneHus (industrial control system; ICS): Cuctema, cocroswias
U3 XOCTOB, YCTPOWCTB U 000PYAOBaAHMSA AN BbIYUCNEHUI U YNPABMNEHUS MPOM3BOACTBEHHLIMU NPOLECCAMM,
WHTETPUPOBAaHHbLIX MeXay COB0IM AnsA ynpaBneHns NpOMBbILLNIEHHBIM NPOU3BOACTBOM, nepeaaveii undopma-
UM Mnu pacnpegeneHmem pecypcos.

MpumevyaHune — B pamkax HacTosLlero ctaHaapta TepMuH ICS 06o3HavaeT aBToMaTU3MpoBaHHbIE CUCTEMbI
B LieNoM, BKITKOMaa cMCcTeMbl AMcneT4epckoro KoHTpons v cbopa faHHeix (SCADA).

3.1.29 uncanpgep, B npegenax, BHyTpeHHun (insider, inside, internal): Jlornuyeckuin oO6bekT, Haxoas-
wuincsa B npegenax nepumerpa 6e30nacHOCTU; MHcagep — 3TO0 NOTMYECKU A 0GLEKT, YNONTHOMOYEHHbINH Ha
JOCTyN K pecypcam CUCTEMBI.

MpumMevyaHune — ATaka MHCaN[epPOM OTHOCUTCA K UCMONB3OBAHUIC PECYPCOB CUCTEMbI HA HECAHKLMOHMPOBaH-
HOW OCHOBE.

3.1.30 uenoctHoCTb (integrity): FapaHTUa TOYHOCTU M MOMHOTBI MH(POPMALMKM U METOAO0B 00paboTkM
MHopMaLmu.
[MCO/M3K 21827]

MpumevyaHne — LIenocTHOCTE MOXET OTHOCUTLCA HEMNOCPEACTBEHHO K AaHHBIM (LLeNMOCTHOCTb AlaHHbIX) UK K
fAevictytoweit ICS (LenocTHOCTb CUCTEMBI).

3.1.31 unTpader, untpacetb (intranet): KomnbloTepHasa ceTb, kKOTOpas OCHOBaHAa, B YaCTHOCTU, Ha Tex-
Honoruu o6LIeAOCTYNHON CETU, CMONL3YETCA OpraHu3aLuen B COGCTBEHHBIX BHYTPMKOPNOPATUBHbIX, 0ObIYHO
NpPUBAaTHbLIX LIENAX U He4O0CTyNHa ANg ayTcanaepos.

3.1.32 HeCcaHKUMOHUPOBaAHHOE NPOHUKHOBEHMe (intrusion): NHUMAEHT, Npu KOTOPOM HEYNOSIHOMO-
YEHHbI NOTMYECKUA OBBEKT, TO €CThb 3NOYMBILIMIEHHUK, MOJyYaeT UMK SIBHO MbITAETCA NONY4YUTb AOCTYN K
cnyxe6HbIM pecypcam CUCTEMbI.

[RFC 2828, nameHreH]

3.1.33 peTekTupoBaHue HeCaHKLUMOHUPOBAHHbIX NPOHMKHOBEHUN (intrusion detection): Cepsuc 6e3-
OMaCHOCTW, KOTOPBIii NO3BONSIET OTCNEXMBATb U aHANU3UPOBATb CUCTEMHbIE COOLITUA C LIENbIO BbIABNEHUSA WY
YBEAOMNEHUS B PEXXUME PEanbHOTO UMK NOYTH PeanbHOr0 BPEMEHU O NOMbITKAaX NONYYEHNA HECAHKLMOHUPO-
BaHHOrO A0CTYMNa K pecypcam CUCTEMBI.

[RFC 2828]

3.1.34 kpuntorpaduyeckunn unm pusnvyeckun kmou [(cryptographic or physical) key]: Ycrpoiictso,
HOCUTENb UHOPMALIMK UMM OTKPLITBINA TEKCT, CBA3AHHbIE C METOAAMU ayTeHTUdMKaLumM unu kpuntorpacum,
a TaKke NPUBUIIErMSIMA YNPaBIEHUs OCTYNOM.

3.1.35 nporokonupoBaTtb, npotokonupoBaHue (log, logging): C60p AaHHbIX 0 COBLITUAX MHDOPMALU-
OHHOI 6€30NaCHOCTHU C LIENbIO €e NMPOBEPKN U aHanNW3a U TEKYLLMIA MOHUTOPWHT.

[MCO/M3K 18028-1]

3.1.36 BpegoHOCHbIe nporpaMmbl (malware): BpeoHocHoe nporpammHoe obecneveHune, Takoe Kak
BUPYC UK TPOSIHCKMIA KOHb, CO31aHHOE CneuuanbHO ANsi NOBPEXAEHUSI CUCTEMbI UK BLIBOAA €€ U3 CTPOS.

[MCO/M3K 18028-1]

3.1.37 koHTpmepa (countermeasure): [leicTBue, yCTpoICTBO, Npoueaypa unu crparerus, ocnabnsio-
Lue yrpo3sy, ysi3BUMOCTb UM NPOTMBOAENCTBYIOLLME aTake NMyTEM ee OTPAKEHUA UMKN NPEeAOTBPALLEHUS, Unu
MUHUMU3AUMK yuiepba, KOTOPbI OHA cnocoBHa HAHeCTH, unu nytem ee 06HapY)XeHUs U COOBLLEHUSA O Hel,
4T06bI MOTNO GbITh NPEANPUHATO KOPPEKTUPYIOLLEE AEUCTBUE.

[RFC 2828]

3.1.38 coobueHune (message): YnopsigoHeHHas NocneaoBaTenbHOCTb OKTETOB (Mnu GuUT), cnyxawlas
Ans nepegayn nHcopmMaumn.

[MCO/M3BK 2382, usmeHeH]

3.1.39 orcnexuBarb (monitor): MNpocnexuBaTb TeKyLuMe AeNCTBUS U COOLITUA B LENAX NOATBEPXKAEHUSA
MHOPMAaLMK O TOM, YTO ObINO NPOCNEXEHO.

[MCO/M3BK 13888-1, usmeHeH]
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3.1.40 3awuTa OoT Henpu3HaHusa yyacTua (non-repudiation): CBOWCTBO AeiicTBUSA, AONyCKaloLLee MHO-
roKpaTHyl0 NoCrneAyoLLyI0 NPOBEPKY TOr0, YTO 3TO AelcTBUE ObINO BbINOMHEHO AAHHBIM Y4aCTHUKOM UMK UC-
XOAMIO OT Hero.

[RFC 2828, usmeHeH]

3.1.41 Bnapenevw/oneparop (owner/operator): Xo3ancreylowmii cybbLekT, oTBe4aloWwmnin 3a aKcnnyara-
uuio cuctembl ICS unu SCADA.

3.1.42 cermenT, cermeHTupoBanue (partition, partitioning): OrpannueHnas cuaunyeckas unu normde-
CKas 30Ha, B KOTOPOM NpeaocTaBneHue A0CTyna K pecypcaMm Mnu oTkas B JJaHHOM AOCTyne perynupyrorcs
npasunamMu 40ocTyna u MexaHM3mMamMm KOHTPOSS.

[CCOPP v0.5, nameHeH]

MpumMmeyaHne — CermMeHT UMEET YETKYIO rPaHuLly ¢ ApyruMu cerMeHTamu. Monutrka 6e30nacHOCTU CermeHTa,
KaK MpaBuIio, yKpernreHa COBOKYMHOCTBIO MEXaHU3MOB, UMEIOLWMXCA KaK Ha nepudepun cermeHTa, Tak U BHYTPU HEro.
CerMeHTbl MOryYT UMETb MEpapXUYECKYIO CTPYKTYPY.

3.1.43 nepumeTp (perimeter): paHMLbl CErMEHTA UK 30HbI CETU, OOLIYHO 3aLMLLAEMbIE MEXaHU3MaMK
B COOTBETCTBUM C MONMUTUKON BE30MacCHOCTU MMM NPUHATLIM PErNaMeEHTOM Ha ynpaBrieHne 4OCTYNOM.

3.1.44 Bopota ¢usunyeckoro aocryna (physical access gate; PAG): Touka cm3anyeckoro aocryna,
npegHasHayeHHasa Ana ynpasneHus asTopusauumen, Hanpumep, nepcoHana u o6opyoBaHUA NPU NX NPOHKUK-
HOBEHUU BHYTPb NepumMeTpa 6esonacHOCTM 3aBoaa u/vnu pusndeckoro cermenta ICS unu nokuaaHuu npeae-
OB YKa3aHHOro nepumeTpa.

3.1.45 otkpbiTbin TekcT (plaintext): [laHHble, KOTOPLIE YENOBEK MM MaLUMHA CMOCODHbLI NPOYUTATL U
NOHATb, TO €CTb BXOAHbIE JAaHHbIE, NoANexXalme npeobpa3oBaHU0 METOAOM LUMEPOBAHUS, NN BbIXOAHbIE
AaHHbIE, NONYYEeHHbIE METO0M PACLLUMEPOBKM.

[RFC 2828, usmeHeH]

3.1.46 3aBop (plant): NMpon3BOACTBEHHOE NOMELLEHUE, KOTOPOEe O0ObIMHO UMEET (PU3UYECKUN 3aALLMLLEH-
HbIfi NEPUMETP U Ha TEPPUTOPUM KOTOPOIO OCYLUECTBNAETCA (PU3MUeCcKuit NpoLecc u pacnonoxeHol ICS u
ee ICN.

3.1.47 npusunerus (privilege): NMNpaso unu paspelweHue, npegocraeBnsemblie B ABHOW popme oTAEeNb-
HbIM MONL30BATENSAM UMW YCTPOWCTBAM, @ TaKkXe onpefAeneHHON rpynne nonb3oBaTenein unu ycTponcTs, Ha
BbIMOMHEHUE ONpPeAeneHHbIX AENCTBUI, BXOAALLMX B COCTaB AOIPKHOCTHLIX 00A3aHHOCTEN U 00beANHEHHbIX
Mexay coboi Mo OTNUYUTENbHBLIM MPU3HAKaM.

3.1.48 npokcu (cepsep) [proxy (server)]: KOMNbIOTEPHBIN NPOLIECC, KOTOPbIV NepeHanpaBnseT NPOTOKON
MeXay KMUeHTCKOW U CepBepPHON KOMMbIOTEPHbLIMWU CUCTEMAMU, NPEACTABMAACH KITMEHTY OT UMEHU cepBepa,
a cepeepy — OT UMEHU KIUEHTA.

[RFC 2828, usmeHeH]

3.1.49 B pexume peanbHoro BpemeHu (real-time): OTHOCALUMIACA K BPEMEHU pearnpoBaHnsl BbIMMC-
NUTEMbHbIX YCTPOWCTB, KOTOPOE HAaCTOMbKO Marno, YTO pearnpoBaHUe KaXKeTCA MrHOBEHHbIM U 6e3 3agepiek.

3.1.50 pesepBupoBaHue (redundancy): [ybnmpoBaHue BaKHEMLUMX KOMMNOHEHTOB 6e30NacHOCTU CU-
CTE€MbI C Lienblo NOoBbILLEeHUA ee JOCTYNHOCTH.

MpumMmedyaHue — [pu pe3epBUPOBaHUN BO3PACTAET AOCTYMNHOCTL, HO MOBGOYHBIM Pe3yrisTaToM Npu STOM 06bI4-
HO ABMSIETCA NOBbLILLEHME YSA3BUMOCTM, YTO OTHOCUTCS, HanpuMep, K KOMMYHUKALMOHHOMY KaHary.

3.1.51 octaTouHbIN puck (residual risk): Puck, coxpaHsoLWmMincs nocrne peanusauum KOHTpmep.

[RFC 2828]

3.1.52 puck (risk): CoueTaHue BepOSATHOCTU COOLITUS U €r0 MOCNEACTBUS, [A€ BEPOATHOCTb — 3TO KO-
NMYEeCTBEHHAsA OLIEHKA BO3MOXHOCTU TOTO, YTO 3TO COObITUE NPOU3OIHIET.

[MCO/M3K Pykosoacteo 73:2002]

MpumedaHue — llocneacTBrem HasbiBaeTes yllepG AN UMyLLECTBEHHLIX OGLEKTOB.

3.1.53 3awMweHHbIN, 3aWMILEHHOCTb (Secure, security): MNpoayKT, CUCTEMA UNU CEPBUC CHUTAIOTCSA
3aLUMLLIEHHBIMW B TaKOW CTEMNEHW, YTO UX NOMb30BaTENU MOMYT PACCUUTLIBATL HA TO, YTO OHU PYHKLIMOHUPYIOT
(unu ByayT dYHKUMOHMPOBATL) HaANEXalmm 06pazom. 3TO NOHATME OObIMHO PaCCMaTPUBAIOT B KOHTEKCTE
OLEHKM dhaKTUYECKUX UM OLLYLLIAEMbIX YTPO3.

[ISO/IEC/TR 15443-1]

3.1.54 uenTp GesonacHocTu (security centre): HaaexHblin pecypc Ans MOHUTOPUHTIA, ucnpasneHus, 06-
HOBMeHus, 06paboTkM NOANMCEN U ONOBELLEHNS B pamkax obecnevenus 6esonacHocTu ICN. BHelwwHui LeHTp
6e30nacHOCTM pacnosnoXeH 3a npegenamu nepumeTpa 6esonacHoctu ICN.
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3.1.55 cuctema ynpaBneHua (MHpopMmauuOHHOW) OGesonacHocTbl [(information) security
management system (ISMS)]: Yacrtb obuienn cuctembl ynpasneHusi, OCHOBAHHON Ha KOHUenuun AenoBoro
pucka, AnA co3aaHus, BHEAPEHUs, dKCnIyaTaumum, MOHMTOPUHIA, aHanu3a, NoaaepXkn U ynyyweHnsa opraHu-
3aLUMOHHON Be3onacHOCTU.

[MCO/M3K 27001, uameHeH]

3.1.56 mepa 6e3onacHocTM (Security measure): Mepa 3awuTbl NPOTUB BO3MOXHOIO HapyLUEHUA
6e30nacHOCTH 3aLLMLLEHHON CUCTEMBI.

3.1.57 nonutuka 6e3onacHocTm (security policy): HaGop npasun u MeToauk, KOTOpble pernameHTu-
PYIOT UNK pErynupyior cnocob nNpeaocTaBneHns CepBucoB 6e30NacHOCTM CUCTEMON MNKU OpraHu3auuen ans
3aLUMTbI ee KOHuaeHUManbHbIX 1 0C060 BaXKHbIX PECYPCOB.

[RFC 2828]

3.1.58 3HauMmocTb ana 6e3onacHoCcTU/3HaYMMbINA Onsa 6e3onacHoCcTU (security relevance/relevant):
OTtaenbHoOe siBNeHue, TO ecTb AeiCTBUE UM cobbITUe, CNOoCOBHOE HapyLWMTL 6E30NacHOCTb.

3.1.59 HapyuweHue 6e30nacHOCTM (Security violation): AKT unu cobbiTue, KOTOpOE NPUBOAUT K HapyLLe-
HUIO MU UHOMY HECODMIOAEHMIO NONUTUKM BEe30NacHOCTHU.

[RFC 2828]

3.1.60 achdexkTuBHOCTL (PyHKUMM (strength of function): KauectBo ¢hyHkumun 6e3onacHocTu, OT-
paxaioLliee MUHUMArbHbLIE YCUNKUSA, KOTOPbIE MPEANONIoXKUTENBHO HEOOXOAMMbBbI ANA NPEeoaoneHus ee
0XMAaeMbIX XapakTepucTuk 6e30nacHOCTU NyTEM HENOCPEACTBEHHON aTtaku Ha 0a3oBble MExXaHWU3MbI
6e3onacHOCTHU.

[MCO/M3K 15408-1, uameHeH]

3.1.61 posepme, poBepAThb (trust, trusted): OxxuaaHme T0ro, YTO ANSA BLINOMHEHUS KOHKPETHON 3a4aumn
CErMEHT, XOCT UIU YCTPOWCTBO OyayT (PYHKLMOHMPOBATHL COMMACHO NPOrHO3y Mpu OnpeaeneHHbIX YCNoBusiX
(PYHKLMOHMPOBAHUSI U B COOTBETCTBUM C YETKO CCPOPMYNMPOBAHHON NONMMTUKON 6€30NacHOCTU.

3.1.62 yrposa (threat): MoreHunanbHasa BO3MOXHOCTb Ansi HApyLUeHust 6e30nacHOCTU NPU Hanu4um 06-
CTOATENbLCTBA, CPEACTBA, AE€NCTBUS NN COOLITUSA, CNOCOOHbIX HAPYLLMTL 6€30NaCHOCTbL U HAHECTH yLepO.

[RFC 2828]

3.1.63 nonb3oBarenb (user): Jluyo, opraHU3aLUoOHHasa eaAMHULIA MM aBTOMAaTMYeCcKuii NPoLIecc, Nony-
yaroLue AOCTYN B CUCTEMY Kak Ha CAHKUMOHMPOBAHHON, TaK U HECAHKLIMOHMPOBAHHOW OCHOBE.

[RFC 2828]

3.2 CokpauweHus

B HacTosiLem cTaHaapTe NpUMEHEHbI cnegytolme 0603HaYeHUst U COKpaLLeHUs:

COTS — Kommepuyeckn goCTynHble npoaykTel (Commercial off the shelf);

DMZ — pemunutapusoBaHHas 3oHa (Demilitarized zone);

ECG — wnio3 BHeLwwHnx nogknoveHuii (External connectivity gateway);

EN — BHewwHss ceTb (External network);

GPH — yHuBepcanbHbiii xocT (General purpose host);

HMI — yenoBeko-malwmHHbIN UHTEPGEc (Human machine interface);

ICS — npombiwneHHas cuctema ynpaenenusa (Industrial control system);

IDS — cucrema oGHapyxeHus BTopxkeHui (Intrusion detection system);

ISMS — cucrtema ynpasneHus (MHOpMaLmMoHHOW) 6esonacHocTelo [(Information) security management
systemy];

O/S — onepauuoHHaga cucrema (Operating system);

PAG — BopoTta chusudeckoro gocryna (Physical access gate);

ICN — npombliwneHHas cetb ynpasneHus (Industrial control network);

PSM — noptaTuHbIli HocuTenb AaHHbIx (Portable storage medium);

SED — aBTOHOMHOe BHeLUHee ycTpoincTeo (Stand-alone external device);

SGW — wnio3 GesonacHoctu (Security gateway).

4 BeegeHWe n HOPMaATUBHO-NPaBOBOE COOTBETCTBUE

Mcnonb3oBaHue meToamk u ctaHaapto IT-6e30nacHOCTY cTano 06blYHbIM ABMEHWEM B OCPUCHOI cpese
U BbIPXEHO B pOPME MOBCEMECTHOrO CBOAA MPaBuN ANs ynpaeneHus WHMOPMAaLMOHHON 6e30MacHOCTbIO
(MCO/M3K 27002, paHee nssecTHbIn kak MCO/MOIK 17799), Ans akcnnyaTauMoHHON 6e30NacHOCTH, a Takke
B dhopme Kputepues oueHku IT-6eszonacHoctu (MCO/MIK 5408) npu paspaboTke npoayKTOB.
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MHTepHeT n 6ecnpoBOAHbIE CETU YXKE NOSABMNMCL Ha npousBoacTse. MpobnemMbl 6e3onacHoCTU aB-
TOMaTM3MPOBAHHbLIX CUCTEM BCE BOMbLUE HAXOAAT OTPAXKEHME B 3aronoBKax cneumanusmpoBaHHbIX n3aa-
Huit. OaHako obLenpu3HaHHas NpPakTMKa U COOTBETCTBYIOLLME CTaHAAPThI 3ana3abiBaloT, U 3TO HECMOTPS
Ha MOBLILUEHHbIN MHTEpeC B chepe aBTOMaTU3UPOBAaHHLIX CUCTEM. OTO YPEBaATO BO3MOXHbLIMU MaTepu-
anbHbIMWU NPOM3BOACTBEHHbIMU YObITKAMU U yLepboM ANSA 340POBbSA, YENTOBEYECKOW XU3HU U OKpYXKato-
Len cpeasbl.

Mo ananorum Tomy, kak paHee Obinu NPeayCMOTPEHbI METOLONOrMYECKUE MPUHLMNEI 4118 SKCnnyaTauu-
OHHOI 6e30macHOCTU B OCOUCHON cpeae, HaCTOALMIA CTaHAapT — 3TO HadanbHas NoMbITKAa NPEayCMOTPEeTb
METOAONOrMYeckue NpuHLKnGl Ans 6€30nacHOCTU AKCnyaTauuu aBTOMaTU3MPOBaHHBIX CUCTEM.

OpnHako MeToaAMKM M CTaHAApThl U3 OUCHON Cpeabl He MOryT ObiTb HEMOCPEACTBEHHO MPUMEHEHBI K
aBTOMaTU3MpOBaHHbLIM cuctemam. Miccnegosanue, nposegeHHoe EWICS [15], nokasano, 4YTo wuMpoKo npu-
MeHaemblin MCO/M3K 27002 HeoBX0AMMO 3HAUYNTENBHO PaCLUMPUTb, YTOObLI OH OblN MPUMEHUM K CUCTEMaM
ynpasneHus, NCNosnb3yembiM B NPOMbILLNIEHHOCTU. HecMOTpA Ha TO 4TO 189 nNyHKTaM B yka3aHHOM UCCNeao-
BaHuK Oblna gaHa oLeHKa OT NPUMEHNMbIX 10 aBCONIOTHO NPUMEHNMbIX, 85 % unu 45 % ObiNU NPU3HAaHLI KakK
Tpebyiowpme JONONHUTENBbHOW METOAONOTMYECKON OCHOBbI.

Hacrosiwuit ctaHaapT CoAepXKMT PeKOMEHAYEMbIe HOPMbI, YCTAHOBMEHHbIE CneLuuanMcTaMmu-npakTmka-
MU Ha OCHOBE NPAaKTUYECKOTO OMbITa, HO pa3paboTaHHblie HezaBucumo ot MICO/M3BK 27002.

MpumedaHune — HecMoTpsA Ha To YTO XenaTenbHO 6bino Bbl cornacoBaTk CTPYKTYPY M TEPMUHOSOMNIO HACTO-
Awero ctavgapta ¢ MICO/M3K 27002, Ha 4aHHbBIA MOMEHT 3TOro He cAenaHo.

MpeanonaraeTcs, YTO HACTOSALMIA CTaHZaPT 3anonHMT CyLUECTBYIOLUMIE B HacTosiLee BpeMsa npoben,
noka NnaHupyoTca gansHenwme AenCTBMA N0 YKPENSIEHMIO METOA0NOMMYECKONW OCHOBbI B MOCNEAYIOLEM 13-
AaHun MOK 62443, kak OTMEYEHO B NPUIIOXKEHUN A.

COOTBETCTBUE MONMTUKE HACTOSLLEIO CTaHAapTa — BOMPOC YaCTHbIN. 3TO COOTBETCTBUE MOXET ObIThb
YKa3aHO B Ka4decrtBe npumedaHusa KO BCEM MONOXKEHUAM NOJIUTUKU ICS nmm K HEKOTOPbIM U3 HUX UIKN K €€
creyumanbHOn BEPCUMN.

HekoTopble Mepbl, ONUCaHHbIE B HACTOALLEN NONUTKKE, MOTYT ObiTb HE NPUMEHWUMbI OJHOBPEMEHHO B
KOHKPETHbI MOMEHT BPEMEHU AN KOHKPETHOW KOHMUrypauum B KOHKPETHOM KOHTEkCTe B6esonacHocTu. lMo-
NUTKKA AONYCKaET Takoe BNOYHOE UCTIONHEHNE W aganTaumio.

Takke, B 3aBUCUMOCTU OT KOHKPETHOMN ICS, MOXET BbiTb NPU3HAHO HEOGXOAUMBIM UMK XXENaTENbHbLIM,
HanpuMep, ¢ TOUKM 3peHUs KOMNPOMUCCA MeXay PUCKOM U 3aTparamu, HE peanu3oBbiBaTb ONpeaeneHHble
Mepbl, pernameHTUPOBaHHbIE HACTOSILLEN NONMUTUKOW. B 3aBUCUMOCTH OT XxapakTepa 6€30nacHOCTU 3TO MOXET
ObITb CAENAHO NULLL BPEMEHHO BO UCNOMHEHNE NONUTUKKM ICS, ¢ ucnonb3oBaHneM ee NosIoKEHUN No ynpas-
neHunio oLumbkamu.

5 MpuHuMnbl M 6a3oBbIe MOogEeNU

5.1 O6wwKMe nonoxeHus

B Hacrosiliem craHgapTe onucaHbl PeKOMEHAYEMble HOPMbl B OTHOLUEHWU TEXHUYECKUX U OpraHusa-
LUMOHHbIX Mep 6e3onacHocTu aAns 3awmTtel ICS n ICN Ha ee ocHOBe, BKkMo4as 0ObIMHO CYLLECTBYOLLME NOA-
cetun ICN.

B HacToALleM NyHKTE ONMCaHbl COOTBETCTBYOLLME Ba30BbIe MOAENM.

Monb3oBaTenu HaCTOALLEro ctaHgapTa AOMKHbI MO BO3MOXHOCTU NPUCNOCOOMTL 9TM MOAESM K KOHKPET-
HOI 3agaye, 4TOObl YBA3ATb NOMOXEHUS HACTOSALLEN NONUTUKM 6€30MaCHOCTH C KOHKPETHbIMU TPeOOoBaHNAMU.

MHdopmauus, npeacraBneHHasi B HaCTOALLEM CTaHAApTe, MOXET HYXAaTbCA B AONONHEHMU APYTMMU
MOZENsIMA U COOTBETCTBYIOLLEN MOMUTUKON, TO €CTb aHanM30M yrpo3-puckoB, obLUei nonuTukon Gesonac-
HocTu u ISMS.

5.2 Mopenb yrpos-puckoB

5.2.1 O630p

Ha pucyHke 1 npusegeHa obLias mogerb yrpos3-puckoB, OTHOCALUAACH K 6esonacHocTu. U3 pucyHka
cnegyer:

- Yrpo3bl UCMONbL3YIOT yA3BUMOCTH ICS;

- 6e3 KOHTPMEP OHU MOTYT NPEeACTaBMATbL HEAONYCTUMbIN PUCK (AN UMYLLECTBEHHbLIX OOBLEKTOB);

- B 06Liem cnyyae Ans MUHUMU3auuy pucka (4ns uMyLLECTBEHHbIX 0ObEKTOB) HEOOX0AUMbI KOHTPMEPDI.
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PricyHok 1 — B3avMOCBA3b Yrpo3-puUckoB

KoHTpmepbl 06L,ef0CTynHbl B BUAe 06LMX METOAMK, NOAPOGHbLIX pernameHToB M B HEKOTOPbLIX Clyda-
AX — NOAPOGHBIX cneunguKaLnii.

HacTosilwmii cTaHgapT npegycMaTpuBaeT KOHTPMEpPbLI B BUAE METOAWK, 0CDOPM/IEHHbIX B MpeanaraeMyto
NOMNUTHUKY.

5.2.2 ¥rpo3sbl

Yrpo3bl — 3TO MOTeHUMaslbHble HexenareflbHble CO6bITUA 6e30MacHOCTH, NpUuYnHAKLWMe yuiepb, To
eCTb (DMHAHCOBBIN YObITOK. B ICS MOryT npom3oiiT CTOW MAM MHOI BEPOSATHOCTLIO Clegytoline cobbiThs:

- aTakn BaH[anoB 1 TEPPOPUCTOB;

- cboii B ICS, 3a koTOpbIM c/iegyeT cobbiTue 6e3onacHoCTy;

- aTaku TMna «oTkas B 06CyXUBaHUN»;

- HapylleHne KOHUAeHUManbHOCTH, Hanpumep yTeuka Npou3BOACTBEHHON MHOpMaLMK;

- HapyLlleHne 3aKoHoAaTe lbHbIX HOPM;

- HeXxenartesnbHoe cobbITMe BCNeACTB/ME HEMPEOAO/IMMON CUIbl, HANpPUMeEp 3KCTPeMasibHble MOrogHble
ycnosms (LWTOPM MM TOPHAAO).

BO3MOXHbI 1 Apyrne cobbITUSA, KOTOpPble MOTYT 6biTb XapakTepHbl A1 KOHKPETHON opraHm3auun.

B TMNMYHOM cnyyae 0 HacCTYNJeHUn Takmx COBbITUI AOMKHO ObITb [ONOXEHO PYKOBOACTBY, NPy 3TOM OT
TOro, kak 6bICTpo OyAeT AOM0XKEHO, COOTBETCTBYHLLEe AelCTBME M YPOBEHb 3aAeliCTBOBAHNSA PYKOBOACTBA
3aBUCAT OT UX CEPbE3HOCTWN.

Takoe cobbITe, U3BECTHOE TaKkxke Kak MHUMAEHT 6e30nacHOCTU, MOXHO NpeacTaBuTb cebe Kak urypu-
pyloLee B ra3eTHOM 3arosioBke.

5.2.3 Puck

B MICO/M3K Guide 73 puck onpegeneH Kak «koMOuHaums BEPOSiTHOCTU COObITUA M ero NOCAeACTBUIN»,
TO eCTb Kak ywep6 win nocneactsme MHUMAEHTa 6e30nacHoCTU. HacTynneHve MHUMAEHTa MOXET NMpUBEeCTU
K 0OgHOMY nan 6onee NocneacTBUsAM, a Takxe CrpoBOLMpOBaTb Apyrue cobbITuS.

Yuwep6, KOTOpbI MOXeT 6bITb MOHeceH B ICS, BkI4aeT B cebs:

- NOTepro [OX0A3;

- HenpeaBuAeHHbIe pacxoabl;

- HEBO3MOXHOCTb YaCTUYHOTO WU NOJMHOT0 BeAeHUs (DUHAHCOBO-X035CTBEHHON AEATENbHOCTY;

- NOTEPI0 AEHEXHONW CTOMMOCTU 34aHUIA Y COAEPXUMOTO;

- UHUMAEHT 6e3onacHocTy;

- lUTpadhHbIe CaHKUMM 3a HapyLUEeHWe 3aKOHOAaTe lbHbIX TPe60BaHNli, HanpuMep KacatLLMXCA KOHTPO/S
BbIGPOCOB;

- NoCneAcTBUA M3-3a HapyLIEHUS HOPMAaTUBHO-NPaBOBbLIX TPebOBaHWA, Taknx kak ctaHgapTel GAMO;

- HeyJ0B/IeTBOPEHHOCTb K/IMEHTA;

- HeraT¥BHOe OCBelLieHVe B Npecce;

- cyfiebHoe pa3brpaTenbCTBO NPOTVB COTPYAHUKA WM CaMOro X03AWCTBYHOLWEro cybbekTa.

dakToM ABNSETCH TO, UTO 3alUTHbIE AeCTBMA TPEOYIOT AeHEXHbIX 3aTpaT Ha TexHonoruyeckue, usu-
yeckne 1 opraHu3aLMoHHble Mepbl. Mo3aToMy nocnefcTsme Heb6IaronpuATHOro cobbITMA 6e30NacHOCTU 06bIY-
HO HE06X0AUMO BblpaxaTb B AEHEXHOM BbIPaXXEHUN.

Puck ana o6bektoB ICS TpebyeT dmKcaumm LEHHOCTM OGBLEKTOB M KX YSA3BMMOCTM nepes aTakoit. Kak
npasunio, 3TO OYeHb TPYAHO U CYOBLEKTVMBHO, HanpumMep, ec/in paccmaTpuBaTb B kKayecTBe MOC/efCTBUS MO-
Tepto penyTaumm opraHusauu.

5.2.4 AHann3 yrpo3-pnckKos

AHanus yrpos-puckos (TRA) npegnonaraeT OLEHKY pucka WU COOTBETCTBYHLUMX EMY He3alUMLLEHHbIX 06b-
€KTOB, Yrpo3 v ysi3BumocTeil. TRA— 3T0 npegnockinika K BbI6opy M AeTaslbHOlM cneumdukauym 3alumTHbIX Mep.
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TRA, B 4aCTHOCTU NPUMEHUTENBHO K SNIEKTPOHHON aTake Ha KOMMbIOTEPHbIE CUCTEMbI, COEAUHEHHbIE C
He3aLUMLLEHHbIMU UMM HEAOBEPEHHBIMU CETAMMU, B HACTOSILLEE BpeMsl He AOCTYNEH AN MaremaTuko-cTarTu-
CTUYECKOTO aHanu3a, To eCTb ataku CO CTOPOHbI JIML-3MOYMbILLNIEHHUKOB LieNieHanpaeneHHbl 1 He obnagator
CTaTUCTUYECKUM CBOWCTBOM COObITMIN cny4aiiHoro ¢6osi. Takum o6pa3omM, SKCTpanonsymsa cTtaTuCTUYECKUX
JaHHbIX (kak 06bIYHO BO3MOXKHO NMPU CrydaiiHbIX 0TKA3ax) HE MOXET NPOrHO3MPOBaTh OyAyLLYI0 BEPOATHOCTL
aTaky CO CTOPOHbI YenoBeka. 10 3TOW NPUMYMHE BbIMMCIIEHWE BEPOATHOCTU HACTYyNneHus cobuiTuin 6esonac-
HOCTU, BO3MOXHO, NMO3BONUT HaBCeraa u3bexarb YNCTO CTaTUCTUYECKOro Noaxoaa.

HecmoTpsa Ha TO YTO 4OCTYMNHO MHOXECTBO Mogenein TRA, HM oaHa U3 HuX He obwenpusHaHHa. Konuye-
CTBEHHble MeToAbl 06MaH4MBbI. OBbLIMHO PUCK 6E30MACHOCTM aHANMM3NPYIOT LUTATHbIE 3KCNEePTbl UMK KOHCYIb-
TaHTbl, MOCNE YEro crneayeT ero oLUeHKa OTHOCUTENbHO KpUTEPUEB pucka Bnagensua/onepartopa ICS.

B cBA3K C M3NOXEHHbIM B HaCTosILLeM cTaHaapTe Metoabl TRA He npeacTaBneHsbl.

5.2.5 O6paboTka, NPUHATUE U UH(POPMUPOBAHUE O PUCKAX

Mocne aHanu3a pUCKOB KX, Kak NPaBMIO, MOTYT CYECTL HenpuemnembiMu 6e3 06paboTku.

Puckn o6pabatbiBatoT ¢ NOMOLLBIO Mep, NPEANOKEHHbIX B HACTOALLEM CTaHAapTe, Mep, KOTOpble MOTyT
ObITb OTHECEHbI B HACTOSILLEM CTaHAapTe K MpeaBapuTenbHbIM YCMOBUSAM, @ TaKkKe Mep, KOTOpble He npu-
BEeAeHbl B HACTOSILLEM CTaHAapTe, HO KOTopble Bnageneu/onepartop ICS, pernaMeHTUPYIOLLMIA OpraH unm 3a-
KoHoZaTenb MOryT C4ecTb He06X0AUMBIMMU.

Mepbl 6e30nacHOCTU AOMKHbI GbITb MO BO3MOXHOCTH:

- 3QPEKTUBHBLIMM, PE3YNETATUBHLIMU M AOCTATOYHO XECTKUMMU, YTOObLI NPOTUBOAENCTBOBATL BbISIBIEH-
HbIM yrpo3am;

- NPOTrHO3UPYEMbIMU B OTHOLLIEHMM NPUNAaraeMbIX YCUNUIn AN UX YYPEXAEHUS;

- NPOCTBLIMU BO BHEAPEHUMN U NPUMEHEHUH;

- neHbl 06paTHoro adypekTa B OTHOLLEHUM CYLLECTBYIOLLIETO NPOLECCa NPOM3BOACTBA;

- He TpeboBaTb CONPOBOXKAEHUSA.

BonbLUMHCTBO TpeGoBaHUIn HACTOALLIETO CTaHAAapTa AOMYCKakoT BapuaHThl, pasnuyatoLmecs 00beMOM npu-
naraemMbix yCUNMN U AOCTUraemMbiM YPOBHEM 3aLUMThI, ArS COOTBETCTBUA AOMYCTUMOMY PUCKY. DhdeKTUBHOCTbL
Mep A0mkHa ObITb MO BO3MOMKHOCTM cbanaHcMpoBaHa TakumM 00pa3om, YToOb! 3aLuTa, JOCTUIHYTas C NOMOLLLIO
OZHOW Mepbl, He Morna 6bITb OcrnabneHa HefoCTaTKOM 3aLUMThl, AOCTUraeMON C MOMOLLbIO APYTOM Mepbl.

Mepbl 4OMKHbI ObITb FTOTMYECKM MOJSHBIMU, TO €CTb HE OCTaBnATb Cnabbix MecT B cucreme Gesonac-
HocTu. [elicTByst COBMECTHO, Mepbl JOSKHbI ObiTb MO BO3MOXHOCTW HE3aBUCUMbI APYr OT Apyra u, npeano-
YTUTENBHO, MoAAEePXKMBaTb Apyr Apyra. Ocoboe BHUMaHWE CNEAYET YAENUTL TOMY, YTOObI rapaHTUPOBaTh, YTO
Mepbl He MPensATCTBYIOT APYr APYrY.

Mepbl — 310 pacxoabl. [o3TomMy BbIGPaHHbIE MEPLI AOMKHbI ObITb cOanaHcUpoBaHbl Mexay cobon ana
nonyyeHus peHtabenbHOro pewenus. Ecnu opraHmsaauus He MOXET MOHECTU pacxoabl, TO MOXET noTpebo-
BaTbCA NPOLIECC ONTMMMU3ALIUU, BKITHOHAIOLLMIA B ce0si n3aMeHeHne koHdurypauum ICS, orpaHu4eHne KOMMYHM-
Kauuw 1 AOMONHUTENMbHLIE OPraHU3aLUOHHBIE MEPOMNPUATUS.

Kpome Toro, puck 4OSKEH ObITb MPUHAT 3aUHTEPECOBAHHBLIMK NiMLAMKU U LOBEAEH A0 CBEAEHUS BCEX 3a-
MHTEPECOBAaHHbLIX CTOPOH 40 peanu3aunn Mep U Nnpu Ka)xaon CyLLECTBEHHOW MX KOPPEKTUPOBKE.

MpuMedaHne — PaHee JelcTBylOLME N HACTOALWWUIA CTaHAapT He 3aTparuBaloT (popManbHOe ycTaHoBre-
HUe foBepus, Tpebylollee oLeHkn 6e30MacHOCTW C MOMOLLbIO MPU3HAHHBIX KPUTEpUeB M METOAOMNOrMK, Hanpumep
NCO/M3K 15408 u/unn NCO/M3BK 27001.

5.3 )KusHeHHbIN LUK 6e30nacHoOCTH

MonoxxeHns HacTosALWero craHgapTa OCHOBaHbl HA MOAENMU XU3HEHHOro Lukna 6e30nacHOCTU, NpuBe-
OEHHOI Ha PUCYHKe 2.

Mpu obecnevenun 6esonacHocTu ICS HeOOX0AUMO Yy4UTbIBATb CREAYyOLLMe KaTeropum yrpo3 u KOHTpMep:

- couunanbHble U OpraHM3aunoHHbIE Yrpo3bl U MEPbI, TO €CTb 3NOYMbILLNIEHHUKM-UHCANAEPbl U HECOOT-
BETCTBYHOLLMIA MOHUTOPUHT NEPCOHana;

- oU3nYecKne u ecTeCTBEHHbIE Yrpo3bl U Mepbl, TO €CTb 3MOYMbILUNEHHMKM-ayTCanaepsl U ynpasneHue
dU3nYeCKUMm JOCTYMNOM;

- BNEKTPOHHBIE U NOTUYECKUE YIPO3bl U MEPLI, TO €CTb INEKTPOHHASA NOYTa U aHTUBUPYCHLIE NPOrPaMmbl.

B HacTosilemM ctaHaapTe nNpuBeAeHbl B OCHOBHOM 3MEKTPOHHbIE U NOTUYECKUE KaTEeropum, YTo oTMeYe-
HO Ha PUCYHKEe 2 KPYMHbIMU ranoykamu.

MpumedaHue — Tam, rae TpebyeTcs cneumarnbHbIi NMPUKNAGHOW XUSHEHHBIA LMKN (HAanpUMep, XU3HEHHLIN
Lmkn 6e30nacHOCTH), TaKO pernameHT ynpaBeHns XU3HEHHBIM LIMKNOM AOMKEH Mo BO3MOXHOCTU 06befuHATL B cebe
acnekTbl | T-6e30NacHOCTW HaCcTOALLEro cTaHaapTa.



FOCT P 56498—2015

PucyHOK 2 — YX3HEHHbII LK 6e30macHoCTU

Mogenb npegnonaraeT YeTbipe cgepbl 0CO60r0 BHUMAHWS:

- paspa6oTka, peanusauus v CONpoBOXAeHWe Mep Mo NpeaoTBpaLeHU0 pUcka, BK/IoYas ynpasneHue
O0BHOB/IEHVSIMU 1 MaTYaMy;

- MOHWUTOPUWHI CO34aHHOI U COMPOBOXAAEMOI TakuM 06pasoM cucTembl 6e30MacHOCTU, TO eCTb ANs
06HapyXXeHWsi No6Oro HecaHKLMOHUPOBAHHOTO NPOHVMKHOBEHUS;

- ynpaB/ieHe CUCTeMOM, BK/OYasi 3anuchb COBLITUI 1 KOPPEKTUPYIOLWME BO3AECTBUS, Moka HecaHKLu-
OHMPOBaHHbIe NPOHWKHOBEHUS NMOAAAITCA YPaB/EHNUIO;

- yNpae/ieHne owmnbKkamu Npy YpesBblualiHblX 06CTOATENLCTBAX U BOCCTAHOB/IEHUEM, KOr4a NPoucxoasT
6onee cepbesHble WHUWAEHTbI, B TOM 4YiC/e yrnpas/ieHne HenpeaBuaeHHbIMU 06CToATENbCTBAMM B Cllyuyae
HanXyALux CUeHapueB.

Ha pucyHke 2 npsimasl CTpesika nokasbiBaeT, UTo YeTbipe cdepbl, IOTMYECKU BbiTEKAOWME ApYr U3 gpyra
no CBOEMY MPUHLMMY, MOTYT 6bITb BBEAEHbI NOC/eAoBaTe/lbHO, N0 MeHblUeli Mepe Ha HauyaslbHOM 3Tane 3a-
nycka ICS nocne obecrneueHusi ee 6e30MacHOCTN.

BaxXHO MpWHMMATbL BO BHUMAaHWE, YTO B MPOTMBOMOMIOKHOCTb OBbIYHBIM TEXHUYECKAM AUCLUMNIMHAM
TexHuKa obecrneveHnss 6e30MacHOCTU — 3TO MO CyTW GECKOHeUHbI npouecc. TOT npouecc TpebyeT, UTo6bI
BCe chepbl BBOAUINCL MOCTOSIHHO WM Nepuoanueckn Ans npucnocobneHmst ICS Kk NocTOSHHO MeHsIloWwmmMes
TEXHOMOMMYECKUM U YTPOXAIoLMM cCpeaam.

5.4 TMonutuka

5.4.1 0O630p

Monutrka — 3TO CBOA, OCHOBOMOMAralLMxX NPUHLMNOB 1 Mep 6e3onacHOCTU. Mepbl rpynnupyoTcs no
acnektam 6e30nNacHOCTU, KOTopble NPMBA3aHbl K 06LLeNpU3HaHHbIM KOHLEeNumMam 6e30nacHoCTu.

Mepebl, npegnaraeMble B COOTBETCTBMM C HACTOSILLEN MOMWTUKONM, ocTaloTcs 6a30BbIMM 1 AONyCKalT
MaclTabupyemocTb, cBO60AY BblGOpa COOTBETCTBYHOLWMX AOCTYMHbIX TEXHOMOMMA U OyayluMe yCOBEpPLUEH-
CTBOBaHUS.

MonnTrka MMeeT Mepapxuyeckylo CTPYKTYpy B BuAE YETbIpEX YPOBHENM, Kak MokasaHO Ha pucyHke 3.
B LeHTpe BHMMaHMWSI HACTOSILLEro CTaHJapTa — onepaTuMBHas NOMWTUKA, KoTopasi B obLieM cnyvae umeet
xapaktep MeToauk. OnepaTuBHY NOUTUKY CriefyeT MOHUMATb B paMKax MosIHOW MOSMTUKA.
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PykoBogswas
nonTuKa
6e3onacHoCTn

P1CyHOK 3 — YPOBHM MOMNTUKN

5.4.2 PykoBogsiass nonntuka 6esonacHocTu

MonnTrka Ha camMOM BepXHEM YPOBHE OpraHv3auuy CaHKLMOHMPYeT nporpammy 6e3onacHocTu n 060-
3HauaeT HanpasneHve. OHa ycTaHaB/MBaeT 06Lue Lenm 6e30nacHOCTY opraHm3aumm.

®opMynMpoBKa NOMUTUKA BbICLLMM PYKOBOACTBOM [O0/DKHA ObiTh JOCTATOYHO NPOAYMaHHAa M 0cTaBaThbCs
aKkTyasnibHOl 1 TOYHOI MpY U3MEHEHNAX B CTPYKType opraHu3auuu, B TEXHOMOMUK CUCTEMbl U 6e30nacHoCTU U
B XapakTepe yrpo3 6e3onacHocTu. byayunm npogymMaHHOW, NOAUTMKA MOXET OblTb CTabUNbHON 1 ByAeT HyX-
[aTbCsl B nepepaboTke TOMbKO B C/lydae U3MEHEHUSI UCXOAHOW NO3uLMM opraHM3auum B OTHOLLEHUK Ge3onac-
HocTU. OgHako hopMyNMpoOBKa NOMUTUKK ABNSETCA OA4HO3HAYHOW. OHa YeTKo onpejensieT, 4yTo TpebyeTcs.

Monutnuka 6e30NacHOCTN BEPXHEro YPOBHS OpraHusauun onpegensiet obuine cdepbl OTBETCTBEHHOCTU
N NOAOTHYETHOCTU NS OpraHn3aLnoHHbIX cdep.

MpumevaHne — Hanpumep, NOAUTUKA MOXET OMPELENATL B3aVIMOOTHOLLIEHNS MEXAY PyKOBOACTBOM Kopriopa-
TUBHbIM IT-0TAENM0M 1 ICS 1 X COOTBETCTBYHOLLME 0653aHHOCTU. MOMUTMKA MOXET pasrpaHnumBaThb Lienn 6e30nacHoCTL
CUCTEMbI YNpaB/ieHns OT Leneil 6e30nacHOCT KOpnopaTuBHONM ceTu. Hanpuvep, BaxkHENLMM acrnektom 6e30macHoCTy
KOPMOPATMBHON CET MOXET ObITb COXpaHEHNE KOH(MAEHLMAIBEHOCT, B TO BPEMS KaK BavkHelLMM acnektom Gesonac-
HOCTWU CUCTEMbI YNPaB/EHNST MOXET BbITb 0becneyeHre 6ecnepeboiiHon padoTbl.

Kpome Toro, opraHusaunoHHas nonutuka 6e3onacHOCTM MOXET onpefensATb KOHKPeTHble cTaHAapTbl U
HOPMbI, NPUMEHUMbIE K OpraHusauuy B LesoM.

PykoBoacTBy crnefyeT fOBOAMTL MONNTMKY 6e30MacHOCTM A0 CBEAEHMS BCE opraHusaummn, 4tobbl Bce
COTPYAHVKM NOHMMaNW 3Ty NOMAUTUKY, a Takke MOIIM PerMcTpupoBaTth NOCNEACTBUA €€ HapyLLEHWN.

Monutuky 6e3onacHOCTM 3TOrO YPOBHA Mepuoguyecky nepecMmarpusatoT. MepnoamyHoCcTb nepecmoTtpa
MOXET BapbMpOBaTLCH B COOTBETCTBUN C TPeOOBaHNAMMN PYKOBOACTBA M ObIThb Yalle Ha nepsblx 3Tanax nocne
BHEApeHus.

[aHHbIli ypoBEHb NONUTUKM Ge3onacHocTh ICS npueBeaeH B pasaene 7.

5.4.3 OnepatuBHasa nosinTuka

OnepaTuBHbIe NOMUTUKN paspabaTtbiBalOT HA HWKHWX YPOBHAX OpraHusauuv 4ns onpegeneHus Toro,
Kak HeobXxo4uMMO peann3oBbIBaTb MOMIOXKEHUS KOPNOPATUBHOM MOMUTUKM 6€30MacHOCTM B COOTBETCTBYHOLLMX
opraHu3aumnoHHbIX cepax.

OTW NOMTUKN ONPeLEensioT, YTO He06X0AMMO NPEANPUHATL B OTAE/bHO B3ATOW OpraHn3aLloHHOW cge-
pe ANs [OCTWXEHWS Leneil kopnopaTvBHOW NonuTuki. OHWM NoguvHAT cebe pernaMmeHTbl 6€30MacHoCTH,
pacnosioXeHHbIE YPOBHEM HIUXKE.

PernameHTbl fO/MKHbI N0 BO3MOXHOCTW 3aTparnsarb BCe HEOOXOAMMbIE 3Tanbl XU3HEHHOTO LMKIa Npo-
rpaMmMbl 6€30MNacHOCTU C TOUKW 3PEHNUS OTAENbHO B3ATOW OpraHn3aLvoHHOW eauHULbL:

- pa3paboTKy cucTembl;

- MaTepuasibHO-TEXHUYECKOe CHabXeHue;

- TEXHONIOTMYECKNiA NPOLEecC;

- COMPOBOXAEHNE CUCTEMBI;

- nepcoHaJt;

- ayaur.
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B TMNUYHOM Cnyvae NOAMTUKY HA STOM YPOBHE nepecMaTpuBaloT NEPUOANYECKU U NO ONPEAENEHHBIM
noBozaM, HanpuMep KaXkablii pa3 Npu BHEAPEHUM HOBOTO, KOPPEKTUPOBKE CyLLieCTBYIOLLEro GusHec-npouecca
UINK ero NUKBMAaUnn.

Oco60e BHMMaHWE B HACTOSILLIEM CTaHAapTe yaeneHo akcnnyarauum u obcnyxusanuio ICS. Hacroawumn
CcTaHAapT He npeaycmaTpuBaeT METO0MNOrMYECKON OCHOBBI MO TAKUM BOMpocaM, kak 6ecnpoBoaHbIe YCTPOWi-
CTBa M AaT4MKKU, NepcoHan, nonuTuka cybnoapsaa u matepuanbHO-TEXHUYECKOe CHabxeHue.

CoOTBETCTBYIOLMI YPOBEHb NONUTUKM Be3onacHocTn ICS oTpaxeH B 7.3.5, KOTOPLIA 3aTparuBaeT cne-
ayoume cepbl ynpaBneHus:

- LIENOCTHOCTbIO;

- NIOrU4ECKUM AOCTYNOM;

- hm3anyeckum 4oCTynom;

- CerMeHTamu;

- AOCTYMHOCTbIO;

- aAMUHUCTPUPOBAHNEM, ayAUTOM U HELLTaTHbIMU CUTYaLIUSIMMK;

- BHELWHUM AOCTYNOM.

5.4.4 PaGouue pernameHTbl

PernameHTbl 4OMKHBI N0 BO3MOXXHOCTU YCTaHaBNUBATLCA BriagenbLemM/oneparopomM 1 BOIMIoLwars one-
PaTUBHYIO NONUTUKY, NPEeACTaBNEHHYIO B HACTOALWEM cTaHaapTe, onpeaenaa CreneHb uxX BOBNEYEHHOCTU U
NoAOTYETHOCTL 3a AelcTBMe, NEPECMOTP U OOHOBMNEHME TaKUX AOKYMEHTOB.

Paboumne pernaMeHTbl yCTaHaABNMUBAIOT NOPSIAOK UCMONHEHNUs OnepaTUBHOM NONMMTUKU. OHU yCTaHaBMK-
BalOT HEOOX0AUMbIE AEWCTBUSI U MOTYT CCbINAaThCA HA COOTBETCTBYIOLLIME METOAbI U CNPAaBOYHbIE AJOKYMEHThI,
B TOM UMCie CTaHAapThbI.

MonuTuky Ha 3TOM YPOBHE NMEPECMATPUBAIOT Kb pa3 Npu YTBEPXAEHUU, KOPPEKTUPOBKE UK OT-
KIOHEHUM ONepPaTUBHON NONMUTUKK.

B noanyHkTax nogpasaena 7.3 npuBeAeH psa acnekTos, KOTOPbIe AOMKEH N0 BO3MOXHOCTU YCTaHABMK-
BaTb PErnaMeHT.

Il punMedHaHue — PernameHThbl cogepxar TaKke I/IH(bOpMaL‘VIIO 0 nopsaakKe U3MeHeHUsA Apyrux perfaMmeHToB.

5.4.5 Paboyasa metoguka

Pa6oyas MmeToguka AoSHKHa MO BO3MOXHOCTU COAepKaTb KOHKPETHLIE M3MEPUMbIE TPEOOBAHNA U KOH-
KPETU3MpOBaTb pernameHTbl, Y4UTbIBas KOHKPETHbIE UHCTPYKUMM OT Bnagernbsua/oneparopa. B cBssu ¢ Tem,
YTO OHU eLye Gornee npuBsA3aHbl K OpraHM3auum U opraHu3auuoHHOW cdepe, B HACTOAWEM CTaHAapTe OHM
MOTyT ObITb NPUBEAEHbI TOMBKO KaK NPUMEPSI.

MonuTUKy Ha 3TOM YPOBHE U3MEHSIIOT NepUOAUYECKM, N0 MEPE N3MEHEHNMS B NIAHAX U TEXHONOMUSIX PYKOBOA-
cTBa 0bLLeit uHbpacTpykTypoit. Cama no cebe oHa BpeMeHHa U MOXKET MOANeXKaTb NepecMoTpy B noboe Bpemst.

Bce mMepbl AOMKHbI MO BO3MOXHOCTM PacCcMaTpuBaTbCsi KaXbiM KOHKPETHbLIM MONb30BaTeNIEM HACTOSt-
LLero cTaHaapTa U afanTMpoBaThCs K €ro KOHKPETHLIM TPEBOBAHMSAM U CUTYaLUK pUcKa.

5.5 TunoBble 3TanoOHHbIE KOH(pUrypauum

5.5.1 MpoMbliwneHHas cuctema ynpaeneHus (ICS)

ICS 06bI4HO COCTOUT U3 AMEKTPOHHOIO 060PYAOBAHUS, TO €CTb XOCTOB M YCTPOMICTB, U MOXET BKIOYaTb
B cebs ceTu, NOACETU U COeANHEHUS OAWUH K OO4HOMY», Kak NokasaHo Ha pucyHke 4. Kak npaBuno, cuctema
Bkntovaer B cebs ICN u coegnHeHHble ¢ Hel 060pya0BaHNe 1 NOACETU, @ BO MHOTUX Cyvasx — eLUe U BHeLL-
HWE XOCTbl M YCTPOWCTBA BHELUHUX CETEW, NOAKIMIOYEHHbIE K AaHHOW CETU Yepes CpeacTBa CEeTEBOro B3auMo-
OEeNcTBuUS.

B cospemeHHon ICS, kak npaBuno, MCNOMb3YyKTCHA BHELIHNE KOMMYHMKALMKM, YTOObI NOnyYyarb AOCTYN K
BHELUHUM pecypcam 1 BbiTb AOCTYMHOW AN HUX, KaK NOKa3aHO Ha PUCYHKe 4.

BHyTpeHHue ycTporictBa u oneparopbl ICS MOryT HyXaaTbCA B AOCTYMNE K BHELLHUM pecypcam, Hanpu-
Mep Ans 0OHOBNEHMI UNK ynpasnsaoLein MHDOPMAaLMN.

BreluHue onepartopsl u yctpoinicta ICS moryT nonyyare gocryn k ICN, Hanpumep, B Lensx AnarHocTu-
Ku, 06Cny>XMBaHus, paspaboTku U/unm ynpaeneHus.

MpumevyaHne — BHYTPUOOLEKTOBOE NOAKIIOYEHNE BHeLLHero 060pyA0BaHUs, MPUBHECEHHOMO Ha NPOU3BOA-
CTBEHHbI 0GbeKT 06CnyKUBatOLLUM NepPCOHANOM, MPUYNUCTIEHO K BHELUHUM KOMMYHUKALMSM,

BHeLUHMe KOMMYyHUMKALMKU MOTYT CIYXXUTb A58 coeguHeHus ICN ¢ cuctemamu, Xoctamu U YCTPOMCTBaMM,
TaKUMM KaK:
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- BHeWHuii(e) ueHTp(bl) 6e3onacHoOCTHK;

- BHewHAa(ne) cuctema (bl) NOALEPXKKN U3TOTOBMEHUA W yNpaB/eHUs;

- 060cobneHHoe(ble) cTaunMoHapHoe(ble) ycTpoiicTBo(a);

- UHTEepaKTUBHbI(e) NynbT(bl)/X0CT(bl) MHTEPAKTUBHOIO YAaNeHHOro 40CTyna;
- nynbT(bl)/ueHTp(bl) yaaneHHoro AocTyna,;

noptatmsHas(ble) paboyas(ne) ctaHuma(n) nHxeHepa;

noptaTuBHbIN(e) HOCUTENb(M) MHOPMaLUN.

PucyHok 4 — lMpowmbllwneHHas cuctema ynpasneHus (ICS)

5.5.2 TMpomblwneHHasa ceTb ynpasaeHus (ICN)

ICN mMoxeT 6bITb 06pa3oBaHa NyTeM MHTErpMpoOBaHUA YCTPONCTB CO 3HAUYUTE/bHbIM pa3Hoobpasvem,
BK/IOYANA:

-XOCThbl, MPOKCU-CEPBEPLI, LWO3bl, KOHLEHTPATOPbI, MapLwpyTu3aTopsbl;

- nepudepuniiHoe IT-o60pypoBaHune;

-TEXHONOTrNYeckoe KOHTPONbHO-U3MepUTenbHoe obopyaoBaHne, NCNOMHUTE bHbIE MEXaHU3Mbl, NPe06-
pasoBaTtenu uT. 4.

XocTbl ICN MOryT doyHKLMOHMPOBATb Kak CEpPBEPbI NPUMNOXEHWIA, CEPBEpPLI YNpaBAeHUa U gpyrue cneymn-
anbHble HMI.

ICN coegnHeHa HenocpeacTBEHHO WUAM OMOCPefOoBaHHO C BblAE/IEHHbIMU CEeTAMMU, TO eCTb aBTOMaTU3n-
pOBaHHbIMU AYelikaMu n/mnn ceTaMmn nepudepmuintHbIX yCTPONCTB.

13
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MHoOrme us aTnx XOCTOB W YCTPOMWCTB, 3a WCK/IOYEHMEM MNPOCTOro 060pyAo0BaHUsA, COEAUHEHbl Mexay
coboli yepes ceTeByl annapaTtypy v kabenu, obpasys ICN. ICN moxeT Bkno4yaTb B ce651 BblAe/IEHHbIE CETH,
COeMHEHHbIE C Heli HenocpeaCTBEHHO WM ONOCPeAO0BaHHO, B YACTHOCTM aBTOMAaTU3NPOBAaHHbIE Aueilku w/
nnn ceTu nepudyepuiiHbiX YCTPONCTB.

YacTblo napka o60pyfoBaHns SABNAIOTCA Takke YCTPOMCTBa, KOTOpble coAepXaT pecypcbl 06paboTku 1
XpaHeHVs AaHHbIX. YKa3aHHble YyCTpolicTBa ABASAKTCA NULb BPEMEHHOW 4YacTblo napka. Ocoboe BHUMaHue
cneayet yaenATb yCTpoicTBaM, BHOCMMbIM Y YHOCMMbIM C MPOM3BOACTBEHHOrO 06beKTa, TakuM Kak mopraTus-
Hble KOMMNbITEPbl AW NOPTATUBHbLIE HaKONUTENU.

5.5.3 YHuBepcanbHbll XocT (GPH) NpOMBbILW/IEHHO’ CUCTEMbI YNpaBaeHUs

HacTosawmin ctaHgapT NPUMEHSAIOT K XOCTam, KOTopble MOryT 6biTb aHanornyHbl GPH ICS. KoHdurypa-
uva GPH, npegctaBneHHas Ha pUCyHKe 5, UNNOCTPUPYET ero KA4YeBble KOMMOHEHTHI:

- LeHTpanbHbIi Npoueccop C ero HEOTbEM/IEMbIMU KOMMOHEHTaMW, TakMMMN Kak Hakonutenb 60MbLUOWA
€MKOCTUN 1 nHTepdelicsl;

- NynbT onepartopa € yCcTpoicTBaMu BBOAA M OTOGPaXeHUs AaHHbIX;

- MHTepdenc/HakonuTenb ANA CUYMTbIBAHUA MHAOPMALMM C BHELIHUX HOCUTENEeN AaHHbIX, Takux Kak
USB-Hakonutenu u rubkme mMarHUTHble AUCKW;

- MHTepdeic n kabenu cBA3W € yCTPONCTBOM ynpasneHus/nepudepuiinblM yCTPONCTBOM;

- UHTepdelic casm ¢ ICN.

GPH moxeT npegcTtaBnATb coboli Takke npoctyt ICS, He cogepxawyto ICN. Takas cuctema MoxeT
ObITb BMOC/IEACTBUM COEfMHEHA:

- C BHELWHeN o6LWef0CTYNHOM CeTbi, Tako Kak VIHTepHerT;

- C BHELHEN OpraHM3aLnoHHON ceTblo.

OTanoHHasa koHdurypauna GPH, npuBegeHHas Ha pUCYHKe 5, gacT npeacrasfeHue:

- 0 npocTteliweii ICS 6e3 ICN;

- 06 oTAenbHbIX XocTax B cocTaBe ICS kak 060CO6MEHHbIX 3eMeHTax;

- 0 Ntl060M NporpamMupyemMom/nporpaMMHOM YCTPOICTBE Kak KOMNoHeHTe ICS B Lenowm;

- 06 nHTepdeiice n Kkabensx cCBA3M C BHELWHEW cCeTblo, TakON Kak MIHTepHeT mam KopnopaTuMBHas
ceTb.

Ha pucyHke 5, a Takxe Ha gpyrux pucyHkax oTMe4YeHo npucyTcTeue nwogeit. Jliogn — 370 yacTb NpakTu-
yeckn noboi cMcTeMsbl, faxe ecim OHU OCYLLeCTBAAIT TONbKO yaaneHHoe o6cnyxusaHve nnm ynpasnswoume
BO34ENCTBUSA, U UMEHHO M0AN ABASAOTCA OCHOBHOW NPUUYNHON M UHULMATOpamMmn yrpos.

EN ICN
BHelwHsa ceTb MpombliwneHHas
opraHusaumm nnm CeTb ynpas/ieHuns

06L4eA0CTyMNHas ceTb

MpumevyaHne —
MpucyTcTBMe nepcoHana
BaXKHO Ansi obecneyveHns
6e30MmacHoOCTU, HO Ha
pUCYHKe He nokasaHo.

MpumevaHne 1— MoryT UCMOML30BATLCS W 6ECNPOBOAHBLIE COEAMHEHUS, HANPUMep, B3aMeH kabenei cBs3n
C CETbI0 UM YCTPOWCTBAMU.

MpumevaHne 2— KoHdmrypaums xocta, NpuBeeHHass Ha PUCYHKe, ABAETCA NULb HarNAagHLIM NPUMEPOM U
He npefHa3HayeHa ANsi 3afaHnsi Kakoli-nMbo ToNonorvn ceTu.
PucyHok 5 — 3tanoHHasn koHdurypauys GPH — GPH ICS ¢ BHelWHMK ycTpoiicTBamm
14
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5.6 Mopgenu 3awnTbl

5.6.1 LenocTHoCTb 1 3awWmTa gocTtyna

OCHOBHblE NPUHLMMbLI 6€30NacHOro ynpasneHus AOCTYNOM U o6ecrneyeHunst LesIoCTHOCTU MOXHO pac-
CMOTpPEeTb, UCMONb3Yys TUNOBYH KOHdMrypauuo npoctoro GPH (CcM. puCyHOK 5).

30HbI 3aLWunTbl NpUMeHnUTeNnsHO K GPH npeacTasfieHbl Ha pUCYHKe 6.

PucyHok gaeTt npeacrtasfieHvie 0 TOM, YTO Yrposbl, ucxogsauwme ot ICS n ee cpefpl, MoryT 6bITb npece-
YeHbl Ha IM3NYECKOl rpaHnLe KOMHaTbI, LWKadha navM Ha 3NeKTPUYECKOW rpaHnLe LeHTpasbHOro npoweccopa
(CPU) 1 nHTepdelicoB xocTa.

Nornyeckas rpaHuua Bokpyr GPH moxeT 6biTb co3gaHa Mepamun no o6ecneyeHunto LenocTHOCTN — yCu-
NleHMem 3awWmTbl 3a cyeT koHdurypuposaHus O/S, NpunoxXeHuin n cnyx6 (Ha pucyHke 6 cOOTBETCTBYOLLME
KOMMOHEHTbI NMOMeLLeHbl B Kpyrn, 0603HaYeHHbIe MYHKTUPOM).

Ycunenue 3awntbl kabenei nepegayqn Ha KOPOTKMX PaCCTOSHUAX MOXET 6biTb OCYLLECTBAEHO (husunye-
CKUMK cpeacTBamn. Ha 60nbLUMX pacCTOAHMAX crefyeT MCMnonb3oBaTb Kpuntorpadguueckue cpegcrsa (no-
KasaHo MYHKTUPHLIMU JIMHUAMMW, UAYLLMMUK NapasnesibHO Kabersio).

Mepbl N0 o6ecnevyeHno LenoCTHOCTU M YNpaB/IeHNo AOCTYNOM NPUMEHSIOTCA Mo o6lemMy obpasuy K
CLeHapusM, B KOTOPbIX:

- AN onepaTopoB M BHYTPEHHMX yCcTpoiicTB ICS MOXeT 6bITb HE06X0AMMO noAkIyeHne K ICN;

- ceTb ICN nogxntoueHa k gpyrum cetam ICN n/mnu nogcetsam.

PvicyHOK 6 — 3alupTa ycTpoiicTBa — YCU/eHe 3aLlvTbl 1 ynpaBneHne [OCTyNoM

5.6.2 3awmTta CermMeHToB

Apxutektypa npuHuuna obecrneyeHns 6e30MacHOCTM CerMeHTa OCHOBaHa Ha MpefrnosioXeHun,
YTO TOMoJsiorMyeckas CTPYKTypa NPOMbILIEHHON CeTM MOXeT ObiTb pa3fefnieHa Ha OTAe/lbHble CErMeHThbl
6e3onacHoCcTh. Ha 3TOM e ypoBHe pa3/inyHble CermeHTbl MOryT 6biTb COefAWHEHbl ApYr C APYroM maru-
CTpasibHOl CceTblo, HanpMmep B OCHOBHON ICN, kaxXAbl/i CETMEHT MOXET UMeTb eANHCTBEHHYIO TOUKY BXOAa
B MarncTpasibHyl ceTb.

PaccmoTpeHne cermeHToB B OCHOBHOM BbINOJIHAETCA AM1A:

- camoii cetun ICN;

- cermeHToB nogcetu ICN;

- cneyunanbHbix cermeHToB cetn ICN, Hanpumep w308 SGW B KoHdurypauun DMZ.
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MpumeyaHne — ICN onpefeneHa TakuM o6pasoM, UTO pakTUHECKU caMa He COAEPXKUT CErMEeHTOB BHELLHeW
cetn EN. Ee obLwjas 3awmra oT BHELUHWX YCTPOMCTB WU/MNu ceTeil obGecneunBaeTcs LUNO3aMU BHELUHUX MOAKIIOYEHUN
(ECQG).

JononHuTenbHO MOryT ObITb CO3AaHbI cneunasnbHble (HeceTeBble) CErMeHTbl BHYTPU (DM3UYECKMX XOC-
TOB M YCTPOWCTB, oDecneunBaloLme COOTBETCTBYIOWEE yNpaBneHne 40CTYNOM ANA 3alUTbl, Hanpumep:

- CaMOoro xocTa unu ycrpoicraa ot yrpos ICN;

- Apa onepaUuoHHOW CUCTEMbI U CETEBbLIX CRYX0 OT NPUNOXKEHNIA U MHCTPYMEHTOB;

- KPUTMYHBIX MPUSIOXKEHUN OT MEHEE KPUTUYHbIX;

- MOHUTOPUHIra 6€30NacHOCTU U NPUNOXKEHUI aAMUHUCTPUPOBAHUS OT NMPUITOXKEHUI YNPABNEHUA.

OCHOBHbIMU MepaMM 3aLLUThbI AN CETEN C BbICOKOM 6€30nacHOCTbIO ABNAOTCS:

a) nepapxuyeckas Unu CTyneHyaras CTpykrypa CermeHToB;

b) crporo cyxeHHbIn Habop uHTepdencos (BNNOTb A0 MUHUMANbHO HEOOXOAMMOTO, HaNPUMep UCNOMb-
30BaHMe OrpaHUYEHHOro Habopa yHKLuI/aapecos);

C) CTporme Mepbl ynpasneHust 4OCTYNOM (Hanpumep, NPUMEHEHNE CneumanbHON CXEMbl NMPUBUNErUIA,
6noKMpOBaHNE HECAHKLIMOHUPOBAHHbLIX U3MEHEHUI, HAMEPEHHbIN OTKa3 OT CAY>XD KOHTPMEP).

MpumMmeuvaHue — [Ina ceTU UM CETMEHTOB CETU, CBA3AHHLIX C MPUMOXEHUAMU SKCnyaTaluoHHolh 6ezonac-
HocTu, B cootBeTcTBUM ¢ MOK 61508 (MOK 61511), ocoboe BHUMaHUe crneflyeT YAensTb COOTBETCTBUIO MPUNOXEHWIA
MOHUTOPUHra M3ny4eHuii Tpe6oBaHNSAM AENCTBYIOLEr0 MECTHOTO 3aKOHOAATENBCTBA U MPUITOXKEHWUIA KOHTPOIS KavecTsa
AeACTBYIOLLMM B NMPOMBILLIIEHHOCTU cornatleHusM, Takum kak GAMP 0. B aToM cnyyae ata ceTb UNu CErMEHT CeTU MOryT
CUATaTBCA CETLIO C BLICOKOW 6e30nacHoCThLI0.

Mpu nepapx1yeckoii CTPYKTYpe CErMEHTOB KaXablil MOAYMHEHHDIA CErMEHT BCMEACTBUE CErMEeHTauumn
nosy4aeT JOMNOSIHUTENbHYIO 3aLLUMTY U «3LUENIOHUPOBaHHYIO 0BOPOHY», TaK KaK 3alLUMLLEHHASA rpaHULIA KaXKaoM
NoAYMHEHHOM CETH npeacTaBnsieT coboii AONONHUTENbBHYIO NIMHMIO 0GOPOHbI.

MpuMeyaHue — CeTb, pacrnofnioXeHHas CHapYXXW CerMeHTa, AaXe eCnu oHa HaxoauTcs BHYTpU ICN, MoxeT
paccmaTpuBaThCs Kak « HeHafleXHasi C UCKITFYEeHUAMUY» NO OTHOLLIEHUIO K TUMaM Tpaduka cetu n obbemam, a Takke Ha-
MePEHUAM 1 BO3MOXHOCTSAIM Norb3oBaTerneil.

YcnewHaa AONONHUTENbHASA 3aLMTa Ha NYTU aTaku CHapyXu Ha BHYTPEHHIOIO CETb HE COCTOUT TONbKO
13 04HON 060POHbLI rPpaHKLbl, OHA TaKkXke npeanonaraeT 0GHapy>XeHne U pearuposaHue.

Ha pucyHke 7 npuseieH npumep NPUMHUMNA 3LLENOHUPOBAHHON 0BOPOHBI, KOTOPYIO 06ecneYnBaeT uepap-
Xuyeckasi cermMeHTaums. MokasaHo, HaNpUMep, YTO Yrpo3bl U3 UHTEPHETA NPECEKAIOTCA HA FPaHULE BHELLHEN
cetun opraHusauun. OgHako nonutuka 6esonacHocTu ICS CUUTAET 3Ty BHELLHIO CETb OPraHM3aLuMm HEHaAEeM:-
HOI 1 TpebyeT Takke npeceyeHuns yrpo3 u Ha rpanuue ICN.

Ecnu ataka He Byaet npecedeHa Ha rpaHuue ICN, aTakylowmini MOXXET NPE0AoNETh AafibHEWLLMEe Mepbl,
MPUHATbIE HA OTAENbHLIX YCTPONCTBAX U cepBepax, a TaKKe Ha rpaHunLie KpUTUYHOW aBTOMAaTu3aLmmn U CETen,
ynpasnsiembix B none. bnarogapsa coveTaHuio CTyneH4YaToro nogxoaa ¢ ApyruMu COOTBETCTBYIOLLIMMU MEpaMu
Bragaenewu/oneparop 3aBo/ia MOXeET OblTb YBEPEH B TOM, YTO Npu BCex obcroATenbcTBax ICS B 4OCTAaTOUHOM
CTEeneHM 3aLmLLEHa OT aTaku.

BHyTpu cetn ICN nioGoi cermeHT noacetu 3awmileH wnio3om SGW Ha ee rpanuue. NogobHo atomy
YCTPOICTBA 3aLUULLEHBbI HEKOTOPLIM (PyHKLMOHANOM 6€e30MaCcHOCTM, KOTOPbIA MOKa3aH Ha pUcyHke 7 (Kpyru
BOKPYT YCTPOWCTB, Bbl€NEeHHbIE NYHKTUPOM).

Cneayet UMeTb B BUAy, YTO, B 3aBMCUMOCTH OT aHanu3a yrpo3 U puckoB, Apyrux TpeboBaHuil Bnagens-
ua/oneparopa, MOryT CyLLEeCTBOBaTb MePbI, MPUMEHAEMbIE K COOTBETCTBYIOLLUMM NOAMHOXECTBAM U HAJAMHO-
KECTBAM CErMEeHTOB.

MpumevaHune — Jlobaa nonutuka GesonacHocTU AonxHa TpeboBaTb 6anaHca Mep ycuneHus, Tak Kak
obecneveHne Tpebyemoii 3alMTHl OQHOTO KaHana JoCTyna MOXEeT NPUBECTM K yXYALUEHWIO 3aluThl APYroro KaHa-
na. Moatomy noruyeckoe pasfgeneHne Ha CerMeHThl, ONUCaHHOe B HACTOALEM MOAMNYHKTE, JOSMKHO [OMOMHATLCA
afieksaTHOW Pn3NYeCcKoii 3alMTOi, B TOM YMChe NpaBUNaMn BHOCa/BbIHOCA NOPTATUBHLIX YCTPOWCTB Ha 3aBOj U ero
CermMeHThI.

MpyMeHeHne NpUHLMNa SLENOHUPOBAHHOW 060POHLI, NPUBEAEHHOTO HA PUCYHKE 7, HaNpMMep cLueHapus
(apanTMpoBaHHOrO u3 pucyHka 4), nokasbiBaeT npumep cermeHtauum ICS, npeacraBneHHblin Ha PUCYHKe 8.

B aron mogenu 3awmtbl nepumeTp ICN 3awmuieH Wwnio3om BHELWHMX nogkmnoveHunin (ECG) n soporamu
dusnueckoro gocryna (PAG).

Wnio3 ECG siBnsieTcsl BblA€NeHHbIM LWNo30oM 6e3onacHoctu (SGW) ¢ AononHUTENbHbIM (DYHKLIMOHA-
oM, yAoBNeTBOPAIOLLIUM TPEOOBAHUSIM KOHKPETHOW NONUTUKU, HAaNpUMep, AN BHELLUHUX YCTPONCTB.
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PucyHok 7 — 3wenoHnpoBaHHas 060poHa 3a CYET UCMNONb30BaHUSA cermeHTalmum

PAG npeacTtaBasioT 060 NYHKT hM3MYEeCKOro 4ocTyna, KOTOpblii A4O/HKHO NPOATM YCTPOCTBO NPU BHO-
ce/BbiHOCe yepe3 nepumeTp 6e3onacHocTn ICN, rapaHTupyoWwmii, 4To NoNnTUKM 6e3onacHocTn ICS He ByayT
HapylleHbl, Hanpumep, u3-3a nepefayn KOHUAEHUManbHOW MHGOPMaUUW WAN BHOCA BPEAOHOCHOro npo-
rpamMmHOro obecnedeHus.

MoryT Mcnonb3oBaTbCsA AOMO/IHUTENbHbIE CEerMeHTbl OT noAceTel 40 KOHKPETHbIX YCTPOWCTB C YCU/IEH-
HOW 3alLMTON, paccMaTprMBaeMble Kak CerMeHT.

Mpumepsbl

- 34l MLLEHHbIN XOCT CeTwu ynpaBneHus;

- MPUHLMN ynpaBneHnsa ceThio HA BEPXHEM/HMWKHEM YPOBHE;

- ceTb BHYTpu ICN, cogepxalian BCe XOCTbl C ONepaunoHHbIMU CUCTEMaMN 06LLEr0 Ha3HAYEHNS;

- KOHKpEe THble YCTpOWCTBa C YCUIEHHOW 3aWmnMTOoN (Hanpumep, XoCThl), A1 KOTOPbIX CETMEHT CO0T-
BeTCTBYyeT OAHOMY yCTPONCTBY. [laHHble ycTpoiicTBa hopMMpyloT 3alNTHbI/ nepumeTp.
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PucyHok 8 — lMpumep — cermeHTaums ICS

5.6.3 O6wure Mepbl 3aWNTbl BHEWHETO AOoCTyna

C Touku 3peHus ICN nob6asa EN sBnseTcs HeHaAexXHOol No OTHOLWEHWIO K TunaM u 06beMy ceTeBoro Tpadu-
Ka, a TakKe K HaMepeHUsAM 1 BO3MOXHOCTAM Mosib3oBartens. NoaToMy B HaCTOALEM CTaHAapTe onvcaHbl OTAEe/b-
Hble Mepbl 3alWnTbl CETU A8 BHELWHel rpaHuybl ICN, BbIXxOAsLMe 3a pamMmKku Mep, NPUHUMAaEMbIX BHYTPU CETU.

XOCTbl UM YCTPOMCTBA MOTYT MbITATbCA UCMNOb30BaTh OOLNIA BHELWHWUIA AOCTYM, KOTOPbIA 06bIYHO O3HA-
YyaeT NCNofb30BaHNe HesalMLLeHHbIX CEPBUCOB MHTEpPHEeTa, HanpumMmep ucnonb3oBaHne bpaysepa, 31€KTPOH-
HOM noutbl (e-mail), nepegaun caiinos n 1. A. O6UWMNE BHELWHNE CEPBUCHI MOTYT MbiTaTbCA NOAKNOUYNTLCS K
He3alunweHHbIM o6wnum cepsucam ICN.

BHyTpy ICS nMetloTca ABa KOMMOHEHTa, KOTOpble MOTYT pearmpoBartb UM OTBeYaTb Ha 06U BHELIHUIA
Aoctyn (CM. pUCyHOK 9):

- cpefcTBa, obecneynBarLme cCoegUHEHUS NPU CBA3W, B TOM Yucie uHTepdelicbl, NPOTOKO/bI U CEPBU-
cbl (BxogAawme un ucxogauwme ana ICS) Ha ECG;

- COOTBETCTBYOLLEE BHYTPEHHEE 060pYyA0BaHME N NPUNOXEHUA BHYTpMU ICS.
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PurcyHok 9 — O6Lume BHeLUHMe CoeayHEHNS

BHYTpU KOPPECNoHAEHTOM MOXET 6blTb 060PY0BaHNE UCTOUYHUKA WM Ha3HAYeHWs], CBSA3bIBAIOLLEECS C
BHeLUHEl CeTblo HanpsiMytlo WM Yepes onepaTopa Wau yYepes NPOMEXYTOUHbI NPOKCU-cepBep.
CHapyxu napTHepbl MO CBSA3M MOTYT 6bITb Pa3/IMYHbIMU — OT HAAEXHbIX 40 NOA03PUTENBHbIX.

MpumeyaHne — OBLWMI BHELLHWI JOCTYN He BKOYAET B Ce6s1 cneuyasibHbIX BHELUHVX NPOMbILLIEHHBIX K/u-
E€HTOB ynpas/ieHns, KOTOpble pacCMOTPEHbI B 5.6.4.

YCTaHOBMEHHbI/ O6LLMIA BHELWHWIA AOCTYN W HOBble 3anpocbl 3TOr0 TUMa COeAWHEHWIA AOMKHbI ObITb
paccMOoTpeHbl B Liensix 6e30nMacHOCTH, Hanpumep ABAsSeTca N abCcontoTHO Heo6XoAMMbIM 06LWKMil web-gocTyn
BHyTpK ICN.

[Jaxe npu crneunanbHON CBA3W C HafEeXHbIMW BHELIHMMU NapTHepaMu 1 COOTBETCTBYIOLLMM 06pa3om
BbIMO/IHEHHbIMU GU3HEc-TpeboBaHuAMM TpebytoTca ECG, rapaHTupylowme NoadepXKy TONbKO Tpebyemblx
CEepBUCOB W YCWU/IEHHbIE NPUBUIETMN BHELLHEro AOCTyna.

5.6.4 3awuTta BHELWHEro KnneHTta

Ecrm ana pa6otbl ¢ ICS TpebyeTcs CBA3b C yAa/leHHbIMU (BHELUHUMW) KIMEHTAMU, CBA3b C BHELUHWMU
ceTaAMU JoMmKHa ObiThb 3aluiieHa. BHewHne cetn EN cToukm 3peHns ICS aBnaTcs HeHagexHbiMu (M. 5.6.3).
BesonacHOCTb fo/MKHA ObITb pacnpocTpaHeHa Ha apxXuTeKTypy, peanm3aunio U paboTty coeanHeHus.
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Mepb! N0 3aLLUMTE BHELHETO KNMEHTA NPUMEHSIOTCA Ha 0BLLMX OCHOBAHUAX K CLIEHAPUSIM, NPU KOTOPbIX:

- onepartopbl 1 BHYTpeHHne ycTpouncTtea ICS MoryT Hy>aaTbCcs B 4OCTYNE K BHELWHUM pecypcam, Hanpu-
Mep, Ana 0OHOBMEHUS UNK ANa nNony4YeHus uHopmMaumm ynpaeneHus;

- BHELUHWe oneparopskl U yctpouncraa ICS moryt nonyyarb goctyn k ICN, Hanpumep, ans uenei auarHo-
CTUKW, OOCNY>XMBAHUS W/UNW YNpaBNeHusl.

B yactHocTu, nonutuka ICS npumeHuma K 3aluMTe BHELUHEro KNMUEHTCKOro o6opyaoBaHus U €ro npu-
noxeHuit. OHa TaKke NPUMEHUMA K BaXKHOW npobneme ob6opyaoBaHUSA, BPEMEHHO HAXOASALLErOCA CHaPYXW
ICS 1 pocraBnsaemoro Ha 3aBof AN NPSIMOTO UIIU KOCBEHHOTO noakniodeHus k ICN, Hanpumep nOpTaTUBHLIX
YCTPOWCTB Ansi 06CnyXMBaHUA U Hocutenei Ansi 0GHOBIIEHNSI NPorpaMMHoOro obecneveHus.

COOTBETCTBYIOLLUME KaHasbl YAaneHHOro A0CTyNa AODKHbI ObiTb B THNUYHOM Clyvae 3awmiieHbl 6onee
CUMbHBLIMU MepaMu, 4em ucnonb3yembie BHYTpU ICS. B otnuume ot obuwero A4octyna, kaHanbl KNMMEHTOB yaa-
TNEeHHOro A4ocTyna MOryT, B JONOMHEHME K UHTEPHETY, MCNOMNb30BaTb HAbOp HOMepa onpeaeneHHOro COTOBOro
Tened)oHa, BbI30B HA paauo4yacToTe, Apyrue AeNCTBUS, BbIMOMNHAEMbIE Yepe3 onepaTopos obwero gocryna
UM YaCTHbIX ONepaTopoB CBA3N.

OaHWM 13 OCHOBOMNOMAratoLLMX NPUHLMNOB AS1S 3TOW NONMTUKU SBRSAETCS, HACKONBLKO 3TO BO3MOXHO, OT-
JeneHne TexXHONornum Joctyna ot TpedyemMbix MEXaHM3MOB U Mep 6e3onacHoOCTH.

[nA BHELWHWUX KIUEHTOB U NPOKCU-CEPBEPOB CYLLECTBYET CUMbHASA 3aBUCUMOCTb OT BHYTPEHHUX KOp-
pecnoHAEeHTOB, MCMOMb3YIOLLIMX YCTAHOBMEHHbIE CreunuarnbHbie npasuna 4ocTyna v npoueaypbl Ha CTOPOHE
ICN n ECG. TeM He meHee 0cob0e 3HadYeHne Heobxoanmo yaensTb 6e30NacHOCTU BHELUHErO KNWEHTa, Ha-
XOAALLerocs 3a npegenamu J0CAraeMocTu NnaHa oneparopa 1 NO3TOMy HYXXAAoLErocst B 0COO0M BHUMAHUM.

MoBbilweHue TpeboBaHui 6e30nacHOCTU MOXET NoTpeboBaTh CBA3M ¢ obopyaoBaHuem ICS ansi TpaH3u-
Ta Yepes npokcu-cepeep npunoxeHu BHyTpu ICN, Tak Kak UCNOMb3OBAHWUE NMPOKCU-CEPBEPOB CYLLIECTBEHHO
ynyJiiaeTr 6€30nacHOCTb.

AnbLTEPHATUBHOE PELLEHNE COCTOUT B MCMONb30BAHUM CKBO3HOTO LWIM(POBAHUA C 3aLLMTON LIENOCTHOCTH
UM NPUMEHEHNS TEXHONOrMKU GE30NaCHBIX YaCTHBIX CETEN.

6 Monutmnka 6e30NacHOCTU NPOMbIWIEHHON CUCTEeMbI yNpaBIieHUs —
OCHOBHbI€ CBeAeHuUs

Xoctbl ICS, cetb ICN, BHYTPEHHME YCTPOICTBA, BHELUHWE XOCTbI WM YCTPOWCTBA AOMKHbI ObiTb
6e3onacHbIMU BMECTE C UX KMUEHTaMW, KaHanaMu AOCTyna, UCMONb3yeMbIMU XOCTaMU KNUEHTOB U YCTPOW-
cTBamu ANnsi CBA3U C HUMMU.

Takas nonutuka 6esonacHocTu ICS npegnonaraer Mepbl Mo BbINOSHEHUIO TpeGoBaHUi 6e30nacHOCTH
ICN npu noaknioMeHMN K Kako-nnbo BHELUHEeW CeTU opraHusauuu n/vnu obweaocTynHon cetn. 3Tu Mepbl
OTHOCATCA K 6e30naCHOCTM XOCTOB, yCTpPonUCTB, ICN 1 CBA3M C BHYTPEHHEN YacTbio ICS, a Takke B npegenax
BHyTpeHHel YacTtu ICS, B TOM uncne ¢ Nogknio4eHHbIMU XOCTaMM1 U YCTPOIMCTBaMU, SBRAIOLLIMMUCA BHELLHUMU
Mo OTHOLLUEHUIO K 3aBoay unu ICN, k noBbiLeHUIo 6e3onacHocTu u obecneveHuto TpeGosaHui k 6e3onacHocTU
aKcnyaraumm.

n puMed4yaHune — MNonuTtuka Tarke YYUTLIBAET UCKIICYEHUA, A0NyCKaa ynpasneHne UMW U aHanu3 puckoB OT-
KNOHEeHUA OT NOJTUTUKKU.

MpeanaraemMble mepbl nonuTUkU 6esonacHocTu ICS crpynnuposaHbl NO NOANYHKTaAM COOTBETCTBYIOLLIETO
coaepxanus:

- NPUHLUNbI, ONUCBIBAIOLLME NOMUTUKY, NPEACTaBNSAOT COO0 06LMe NONOXEHUSA, NPUMEHNMBIE KO BCEM
mepam 6e30macHOCTH, NpUHMMaeMesimM B pacdet Ans ICS u ee ICN, B TOM Yucne K npeaBapuTenbHbIM YC-
nosusM 6€30nNacHOCTU M 331aHHLIM UCKIMICYEHUAM M3 NONUTUKKM, HaNpumep K TpebosaHusam 6e3onacHoCTH,
CBAA3aHHbIM C 6€30NacHOCTbIO 3KCMnyarauuu;

- ynpaBneHue AOCTYMHOCTbIO Kak crneuuduueckas npobnema ceten peanbHOro BPEMEHW, Heyacro
BCTpeyvaiowasncs B oowem IT (cm. 8.1);

- ynpasneHue LeNnoCTHOCTbIO, BKIouas TpeboBaHus aAns:

- 3aLMTbl OT BUPYCOB U APYrOro BPEAOHOCHOMO NPOrpaMMHOr0 06ecneveHus;

- 06HOBREHUs ¥ UcnpaBneHust oLMBoK NporpaMMHoro o6ecneveHns u PUPMEHHOro NPOrpaMMHO-
ro o6ecneyeHus;

- pe3epBHOr0 KONMPOBaHUS;

- LlenocTHOCTM (haiinos u annoBoin CUCTEMBI;

- YCUNEHUSA 3aLWMThbl annapaTtHbiX CPEACTB, ONepaLuoOHHON CUCTEMbI U MPUITOXKEHUI;
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- ynpasfneHue norn4eckuM AOoCTYMOM, CBSA3AHHOE C AOCTYMNOM K XOCTam, YCTPOWCTBaM, HOCUTENAM K
nHpopmMaL K, Bkrovatoee Tpebosanna ans:
- MAeHTUdMKaLUM Nonb3oBaTens;
- o6ecnevyeHus NpuBMNeruin Nosib3oBaTens, HanpuMep y4YeTHbIX 3anuceii 1 npae A4oCTyna;
- WKdpoBaHUS;
- YNPaBneHMsi BCEM BbILLENEPEUNUCTIEHHbBIM.

MpumMmedaHne — O3Ta KaTeropusi Mep HepaspbiBHO CBsA3aHa C NpasBuiiamu, ynpaensiowmmu paboToii LN3os
BesonacHocCTH,

- ynpaeneHue usnMyeckuMm JOCTYNOM npeacraenser cobon npaeuna ans 6e3onacHoro puandeckoro
[0CTYNa B KOMHaTbI, kKabuHETHI 1 K Likadam Ansa obecneyeHns 6e30nacHOCTU XOCTOB, YCTPOWCTB M HOCUTENEN
NoCPeACTBOM YCTAHOBNEHUS TpeOOBaHMIA ANS:

- naeHTUdUKaLMM NoNbL3oBaTeENs;
- MPUBUNErMI NONbL30BATENSA, HANMPUMED AN KNIOYENn U Apyrux npas 4OCTyna;
- YNpaBreHns BCEM BbILLENEPEYNCTIEHHBIM;

- YNpaBneHne CErmMeHToOM Kak OCHOBHAsA Mepa 3alyuTbl Ans CeTel ¢ BbICOKOW 6e30nacHoCTbI0. M0 aTon
npu4MHe NpPodnemMbl ¢ CerMeHTauuen BbIHECEHbI B OTAENbHbIN NMOAMYHKT;

- ynpaBrieHne BHELIHUM JO0CTYNOM C YY4ETOM KOHKPETHbIX YIpo3, NCXOASALWMUX OT 0BLLEeL0CTYNHbIX CeTeN;

- aAMUHUCTPUPOBAHME, MOHUTOPWUHI, yNPaBieHne B ONaCHbIX YCIOBUAX, KOOpAUHaUUS obLimx npobnem
[Ns BCETO BbILLENEPEYNCIIEHHOTO C Lenbio obecneyeHns:

- YyNpaBneHns UCKMIOYEHUAMMU,;
- MPOTOKONUPOBAHUA U MOHUTOPUHTA;
- pearupoBaHus Ha OMAaCHbIE YCIOBUS.

7 MonuTtnka 6e30nacHOCTU NPOMbIWIEHHON CUCTEMBI YNpaBieHna —
APUHLUNGI U JONYLEeHUA

Llenb ykasaHHoW nonutuku — obecneyeHne agMmuHuctpauum ICS aupekTuBHOW MHAOPMaLUEN, B KO-
TOPOWM yKasaHo, Ha YTO pacnpocTpaHseTca nonutuka 6esonacHocty ICS, ee NO3ULIMOHMPOBAHUE BHYTPU NO-
NUTWK OpraHu3aumun, COOTBETCTBUE APYIMM TPeBOoBaHUAM OpraHn3aummn nnm TEXHMYECKUM TpeboBaHnAM, 6u3-
Hec-TpeGoBaHuAM, TPEOOBaHUAM COOTBETCTBYIOLLMX 3aKOHOB U PErfamMeHTOB.

7.1 Nonutuka 6€30NaCHOCTU NPOMbBILWIEHHON CUCTEMbI YNPABSIEHUA — NPUHLMIbI

7.1.1 Nonutuka 6esonacHoctn ICS npeBanupyeT Hag NOAYUHEHHLIMU NOMIMTUKAMM, 32 UCKITIOYEHUEM
cry4aes, KOrAa ABHO BbIPaXeHO UHoe.

3710 060CHOBAHO TEM, YTO NPU BO3HUKHOBEHUU KOHMPMKTA YTBEPXKAEHWUIA MOMUTUK AN PasnuyHbIX MOo-
JIMTUK, AEUCTBYIOLUMX Ha 3aBOAE M HA NIOLAAKaX ero KOHTPareHToB, AOSKHO OblTb YCTAHOBMEHO CTapLUMH-
CTBO MNONUTHUK.

MNpaBuna peanusaunmn NOAUTUKKU npuBegeHbl B 7.1.1.1 1 7.1.1.2.

7.1.1.1 JomkHOo ObiTb 3aKnioveHo cornatueHune 06 yposHe 6€30nacHOCTU NpeAOoCTaBsSAEMbIX YCNYT MEX-
Zly CepBUCHOI opraHusauuen u opraimsauuein ICS, ycraHaenueaioulee TpebyeMblii ypOBEHb [J0BEPUS.

7.1.1.2 CornaweHue o6 ypoBHe 6e30nacHOCTU NpeaoCTaBNAEMbIX YCNYT AOIDKHO ObITb COrNMacoBaHo ¢
nonutukon ICS.

lMpumep — Ecnu onepamop ICS u onepamop ydaneHHO20 yeHmpa ynpaeneHus npuHaonexam pa3iudHbIM
op2aHu3ayusIM usiu Haxo0simcs Ha pa3HbIX o6beKkmax, OHU Mo2ym UcnoJib306amb omiuYaloujuecs: NONUMUKU
uHgopmayuoHHol 6e3onacHocmu. CoznaweHue o 6e3onacHocmu npedocmassieHus1 yciya moxem nompebo-
eamncsi, Hanpumep, 35151 yKka3aHus1 Mep o aymeHmugukayuu, no coepkueaHuio pacrnpocmpaHeHus UHpopma-
yuu, 1o rpeceYeHUio y2po3, UCXo0WUX om eupycoe U epedoHOCHO20 NPOoPaMMHO20 obecrieqeHus!.

[ononHutensHasa uHdopMaLmsa OTHOCUTENBLHO 6e30NacHOCTU NPUBEAEHA B COrMNaLleHUsX CO CTOPOHHU-
MK opraHusauusimm B cootBeTcTeuu ¢ MCO/MOK 27002.

7.1.2 Nonutnka 6eszonacHoctu ICS nogunHAETCA NONUTUKE 6E30MacHOCTM OpraHn3auumn u AOMOMnHAET
ee. Npy BO3HUKHOBEHMU KOHANMUKTA NONMTUKA 6€30NacHOCTU OpraHu3aLmmn ABNAETCA NPMOPUTETHOMN.

370 060CHOBAHO TEM, YTO CYLLIECTBYIOLLIME KOPMNOPATUBHBIE NOMMTUKM AOMKHBI COOMIOAATLCA NONUTUKON
6e3sonacHocTwm ICS.

Mpaeuna peanu3auuu NONUTUKU NpuBEAEHbI B 7.1.2.1.
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7.1.2.1 NMonuTtuka 6e3onacHocTn ICS MOXeET OblTb UCKMIOYEHA U3 3TUX NONOXEHUI. B aTOM cny4yae Mo-
»eT noTpeboBaTbCs CyLECTBEHHOE OMNONTHEHUE NOMNOXEHNI HACTOALLEro craHaapra.

JononHutensHasa nigopmauus — no MCO/MIK 27002.

7.1.3 NonuTtuka 6e3onacHocTu ICS nogymHeHa PyHKLUMOHANbLHOW NonuTuke 6€30nacHOCTU, CBA3AHHON
¢ 6e30nNacHOCTLIO KCNNyaTauum.

3710 060CHOBAHO TeM, YTO monuTuka BGesonacHocTu ICS He pacnpocTpaHsieTcs Ha 6e30nNacHOCTbL
YHKUMOHMPOBAHUSA, a Takke Ha TpeboBaHus 6e30nacHOro yHKUMOHUPOBAHUSA U IKChyaTtauum B onac-
HbIX YCROBUAX, KOTOPbIE BO MHOMMX 3aKOHOAATENbCTBAX CHMTAIOTCA UMEIOLIMMU BbICOKYIO UITM HAUBBICLLYIO
BaXXHOCTb.

MpaBuna peanusauum NONUTUKKU NpusBeaeHsl B 7.1.3.1.

7.1.3.1 UameHeHus B nonutuke 6esonacHoctn ICS aomkHbl ObiTb YTBEPXKAEHbI aAMUHUCTPAUMEN, OT-
BevatoLlen 3a 6e30nacHOCTb IKCnnyaraluu.

7.1.4 Nonutuka 6esonacHoctu ICS pononHsAeT TpeGOBaHUSA MECTHOMO UM HALMOHANBLHOMO 3akOHoAa-
TenbcTBa. Mpyu BOZHMKHOBEHUW NPOTUBOPEUUI MPUOPUTET UMEIOT TPEBOBAHUSA MECTHOTO UITM HALMOHAMNLHOTO
3akoHoaaTenbLCTBAa.

310 060CHOBAHO TeM, 4TO TpeboBaHUA 3aKOHOAATENbLCTBA, OdpuLManbHbIe pacnopsbkeHus (Ha deae-
panbHOM YpOBHE, HA YPOBHE CTpaHbI, ropoAa) MMEIOT NPUOPUTET Haf TexHMYeckumm TpeboBaHuamu u Tpedo-
BaHWUAMMU OpraHn3aumm.

7.1.5 Monutuka 6esonacHocTu ICS MoxeT ObITb AONONHEHA NGO NpuHyauTEnbLHO oboraeHa Tpebosa-
HUAMU PETYNUPYIOLLNX AOKYMEHTOB.

3710 060CHOBAHO TEM, UTO perynupyiome AOKyMeHThl (Hanpumep, deaeparnbHble, HaUUOHArbHbIE, ro-
poaa, NPOMBbILUAIEHHOCTU) MOTYT AONOMHATL UMW NPUHYAUTENBHO 0OXOAMTHL OPraHM3aLMOHHBIE U TEXHUYECKUE
MEpbl 3TOW NONUTUKMN.

Mpasuna peanusauun NONUTUKU npuseaeHsbl B 7.1.5.1.

7.1.5.1 Nonutuka G6esonacHoctn ICS aomkHa ObITb paCCMOTPEHA M, MO BO3MOXHOCTU, YTBEpPXAEeHa
npeacTaBUTENAMU OPraHOB rOCYAapCTBEHHON BNAacTU, OCYLLECTBAAIOWUX HAaA30p 3a cobnioaeHnem TpeboBa-
HWUI PErynupyoLwmx AOKYMEHTOB B OpraHu3aumm n/unm B perynsiTuBHOM OpraHe.

MpumeyaHne — B cooTBeTCTBUM C TpebGOBaHUAMU SKCMMyaTaLMOHHOW 6e30MacHOCTH, YCTaHOBMNEHHLIMUA B
MOK 61508 n M3K 61511, npunoxeHus, ocyLLecTBSIOWNE MOHUTOPUHT U3NYHEHWIA, fOMKHLI COOTBETCTBOBATL TpeGoBa-
HUAM AelCTBYIOLLEro MECTHOIO 3aKOHOAATENLCTBA U TPEGOBAHNAM K NPUNOKEHWUAM KOHTPONA KavecTsa, U3NOXKEHHBIM B
GAMP [16]. OHx MoryT noanagaTth Nof AeNcTBUE 3TOr0 NONOXEHUS.

7.2 MonuTtuka 6e30MacHOCTN NPOMbILISIEHHOW CUCTEMbI YNPABSIEHUA — AONYLUEHNA
M UCKITIOYEHUSA

7.2.1 NMonuTtuka 6e3onacHocTu ICS He obecneynBaeT JOCTYNHOCTU AaHHbIX (PYHKLIMOHUPOBAHUA U Lie-
NOCTHOCTU 3TUX AAHHbIX.

3710 060CHOBaHO TeM, YTO CBOICTBA Nepefayvn AaHHbIX B peanbHOM BPEMEHW U KOppeKuus owmnbok
ABMAOTCA YacTbio pyHKLMOHana ICS, OHU COOTBETCTBYIOT TPeOOBaHUAM SKCNMyaTauuoHHON 6e30nacHOCTU U
paspaboTaHbl ANns KOPPEKUUN 0TKa30B U oLUIMOOK (PYHKLMOHUPOBAHUSA CUCTEMBI.

MpaBuna peanu3auun NOAUTUKK NpuBeaeHbl B 7.2.1.1.

7.2.1.1 lns nepeaayn COOTBETCTBYIOLUMX AaHHbIX 6€30NacHOCTM CneayeT UCMOMb30BaTh KaHarnbl, KOTO-
pble UMELOT TpebyeMble CBOMCTBA C TOYKM 3peHuss 06ecnevyeHmns LenoCTHOCTU AaHHbIX, eCnu He onpejenex
TPAH3UT 9TUX AAHHBIX C UCMONbL30BAHNEM CBA3HbLIX MPOTOKOMOB MPOMBILLNEHHOrO KayecTsa.

MpumeyaHne — LlenocTHocTb NepesaBaeMbixX AaHHbIX TPAAULMOHHO ABNAETCA MMaBHOM Lienbto oGecneveHnst
6e30nacHOCTM Npu 3KCRyaTaLmm UHOPMaLMOHHBLIX cUcTeM. MpeanonaraeTcs, YTo YBEPEHHOCTL B TOM, 4TO AaHHble ICS
nepefaHbl U MPUHSTEI HEU3MEHEHHBIMU MEXAY KOHEYHBIMU TOUKaMW ceccuu, oBecrneqnBaeTcst MPOMbILLNEHHBIMU CBSA3HbI-
MU NpOTOKOMamu.

7.2.2 Monutuka 6esonacHocTtu ICS He aBnsieTcs BCeOOBbEMMIOLLEN NONUTUKOW Be30nacHOCTH.
3710 060CHOBAHO TEM, YTO HACTOSALLMIA CTaHAAPT Y4MTLIBAET TOMbLKO Noruyeckyto 6esonacHocTb ICS. OH
HE COAEPXUT BCEX MOSNOXEHUN, 0ObIMHO BXOASALUMX B NONUTUKY 6€30NacHOCTM opraHusaumm.

MpumMedaHue — B HacTOSLEM CTaHAapTe yCTaHaBMNMUBaKT Mepbl (umandeckoil 6eaonacHocTu ToMbKo B CRy-
Yae, ecrim OHM TECHO CBS3aHbl C MepaMu norudeckoil GesonacHocTy. Jpyrue Mepbl, Takue kak Ge3onacHoCTL NepcoHana,
B HacTosILLeM cTaHAapTe He paccMaTpuBaloTCcs.

MpaBuna peanu3aunn NOUTUKN NpuBeaeHbl B 7.2.2.1 1 7.2.2.2.
22



FOCT P 56498—2015

7.2.2.1 BceobbemnioLlasi nonutuka 6e30nacHOCTU AomkHA ObITb NONUTUKON BEe30MacHOCTM OpraHu3a-
LMK U BKMIOMATb, HANpUMMep, MOMNOXEHUSA, Kacaromeca 6e30nacHOCTM nepcoHana, odLen pnusn4eckoi u ux-
dhopmaLmoHHOI Ge30nacHOCTH.

7.2.2.2 Ons nononHeHus nonutuku G6esonacHoctu ICS 1M npuaaHna el 3aKOHYEHHOCTUM Heobxoaumo
MCNoNb3oBaTh 06LLEOTpaCNEBbLIE UMK CNeuuanu3npoBaHHble CTaHaapThl, €Cnu nonuTuka 6esonacHocTu op-
raHu3auuy yTpayeHa unu HegocTaToqHa.

HononHutensHasa uudopmauus — no MCO/M3K 27002.

7.2.3 Monutuka 6esonacHocTh ICS He pacnpoCTpaHAETCs Ha 3aKynkKu.

3710 060CHOBaHO TeM, YTO 3aKymku W, B 3aBUCUMOCTU OT PUCKOB, CBA3aHHbIE C HUMKM obecneyeHune
6e30nNacHOCTN U OTHOCSILLEECA K HUM TECTUPOBaHWE AOMKHbI PACCMATPUBATLCS KaK LUTaTHbIe TpeboBaHus,
O[HaKO OHM He paccMaTpMBalOTCA B HACTOSALLEM CTaHaapTe.

B paHHOl nonuTuke nNpegycMOTPeHbl NpeaBapuTEnbHbIE YCIOBUS M OrPaHUYEHuUs], 3aknoyaioLwmecs B
TOoM, 41O ICS npeanonaraer CyLeCTBOBaHUE COOTBETCTBYIOLLEN NONMUTUKMA ANA 3aKyNnoK, TECTUPOBaHUs 060-
pyAaoBaHUA U CBA3AHHLIX C 3TUM (DYHKLMIA Ge3onacHOCTU, TONBLKO B TOW YacTu, B Kakon 3ato Tpebyerca ana
peanusauuu nonutukm ICS.

MpaBuna peanusauun NOANTUKN NPUBEAEHBI B 7.2.3.1.

7.2.3.1 TpeboBaHusa K 3aKynkam A0MmKkHbl ObITb a4aNTUPOBAaHBI, UCXOAS U3 NONMOXEHUIA U MEP, NPeyCMO-
TPEeHHbIX HAaCcToAWNM CTaHAAPTOM.

[ononHutenbHaa nHgopmauua — no [16].

MpumedaHune — B HacToslee BpeMs HET €4UHON TOYKW 3pEHUA UNKU YCTaHOBUBLLIEHCS NPaKTUKA NO AanbHel-
MM pekoMeHfaLnsM obecneveHns 6e30nacHOCTU N TeCcTUpoBaHNA 6e30nacHoCT COOTBETCTBYIOLEro o6opyaoBaHmus 1
ycTponcTs ICS.

7.2.4 Monutuka 6esonacHocTn ICS He obecneunmBaer BCECTOPOHHErO OMEpPaTUBHOIO yrnpasneHus
6e30NacHOCTbIO.

310 060CHOBAHO TEM, YTO ANA rapaHTuu Toro, Yto nonutuka ICS n mepbl UMEIOT oxmaaemMblin addexT
Ha NPOTSHKEHWUM BCEro SKCMNyaTaLMOHHOro LMKkna 3asoga, Heobxoauma uHterpauus nonutukm ICS B 00uyyio
cucTemy yrnpaeneHus MHOPMAaLUOHHON 6e3onacHoCTbio ISMS-cucremsi.

B faHHOI nonuTuke NpeaycMOTPeHbl MPeABapUTENbHbIE YCITOBUA U OTPAHNYEHUS, 3aKNoYaoLLuecs B
TOM, YTO AOMKHA ObITb peanu3oBaHa Bceobbemniowlas cucrema ISMS. OHa aomkHa BKNoYaTh ynpasneHue
6e3onacHOCTbIO NepcoHana, obuer 6e3onacHOCTLIO 3aBoAa, NpoueccaMn U npoueaypamMmu aaMUHUCTPUPO-
BaHuA n obecneyeHus paboTocnocobHOCTH, ynpaBneHue paboTon Npu aBapusax U B YCIOBUSIX BOCCTAHOB-
NeHust nocne CTuxuiHelx 6eacTeuii. JOmkHO ObITb 00ECNEeYEeHO COOTBETCTBYIOWEe 00yyeHue (TeopeTnye-
CKue u npakTuyeckue 3anatus). Cucrema ISMS gomkHa BKNOYaTb OPraHM3aLnMoHHYIO0 CTPYKTYPY, MOSIUTUKMN,
onepauuun NnaHMPOBaHUs, pasrpaHuyeHne OTBETCTBEHHOCTU, NPaKTUYECKUE METOABI, NpoLeAypbl, NPOUec-
Cbl U PECYPCHI.

HdononHutenbHas uigopmayma — no MICO/M3IK 27002.

7.2.5 Monutuka 6ezonacHocTn ICS He pacnpoCTpaHSAETCs Ha AKCNyaTaunoHHy0 6e30nacHOCTL CBA3MN,
KOTOPYIO AOIDKHA rapaHTMpOBaTh LUTATHAsA nonuTuka, obecnevmsarLlas, Hanpumep, 6e30NacHOCTb (PYHKUK-
OHUPOBAHUS.

310 0DOCHOBAHO TEM, YTO B Cryyae, KOrga LUTaTHas nonuMTUKa OMpeaenseT 9KCnnyaTauumOHHYIO
6e30nacHOCTb, W/UNu B Crnyyae, Korga MCnomnb3ylTcs OOLENPUHATEIE NPaKTUYECKUE CMOcoObl, Hanpumep
GAMP [16], Takas nonuTuka, NpakTUYECKNE CnOCOObLI U MEPbI UMEIOT NPUOPUTET HaZ NONUTUKON Be3onacHo-
CTU, paccMaTpuMBaemMon B HACTOSILLIEM CTaHAapTe.

B naHHOW nonuTuke nNpeayCMOTPEHbl NpeaBapuUTENbHbIE YCIOBUA U OrpaHUYeHUs, 3akovatomecs B
TOM, YTO LUTATHas NONMUTUKA YNPaBMNEHUA, HaNpUMep ynpaeneHus aKCnyaTaumoHHOi 6e30NacHOCTLIO, AOMK-
Ha y4uTbIBaTb PUCKMU YNPaBneHUs PyHKUUOHMPOBAHMEM M BE30NAaCHOCTBIO, CBA3AHHbLIE C UCMONMb30BAHUEM
nobbIX kKaHanoB ¢BA3K ICS, B TOM yucne kaHanos ICN.

MpaBuna peanusaunn NOAUTUKK NPUBELEHbI B 7.2.5.1—7.2.5.3.

7.2.5.1 OCTYNHOCTb U LeNOCTHOCTb M0BOro KaHamna, ucnonb3yemoro anst 6e3onacHon CBs3W BHYTPU
3aBoga, a Take mexay ICS u nobbIM yaaneHHbIM LEHTPOM yNpaBneHns, A0IKHA KOHTPONMPOBAaTLCA aaMu-
HUCTpauueil, OCYLLECTBNAIOWEN ynpaBneHne puckammu 6e3onacHoCcTu.

MpuMmedaHue — HeaocTaToMHO HajexHas AOCTYNHOCTb NOGOro UNU Beex LieHTPOB yNpaBrneHust 03Ha-
YaeT, uTo kaHanbl ICN He SBNSAOTCS HafeXHbIMU Anst 6e3onacHoi CBA3U NPU YHKLMOHWPOBAHUM B KPUTUYECKUX
YCNoBUSX.
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7.2.5.2 Otkas B 06cnyxmBaHmmn, 00yCnOBMEHHbIN, HanpUMep, BHELLHUM KaHanoM CBA3M, SABNAETCA BU-
OOM UHUMAEHTA, KOTOPbIN HE MOXET ObITh YYTEH HEMOCPEACTBEHHO. DM EKT OT €ro BMNUAHUA CHMKAETCS NPy
MCNONb30BaHUKN PE3EPBUPOBAHNUSI UM PE3EPBHOIO KONUMPOBAHWUS PECYPCOB.

M pumMedyaHune — Mepbl no pe3epBUpoBaHNO AnNA JOCTUXEHNA AOCTYNHOCTN B TUMNHYHOM cnydae NpUBOAAT K
yBenu4eHuo He3allULLEeHHOCTU AaHHbIX U K NOBLILLUEHUI0 CBA3A@HHbLIX C 3TUM PUCKOB.

7.2.5.3 C TOYKM 3peHUsi SKCMIyaTauuoHHON 6e30NacHOCTU U APYrUX LUTATHLIX MNONUTUK 06ecneveHus
HagexHocTu akcnnyartauuun, ICN 1 ee noaceTn MOXHO paccMaTpuBaThb Kak «4EPHbIE KaHanbl», N03BonawLwme
usbexarb 3aTpar BPEMEHU U JEHEXHbIX CPEACTB HA CEPTUMUKALMIO OCHOBHbIX KaHanoB ICS B COOTBETCTBUK
¢ TpeboBaHUAMU UX MOMUTUKKU U 0BECNeYEeHNUs HAJEXKHOTO ynpaBneHus ux 6€30NacHoOCTLIO.

7.2.6 Monutuka B6esonacHocTn ICS He pacnpocTpaHAeTcs Ha AocTynHoCTk ceTu ICN u ee noacerten, a
TaKke Ha pearpoBaHue B peansHOM BpeMeHu ans nobbix kaHanos EN.

370 060CHOBAHO TEM, YTO pearnpoBaHue B peasrlbHOM BpPeMeEHU ABNAETcA npobnemMon, CBA3aHHON C
dYHKUMOHMPOBaHMEM. B ¢BA3M ¢ TeM, 4TO MexaHu3mbl B6e3onacHocTu nonutukn ICS moryt obycnaenuearb
OOMONHUTENbHbIE 3a1€PXKKN, CBA3b B peanibHOM BPEMEHW He rapaHTUpyeTcs.

MpumedyaHune — 370 03Ha4aeT, 4To akcrnnyaTtaums ICS B peanbHOM BpeMeHN He MOXeT GasnpoBaTbes Ha EN,
ICN unu nogcetsx ICN. B 4acTHOCTK, LeHTPbI yAaneHHoro yrnpasneHus MoryT pearnpoBaTh Hey40BNETBOPUTENBHO.

MpaBuna peanuaayuu NOAUTUKK NpUBEdEHbI B 7.2.6.1.

7.2.6.1 KputnyHas cBsA3b peanbHOro BpeMeHu A0mkHa ObiTb OrpaHuyeHa cermeHtamum ICN caMmoro Hus-
KOrO YPOBHS, KOTOPbIE AOMKHBI UMETb XOPOLLO 3aLLMLLIEHHYIO rpaHuly. B aTux cermMeHTax He 4OIMKHbI BUPTY-
anbHO NPUCYTCTBOBATbL MEXaHWU3MbI JIOrM4eckon 6esonacHocTu (Tpebyemble BHYTPU CETH).

TMpumep — Syelika asmomamu3sayuu AC (automation cell) e munuyHom criyyae 6ydem 3awjuujeHa Ha ceoell
egpaHuye wnrosom SGW ¢ mpebyemoli 3awjumoli. Qusuyeckuii docmyn 6ydem paspeuleH MOJSILKO yNosIHOMOYEH-
HOMYy nepcoHary. Besi cesiab éHympu sideliKu cyumaemcsi Ha0exHodu.

7.2.7 MonuTtuka GeszonacHoctTu ICS He pacnpoCTpaHAETCA HA dKChnyaTauuio 3asoga B ONACHLIX
YCNOBUSAX.

310 060CHOBAHO TEM, YTO IKCMyaTauus B ONACHbIX YCNOBUAX ABNAETCA NPoGnNemoit akcnnyarauumu.
MexaHn3Mbl 6e30MacHOCTU MOTYT 0Ka3aTbCsl HEAOCTYMHbI, NO3TOMY OHW HE MOTYT rapaHTUPOBAaTb HAAEX-
HYIO CBSI3b.

MpumevyaHme — O3To o3HauaeT, yYTo 3Kcnnyatauua ICS B onacHbIX ycroBUsix He MoXeT Ba3upoBaTbcs
Ha EN, ICN unu nogcetax ICN. B 4acTHOCTU, MOXET OKa3aTbCA HEBO3MOXHbLIM UCNONb30BaTh LEHTPLI yAaneHHoro
ynpaBneHus.

Tpumep — C moyku 3peHus1 6ezonacHocmu mMoxxem 6bimb HenqpuemsieMa aeémoHoMHasi paboma sideliku ae-
momamu3ayuu AC 8 offacHbLIX yCc/I08UsIX, MaK KaK @ mUnuYyHoM cJlyyae oHa He uMeem éHymMpeHHUX MeXaHU3M0oa
6e3onacHocmu.

7.3 NonuTtuka 6€30NaCHOCTN NPOMbILWSIEHHON CUCTEMbI YNpaBneHuss — opraHu3auust
W ynpasneHue

Mpoueaypbl U METOAbLI YyNpaBneHusi, HeobxoauMbIE ANA JKCMIyatauum 1M ayauta nonutuku Gesonac-
HOCTU.

7.3.1 OTBETCTBEHHOCTHL 3a pa3paboTky, peanusauuio, cobniogeHue, NPOBEPKY U UBMEHEHUE MOMNUTUKM
6e3onacHocTu ICS HeceT agmuHucTpauus ICS.

310 000CHOBAHO TEM, UTO M3MEHEHUSI B YIpO3aX, YPOBHAX yrpo3, KOH(Urypauuu, TEXHONOrMN U T. 4.
ABNAOTCA HeN36eXKHbIMKU M TPEOYIOT NEPEOLIEHKN U COBEPLUEHCTBOBAHUS NMONUTUKM ICS.

Mpasuna peanusayuu NONUTUKK nNpuseaeHsl B 7.3.1.1—7.3.1.7.

7.3.1.1 OnepaTtuBHasi OTBETCTBEHHOCTb 3a cobniogeHne nonutuku G6esonacHoctn ICS gomkHa GbiTb
BO3MOXEHA Ha MeHemkepa no 6e30MacHOCTU, KOTOPLIN AOMKEH ObITb ONepaTMBHO He3aBUCUM OT ICS u 3Kc-
nnyarauuu 3asoaa.

NMpumevyaHne 1 — PasgeneHne OTBETCTBEHHOCTW 3a peanusauuio ycuneHus 6e3onacHOCTU U NogaepxaHue
nonutukn 6e30NacHOCTM UHOTAa PEKOMEHAYETCA peryrnsTopamn. 3To CHWKAET pUckn 6e30NacHOCTMY.

MpuMevyaHue 2 — B KpyMNHbIX OpraHusaLmsx MeHegxep no 6e3onacHoCTU MOXeT GbiTb HE3aBUCUMBIM, ANA
3TOr0 OH 0CBOGOXAAETCA OT OTBETCTBEHHOCTU M 06A3aHHOCTEN NO ONEpPaTUBHOMY YNpaBRAEHWO UKW aaMUHUCTPUPO-
BaHUIO CUCTEMBI. B HeBOoNbLUNX OpraHU3aLmMax MOXET 0Ka3aTbCs, YTO OTAENbHbIE COTPYAHNKMU ByayT coBMmeLaThb 3T
JOIMKHOCTMW.

24



FOCT P 56498—2015

7.3.1.2 YnpasneHue agMUHUCTPUPOBAHMEM CETEBOTO 060pyaOBAHUSA, €r0 peanusauus U NPoTOKONMpo-
BaHUe AOIMKHbI OCYLLECTBNATLCA 6e30nacHbIM 06pa3om.

Mpumevarnne 1 — KoHduryposaHue ceteBoro o60pyAoBaHUA U U3MEHEHUA B KOHGUIypaLMu BeCcbMa Xena-
TenbHbI C TOYKKU 3peHns GesonacHocTn. Heo6XxoaUMO ncnonb3oBaTh AeHCTBEHHBIE MEXaHU3Mbl YNpaBIieHUs ,OCTYNOM.

NMpumevaHue 2 — Bo nsbexaHne atak, HaLeneHHbIX Ha HACTPONKN CETHU, aAMUHUCTPaLMS OMKHA UCMONb30-
BaTb KaHasbl CBA3W U NPUBMIIErMM JOCTYNa, KOTOPLIE OTAENEHLI OT NPOU3BOACTBEHHOO Tpaduka 1 npusuneruii. Jonycka-
€TCHA UCNOoNb3oBaHWe OTAENBbHON 6e30nacHo CeTH ynpaBneHus.

NMpumevanune 3 — AgMUHNCTpUpoBaHue 6e3onacHOCTM K ceTeBoro 060pyaoBaHNA JOMKHO GbiTb BLINOIHAMO
Aaxe B crny4yae aTtakn unu Npu pearupoBaHumn Ha ataky. [JomKHbl UMETLCA TakKe KaHanbl AN nepefadn Npou3Bo/CTBEH-
Horo Tpacuka.

7.3.1.3 Nonutuka 6esonacHocTu ICS aomKHA AOKYMEHTUPOBATLCA, AOMKHbI OBHOBNSATLCSA U3BMEHEHUS U
MCKNIOYEHUA, NOAAEPKUBATLCA JOCTYNHOCTL U AOBEAIEHBI 10 COOTBETCTBYIOLLErO NepcoHana.

7.3.1.4 Bce npumeHsiemMble B OpraHM3auun NONMUTUKN AOIMKHbI ObiTe AOCTYNHbLI aAMUHMCTpauum ICS, B
TOM uucne u nonutuka 6esonacHocTu ICS, U A0MKHBI PEMYNSAPHO BLINONHATLCA OOHOBNEHMA NONUTUK, 06ec-
neunsatoLme nx apdpekTMBHOE NPUMEHEHUE 32 OrPaHUUIEHHOE BpEMSI.

7.3.1.5 AN HEYKOCHUTENBHOTO coOONoaeHUA NonoXeHui nonutTuku ICS 1 ee N3MeHeHU JOIMKHbI pery-
NAPHO NPOBOAUTLCA 03HAKOMUTENbHLIE TPEHUHIU.

7.3.1.6 YnpaBneHue AOMKHO BKMNOYaTb AOKYMEHTUPOBAHME UCKNIOYEHUIN C yKa3aHMEM KOHKPETHOMW Npu-
YMHbI, CBA3AHHON ¢ BU3HECOM, a TaKkke AOKYMEHTUPOBAHUE BPEMEHU YCTAHOBINEHMUSI UCKIIOYEHUS, ero npo-
DOMKUTENBHOCTU N CPOKA OKOHYAHUA.

7.3.1.7 JomkHbl NpOBOAUTLCA NPOBEPKU NONUTUKU KaK NEPUOANYECKUE, TAK U NOCHE UHLUMAEHTOB.

7.3.2 YnpaBneHune puckamm yrpos

MpobnemMbl 6e30NacHOCTU B 3HAYUTENBLHON CTENEHU 0BYCIOBMNEHbI HEONPEAENEHHOCTbIO, CBA3AHHON C
TEXHOMOTMYECKUM NPOrPECCOM W HENPeACcKa3yeMOoCTbIO YENOBEKA, B Pe3ynbTarte Yero CyLecTByeT NOCTOAHHO
MEHSIOLLMIACA PUCK ANS UMYLLECTBEHHbIX 00bEKTOB. MIMyLLeCTBEHHbIe 0OBbEKTHI BrajernbLa unm oneparopa B
LierioM OCTaloTCA MPUMEPHO NOCTOSAHHBLIMU. 3TO AenaeT cpeay Yyrpo3bl OCHOBHLIM (pakTOpPOM.

B AaHHON NonuTUKE NPeayCMOTPEHbI NPeABaPUTENbHBIE YCIOBUS M OrPaHNYEHUs], 3aKITIOHaIOLLMECS B TOM,
YTO B HACTOALLEM CTaHAapTe He paccmarpuBaerca metoq TRA. Moatomy Bnageneu/oneparop AOSMKEH Camo-
CTOSITENBHO pa3paboTarb METOA OLIEHKU PUCKOB, UCTONb3YS Apyr1e pecypcebl (KPOME HACTOSALLEro CTaHAapTa).

Mpasuna peanusauuy NONMTUKN NpUBEAEHbI B 7.3.2.1—7.3.2.4.

7.3.2.1 KpMTHUYHBIE KOMMNOHEHTLI 060PYA0BaHUSA, ONEPALMOHHBIE CUCTEMDI, NTPUSIOKEHUS U CIY>XDbI, NC-
nonb3yemble ANs aKcnnyaraumu, ynpaeneHus u obecnedeHusi paboTocnoCoGHOCTU CUCTEMbI ABTOMATU3aLMK,
JOIMKHBI BbITb OLIEHEHbI C TOYKM 3pEHNUS (DYHKLIMOHANBHOW AOCTYNHOCTU, LENOCTHOCTU CUCTEMBI U KOHDMAEH-
UManbHOCTU AAHHBIX.

7.3.2.2 Cpepa yrpo3bl A0MMKHA HEMPEepbIBHO KOHTPONUPOBAaTLCA U OLEHUBATbLCA.

7.3.2.3 MNepuoanyeckn unu Nocne HacTynneHns cobbituit 6€30NacHOCTM A0SHKHA NMPOBEPATLCA U KOP-
PEKTMPOBATLCA MOLLUHOCTb Mep 0e30MacHOCTM, NPMHUMAEMbIX NPOTUB YrPo3, TakuM 00pa3oM, uTobbl OHA
BCEeraa Haxoamnacb Ha JOMHKHOM YPOBHE.

Il puMedaHune 1 — MeTtoasl KpVII'ITOI'panVIVI AOJDKHBI NepuoaANYEeCKN KOPppPeKTUpoBaThbCA B LIENAX COOTBETCTBUA
pasBUTUO TEXHOMNOMMN.

MpumedaHune 2 — UaMmeHeHus, Hanpumep B npasunax SGW u ECG, yuuTbiBatolme BUAbI U YPOBHU Yrpos,
[OMKHEI NPUBOAMUTL K UBMEHEHWIO KOHUIrypaLuii, TeXHOMNOrMiA, f,o6aBnNeHNIo AONONHUTENBHBIX Mep U 060pyAOBaHUS U T. 4.

7.3.2.4 KputuyHoe obopyaoBaHme AOMKHO ObiTh 3aKPEMIEeHO 3a TEXHUKOM M aIMMHUCTPATOpOM U KOH-
TponupoBaTbcsl 060pyA0BAHMEM MOHUTOPUHIA.

7.3.3 MNonuTuka 3KCnyaTtaumoHHoN 6e3onacHocTu ICS n ee usMeHeHus AOIKHbI ObITb CKOOPAMHUPOBA-
Hbl C NONUTUKOI Ge3onacHocTu ICS.

3710 060CHOBAHO TEM, UTO dKCNNyaTaunoHHas 6e3onacHoOCTL u 6e3onacHOCTb (NoapasymeBatoLas obec-
nevyeHne KOHPUAEHUManLHOCTM) TECHO CBA3aHbI APYr C APYIrOM.

Mpasuna peanusauuy NONUTUKN NpuBeaeHbl B 7.3.3.1—7.3.3.4.

7.3.3.1 Monutuka akcnnyartaumoHHon 6esonacHocTn ICS n ee 06HOBNEHUS AOMKHbLI XPAHUTLCA B (hait-
ne, NOCTOSIHHO AOCTYMHOM aAMWHUCTPaLUK cry>Obl 6€30NacHOCTU.

7.3.3.2 Niobble Mepbl U METOAbI, NMPUMEHSIEMbIE ONEPaTopoM B Lensx 6e30nacHOCTM, BNUSIOLMUE HA
3KCNNyaTauMoHHy0 6€30NacHOCTb, AOIMKHbI ObITh YTBEPXKAEHbI Kak aAMUHUCTPaLMel cryObl 6e30nacHoCTH,
Tak U aAMMHUCTPALMEN, OTBEYAIOLLEH 3a IKCMNyaTaLMoHHY0 6€30NacHOCTb.
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MpuMeyaHune — [IpaBUNO «ABONHON OTBETCTBEHHOCTUY» FrAPAHTUPYET, UTO Mepbl, KOTOPLIE MOTYT NPUBECTH K
KaTacTpogU4ecKUM NocneAcTBUAM, He GyayT MHULMUPOBaHLI E4UHONMYHO. 3TO NPeaoXpaHAET OT HaMepeHHOW UK cny-
YaiiHoii HenpaBMMnbHOI akcnnyaTauuy. [JBoiiHasi OTBETCTBEHHOCTb ABNAETCS HauGonee AeCTBEHHLIM CPeACTBOM GopbGbI
C aTakamu UHcaiiepoB.

7.3.3.3 Ecnu npeaycMoTpeHo ucnonb3oBaHue onepaTtopom Mepbl Mnu cnocoba, Bnuatowmx Ha 6esonac-
HOCTb (PYHKLIMOHMPOBAHUA, TO TpebyeTca yTBepXIeHne BBeAEHUA UX B IKCNNyaTaumio U NpekpaLwieHun npu-
MEHEHUS.

7.3.3.4 He fOmMKHO ObITb UCKNIOYEHUIN, KOTOPbIE YAANSIOT UCKMIOYEHUS, YTBEPXKAEHHbIE ABYMS OTBET-
CTBEHHbIMM.

7.3.4 MNonuTtuka 6e3zonacHocTn ICS paomkHa TpeboBaTb NPOTOKOMMPOBAHMS U MOHUTOPUHTA COOTBET-
CTBYIOLLMX COObITUI BE30MacHOCTHU.

310 060CHOBAHO TEM, YTO MPOTOKOMbLI UCMONb3YIOTCA ANS YCTAHOBMNEHUS cOObITUI, nocneaoBaTenb-
HOCTEN U BO3MNOXEHUS1 OTBETCTBEHHOCTU 3a ynpaerneHue u ayaut. B OTHOLIEHUU HEeCaHKUWOHUPOBAHHBLIX
OEeNCTBUIA, HaNpUMep ataku, NPOTOKOSMbI MOFYT MCMONb30BaTLCA ANA (hopManbHbIX BLIBOAOB. Bo3noxeHue
OTBETCTBEHHOCTU OCOOEHHO BaXKHO B Cy4asnXx, KOraa KPUTUYHbIE OnepaLmm BbIMOHAIOTCA CTOPOHHENR KOM-
naHuemn.

Mpasuna peanu3auuu NONUTUKK NnpueeaeHbl B 7.3.4.1—7.3.4.8.

7.3.4.1 Bce pgencreusl Nonb3oBaTens CMCTEMbI aBTOMAaTU3aLMU, CyLLUECTBEHHble Ans GesonacHocTw,
OOIKHbI ObITh 3aNPOTOKONTMPOBAHbI.

7.3.4.2 Bce coObITUA CUCTEMBI, CyLLECTBEHHbIE AnNs 6€30NacHOCTU, AOMKHbI ObITb 3anNpPOTOKONM-
POBaHbLI.

7.3.4.3 CobpaHHas uHdopmauus A0mkHa BKNoYaTb B ce6a cobbiTue, CPOMHOCTb, Cry0y CBsI3u, XOCT
WCTOYHUKA, Ha3HaYeHue, uaeHTuduKaTop NonNbL3OBaTENA, AaTy/BpeMa Ha4Yana n OKOH4YaHUA.

7.3.4.4 Bce npoToKOsbl U MHOpMaLMA ayauTa A0MKHbI HENPEPLIBHO KOHTPONUPOBAaTLCA, Nepuoanye-
CKU NPOBEPATLCA, HAAEKHO XPAHUTLCA U apXMBUPOBATLCA.

7.3.4.5 MpoTOKONbI AOIDKHLI XPAHUTLCA LIEHTPANU30BaHHO ANA UX nocneayoulero obbeanHeHus u aHa-
nu3a. JOmkHO ObiTb MCKIIOYEHO UCHEPNAHWE OrPaHUYEHHOrO MPOCTPAHCTBA NaMATU, UCMONb3YEMOro AnA
XPaHEHUs1 MPOTOKONOB. Takke AOMKHO ObiTb UCKMIOYEHO U3MEHEHUE aTaKyloWMM NPOTOKONOB B pesynbrare
€ro HeCaHKLUMOHUPOBAHHOIO A0CTYyNa K 060pyA0BaHUIO NPOTOKONIMPOBAHUS.

7.3.4.6 [leicTBMA NO YNPaBAEHUIO NPOTOKONAMU TaKKE AOJDKHbI MPOTOKONMPOBATLCS. TONLKO ayauTop
cnyx6bl 6e30NacHOCTU A0MKEH UMETbL NPABO YAANATb UMW U3MEHATb NPOTOKONbI.

7.3.4.7 MpoTtokonbl 1 cOOBLIEeHNa aBapuMnHOK CUrHANU3aUnn AOMKHbLI HENPEPBLIBHO KOHTPONMPOBATLCS.
Mo pesynbTaTam KOHTPOMA AOMKHbI COCTaBNATLCA 3aKIIOYEHNA U NPUMEHATLCA HEOOXOAUMbBIE MEpbI.

3710 060CHOBaHO TEM, YTO MPOTOKOMblI COOLITUI H6E30NaCHOCTU HEOOXOAUMO HEMPEPLIBHO KOHTPOIM-
poBaTthb AN BbIABMEHUSI BPEAOHOCHbBIX aTak MHCANAepPoB U COXPaHATb MX ANs nocneaytowero hopManbLHOro
aHanu3a nocre Toro, kak 6e3onacHocTb GyaeT HapyLueHa.

MpumedaHune — Ecnu 6e30nacHOCTb HapyLUeHa, CEeTeBOe CoegNHEHNe MEXAY YAaneHHbIM U NOKanbHLIM LieH-
TPOM yrpaBneHust 4OMKHO ObiTb NPEPBaHO 40 BOCCTAHOBNEHNS HAZeXHOCTN COeANHEHUS. JIoKanbHbIi LUEHTP ynpaBneHns
[OIDKeH ocyLLecTBNATL BesonacHyto akennyaTtauuio ICS. [na NoaTBepXAeHNS BOCCTAHOBIIEHNA HAAEXHOCTN COSANHEHUS!
JomKeH BbITb BBIMOMHEH ayauT 6e30MNacHOCTy.

7.3.4.8 Ecnu npoTokonbl Npeanonaraetca MCNonb3oBaTh B KA4eCTBE A0KA3aTENbCTB B Cyae, AOMKHbI
GbITb BbINOMHEHLI TPEGOBAHUSA AENCTBYIOLLEr0 MECTHOTO 3aKOHOAATENLCTBA.

TMpumep — Moz2ym npomokonupoeamscs cnedyiouwjue daHHble:

- cobbimue, Hanpumep owubka aymeHmucgukayuu, HapyuweHue docmyna;

- CPOYHOCML, HalpuMep asapus, cuaHan mpeeoau, npedynpexadeHue;

- ucnonb3yemas ciyx6a cesiau, Harpumep UM Cyx6bi, HoMep ropma, MPoMmoKos;
- Xocm ucmoyHuKa, Harnpumep IP-adpec, ums xocma;

- HasHavyeHue, Hanpumep IP-adpec, ums xocma, URL;

- udeHmudhukamop nosi3oeamens;

- dama u epems Ha4yana;

- dama u epemMsi OKOHYaHUSl.

MpumedaHne — Ecnu akernnyatayuio ICS ocyLLEeCTBMNAET CTOPOHHASA KOMIMaHWs, MPOTOKON SBMAETCA BaXHbLIM
06beKTUBHEIM AOKa3aTenbCTBOM A5 BO3NOXEHUA OTBETCTBEHHOCTN NOcne aBapum.

7.3.5 [lomkeH NpoBOAWUTLCA ayauT COOTBETCTBUA NonuTuku 6esonacHoctu ICS.
3T0 060CHOBAHO TeM, YTO ANA KOHTPOMA XapakTepUCTUK ynpasneHus nonutukon ICS HeoOxoaum ayamT.
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MpaBuna peanusauum NONUTUKU NpuBeaeHbl B 7.3.5.1—7.3.5.5.

7.3.5.1 Ayaut cooTBeTCTBUA NONMTUKN ICS AOMKEH BbINONHATLCA NEPUOANYECKU U, ECNIM HEOBX0AUMO,
NPUBOAUTL K NPUHATUIO 0BOCHOBaHHbIX KOPPEKTUPYIOLLIMX MEp.

7.3.5.2 AyauTbl MOTYT BKMOYaTb TECTMPOBaHME 6e30MacHOCTH.

MpumMmedaHune — AyauT ICS formxeH nepuogu4eckn NpoBoAUTLCA AN BhISBMNEHUS HEPa3peLLEHHOro U HeHa-
nexHoro obopyaoBaHua cBA3W, HanpuMep ucnonbaoBaHnsa POTS (TenedoHHbIX ceTeit o6Lyero none3oBarus) unm Gec-
NPOBOAHOWN CBA3MN.

7.3.5.3 OTBETCTBEHHOCTb 3a ayauT 6e30MacHOCTM NPeanoYTUTENbHO BO3MOXUTb Ha KBanuuUMpoBaH-
HOro MeHemkepa no 6€30NacHOCTU, HE Y4aCTBYIOLLEro B 9KCMnyarauuu, BO3MOXHO, HA CTOPOHHEro crneuu-
anucra.

7.3.5.4 Ecnu BO3MOXHO, cneayer pasaenuTb 40IDKHOCTU ayauTopa u agMUHMCTparopa, oTBevatowmx 3a
Mepbl BezonacHocTu.

7.3.5.5 Ocoboe BHUMaHWe AOIMKHO yAenATbCA (PopManbHbIM UCKNIOYEHNUSM M3 YCTAHOBIEHHbLIX MEp.
Onsa HUX JormKeH NPOBOAUTBLCA crieumarbHbIi ayauT.

7.3.6 [JOmKHO OCYLLECTBNATLCA YNPaBNEHNE UCKIMIOYEHUAMW U UX OOKYMEHTMPOBaHUe ans obecnedve-
HUS HEOBXOAUMOW OTYETHOCTM MO COTPYAHMKAM U YCTPOWCTBAM C UCNONb3OBaHWeM ynpaBrneHusi puckamm ad
hoc (ans AaHHOW KOHKPETHOW uenu — nart.).

3710 060CHOBAHO TeM, YTo 6e3 ynpaesneHus hopManbHbIMU UCKIOUYEHUAMK no Tuny ad hoc npousonaer
notepsi KOOpAUHALUM YNPaBNeHUs1 UCKIIOYEHUSIMU, UX ANUTENBHOCTLIO U Npedenami, a Takke noteps oT4eT-
HOCTU U NMUYHOW OTBETCTBEHHOCTHU 3a NMOObLIE HEraTUBHLIE MOCMEACTBUS.

B gaHHOM nonuTuke npeaycMOTPEHbl NpeaBapUTEnbHbIE YCIIOBUA U OrpaHUYEHUs, 3aknodatowmecs
B TOM, YTO NPU COBMECTHON OTBETCTBEHHOCTU, BO3HMKLUEN, HAMPUMEP, U3-3a UCNOSb30BAHUSA NONb30BaTe-
nsAMU 0BLUX YUETHBIX 3aNUCEN, UCTOYHUK KOHKPETHbIX AEWCTBUIA B CUCTEME HE MOXKET OblTb UAEHTUDUUN-
poOBaH, Npu 3TOM NOAO3PEBaEMbI MOMb30BaTENb MOXET NpasaonoaobHO OTpULATL CBOKO NPUYACTHOCTL
K AEWCTBULO.

3akpenneHue 0TBETCTBEHHOCTU MOXET NPOTUBOPEYUTL MECTHOMY TPYAOBOMY 3aKOHOAATENLCTBY, B CBS-
31 C YeM MOXeT noTpeboBaTbCA 3akniodeHne 06 bEANHEHHBIX COrNAaLLEHNI ¢ UCNONHUTENLHOW aaMUHUCTPa-
uuert 6onee BbICOKOrO YPOBHS.

MpaBuna peanusauun NONMTUKKU NnpuBeaeHbl B 7.3.6.1—7.3.6.3.

7.3.6.1 JOMKHO OCYLLECTBNATLCA ynpasneHne popmanbHbIMU UCKITIOHEHNSAMU U3 NOSTUTUKMU, BKITIOHAIO-
wee B ce6s1 060CHOBaHME UX CO CTOPOHbI BU3HECA, aHaNM3 PUCKOB, BO3NOXEHME OTBETCTBEHHOCTU Ha onpe-
ZAeneHHoe nuo.

7.3.6.2 VCKNIOYEHMA U3 NONUTUKU AOMKHbI ObiTb CBEAEHbl K MMHUMYMY W AEWCTBOBaTb MMHMMArbHO
Heobxoanmoe Bpems.

7.3.6.3 He gomkHO GbiTb UCKIIOYEHUIA, NCKIIOYAIOWMX YNPaBReHne.

7.3.7 Co6biTuA 1 cOOOLUEHNS aBapuHON CUrHANU3aUMKU AOMKHbI CBOEBPEMEHHO aKTUPOBATLCH B CO-
OTBETCTBMU C NNaHamMn AENCTBUN B HEMPEABUAEHHBLIX CUTYaLUAX, N AOMKEH BLINOMHATLCA UX KPUTUYECKUIA
aHanus.

3710 060CHOBAHO TEM, YTO NPU HACTYNNEHUU UHLUMAEHTA 6e30NacHOCTU OYEHb BAXKHO CBECTM yluepb k
MUHUMYMY W npogoraTe akcnnyatauuio ICS, kak MOXHO GbICTpee NOMHOCTbIO BOCCTAHOBUB HAAEXKHYIO SKC-
nryaTaumio ¢ 06bI4HOM NPOM3BOANTENBHOCTbIO.

Mpasuna peanusauuu NONUTUK npuBeaeHbl B 7.3.7.1—7.3.7.10.

7.3.7.1 JomxkHbl ObiTb YCTAHOBMEHBbI NNaHbl AEUCTBUI B HENPEABUAEHHbIX CUTYaUUAX. OHU [OKHbI
nepuoam4eckn oGHOBNATLCA.

7.3.7.2 CoobLueHNn aBapuitHOW CUrHanu3auuu, UMeloLme OTHOLWEHNE K 6e30nacHOCTU B KPUTUYECKUX
yCNoBUsAX, W COOLITUS NPOU3BOACTBEHHOIO YNPAaBIIEHNS AOMKHbI aKTMPOBATLCA aAMUHUCTPAUMENR ChyX-
Obl 6€30NaCHOCTU U, €CNM BO3MOXHO, COBMECTHO C aAMMHUCTpaLMeli, OTBEYaloLLel 3a SKCnyaTaLuoHHYI0
6e30nacHOCTb.

7.3.7.3 Ana UHUMAEHTOB Pa3snNUYHOIO PoAa U KPUTUYHOCTU, CBA3AHHBLIX C 6e30MacHOCTbIO, 40MKHbI ObiTh
YCTaHOBIEHbI MNaHbl pearupoBaHuA Ha MHUUAEHT, BKNIOYAIOLWMe NPOAOMKEHNE IKCnIyaTaummu 3aBoaa um Boc-
CTaHOBMEHWE NOBPEXAEHHOTO 060pya0BaHUSA.

7.3.7.4 Ons 6bICTPOro u acppeKkTUBHOrO paspeLueHus NPodnemel Ang KPUTUMHOTO 060PYA0BAHUS AOIDK-
HO JOKYMEHTUPOBATLCA €ro 3aKpensieHue 3a TEXHUKOM, Nosib3oBaTeneM, adMMHUCTPAToOpOM U 060py0BaHU-
€M MOHUTOPWUHra.
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7.3.7.5 KpuTnuHbIi MHUMAEHT 6€30NacHOCTU AOMKeH ObITb uccneaoBaH GbICTPO U Cpasy Nocne ero Bos-
HWUKHOBEHMUSI.

MpuMevyaHue 1 — B HeEKOTOPLIX CTapbiX NPUIOXEHUAX ANS AOCTyna K ycTpoicteam ICS unu yaaneHHsIM
KNWeHTaM UCrorb3yeTcs NPOTOKON C OTKPLITLIM TEKCTOM cepTudukara (Hanpumep, Telnet, FTP). B aTtom cny4yae goctyn
AOMKEH UCMONbL30BaThk HaJEXKHbIA NPOTOKON TYHHENNMPOBaHUsI BO U3bexaHne packpbiTus cepTudpukaToB Ha noboi YacTu
MapLupyTa, packpbliBaeMoii 06LejoCTYNHBIMM BHELUHUMM ceTamu EN.

MpuMevyaHue 2— [OMKHO OCYLLECTBNATHLCA yNpaBreHUe UCKIIOYEHUIMU U UX [ OKYMEHTUPOBaHMe.

MpumMmevaHue 3 — Korga ycTpoiictBo 6e3onacHocTH BbifaeT cooblleHne aBapuiiHO curHanusauuu, us-
Belyatoee 06 nHUMAeHTe 6e3onacHocTU, OHO AomkHO 6e3 3alepXKkn NocTynaTk Ha cepeep ynpasneHus 6esonac-
HOCTbIO MeHefxepy no 6esonacHocTu. MeHegxep no 6e3onacHOCTM [ONKeH 3afeACTBOBaTh MnaH NpoTMBOAE-
cTBUA yLepby, To ecTb ONpeAenuTb YypoBEeHb NOPaXXEHUA U oMeBUAHbIE Mepbl 6€30MacHOCTH, KOoTopble HE06X0aMMO
MPUHATb.

7.3.7.6 T'naHbl 4OMKHbI ObITb ONYONUKOBaHLI U A0BEAEHbLI A0 CBEAEHUSI COOTBETCTBYIOLLETNO NepcoHana
OAHOBPEMEHHO C pacnpefeneHmeM OTBETCTBEHHOCTU U CBSI3AHHbIX C HEI0 MMYLLIECTBEHHbIX 0ObLEKTOB Opra-
HU3aLuu.

7.3.7.7 LOmKHbI NPOBOAUTLCS 03HAKOMUTENbHbIE 3aHATUS U TEXHUYECKUE TPEHUHIUN, NOAAEPXKUBAIOLLNE
nepcoHan B ¢popme, Heob6XoAUMOW AN AENCTBUI B HENPeABUAEHHOW CUTyaLUK.

7.3.7.8 Mepnoanyeckn U BHE3ANHO AOMKHLI NMPOBOAUTLCS NMPAKTUYECKUE 3aHATUS MO oTpaboTke Aew-
CTBMIA MpU pasHOODOpa3sHbIX CLEHApUsiX arak, No3BonsALMe OLEHUTbL CNOCOOHOCTL 3aBofa CNpPaBnsiTbCA C
peanbHbIMK aTakamu JAO0IPKHLIM 06pa3oM.

7.3.7.9 INMpu o6Hapy>XeHUU HECAHKLMOHUPOBAHHOIO NMPOHUKHOBEHUS pearnpoBaTb HEOOX0AUMO HeEMeA-
neHHo. 3TO NpeanonaraeT CyLeCTBOBAHME afileKBaTHLIX U 0OHOBNsIEMbIX MMAHOB AN MHUMAEHTOB be3onac-
HOCTM, BIIUSAIOLLUX HA (DYHKLUU U UMYLLIECTBEHHbIE OOBLEKTHI, HA KOTOPbIE PACMPOCTPAHSAIOTCS 3TW MONUTUKW.

7.3.7.10 Bbi3BaHHble MHUMAEHTAMKU Ge30NaCHOCTU KaTacTpodbl TPebyIioT NNAaHOB BOCCTAHOBMNEHUS NO-
cne karactpod n aBapui, a TaKke COOTBETCTBYIOLLENW KOHTAKTHOW UHdopMaLum U uHdopmaLmm no Boccra-
HOBNEHUIO.

Mpumevyanune — OB MCNONbL3OBAHMU N MOHUTOPUHIE cucTeMbl focTyna cM. MCO/MOK 27002.

8 MonuTuka 6e30MNacHOCTU NPOMbILWSIEHHON CUCTEMbI YNPaBIieHUss — Mepbl

Llenb ykazaHHOW NONMUTUKM — CHU3UTb PUCK INEKTPOHHLIX atak Ha ICS nyTem ycTaHOBMEHUA mep
6€e30MacHOCTU A51s1 XOCTOB, YCTPOWCTB, a Takke Mep NO OrPpaHUYEHUIO CNOCOBHOCTU NepUdEPUIiHbLIX YCTPONCTB
noakntovaTees K BHyTpeHHen cetn ICN, k nogunHeHHbIM ICN ceTam noboro ypoBHA M K BHELLHUM CETAM.

MpuMevyaHne — HamedeHHOE CHUXKEHUE PUCKA MOXET GbiTb JOCTMIHYTO TOMLKO B TOM CAydYae, eChn yuuThl-
BalTCA BCe CNocobbl CBSA3M, BKITHOYasi TPaLULUMOHHBIE CPeAcTBa CBsiau (TeredoH, pagnocsasb), 6ecnpoBoAHbIe YacTHble
n 06Lu,e,q00Tyng|e CeTun.

8.1 YnpaBneHue 4OCTYNHOCTbIO

MospexaeHue pecypcos PCS, obycnoeneHHoe Mepamu 6e30nacHOCTU, MOXET NPUBOAUTL K NPOCTOAM U
Jaxke noaseprarb ONacHOCTU NI0AEN U OKPYXKAIOLLYIO CPeay, €CINM NMPUHATLI XECTKME Mepbl 9KCNNyaTaLMOHHON
6e30nacHOCTMU.

[na npeaoTepaLleHusi NOBPexaeHUst pecypcos, Tpebyembix AN NpOU3BOACTBEHHOTO Npouecca, Becnea-
CTBUE NPUHATUA Mep 6e30MacHOCTU, AOIMKHO MCNONb30BaTLCA YNPaBNeHne A0CTYMNHOCThIO.

8.1.1 JoctynHoctb ICN 1 noaceteii ICN gomkHa 6bITb rapaHTupoBaHa ans TpeboBaHuin skcnnyarauum
ICS B KpUTNYECKUX YCIOBUSAX.

3710 060CHOBAHO TEM, YTO HEAOCTATOMHBIE UMU YPE3MEPHbBIE MEPBI OE30NACHOCTU MOTYT YXYALUMTL A0-
ctynHocTb ICN 1 npenATcTBOBaTh YAOBMNETBOPUTENbLHOM aKcnnyaTaumm ICS.

B paHHOM nonuTuke NpeaycMOTPEeHbl MPeABapuTENbHbIE YCMOBUS U OrpaHNYeHus, 3aknoyaromecs
B TOM, YTO A0CTYNHOCTb B ICN BHYTpPEHHMX COOOLLEHUI peanbHOro BPpEMEHU He ABNAETCA TpeboBaHuem
Ge3onacHOCTU, HO npeacTaenaeT cobon npobnemy yHKUMOHUMPOBaHUA. B HacTosiLemM ctaHgapTe npeano-
naraercs, 4YTo AOCTYMHOCTb COOOLLEHUI peanbHOro BPEMEHU rapaHTUpoBaHa (PyHKUMSIMU aBTOMaTusauum,
UCMONb3YIOLWMMKN Takne Mepbl, kak obecneveHne LefloCTHOCTU COOBLLEHUI, akTyanbHOCTU COOBLLEeHUI, yno-
psigoYEHUS COOBLLEHNUI, MPUOPUTETOB COOOLLEHUIA.

Mpasuna peanu3auun nonutuku npueegedsl 8 8.1.1.1 n 8.1.1.2.
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8.1.1.1 Ins noBbILLIEHNA 4OCTYNHOCTM U NPeAOTBPaLLEHUS OTKa30B B OAHOW TOMKE MOXET noTpeboBarb-
Cs1 pe3epBUpPOBaHUE KaHANoOB CBA3MN.

MpuMevyaHune 1 — HecMoTps Ha TO YTO pe3epBUPOBaHKE B LIESIOM YBEMUYMBAET HAAEXKHOCTb U [OCTYMHOCTS,
OHO TaKKe yBenuuMBaeT He3alMLIEHHOCTb AaHHbIX 1 pucku Be3onacHoCTH, Tak YTo 6e3onacHoCTE MpU UCMoNb30BaHUK
pe3epBUPOBAHUA CHUXAETCS.

MpumevyaHue 2—Tlpn YacTUYHON HEJOCTYMHOCTU CBS3U MOXKET NoTpeboBaTLCS pe3epBHOE KONUpoBaHue pe-
CypcoB, YMeHblUeHWe Ymncna paboumx pexuMoB 3aBOfa W, B HaUXygLLeM crydae, npekpallieHue paboTel 3aBoga.

8.1.1.2 inA npenoTBpaLLeHna NocneacTBUI NOTEPU AOCTYMHOCTU NONb30BATENAM U MPUNOXKEHUAM AaH-
HOI CETU AOMKHO ObITb NPefOCTaBMNEHO NpaBo 3anpalunBaTbh COCTOSHUE 000pYyA0BaHMA 3aLUMThI, HanpuMep
wno3oB SGW, 1 nogaeatb cUrHarbl TPEBOTU NPU 0OHAPYXXEHUW YCNOBUIA, XapakTePHbIX Ansa cOos.

8.1.2 Pecypcebl, ucnonb3yemble Mepamu 6e30MacHOCTU, He AOMKHbI yXyALWaTbh KPUTUYHBIX PEeCcypCos,
Tpebyowmxcsa MYHKUUSM agToMaTusauum u/unm akcnnyaraumoHHon 6e3onacHocTu.

3710 06OCHOBAHO TEM, YTO Mepbl 6€30NaCHOCTM AOMKHbI (PYHKLMOHUPOBATL TakuM 06pasom, YToObl He
HapyLuancs Nnpou3BOACTBEHHbIN NPOLIECC.

Mpasuna peanusauuu NONUTUKK NpusedeHsl B 8.1.2.1 n 8.1.2.6.

8.1.2.1 Ha o6opyanoBaHumu, cBsi3aHHOM € 6€30NaCHOCTbLIO, A0MKHbI ObITb peanu3oBaHbl TONbLKO Takue
YHKUMM 6e30MacHOCTH, KOTOPbIE TPEOYIOTCA ANsi HAAEXHOW paboThl aTOro 06opyA0BaHUS.

MpumevyaHune — [oCTynHOCTL NOBLIX PECYPCOB, CBA3AHHLIX C SKCMIyaTaLMOHHOW 6e30NacHOCTLIO, He oK~
Ha OrpaHW4YMBaTLCS, B TOM YNCIIE 3@ CHET paspeLUeHUs UCTIoNb30BaHUS:

- cneyuansHblX COGCTBEHHLIX CPEACTB CBA3Y,

- CYLLeCTBYHOLUMX COBCTBEHHBIX MeXaHU3MOB aKCMyaTaLuMoHHOM GesonacHocTy;

- COOTBETCTBYHOLLEro obreryeHnst U3nM4eckoro u NOru4eckoro ocTyna Kk paboTe KOHTPONLHLIX KOMHAT, o6ecneum-
BalOLLMX SKCMyaTaLMoHHYyo 6€30NacHoOCTb.

8.1.2.2 Heobxoaumo nsberatb KOHKypeHUun yHkuui 6ezonacHOCTU U ynpasneHus 3a pecypcol ICN
W paspeLuatb Takue npobrnembl, HaNPUMEP, NYTEM BbiAENEHUSA AN COOTBETCTBYIOWMX (PYHKUNIA OTAENBHOIO
obopyaoBaHus.

MpumMmevyaHune — PasgeneHne MOXET okazaTbCH HEBO3ZMOXHBIM, HANPUMEP, ECITU YCTaHOBIEH CKaHEp BUPYCOB
1 BPELOHOCHOrO NporpaMmHoro obecneveHns. B aTUx criydasx HeobxoanMo yaoCTOBEPUTLCS B TOM, UTO NoGoii peanu-
30BaHHbIA Ha MPOMbILLNEHHOM 060pyAOBaHUM ynpaBneHns (pyHKUMoHan 6e30NacHOCTU NOAAEPXKMBAETC OTAENEHHLIM
NOTNYECKN, TO eCThb UCMONb3YeT OTAENbHLIE cepTUdMKaThl, 06paGoTUNKN NPepbIBaHNIA N CKOOPAUHUPOBAH C MEPCOHANOM,
OCYLLECTBNAOLMUM yrpaBreHne Npon3BoACTBEHHLIM MPOLIECCOM.

8.1.2.3 HeobxoaumMo onpeaensitb Mepbl 6€30NacHOCTU, KOTOPbIE MOTYT UCNONbL30BaTb KPUTUYHbIE pe-
cypchl (OyHKUMI ynpaeneHus. Takke He0OX0AUMO OCYLLECTBIIATL yNpaBneHue Takummu pyHkumusammu 6esonac-
HOCTM U IOKYMEHTUPOBATb UX.

8.1.2.4 ina sTux mep HeoOGXoaAMMO onpeAenuTb, peanu3oBaTb U 4OKYMEHTUPOBAThL PaHMULbI PeCypcoB
U pexuM paboTbl XOCTOB B Cy4ae, korga pecypcbl neperpyeHbl unum nepenonHeHsl. [lormmkHa ObiTe npeayc-
MOTPEeHa nogaya curHana TpeBoru.

8.1.2.5 B cnyyae KoH(NMKTa NPUOPUTET AOIMKEH UMETb (PYHKLMOHAN YNPABIIEHUA KPUTUYHBIM NPOMbILL-
neHHbIM 060pya0BaHMeEM.

8.1.2.6 [omkeH ObiTb peanu3oBaH NnaH pearupoBaHus Npu ucyepnaHum pecypcos. C nepcoHanom
JOMKHBbI NPOBOAUTBLCH 03HAKOMUTENbHBIE U NPAKTUYECKUE 3aHATUA. Takke AOMKHO OCYLLECTBATLCA ynpas-
neHne nnaHaMu U X JOKYMEHTUPOBAHUE.

MpumedvaHune 1 — lnaH pearupoBaHWUsl Ha aBapuu JOMXeH BKNovaTb B cebsl aHanu3 puckos, peanusa-
LMI0 COOTBETCTBYIOLLEH IKCMyaTauun B yXyALIEHHLIX YCMOBUSIX W/WMW PeXWMbl NpekpalleHust paboTbl, pexumbl
YMEHbLUEHHOTO NPOTOKONUPOBAHUS, NOjaYy CUrHanoB TPEBOrM YONIHOMOYEHHBIM Nonb3oBarernem u o6opygosaHuem
MOHUTOpPUHra.

MpumMmevyaHue 2—PasnnyHoe BrMsiHUe AENCTBUI B aBapUIAHBIX YCIIOBUSX U WX NOCINEACTBUIA Ha 6e3onacHoCTb,
Ha KpUTUYHbIE CpefcTBa aBTOMaTU3aLMmn U yHKLMOHan aKcniyaTaLmMoHHON 6e30NacHOCTU MOXET ObITb BLIABAEHO NyTem
aKkTuBauuu/aeaKTUBaLMN CETMEHTOB.

8.1.3 AnA rapaHTupoBaHuUs (PyHKUMOHANbHOM AO0CTYNHOCTM ICN A0mMKHbI ObITh peanu3oBaHbl Mepbl
6e30nacHOCTU C NPO3payHbIM yrpaBneHUeMm.

3710 060CHOBAHO TEM, YTO peanu3saums, 0OHOBNEHUe U yaaneHue ycnyr 6e30nacHOCTU He AOMKHbI OKa-
3blBaThb BAMAHUA HA (PYHKLUMOHanNbHbIE cBOiCcTBA ICS.
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MpuMmevyaHne — OJTO O3HAYaET, YTO MOXET UcNonb3oBaTLCA KoHgUrypauua ICS, nobbix EN 1 yaaneHHbIx
KIMMEHTOB U Nocse BcTpauBaHUs YHKLMIA 6e3onacHOCTM KOHMUrypaLusa He U3MeHsIeTes.

Mpasuna peanusauum NONUTUKKU NnpuseaeHsbl B 8.1.3.1.

8.1.3.1 Ecnu ycTaHoBKa, U3BMEHEHUE UMK yaaneHue npuBenu K oXxuaaeMsiM MU3MEHEHUSIM B 3KCnyara-
LUK, 3TO AOSMHKHO ObITb CKOOPAUHMPOBAHO C agMMHUCTpaumen ICS u/unm agMmuHucTpauuen, oTBeYaloLen 3a
6e3onacHOCTb.

8.1.4 Yacol Bcex ycrponcTB ICS f0OmKHbI ObITb CUHXPOHN3UPOBAHbI.

310 060CHOBAHO TEM, YTO TPEOYETCA AOCTYNMHOCTb TOYHOW BPEMEHHON CMHXPOHU3aLuu YCTPOWCTB OT
[OCTaTOMHO HAJEXHOTO UCTOMHUKA BPEMEHU, HAaNpUMEp, ANs rapaHTUPOBaHMS NOCNEA0BaTENbLHON perucTpa-
1M coObITUM B NPOTOKONAX ANsl X nocneayowero 00 LeaAMHEHUA U aHanuaa.

Mpasuna peanusavuuu nONMUTUKK npuseaeHsl B 8.1.4.1—8.1.4.2.

8.1.4.1 YcraHoBKa CTaHAAPTHOIO BPEMEHU U TPEOYEMOW TOYHOCTM.

8.1.4.2 Ucnonb3oBaHWe AAaHHbLIX BPEMEHU U3 OAHOTO UCTOYMHMKA. ECnu HEeT noaxoasuien kaptbl 4a-
COBbIX NOSICOB, UCMOSbL3YETCA UCTOUHUK BPEMEHM, MO KOTOPOMY BbINOMHATCA (PYyHKUMM 6e30nacHOCTU U
ynpasneHus.

n punMmedYyaHune — I'Io,qpasymeBaeTCH CUHXpOHU3aLuA YacoB yaaneHHoro KnueHTa u yCTpOI7ICTBa.

8.2 YnpaBneHue LenoCTHOCTbLIO

Ba3uc cuctemMbl JOMmKeH ObiTb YMEHbLUEH A0 MUHUMANbLHOIO KOAa, AaHHbIX KOHUIrypauuu, aKcnnyara-
LUMOHHbIX AaHHbIX. OHM JOMKHBI ObITb MUHUMANBHO HeOOXx0aAUMBIMU AN dhyHKUMOHana ICS u 6e3onacHOCTH
C TeM, 4T06bl NOBEPXHOCTb, 3aLMLLAEMAsn OT aTaku N0 PacKPbLITUIO AAHHLIX, Oblna MUHUMANBHOMN.

n pumevdyaHue — I'lpennonarae‘rcn, YTO UEeNOCTHOCTb NepeaaHHbIX AaHHbIX (To ecTb 4TO AaHHbIe ICS nepegaHbl n
NPUHATBHI HEU3MEHEHHBIMU MEXAY KOHEYHBIMU TOHKaMU CeCCUm) obecne4unBaetca NPOMBbIWNEHHBIMU CBA3HBIMU NPOTOKONaMN.

8.2.1 KoHndhurypauum annaparHbiX yCTPONCTB U MHTEPdENCOB AOMKHbI ObiTb YMEHbLUEHbI 0 MUHUMATb-
HO HEODXO0AUMBIX (YCUNEHUE 3aLUULLEHHOCTH).

3710 060OCHOBAHO TEM, YTO OObIYHbIE UMM He3aLMLLEHHbIe KOH(Urypaummn annapartHbiX CpeacTB coaep-
XAaT HEUCNONb3yeMble UHTEPdENChl U nepudepunHbie YCTPOMCTBA, KOTOPbIE YBENUYMBAIOT NOBEPXHOCTL aTa-
KM, B YACTHOCTU, ANS UHCAAEPOB.

Mpasuna peanusaumm NONUTUKK npuBeaeHsbl B 8.2.1.1 n 8.2.1.2.

8.2.1.1 HewucnonbsyemMmble onepatopoM uHTEpdeincsl BBOAA-BbIBOAA, NepudepuiHbie YCTPOWCTBA,
YCTPOWCTBA CBSI3N U XPaHEHUs1 AaHHbIX AOIPKHbI ObITb yAaneHbl UMM UHLIM CMOCOOOM GaenaHbl NOCTOAHHO
HepaboTOCNOCOBHbLIMU.

8.2.1.2 Wikadbl U CNOTbI, AOCTYMHbIE CHAPYXXU, KOTOPbIE€ HE MOTYT GbiTb yAaneHbl, A0MKHbI ObITh 3aLm-
LLiEHbI, TO €CTb 3anepTbl.

8.2.2 HeoGx0AMMO YyMEHbLLUMTbL A0 MUHUMArIbHO HEOOXOAMMOTO YPOBHS YUCNO NPUNOXKEHUH, a TaKkkKe
cnyx0 n ytunut O/S (ycunenue 3awuTsol).

3710 060CHOBAHO TE€M, YTO PUCK TOTO, UTO aTaKYIOLLMI OKaXKETCA CNOCOOHBIM PacKpbITb CUCTEMY, BO3pac-
TaET C YBENUYEHNEM YUCNA AOCTYMHbIX MPUINOXKEHNUI U CrYXKO HA XOCTaxX U yCTPOMCTBAX.

Mpasuna peanusaumu NONUTUKKU NpueeaeHsl B 8.2.2.1—8.2.2.4

8.2.2.1 [omKHbl JOKYMEHTMPOBATLCA CNUCOK U KOHpUrypaumsa npunoxexun, cnyx6 n ytunut O/S, Tpe-
OyeMbix ans akcnnyarauum ICS.

MpumevyaHne — HaGopbl paspelleHHbIX CPeACTB CBA3W MOTYT 3aBUCETb OT (POPMasibHOMO ONepaTUBHOMO Co-
CTOSIHUA 3aBOfa WIK y4yacTka, HanpuMep «HopMarnbHas aKcnnyatauusi», oGbABMNEHHas «3KCnyaTauus B aBapuiHbIX yc-
noBusix» nubo onepauumn Nno BBOAY B SKCMIyaTaLMio UM BLIBOAY M3 aKCnyaTauum.

8.2.2.2 lomkHbl AOKYMEHTUPOBATLCS BCE NMapameTpbl CETEBbIX CNyX0, TpebyembiX Ha X0CTax, Ansl BXO-
OALLMX U UCXOAALLMX MOTOKOB AAHHbLIX NP 0BMEHe UMK ¢ Apyrumiu Xoctamm u yctporicteamm ICN.

8.2.2.3 MpunoxeHus, cnyxobl n ytunutel O/S, He Tpebyemble ansa akcnnyarauuu ICS, gomkHbI ObITbh
yAarneHbl U3 KOHUrypauuini 1 ux pe3epaHbIX KOMUHN.

MpumedyaHue 1 — Cnyx6bl NpueMa HEMOCPE[CTBEHHOrO BELL@HNS AOMKHEI BbITh YAaneHsi.

MpumevyaHue 2 — Ecnu cnyx6bl 1 ytunutel O/S, He Tpebyemble ans skcnnyaTtauyuu ICS, He MoryT ObiTb
yAaneHsl, OHW JOMKHbI ObiTb BLINMOMHEHEI MOCTOSAHHO HEZOCTYMHEIMMU NBLIM NONb30BaTENAM.

MpumevyaHnune 3 — LUnw3 SGW Ha Base xocTa (Takke HasblBaeMbli NepcoHanbHelii SGW) genaeT HepaboTto-
cnocoGHoW nnn BnokMpyeT cBA3b, NpeAHasHa4YeHHYIo ANA HEKOTOPLIX CRyXB, HO HE yaanseT Koa.
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8.2.2.4 Tpebyemble npunoxenusi, cnyxobl n ytunutel OC, cnyx6bl 6e3onacHOCTU A0MKHBI GbITh HA MO-
BEPXHOCTM C YCUNEHHON 3aLUUTON OT atak 4o TOro, kak oHu OyayT noaknioveHbl K ICN.

MpumMmevaHune — WmMeroTcs Haunyywme npakTUYECKUe crnocobbl yCUNEHUs 3alUThl ANst pasfUYHbIX onepawm-
OHHBbIX CUCTeM (CM., HanpumMep, npeacTaeneHHble B NIST, NSA, SANS, ClSecurity).

8.2.3 [1omKHbI KOPPEKTHO NOAAEMKUBATLCS YHUKANbLHOCTb U NOANMHHOCTbL CO3[jaHHbIX KOHbUrypaLuid.

3710 060CHOBAHO TEM, YTO MOJIHOCTBLIO UAEHTUYHbIE KOHUIypaLUumn XocToB ByayT yBENMUMBATH NMOBEPX-
HOCTb aTaku U BO3MOXHOCTU PACKPbITUA, HaNpUMep Npu aBTOMaTU3MPOBAHHbIX aTakax, NPUBOASILLMX K pac-
KPbITUIO BCEX UAEHTUYHBIX CUCTEM.

B paHHOI nonuTuke npeaycMOTpeHbl NpeBapuTenbHbIE YCIOBUSI M OrPaHUYEHUs], 3aKMioYaloLWwmecs B
TOM, YTO pasnuyve B KOHMUrypauuax yCUnuT 3aluuTy 3a CHET HEU3BECTHOCTU. DTO yCUNEHUE MOXET ObiTb
JOCTUTHYTO, Hanpumep, 3a CYeT:

- AOMOSIHUTENbHbLIX 3aTpaTt, HanpUMep Ha aJiMUHUCTPUMPOBAHME U yNpaBMneHWEe NakeTamu KOppeKuuu,
Aenarowmmm o60pyaoBaHUe pasnmyaloLmMMEs;

- YMEHbLLEHUSA NOTEPb B 6€30nacHOCTH, 0BYCNOBNEHHbIX OLUMBKamMu onepaTtopoB M aAMUHUCTPATOPOB
U3-3a CNOXHOCTN KOHDUTYPUPOBAHUA.

MoXeT oka3aTbCA HEBO3MOXHbIM U3MEHUTb HACTPOWKU, BBEEHHbIE, HANPUMEP, U3rOTOBUTENSIMA Ha
cTapom o60pyaoBaHum.

Mpasuna peanusauuu NONMTUKKN NpuBeaeHbl B 8.2.3.1—8.2.3.3.

8.2.3.1 Cucrembl, CKOHUTypUpOBaHHbIE M3rOTOBUTENEM NMOO KIOHMPOBAHHbIE BNnaaenbLemM/oneparo-
POM WU CUCTEMHBLIM MHTErPaTOPOM, AOIKHbI ObITh M3MEHEHLI. Mpu 3TOM HEOBX0AUMO U3MEHUTL HACTPOIAKM,
3aJaHHbIe N0 YMOMHaHWIO UnU 06LIYHO UCMONb3yeMblE, U CAENaTb NX YHUKaNbHLIMU.

8.2.3.2 NameHeHue HacTpoek AONMXKHO OblTb 4OKYMEHTUPOBAHO. HacTpoiku AOMmMKHbI ObiThb NPO3payqHbI
ANsi NONb30BaTENs U 3aLUULLEHbI OT U3MEHEHUS.

8.2.3.3 YHuKanbHble HAaCTPOMKK, CO3aHHblE BnagenbLem/onepaTtopoM, MOryT ObiTb BOCCTAHOBIEHbI
nocne yCTaHOBKU NaKETOB UCMPABIEHUS.

Il puMmedyaHune — MakeTbl I/ICI'IpaB.I'IeHI/IVI MOIyT BOCCTaHOBUTb 3afjaHHble A0 3TOro HaCTpOﬁKVI, BHGMpaeMbIe no
yMOn4aHuto.

8.2.4 [lomKHO OCYLLECTBNATLCSA YNpaBfeHne yCTaHOBKON CUCTEMbl M YCTPOMCTB, HanpuMep yCTaHOBKON
KOHpMrypaumin, npoLeccoB 3anycka, nogaepxaHus pabotocnocoOHOCTU U ONepaTUBHON LENOCTHOCTHU.

3710 060CHOBAHO TEM, YTO KOMMOHEHTbLI CUCTEMbI U UX CBSI3W JOIMKHBI COOTBETCTBOBATD XXENAEMOMY CO-
CTOSIHMIO HAAEXHOCTU. C 9TON Lienblo HACTPOWKU CUCTEMbI JOIKHBI YNPaBnsATLCA U OGHOBAATLCA Tak 4acTo,
HacKomnbKO 39T0 HE0BX0AUMO C TOUKM 3peHns Be30nacHOCTU.

B paHHOW MOnMTMKE NpeaycMOTpeHbl NpeaBapuTenbHble YCIOBUSI M OrpaHUYeEHUs, 3aknovalowmecs B
TOM, YTO B LIEMTOM NaKeTbl UCMPaBNEHUii U OBHOBMNEHUS HE AOMKHbI YCTaHABMNMBATbLCS Cpa3dy Nocne ux nosene-
Husi. OaHako OGHOBMEHUE UMM NaKeT UcnpaBneHunii 6e30MacHOCTU MOXET KOH(MUKTOBATL ¢ (PYHKLMOHANOM
CUCTEMbI YNPaBNeHNA, NPUBOAS B Pe3ynbTaTe K YXYALLEHWIO UMM HEAOCTYMHOCTU (PyHKUMOHana, nubo Moxet
YXYALUUTLCS PEXXUM PabOoThl MO BPEMEHMU.

MoxxeT ObITb BEPHbLIM M OGpaTHOE: NAaKET UCMPABIIEHNS CUCTEMbI YNPABNEHUSA MOXET KOH(pNMKTOBaTh C
Mepamu 6e30nacHOCTU, YTO NPUBOAUT K YXYALUEHUIO UK HEAOCTYNHOCTU chyHKUMOHana 6e30nacHOCTH.

O4eBUAHO, YTO U3FOTOBUTENb CUCTEMbI aBTOMaru3auun He cnocobeH NpoTecTupoBaTb OOHOBNEHUE UNu
nakeT UCNpPaBneHUn Ha Kaxa0M BO3MOXHOM BapuaHTe CUCTEMbI, B YACTHOCTU HA KOHKPETHON peanu3auun ICS.

MNpaBuna peanusauuun NONUTUKK NpUBEAEHbI B 8.2.4.1—8.2.4.6.

8.2.4.1 [omkHbl 6bITh paspaboTaHbl, JOKYMEHTUPOBAHbLI U NOAAEPXUBATLCA B paboTOCNOCOGHOM CO-
CTOSIHUK TeKyLume 6a30Bble KOHUrypauum.

8.2.4.2 PeecTp KOMMNOHEHTOB CUCTEMbI U ONEepPaTUBHOE COCTOSIHUE AOIMKHbI COXPAHATLCA, a Takke A0MK-
Hbl CO34aBaTbLCA UX PE3EPBHbIE KOMUU U apXUBbI, U UX LIEMOCTHOCTb AOMKHA ObITb 3aluyLUeHa.

8.2.4.3 OGHOBNEHMA U NakeTbl UCMpaBREHMIn 6e30MacHOCTU AOMKHbLI pacCMaTpuBaThbCa TONLKO nocne
YTBEPXAEHUA UX U3FOTOBUTENEM COOTBETCTBYIOLLIETO YCTPOWUCTBA UIU CUCTEMBI.

8.2.4.4 YTBEpXaeHHble U3roToBUTENEM ODHOBMEHUS UM MaKeTbl UCMPABNEHU BE30MacHOCTU AOSDKHbI
yCTaHaBNMBATLCA TOSbKO NOCAe AONOMHUTENbLHOIO TECTMPOBaHUA Ha ICS.

n pumedyaHue — Ecnu Bo3smoxHo, npu TeCTUpoBaHUKX Ha 3aBoje AOJMKHbI BbINOJTHATLCA: paapa60TKa CUCTEM,
pesepBHOE KONUpoOBaHUE U TPEHUHTU.

8.2.4.5 MNepepn ycTtaHOBKON Ha ICS HOBbIE NPUIOXEHUSA, CIY>XDbl U NaKeTbl UCNPaBNEHUI AOMKHbI ObITb
noANUCAaHBI.
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8.2.4.6 PUCKM 4aCTUYHOIO OTKa3a CUCTEMbI UMNN OTKITOHEHUI OT HOPManbHOIO PYHKLIMOHUPOBAHUA, AEH-
CTBYIOLLME BO BPEMSA YCTAHOBKM CUCTEMbI U MOCHE €e YCTaHOBKW, AOMKHbI ObiTb OLIEHEHbI U YMEHbLUEHbI, Ha-
npumep, 3a CYET pasBepTbiBaHUsA OOHOBMEHUN.

MpumedaHune 1 — [omKeH CylLecTBOBaTb MPOLIECC paspelleHnn BO3HUKatoWuUx NpoGnem, BKIoHatoLWWiA oT-
KaT K nocrefHeMy HafleXHOMY W (yHKLMOHANBHO KOPPEKTHOMY COCTOSHUIO.

MpumedaHue 2 — YToObl COXpaHUTb HEKOTOPLIE (PYHKLUWW YNpaBneHUa Npu BO3HUKHOBEHWW NpoGnem ¢ Mo-
AudrkaLeit nporpammMHoro obecnedeHms, AomnyckaeTcst paccMOTPeTb BapUaHT NO3TanHOro passepTeiBaHuUs.

8.2.5 [JOmKHO OCYLLECTBNATLCA YNPaBeHUe UCTONHAEMbIMU 06pasamm, OCHOBHOW M pe3epBHON KONMein
O/S, nHhopmaumenn 0 COCTOAHUM U NPOU3BOACTBEHHOW UHGOPMaLIMEN.

3OT0 060CHOBAHO TEM, YTO COOTBETCTBYIOLLASA LIENOCTHOCTb UCNONHAEMOro o6pasa U pe3epBHON KOnuu
rapaHTUPYeT, YTO BCS BaXKHAsA MHPOPMALIMA U NPOrpaMMHOe 06ecnedYeHne MOryT ObiTb BOCCTAHOBNEHLI NOCKEe
WHUMAEHTa Unu oTkasa anst 6eICTPOro Bo306HOBNEHUA paboTbl, o6ecneveHus LenoCTHOCTU U AOCTYNHOCTH
CUCTEM W JaHHbIX.

Mpasuna peanusauyuu NONUTUKK npuseaeHsl B 8.2.5.1—8.2.5.4.

8.2.5.1 [JOmKHbI PEerynsipHoO BbIMNOSHATLCH PE3epPBHOE KONUPOBaHME U HAAeXHan apxusaums, peseps-
Hbl€ KOMWUU JOMKHbI TECTUPOBATLCA U BbINOSHATLCA NOATBEPXKAEHUE UX NOANMUHHOCTY.

8.2.5.2 Pe3sepBHasa Konus 4OPKHA coaepxartb B cebe Bce napamMeTpbl PyHKUMOHana GesonacHocTy,
NPOWU3BOACTBEHHOrO PyHKLMOHANA U OnepaTUBHO Tpedyemble napameTpbl hyHkuMoHana ans GbICTPOro BOC-
CTaHOBMEHUS.

8.2.5.3 JomkHbl BbITb YCTAHOBMEHLI M AOCTYNHLI YTUNUTLI, NPOBEPAIOLLUE LENOCTHOCTL halnoBoi cu-
ctembl O/S, nossonsiiome 06HapPYXUTb U3MEHEHUs. JOmkHbl ObiTb AOCTYNHLI NpoUeaypPbl U UHCTPYMEHThI
NS TOMHOrO BOCCTaHOBMNEHUs B Tpebyemoe cocTosiHue.

8.2.5.4 [lomkHbl NpeaoTBpaLLaTbCa HepaspeLlleHHbe U3MEHEeHUA KOHurypauyumn, Hanpumep, ¢ NoMo-
b0 BPEeJoOHOCHOTO NPOrpaMMHOro o6ecneyeHus unu sapaxeHusa supycamu. Ecnu 310 BCE >Xe NpousoLLno,
[OMKeH ObITb BblAaH CUrHan TPEeor, U Nocne COOTBETCTBYIOLWETN0 pearupoBaHUA AOMKHbI ObiTb MPUHSATHI
Mepbl MO UCNPABIEHUIO CUTYaLUK.

MpumedaHune 1 — Pecypchl ICS MOryT cMNbHO Neperpyxartbes Npu ckaHWpoBaHuu. CM. ynpasneHue AocTyn-
HOCTLIO PECYPCOB B HACTOSILLEM CTaHAapTe.

MpumedaHune 2 — CKaHepbl BpEAOHOCHOIO NMporpaMMHOro obecneyeHnss U BUPYCOB, UCMOMNb3ytoWue noa-
nucy, appeKTUBHLI TONBKO ANA TEKYLYUX NOANUCEN.

MpuMeydaHune 3 — CkaHepbl AOMKHbI GbITh pa3BepHYTH U CKOH(UIYpUpOBaHLI TONMLKO TakuM 06pa3soM, Kak
yKasaHO U3roTOBUTENEM CUCTEMbl aBTOMaTU3aLuK, U cCKaHUpOBaTb TONbKO 0603HaYeHHoe 06opyAoBaHue.

MpumMmedaHue 4 — CkaHepbl M NOANUCK AN XOCTOB M YcTpoilcTB COTS, He ABMAOLMXCA KPUTUHYHBIMUA, MOTYT
ObITb yCTaHOBNEHbI BiagenbLem/onepaTtopoM Ha CBOI pUCK, NPU 3TOM crnegyeT obecnevnTb, YTobbl CKaHUpOBaHWE He Ha-
pyLIano KpUTUYHBIX FPaHuL, HanpuMep, CETEBLIX YCTPOWUCTB.

MpumevaHue 5 — Tllognucu COTS MOryT NOXHO UAEHTUMLUPOBATL HEKOTOpPLIE JlerarnbHeble dannsl cneyu-
anbHbIX NPUIIOXKEHWIA Kak BpeJOHOCHOE NporpaMMHoe obecneyeHune. [1oSTOMy NOANMCH AOMKHBI BbITh TECTUPOBaHLI 40
NPUMEHEHUS K KOHKPETHOI CUCTeMe aBTOMaTu3auun Uimn AOMKHO ObITb NosyyeHo ofobpeHue y U3roToBUTENS COOTBET-
CTBYIOLEN CUCTEMBI aBTOMaTU3aLum.

8.2.6 YnpaBneHue LENOCTHOCTbIO AOIDKHO BKIIOYATb MOHUTOPWHI, MPOTOKONMPOBaHWE, npoueaypbl
ackanauuu aBapui.

310 000CHOBAHO TEM, YTO 0€3 MOHUTOPMHIa LIENOCTHOCTM M aBapui Bnaaeneu/oneparop He CMOXeT
[0Ka3arb, UTO LeNnoCTHOCTL Bbina obecneyeHa. MpoTokonupoBaHue Takke HeobxoauMo Ana obHapyeHus
OTKINOHEHUI OT HOPMbI U cyaebHoro pasbuparenbcrea.

8.2.6.1 [lomkeH OCyLLECTBAATLCA LIEHTParnv3oBaHHbIN MOHUTOPUHI BCEX LUM030B SGW,

MpumeyaHne — CMm. npoTokonuposaHue B 7.3.4.2.

8.3 YnpaBneHue norm4yecKkum goCcTynom

MapaHTUpyeTCsl TONbKO CaHKLMOHMPOBAHHbLIA JIOrMYECKUM AoCTyn K pecypcam ICS B COOTBETCTBUU C
NPUCBOEHHbLIMU MPUBUSIETUSIMU.

8.3.1 [omkHbI ObiTb NPUCBOEHBLI 0COOEHHOCTH, yCTaHaBMNMBAIOLUE NOANMHHOCTL, agpeca, Knovu, CooT-
BETCTBYIOLUME CepTudMKaThl MONb30OBAaTENEN U YCTPOWCTB, a Takke npasa/npusuneruu. Takke AOMKHO OCY-
LLECTBAATLCA YNpaBieHUe BCEM NEPEYNCIIEHHBIM.
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OT10 060CHOBAHO TEM, YTO NPOBEpPKa NOAMMHHOCTU MONb30BaTENEN U YCTPOWCTB B TOMKAX OKOHYaHUSA
CECCUM CBAI3N CAEenaeT HEBO3MOXHbIM HECAHKLIMOHMPOBAHHbIA A4OCTYN U OTKAa3 OT hakTa Nony4YeHus unm oT-
npasneHusi coobueHns. Ans 6esonacHocTu ICS BaXKHO OrPaHUYUTL NPUBUIEMMU KaXaOro nonb3oBaTens 4o
MUHUMAanNbHO HEOBXOAUMBIX ANA dKCnnyaTauun u nogaepxaHus padorocnocobHoctu ICS.

B AaHHON NONUTMKE NPeayCMOTPEHbI NMPEABAPUTENbHbIE YCIOBUSA U OrPaHMYEHNs1, 3aKNo4atoLmMecs B
TOM, YTO OTKPbITbIA TOTMYECKUI JOCTYN MOXET ObITb HEOOX0AUM, HANPUMEP, ANA SKCMMyaTauuu, BeINOMHAe-
MOV U3 KOHTPONbHOW KOMHAaTbI, U3 KOTOPON OCYLLECTBNAETCA ynpasrneHne 6e30nacHOCTbO (PYHKLMOHMPOBA-
HUSA. STO UCKNIOYEHNE AOMKHO KOHTPONMPOBATLCA 3a CHET (PUSUUECKOTO OrPaHUYEHUA AOCTYNA B KOHTPOMb-
HYIO KOMHaTY.

Mpasuna peanusauuu NONUTUKK npuseseHsl B 8.3.1.1—8.3.1.9.

8.3.1.1 JomxkHbl O6bITb yaaneHbl cepTudukaTtbl, 3a4aHHbIE NO YMONHYAHUIO HA 3aBOAE-U3rOTOBUTENE.

8.3.1.2 MNMonb3oBaTensamM 1 yCTPOUCTBAM JOMKHbl ObITb NPUCBOEHbI MUHUMANBHO HEOOX0AMMbIE NPU-
BUMErMN U TONbKO Takme, KOoTopble TPebyloTCsa ANns 3KcnnyaTauuu B COOTBETCTBUM C UX POMAMM MPU KC-
nnyarauuu.

MpuMmevyaHne 1 — Y4yeTHble 3anucu, HasHa4YeHHbIe MO YMOMYaHMIO, U yCTapeBLUne cepTudUuKaTel McTopuye-
CKM BbINM 0g4HUMU U3 caMblX BonbLUMX Yrpo3 GezonacHocTU. B HacTosALeM cTaHgapTe NPUHATO NPeAnonoXeHWe, YTO OHU
ObINy M3MEHEHbI MPK YCTaHOBKE CUCTEMBI OMNepaLmeil KOHTPOMS LieNOoCTHOCTY CUCTEMbI, CM. pasgen 8.2.3.1.

MpumevyaHune 2 — TIpMHLMN HAUMEHbLUMX NPUBMMErUiA — 3TO NpUHLKN oBecnedeHns GesonacHoCTy, rapaH-
TUPYIOLLMIA, YTO Kaxaas cucTeMa UCMonb3yeT MUHUMarbHbIe PECYPChI U TOMBKO TE aBTOpU3aLnm, koTopsle Tpebytotca ana
ee paboThl.

MpumMmeyaHue 3 — YnpasneHue AOCTYNOM Ha OCHOBE porieil — 3TO XOPOLLO oTpaboTaHHasa cxema ynpaene-
HUSA U palMoHanusaLmm npas AocTyna Ans 6onbLWKUX rpynn nonb3oBaTeNei Unu ycTpoicTB ¢ nameHsaowmMnuca Tpebosa-
HUAMMW 4OCTYMa U MOXET BKMIOYaTh UX NMPUCYTCTBUE Ha (U3NYECKOil NNoLLafKe B COOTBETCTBYIOLMIA NepUos BPEeMeHN.

MpumevyaHne 4 — PasgeneHue nonb3osaTeneil No pasnu4HbIM, COBMECTHO yNpaBnaeMbiM PONSM yMeHbLUa-
€T BEpPOATHOCTL aTak UHCanepos.

8.3.1.3 Korga nepcoHarn oCTaBnsieT CBOU PONU UMK OHU MEHSIOTCSA, A0MKHbI OOHOBNATLCA YYETHbIE 3a-
nNUCK 1 NPUBMIErNM YyNpaBneHUs JOCTYMNOM.

MpuMmevyaHne — M3MEHEHWUS AOMKHLI BHOCUTLCS BLICTPO, cpasy Nocrie TOro Kak NpOU3OLLITU COOTBETCTBYHO-
Lue cobbITHS, TO eCTk Nocne npekpalleHus 06a3aHHOCTe), U3MeHEHMIA B 3aKpEnEeHUsIX U HacTpokax yCTPOACTB.

8.3.1.4 Ina ayteHTUPMKaUMM A0MKHbI UCNONb30BATbLCS CNOXHbLIE CepPTUMUKATDI.

MpumevyaHue — [OMmKHbI KOHTPONUPOBATLCA ANMHA W XapaKTEPUCTUKM Naporieid, OHU AOIKHBI ObITh focTa-
TOMHO CMOXHLIMU, YTOGLI NPeaoTBPaTUTL UX 0GXOA, HaNpUMMep, C NOMOLLLIO AOraA0K U paccyXAeHuil unu Banoma. Ecnu
OHW NpU3HaHbI NPOCTLIMU, HeOBX0ANMO A06aBUTE AONOINHUTENBHBIE (DAKTOPLI, HAaNpUMep MCNonb30BaHUe annaparHbIX
Krtodeit, GUoMeTpun, orpaHu4eHne U3NHecKoro JOCTyna K NyrsTy ayTeHTUUKALMK.

8.3.1.5 Aina dainos., npunoxeHui, UHCTpyMeHTOB O/S, cnyx0, YCTPOWCTB U CETMEHTOB JOIMKHbI ObITb
yCTaHOBNEHbI NpuBUnerun Hanbonee NOAXOAALLENO YPOBHSI.

MpumevyaHune 1 — HekoTopble yTUNUTEI OfS NO3BONAIOT 3HAYUTENBHO U3MEHUTB COCTOSAHME, HACTPOWKY XOCTa
1 BCEW cUCTeMbl aBTOMaTU3aLUuKn. BonblIMHCTBY Nonb3oBaterneit cucteMbl ICS, HanpuMmep onepartopam, MOXeT He Tpebo-
BaTLCA AOCTYN KO BCEM 3TUM YTUAUTaM (UMK K UX YacTwm).

MpumevyaHne 2 — BONbWKWHCTBO KaHAMOB CBA3M, MAYLLUX CHAPYXMN B CErMEHT U U3 CEerMEeHTa HapyXxy, U ka-
HaroB CBSI3U MeXAy CerMeHTaMu JOMkKHbI OGbITb acCOLMUPOBaHLI ¢ NpaBamMu AOCTYNa norb3oBarernei U yCTPOWCTB K STUM
cerMeHTam.

MpumevyaHune 3 — [MpuBUNErUM yCTaHOBKU UCTIONHSEMBIX (haiinoB, HaNpUMep NMPUNOXeHUIA, JOMKHEI CTPOro
KOHTPOSIMPOBATLCA.

8.3.1.6 lNpuBunerun cBA3M AO0MKHbI YCTAHABNUBATLCA OTAEMBbHO ANA UCTOMHMKA U HA3HA4YEHUs — Mo
YCTPOWCTBaM, XOCTaM U HOCUTENAM.

MpumevyaHnue 1 — Ocoboe BHUMaHUe criefyeT yAensATb NPUCBOEHUIO IP-agpecoB U ynpaBneHuio MMu, Ha-
npuMep TpaHCcnALMKN agpecoBs, 3aBUCUMOCTSIM CETMEHTOB OT Macok NoaceTei, cnyx6e kaTanoros, pasmMeLLEHNIO COOTBET-
CTBYIOLYMX cepBepoB, cnyx6e aoMeHHbIX UMeH (DNS), npegoTBpaLleHUIo UICNONb30BaHUSI TPAHCNSLMMN CETEBLIX afjpecoB
(NAT), ncnonbayembix ICN.

MpumeyaHne 2 — He aonyckaeTcs OTKPLITOE 3aKpENIEHUE, HaNpUMep 3aKkpenneHue U MOHTUPOBaHUE AUC-
KoB, NM60 BeLlaHne BO BHELUHWE CETU UIIU U3 HUX.
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8.3.1.7 lMNpusunernn Ha M3MeHEeHUe HaCTPOEeK KOHpurypauumn onepauuoHHbIX CUCTEM U annapaTHbIX
CcpeacTB AOMKHbI CTPOro KOHTPONUMpPOBAaTbCA.

8.3.1.8 ins npusunernii Ha U3BMEHeHMe HaCTpPoeK KOHUIrypaLmm, BIMSIIOLLMX HA 6€30NaCHOCTb U CyLue-
CTBEHHO BMUAIOLIMX Ha NPaBUbHOCTb (PYHKLMOHUPOBAHUA ICS — Ansi KOMMYTATOPOB, MapLUPYTU3aTopOB,
cuctem obHapyxeHus BTopxxkeHun IDS, wnio3oB SGW u T. A., AomkHa ObITb NPUMEHEHA CUMbHAA 3awmTa
yrnpaBneHus 4OCTYMNOM.

8.3.1.9 JomxHbl ObITb YCTAHOBMEHbI KOHKPETHbLIE NPOLEAYPbl NPOBEPKU MPUBUIIETMI YyNPABIEHUA
AOCTYNOM, FrapaHTUpyloLmMe, YTO NPUBUIETMU U YPOBHU, NPUCBOEHHbLIE KAXAOMY NOMb30BaTENi0 WK
YCTPOWCTBY, YNOTPEONATCA M UCMONb3YIOTCA NO Ha3Ha4Y€HUI0, 06OCHOBAHHO U COOTBETCTBYIOT TEKYLUUM
TpeboBaHusaM.

8.3.2 B cnyyae cnaboctu mMep ynpasreHusa AOCTYNOM AOMkHbI ObiTh peann3oBaHbl 4ONOSHUTENbHbIE
Mepbl 3aWMTbl KOHPUAEHUMANBHOCTM UMK NOBbIWEHLI TPeBoBaHUA K KOH(DUAEHUNANBHOCTY.

3710 060CHOBAHO TEM, YTO 3aLyMTa AOCTYNA K YCTPOWCTBAM M HOCUTENSIM, coaepKalumM KOH(DUAEHLM-
anbHble JaHHblE, MOXET OKa3aTbCsl HEAOCTAarO4HON u3-3a TpeboBaHWUI NOBLILWEHNSA KOH(OUAECHLMANbHOCTU
JaHHbIX, HanNpuMep MpW HanWyuuM HEeHaAeXHbIX kabenen wnu ana ceptTudukaToB nonb3osarenei. B aTom
cny4ae MoxeT notpebosarbes LMdpPOBAHME.

Mpasuna peanusaymun nonuTMKKU npuseaeHsl 8 8.3.2.1 n 8.3.2.2.

8.3.2.1 B aBTOHOMHbIX BHELUHMX yCTponcTBax SED 4yBCTBUTENbHBLIE NPOU3BOACTBEHHBbIE AAHHBIE [JOIDK-
Hbl ObITb 3aLUMLLEHbI OTAENbHO OT AAHHBLIX MPOrPaMM.

8.3.2.2 Heob6x04MMO N3MEHSTb METOAbI LUM(PPOBAHMA U NPOBEPATL UX, YTOObLI rapaHTUPOBaTb PA3yMHO
A0CTaTOMHYIO CONPOTMBMAEMOCTb K MPSAAMbIM arakam B TEYEHME OXMUAAEMbIX NEPUOAOB BPEMEHMU.

MpumedaHue 1 — CnoxHoe LUNGDpPOBaHUE NOAPA3yMEBAET NEPUOAUYECKYIO CMEHY KITlOYel, ynpaerneHue
KIKo4aMy, a Takke Nepuognyeckoe pU3NUeckoe YHUMTOXKEHUE Kitoveld, HoCUTenei N AaHHbIX.

M pumedaHune 2 — BpeMFI Mexay 3STUMu cobbITUAMU [ONMKHO ObITb C6aJ'laHCI/Ip0BaHHbIM, Tpe6OBava
6e3onacHOCTU AOMKHbI ObiTh BbINOIHUMBIMUA Npu HapylweHUAxX KaHana cBA3n Mexay CTopoHaMu.

8.3.3 MNpwu nosbiLeHnn TpeboBaHUi MO HEBO3MOXXHOCTU OTKa3a OT aBTOPCTBA COOOLLUEHUS AONONMHUTENb-
HO AOMKHbI BbITb peanu3oBaHbl Mepbl, AenatoLme 0TKkas OT aBTOPCTBA COOOLLEHNS HEBO3SMOKHbIM.

3710 06OCHOBAHO TEM, YTO rapaHTMpPOBAHME OTBETCTBEHHOCTM NyTEM HEBO3MOXHOCTM OTKa3a OT aBTop-
CTBa COOBLLEHUA ABNSETCA OAHONM U3 Hanbonee BaXkHbIX MEp NPOTUB aTtak MHCAWAEPOB.

MpumevyaHne — MoryT okasaTbCs NPUroAHLIMU MEPLI KpUnTorpaduu.

8.3.4 Ha BblaeneHHOM 060pya0BaHUK, B COOTBETCTBUM C 3aKpeNmneHHbIMWU NPUBUNETUSIMU, JOIDKHbI ObITh
YCTaHOBMEHbI ¥ MHULMANU3UPOBaHbI NPUBUNErnM ayTeHTuduKkauum, 06MeH Knovamum, MexaHusMbl ynpasne-
HWA AOCTYNOM. JJOMXHO OCYLLECTBRSTLCS ynpaBneHue npuBunerusMm ayteHtudukaumm, 06MeHOM Knioyamm
U MExaHu3MamMm ynpasneHus 4OCTYNOM.

310 060CHOBAHO TEM, YTO AN YNPaBneHusa A40CTynom Tpebyercs ayTeHTudmKkauus.

B gaHHOM nonutuke NnpeaycMOTPeEHbl NpeaBapuTeNbHbIE YCITOBUMA U OFPaHUYEHUS, 3aKI0YaloLLmMecs B
TOM, YTO MpPU aBapun AOSPKHbI ObITb NPEAYCMOTPEHbI BO3MOXHOCTU AN NPUHYAUTENLHOrO 00x0aa OTKasas-
e ayTeHTUudukaumm, Hanpumep, u3-3a BO3MOXHOIO TEXHUYECKOro 0TKasa NoACUCTEMbI YNPAaBIeHns ayTeH-
TMdMKaUMEN u JOCTYNOM UMK M3-3a OTCYTCTBUA oneparopa.

MpaBuna peanu3auuu NOAUTUKW NpuBeaeHbl B 8.3.4.1 1 8.3.4.2.

8.3.4.1 [lomkHo ObITb 06ecneyeHo acpdeKTUBHOE aAMUHUCTPUPOBAHWUE MPUBUIETUI C UCTIONb30BAHNEM
WUHCTPYMEHTOB U, MO BO3MOXHOCTU, CPEACTB aBTOMATM3aUMK, TaKUX KaK CepBepbl ayTeHTUMUKALUU U LIEHTPbI
Knoyen.

MpuMmevyaHne — CepBepbl ayTeHTUDUKALMK N LEHTPBI KITHO4EA COAepPKaT BbICOKOUYBCTBUTENbHLIE faHHbIe
W LOMXHbI BbITb pasMelleHbl BHYTPW 3aBoga, KoHTponupyemoro agMuHuctpauunei ICN. OHU JomkHb! BbiTb 3aLULLEHb
TIOrUYECcKU 1 hU3ndecKn.

8.3.4.2 [lomkHo BbITb ONpeeneHo AeiCcTBUE CUCTEMbI NPKU COBLITUM OTKa3a ayTeHTudukaumm.

MpumevyaHue 1— MoryT 6biTb 3aaHbl CTaHAAPTHLIE AeACTBUSA, HAaNPUMep HeorpaHUYeHHOe YUCO MOMbITOK,
HeorpaHU4YeHHOe YKUCIO NOMBLITOK C Bo3pacTatoLLeil 3afepxKoil, BNokMpoBKa nocrie 3afaHHoro Yucna nonbIToK, BO3MOX-
Has reHepauus 1 ackanaumsa coobLUeHNi aBapuitHON cUrHanusayum.

MpumedyaHune 2— MoxeT GbiTb UCMONB30BaHa NpoLeaypa Nepeadn Ha XpaHeHue TPETbeMy NULY, rapaHTupy-
toLast HEBO3MOXHOCTL CUTYaLMii HEKOHTPOMMPYEMOrO MOMbL30BATENBCKOro 4OCTYNa UK oTkasa oT aBTopcTBa.
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8.3.5 [lomkHbl OCYLUECTBMATLCA MOHUTOPUHT M NPOTOKONUPOBAHUE MPUBUMErMIA ayTeHTUdMKaLun, 06-
MeHa KrnovYamMu U MeXaHM3MOB YNpPaBreHUs 4OCTYNOM.

3710 060CHOBAHO TE€M, YTO NPOTOKOSIbI NPUBA3LIBAIOT NOMb30BATENEN K YCTPONCTBAM W NMO3BONSAIOT yCTa-
HOBWUTb aBTOPOB NPOM30LUEALLIETO U UX OTBETCTBEHHOCTb.

B JJ,aHHOI7I noNUTUKe npeaycMoTpeHbl npeaBapuTeribHble YCNOBUA U OrpaHUYeHus, 3aknoyalowmecsa B
TOM, YTO HEKOTOPbIE 3AaKOHbI, KacatoLymuecs KOHCbVI,EleHLI.VIaJ'IbHOCTI/I, MOTyT I'IOTpe(SOBaTb YMEHbLUEHUA AaHHbIX
OTYETA MU UX AHOHUMHOCTM.

Mpasuna peanusauuy NONUTUKN NpuBeaeHbl B 8.3.5.1.

8.3.5.1 [na nonb3osartens (N0 KpanHen Mepe Ans nonb3oBarTens, YyCTAHOBWUBLLET0 CECCUIO) [ 0IDKHbI
ObITb 3aNPOTOKONMPOBaHbLI BPEMS U BCE AENCTBUSA, KacaroLumecss 6€30nacHOCTU, KOTOPbIe ObINK BLIMONHEHbI
C AaHHOrO NyrnbTa ynpaBneHus.

MpumedaHune — OB6 MUCNONL30BaHMU U MOHUTOPUHIE focTyna B cuctemy cM. MCO/M3K 27002

8.4 YnpaBneHue 13nvyeckum 4OCTYNOM

YnpaeneHuwe pu3nyeckum JOCTYNOM rapaHTUPYET TONMbKO CAHKLUOHUPOBAHHbLIN PU3UYECKUMIA AOCTYN K
pecypcam ICS Ha nnowaake B COOTBETCTBMU C MPUCBOEHHLIMU NPUBMAETMAMU, B TOM YUCNE CAHKLIMOHMPO-
BaHHbIN JOCTYN K 000PYAOBAHUIO U MHCTPYMEHTAM, HOCUTENAM UNKU K MHDOPMALMKU B LIENOM.

8.4.1 XocCTbl, yCTPONCTBA, HOCUTENU AOIKHbI ObITh 3aLLUMULLEHBI OT HECAHKLMOHUPOBAHHOTO A0CTYNa, ne-
peMeLLEHNs, pa3pyLLEHst U BOPOBCTBA. 3aluuTa JOMmKHa YAOBMNETBOPATL COOTBETCTBYIOLMM TPEGOBAHUSAM.

3710 060CHOBAHO TEM, UTO B AONONHEHMe K noruyeckon 3awure ICS gomkHa ob6ecneunearb pusmye-
CKYIO 3aLUMTy NyTEM MEXaHUYeCcKon BNOKMPOBKU, Pa3MELLIEHUSI XOCTOB, YCTPOUCTB U HOCUTENEN B 3anepTbiX
Ha 3aMOK wkadax ANnsi UCKMIOYEHUA UX BOPOBCTBA, NOPYM, NEpPEMELIEHUS U HECAHKUMOHUPOBAHHOIO A0-
CTyna K HUM.

MpumedaHune — Ob6opyaoBaHUe, HafleXHOE B PU3NYECKOM CMbICNE, BKOYaET B cebs:

- KOMHaThI, LWKadbl, KOXYX1 KOMMYTaTopoB, SGW, kopnyca Ans nepcoHanbHbIX komnbioTepos (MK);
- MoGuNbHOe o6opyaoBaHue U HocuTenu, Hanpumep MK, nopTaTUBHLIE KOMNBLIOTEPSI

- USB-nopTbl, NpUBOAbLI AUCKET;

- aBTOHOMHbIE MPOMbILLNEHHbIE YCTPOUCTBa YNpaBreHns,

- kabenw.

8.4.2 [OMKHO OCYLLECTBNATLCA ynpaBneHue OCOOEHHOCTAMM (YCTaHABNMUBAIOLMMU MOANIMHHOCTD),
aipecamMu, KniovYamu, COOTBETCTBYIOLLMMU cepTudmkaTtamm Nonb3oBaTenei n yCTpomcTB, a Takke npaBamMu u
NPUBUIETUAMU.

3710 060CHOBAHO TeMm, UTO AnA 6ezonacHocTu ICS BaXkHO 06ecneunTb 3aKkpenneHue 3a nornb3oBaTernem
npueunernii 40CTyna k 060pyaoBaHuUIO aKkcnnyarauun n nogaepxaHus paborocnocobHoctu ICS.

B gaHHOW nonutuke npeaycMOTPeHbl NpeaBapuTENbHbLIE YCINOBUSI U OTPAHUYEHUS], 3aKITIOYaloLMeECcs B
TOM, YTO MEHEIXXMEHTOM N0 NepCcoHany AOMKHbI KOHTPONUPOBATLCA HAAEXKHOCTb U MNAaTeXecnocoOHOCTb
NOAYMHEHHOro eMy nepcoHana.

Mpasuna peanusauuu NONUTUKN NpuBeaeHbl B 8.4.2.1.

8.4.2.1 MpuBunerumn gocryna A0MmKHbl ObiTb aCCOUMUPOBaHbI C AOCTYNOM Yepe3 BOpoTa (Ha BXOA U Bbl-
X0A)) CErMeHTa U, Npu HEOBX0AMMOCTU, C APYIUMU CEFMEHTaMM.

8.4.3 [ofMKHbI OCYLLIECTBATLCA MOHUTOPUHI U NPOTOKONMpoBaHMe PU3U4ECKOro AoCTyna B annapar-
Hble KOMHaTBI, K LWKaham u koprycam, Takke AOMKHbI N0AABaTLCA COOTBETCTBYIOLLME CUrHaMbI TPEBOTU.

310 060CHOBaHO TEM, UTO BEpUPMKALMA NOANUHHOCTM NONb30BaTenen, AOMYLIEHHbIX B 3aKpbiTbie hu-
3M4eCcKue CerMeHTbl, OyaeT CHXKaTb BOSMOXXHOCTU HECAHKLMOHMPOBAHHOIO AOCTYMNA U 0TKa3a OT COAESIHHOIO.
MpoTOKONbI CBA3LIBAIOT NONb30BAaTENs (MUK NO KpaiHen Mepe nonb3oBaTensi, KOTOpbI paGoTan ¢ MexaHus-
MOM ynpagBrieHWsi LOCTYNOM) C BpEMEHEM 1 06eCcneYnBaroT yCTaHOBNEHWE aBTOPCTBA U OTBETCTBEHHOCTY.

B naHHOW nonuTuke nNpeayCMOTPEHbI NpeaBapuUTENbHbIE YCMOBUA U OrPaHUYEHUs], 3akniovalowmecs B
TOM, YTO TENEBU3NOHHBIN MOHUTOPUHT MOXET ObITb 3anpeLleH cornatleHuammn Mexxay paborogarenem u co-
TpyAHUKaMu NBGO MEeCTHbIM 3aKOHOAATENLCTBOM.

MpaBuna peanusauun NONMTUKK NpueeaeHbl B 8.4.3.1—8.4.3.4.

8.4.3.1 B KpuTU4HbIX BOpoTax dusnyeckoro goctyna PAG u/unu cermMeHTax AOMmMKeH HaXxoauTbesa nep-
COHasn OxpaHbl UMK JOMKEH OCYLLECTBNATLCA UX TENEBUSUOHHBIA MOHUTOPUHT, MO3BONAIOLLMI 0GHApYXMBaTb
HapyLUeHUs U HapyLUUTENen.

8.4.3.2 YacTblo apdeKkTUBHOrO ynpasneHuss MPU3NYECKuM JOCTYNOM AOMMKHbI OblTb 03HAKOMUTESbHbIE
3aHATUS C NEPCOHANOM, MMEIOLLMM OJWHAKOBbIE AOMKHOCTHbIE 00A3aHHOCTH.
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8.4.3.3 B kpuTu4HbIX BOpoTax uanueckoro gocryna PAG n/unu cermeHTax AOrKeH HaxoauTbLCA nep-
COHan OXpaHbl UMK JOIDKEH OCYLUECTBMATLCA UX TEMEBU3UOHHBLIN MOHUTOPUHT, 06ECNEYUBAIOLLIMIA O3HAKOM-
nexue.

8.4.3.4 PearupoBaHue Ha HapyLueHue U3M4eckoro 4ocTyna AOMKHO yNpaBnATbLCA U KOOPAUHUPOBATb-
€A1 YenoBe4eCKMMMN pecypcamu.

8.5 YnpaBneHue CermMeHToOM

CtpyktypupoBaHue ICS Ha otaenbHble noruyeckue unm uanyeckue CerMeHTbl, 3awmiieHHole SGW
nmnun PAG, 3adheKTMBHO yMEHbLLUAET MOBEPXHOCTb araku 3a cyeT A0DOaBneHus eLle O4HOro napaMmerpa K
napaMmeTrpam NpUCBOEHHON NPUBUNETUMN.

MpuMmeyvaHune 1 — PasnuyHble norndyeckne cerMeHTbl MOryT nepeceKkaTbesl, Hanpumep, MarucTpanbto (Ha ToM
Xe YpOBHE UNWU B Mepapxm4eckoii CTpyKType).

MpumedvaHune 2 — O nepeceveHusix mexay ICN u nio6oit EN cm. pasgen 8.6.

8.5.1 [inA 3awMLUEHHbIX rpaHuUL, FIOTUYECKUX U (DU3UYECKMX CErMEHTOB AOIMKHbLI ObiThb peanu3oBaHbl
BopoTa PAG u wnio3sl SGW ¢ COOTBETCTBYIOLLIMMU NPaBUNaMK ynpasneHnsa OCTynoM, TpeboBaHMAMM K 3a-
LwuTe U TONONOInn.

3710 060CHOBAHO TEM, YTO 00LIYHO Bonee 3KOHOMUYHO 3awmLaTsL obopyaosaHue, HMI u kabenu, crpyn-
nNUpoBaB WX, HaNpPUMep, No OTAENbHLIM 30HaM, KOMHaTaMm, Lwkadam unu apmarypam u onpeaenus €4UHCTBEH-
HYIO TOYKY BXOAA, @ HE MHOXXECTBO OTAENbHbIX TOYEK A0CTYyNa.

Mpasuna peanu3ayuu NnoNUTUKK npueeaeHol B 8.5.1.1—38.5.1.4

8.5.1.1 Kaxxablin cermeHT AorkeH ObiTb 3awmueH SGW B eAMHCTBEHHON TOYKE BX0Aa/Bbix04a B 00OLLYIO
Marucrpanb UM B NOAYUMHEHHbIW CErMEHT.

NMpumedvaHne — DyHKUMA SGW U nioSble CBA3aHHLIE C HUM BCnoMoraTtenbHble PYHKUUN AOMKHBI GbiTh pea-
NU30BaHbI Ha BbIIENEHHBIX XOCTax Unu npubopax.

8.5.1.2 Wmo3bl SGW f0rnkHbl paspeLlatb CBSA3b CO CBOEN 3aLUMLLEHHON 30HOW TONBLKO ANS CTaHUMI 13
HageXHbIX 30H UNN HaAEXHbIX YCTPONCTB MarucTpanm.

MpumeyaHue — Bca cBA3b, He sBNsOLasics HeobXxoaUMOiA, AorKHa BbITk 3a6rnoknpoBaHa, HanpuMep CBA3b,
He ABnstoLlasicss HeoBxoquMon ans GusHeca, M6 CBA3b, 32 KOTOPYHO IBHO HUKTO He HECET OTBETCTBEHHOCTM.

8.5.1.3 YnpasneHue goctynom yepes uuno3d SGW K CErMeHTy MOXET AONOMHUTENbHO KOHTPONUPOBATb-
CA KpUNTOo3aLmLEeHHbIMU NpoToKoNnamu unu PAG.

MpumMedaHue — OBGopyaoBaHue (OCHOBHOE U BCMiOMoOraTenbHOE), (DyHKLMU, CryXebHble 06513aHHOCTH J1OrK-
Hbl 6bITb CrPYNMUPOBaHbl 3MNEKTPUHECKN, MOTUYeCcKM U PU3NYECKU B COOTBETCTBUM C (PYHKLMOHANOM U TpeGoBaHMAMU
3aLNTHI.

8.5.1.4 Kaxabin wno3 SGW gomkeH NpoTOKONMpOBaTh COOTBETCTBYIOLUME AeWcTBUA BGesonacHocTw,
HanpuMep nonbITKY A0CTyNa K 3almwaemMomy UM CErMEHTY.

8.5.2 [lomkeH oCyLecTBNATLCA NOCTOSHHbIN MOHUTOPUHT JIOTMYECKOW U/Mnu (PM3n4eckon akTUBHOCTU
BHYTPUW CErMEHTOB ANsi OOHaPY>XeHUS1 UK NPECEYEHUS HENPABUITbHbIX UM COMHUTENbHbIX 4ENCTBUI (HaNpu-
Mep, BTOPXXEHUST), CO34aHNA COOTBETCTBYOLLMX MPOTOKOSIOB U BbiAa4yu CUrHANOB TPEBOTU.

310 060CHOBAHO TeM, 4uTo BopoTta PAG 1 wno3bl SGW ABNAIOTCA €AMHCTBEHHbIMKU TOYKAMM NO-
TEeHLUManbHO BO3MOXHOI0 BTOPKEHUS Yepes rpaHuuy CerMeHTa, NosTOMY OHW MPeanoyTUTENbHbI ANS UH-
AnKauunm HeCaHKLMOHWPOBAHHON AEATENbHOCTU. JTO YNpaBneHue rpaHuuen OMKHO AONOSNHATLCS BHYT-
pPEHHUMU Mepamu, TaKUMKU Kak cuctema obHapy>keHust BTOpxeHuin IDS, B 4acTHOCTU, Npu yrpose atak
MHCaNAEepPOB.

Mpasuna peanu3auyuy NONUTUKK npuseaeHbl B 8.5.2.1—8.5.2.4.

8.5.2.1 fomkHa ObITb peanusoaHa cuctema IDS ansa obHapyeHNUsA yCneLUHbIX BTOPKEHUIA U HECAHKLM-
OHUPOBAHHbIX EWCTBUIN UHCAWAEPOB.

MpumedaHue 1 — [aruuk IDS ponmxeH ObiTb HeagpecyeMbiM, OH JOKEH TONMbKO NPOCNyLINBaTLCA, ANA UC-
KIHoH4EeHUSI BEPOSTHOCTM aTaku Ha Hero.

MpumedaHune 2 — Cuctembl IDS Ha Gase xocTa, IDS Ha 6ase ceTu 1 cpeicTB NPOBEPKM LIENOCTHOCTH daii-
J10BOWA CUCTEMBI JOMKHLI UMETH BO3MOXHOCTE AOMOMHATL APYr Apyra.

M punmedyaHue 3 —Cucrema O6Hapy)KeHI/IF| BTOp)KeHVII7I AOIMKHa nojgpa3ymMeBaTb nogady CUrHana TpeBorn nonb-
30BaTeNAMU Ha XOCT.
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8.5.2.2 naukartopsl, HaNnpumMep, cuctemsbl ynpasneHusa, HMI n/unm nogcucTeMbl ynpasneHus curHana-
MM TPEBOIM AOMKHbI ONOBELLATL 0Neparopos 0 nNpobrnemax ¢ USMEHEHUAMU NOTOKA AaHHbIX, 00YCMNOBMNEHHbIX
pearmpoBaHueM Ha OBHaPY>XEHHYIO aTaky.

8.5.2.3 Mepbl N0 YKMNOHEHWUIO OT aTak, HanpuMep NPoBOKaLUK, NPUMaHKK, 0b6ecrnevmnBatoT AOMONHUTENb-
HblE€ BO3MOXHOCTU OBHApPYXEHUS MOCINEe BTOPXKEHUSI.

8.5.2.4 INepcoHan MOHUTOPUHIA U NOAAEPXKN AOMKEH CBOEBPEMEHHO YBEAOMMATLCS O NIOOLIX MU3MEHEHU-
AX NPaBWI, KOTOPbIE MOTYT NPUBECTU K CpabaTbiBaHWIO TPUITEPA, BKITIOYAOLLErO nogady curHana tpesorn SGW.

8.5.3 [IJOMKHO OCYLLECTBNATLCA HAAEXHOE agMUHUCTpUpoBaHne BopoT PAG u wno3os SGW.

310 060CHOBAHO TEM, YTO LUMO3bl SGW A0MKHbI HAAEXKHO aaAMUHUCTPUPOBATLCA, YTOObLI rAapaHTUPO-
BaTb, YTO CaMu NpaBuna LocTyna U CTPOrocTb UX COBNIAEHNA COOTBETCTBYIOT Pa3BUBAIOLLIMMCS YIpo3aMm.

MpaBuna peanusauun NOAMTUKK NpueegeHbl B 8.5.3.1—8.5.3.3.

8.5.3.1 YnpaBneHue JOMKHO pacnpoCTPaHATLCA HA XOCTbl, KOMHATbI C CETEBbIM 060pyA0BaHUEM, LUKA-
dbl, kOpnyca, kabenbHoe X038nCTBO.

8.5.3.2 Heobxoammo yaensatb 0co60€e BHUMaAHWE TpaduKy ynpaBneHuss 6e30nacHOCTbIO.

M puMmedyaHune — KaHanbl CBA3U, ncnonb3yemble A4 ynpaBneHna 6630I'IaCHOCTbIO, AOIMKHbI ObITb oTaeneHbl
OT KaHanoB nepegadvun nponsBogCTBEHHOIO TpachKa.

8.5.3.3 Ocoboe BHMMaHUe AOMKHO ObITh yaeneHo 3awmTe Tpaduka ynpaesneHus 6e30nacHOCTbIO, No-
CTYNaloLEro U3 BHELUHUX CETEeN U yXOASsILEro BO BHELUHUE CETU, HanpuMep BHELLHEro MoCTaBLUMKa yCnyr
6e30nacHOCTUN UNU yAaneHHbIX CErMEHTOB.

8.6 YnpaBneHue BHELWHUM AOCTYNOM

Bcs ceasb mexay ICN, ceTaMmu u yCTporNCcTBamMm, BHELUHUMM MO OTHOLLEHMIO K ICN, cuntaetca HeHagex-
HOW, Kkpome 6e3onacHORn, Takon Kak CBA3b BO BHewHen cetu EN opranHusauyumn. ObwepnoctynHaa EN umeer
ropasao 6onbLuee yncno 6onee pasHoobpasHbIX U MEHEE HAAEXKHbIX NONb3oBaTeneun, Yem cetb ICN.

8.6.1 BHewHMe coegnHEHUA AOIMKHbI ObITb pa3peLLeHbl U peann3oBaHbl, TONbKO €CIUM OHU He0BX0AUMbI
AN 3Kcnnyartauuu, ynpaeneHus u nogaepxaHusi paborocnocobHoctu ICS.

310 0B60CHOBAHO TE€M, YTO HAMEPEHHLIA WU CIyYaliHbIi UMNOPT B cUCTEMY (DAinoB C BPEAOHOCHbIM
nporpaMMHbIM 06ecnevyeHnemM ABNSETCS CyLLECTBEHHON yrpo3on.

Mpasuna peanusauuu NnONMTUKKN NnpueeaeHbl B 8.6.1.1—8.6.1.7.

8.6.1.1 [omkHbl ObITb YCTAHOBMNEHBI U COOMIOAATLCA Npoueaypbl 3aLMTbl OT UMMOPTA HECAHKLIMOHMPO-
BaHHbIX UMK 3aPaKEHHbIX PaRNOB U3 HEHAAEXKHBIX UCTOYHUKOB, TAKUX KaK CETU U NOPTATUBHLIE HOCUTENN ANA
XpaHeHUs JaHHbIX.

MpuMedaHune — CooTBETCTBYIOWME AUPEKTUBLI MOMUTUKM 6e3onacHoOCTH MoryT GbITh ycuneHel TeXHU4eCKUMUn
cpepcrTBamMu.

8.6.1.2 AgMmuHuctpauus ICS gomkHa NONHOCTbIO KOHTPONMPOBATh BCE AAHHbIE, UMNOPTUPOBAHHbLIE B
ICN, a Takke Bpems X NOCTYNMEHNA.

8.6.1.3 MopraTuBHbLIE YCTPOWCTBA, NPOHECEHHbIE Ha 3aBO4, HaNPUMepP NOPTaTUBHLIE KOMNLIOTEPDI, HO-
CUTENN AaHHbIX, AOIDKHbI CHATATLCH BHELUHUMMW YCTPOUCTBAMM.

8.6.1.4 [InA KpUTUYHbIX Painnos, HaNPUMEP UCMONHAEMbIX, UMMNOPTUPOBAHHbLIX (PUINYECKN UNKN ANEK-
TPOHHO, agMuHuUcTpauua ICS aomkHa ycTaHoBUTb U cobrogaTth Npoueaypbl Bepudukauum, NnoaATeepKaato-
Lue crneaytoLlee: 3Tu dannel ABNATCA UMEHHO TeMM dbaiinamu, KoTopble TPeByTCA, OHWU NPUFOAHBI ANS UC-
NONb30BaHUsl, He COAEPKAT BPEAOHOCHOTO KoAa, He Bbinn noaaenaHsl Npu nepegaye, 6binm MMNOPTUPOBAHbI
no TpeGyeMomy HazHa4YEHUIO.

MpumedaHne 1—>DUINYECKUIA UMNOPT O3HAYAET UMMNOPT NOPTATUBHBIX HOCUTEMEHA XPaHEHUSA AaHHbIX U APYruX
MOPTaTUBHLIX ANEKTPOHHLIX YCTPOICTB.

MpumMmedaHue 2—Tpasuna HU3NYECKOrO MMNOPTa AOSKHLI GbITh YBA3aHEI C NpoLefypamm yCUreHns 3amTsl
B YaCTW OrpaHU4eHUs BO3MOXHbIX HasHaYeHW (u3nYeckoro uMnopTa, HanpumMep UHTepdeicoB 1 NOPTOB AOCTYNa.

8.6.1.5 na oBHOBNEHUN u onepauuii 06CNYXXMBaHUSA, BbIMOSIHAEMbIX TEXHUYECKUMMU Chneumanucramm
M3roTOBUTENS, AOMKHEI ObITh YTBEPXAEHbI NPOLEAYPbl YCTAHOBEHUS BPEMEHHbIX UMW CMeuuansHo BblAe-
NEHHbIX ANA 9TOW Lenu COeaUHEHUNA.

8.6.1.6 [Ana HenpepbIBHLIX OHNAWH-CECCUIN AOSMKHbI YacTO MEHATHLCA KIOYM, HaNpUMeEp Mpu Kaxaomn
HOBOW permcrpauumn.

MpumedaHune — TpeboBaHusi k 6€30NACHOCTM JOMKHEI yUUTEIBaTE COOM KaHana cBAsu.
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8.6.1.7 JomkeH OCYLLUECTBNATLCA MOHMTOPUHI HECAHKLMOHMPOBAHHOIO AOCTyMNa KO BCEM CpeACTBaMm
CBSI3W, NpefHa3sHa4YeHHbIM KaK ANA BHYTPU3aBOACKOM CBA3M, TaK U ANSA CBA3KU C 0O6beKTamu, HaxoAALMMUCA
3a npegenaMu 3asoja.

MpumevyaHune — [omKeH OCyLWECTBASATECA MOHUTOPUHT BO3MOXHBIX CPEACTB CBSA3W, B TOM vuncne TenedgoH-
HbIX ceTelt obLero noneaosaHns POTS, cpeaCcTB pagnocBA3n, COTOBOW CBA3W, 6ecnpoBOAHOIO AOCTYNa U T. A.

8.6.2 CoeaUHEHUS C BHELLHMMMW CETSIMM CBA3U JOIDKHLI ObITh 3awmwersl ECG B COOTBETCTBUM C Tpe-
GOBaHMAMM 3aLUMUTBI.

3710 060CHOBAHO TEM, YTO BCA CBA3b MeXAy Xocramu, ycTpoucrsamu ICS M BHEWHUMMU CETAMU UNK
YCTPOMCTBaMM AOMKHA GbITh 3aLLMLLEHA OT YIpO3, UCXOASALLMX OT BHELUHUX CETEN OpraHn3auuu, u BUpPTYanbHO
HEOTPaHUYEHHLIX YrPO3, UCXOAALLMX OT OOLLEAOCTYNHBIX BHELLHUX CETEN.

B faHHOI nonutuke npeaycMOTPEeHbl NPeABapUTENbHbIE YCNOBUA U OFPaHNYEHUA, 3aKnioHaloLLmMecs B
TOM, YTO B MONUTUKE YNpaBneHusi AOCTYNOM AOJDKeH ObiTb 3anpeLeH MaccoBbIM/NONHbIN 40CTYN Yepes ECG,
HanpuMmep BeLLaHne, MOHTUpoBaHue annos n T. 4.

MpaBuna peanusayum NONMTUKK NpuBeaeHbl B 8.6.2.1 1 8.6.2.2.

8.6.2.1 COOTBETCTBYIOLLUME MEXAHU3MbI AOSMKHbI UCNOMbL30BaTLCA TONMLKO ANsl TOr0, HaNpPUMep, YTo0bI
rapaHTMpoBaTb LeNOCTHOCTb UCTOMHUKA, LIENMOCTHOCTb AaHHLIX U, eCnu TpebyeTcs, KOHPUAEHUUANBHOCTD.

MpumevyaHue — CobCTBEHHLIE MEXaHU3MbI GezonacHoCTU MoryT npu pabote yepes ECG hyHKUMOHMPOBaTb
HenpaBUMbLHO, NPU STOM MOXET NoTpeboBaThCA cneuunansHan obpaboTka.

8.6.2.2 Ecnu ana afekBaTHOW 3alUMTbl, B TOM Yucne ayTeHTudukauumn, TpebyloTcs NnpoKcu-cepeepbl,
OHU AOIMKHbI ObITb peann3oBaHbl.

3710 npeaoTBpAaLLaeT yrposbl, ucxoaswme ot EN, Hanpumep npsimoe HabmoaeHue ICN, Tpaduka u xa-
pakTepuctuk npoTokonos xoctoB ICN. Kpome Toro, MOXXHO 3KpaHUpOBaTb BXOASLLUMIA U UCXOAALLMIA KOHTEHT
Ha ypOBHE MPUIIOXKEHWA.

8.6.3 [lomkHBl yNpaBnsATLECA U NPOTOKONIMPOBATLCA AOCTYN K BHELUHWUM NOSb30BaTENAM U YCTPOCTBaM
1 4OCTYN OT HUX.

3710 060CHOBAHO TEM, YTO 9TO TpeboBaHue obecnevmBaET HAAEXHYIO CBA3b NO SIMHUAM YAANEHHOro
[0CTyna, OTpaXXeHne aTak MHCanaepoB, UCNONb3YIOLLMX YAANEHHOIO KNUeHTa, 1 NO3BONAET OTCREXUBATb 04e-
BUAHbIE aTaku U BTOPXEHUS.

MNpaBuna peanuaayumn NOUTUKKU NpuBedeHbl B 8.6.3.1 1 8.6.3.2.

8.6.3.1 Koraa ceccum yaaneHHoro goctyna He TpebytoTcsl, B COOTBETCTBYIOLLIME STOMY NEPUOAbl BpEME-
HU CBA3b C BHELUHUMMU NOMb30BAaTENs MU U YCTPOWCTBaMM AOMKHA ObITb HePaboTocnocobHa.

|_|pI/IMe‘-IaHI/Ie —_ I'Ipe,qcrasnﬂe'rcn bonee HajeXHbIM aneKkTpuyeckoe OTCoeAUHEHne none3oBarteneit n
YCTPOICTB, YeM Jorndeckoe GnokupoBaHWe y4eTHbIX 3anuceii nonb3oBaTeneil yganeHHoro gocTyna Ha ESG wnu
MpoKcu-cepeepe.

8.6.3.2 [1nA KPMTUYHLIX BUAOB CBA3W MPOTOKONMPOBAHMUE AENCTBUI BHELUHErO AOCTYNA AOMMKHO NO3BO-
NSATb BOCNPOM3BECTU CECCUI0 MOBTOPHO BO BCEX NOAPOBOHOCTSX.

8.6.4 [lomKHbI OCYLLECTBNATLCA YnpaBneHne 6e30nacHOCTbIO yaaneHHbIX KIMEHTOB, X cepTudmKaums
1 aBTOpU3aLUSA.

3710 06OCHOBAHO TEM, YTO ANSt YCTAHOBMNEHUA U NOAAEPXKAHWS AOBEPUS yAaNEHHbIE KNMEHTbI TpebytoT co-
OTBETCTBYHOLLMX TEXHUHECKNX MEXAHWU3MOB U HACTPOEK, HAa HUX pacnpoCTpaHseTca nonutuka 6esonacHoctu ICS.

MpumevaHue — Ciofa BXOAAT yaaneHHble: LEHTP yNpaBieHusi, KNUeHT, XoCThl, paBoune CTaHLuu, ycTporucTBa.

B gaHHON nonutuke NnpeaycMOTPEeHbl NPeABapUTENIbHBIE YCIIOBUSA U OTPaHMYEHUs], 3aKrodatomecs B
TOM, YTO €Cnu ynpasrieHWe OCYLLECTBNAETCA APYyroi opraHu3daumen (He ICS), To aTa opraHusaumsi MOXET
UMmeTb oTnuyatromecs IT-nonutukn 6e3onacHocTu. B aTOM cnyvae gomkHbl BbITh 3aknioveHbl NogpobHble
KOHTPaKTHbIE cCornalleHus mexay opraHusaumen ICS u opraHusauuer yaaneHHoro KnmeHTa.

Mpasuna peanu3auynu NOAUTUKN NpuBeaeHbl B 8.6.4.1—8.6.4.3.

8.6.4.1 Monutuka ICS 4OMKHA NPUMEHATLCS K YAANEeHHOMY KINMEHTY B MONHOM 06bemMe. [lomkHbl ObITb
cobnoaeHbl nepuoabl BPEMEHMU UCNOMNL30BaHUA U coeauHeEHNs C ICN.

8.6.4.2 3akpenneHHble cnyx0bl M NOPTbI AOMKHbI BbITb CKOH(PUIYpUPOBaHbI 3apaHee, HanpuMep uc-
nonb3oBaHne naeHTudunKaLum Bbi3biBaoLero aboHeHTa unu obparHblii Habop PUKCMPOBaAHHOIO HOMEepa B
TenedOoHHbIX CeTAX. BesonacHble kKaHanbl Takke AOMKHbI OblTb CKOHUTYPUPOBaHbI 3apaHee.

8.6.4.3 AamuHucTpauus ICS gormkHa nepmoanyecku NnpoBoAUTL ayanT COOTBETCTBUSA paboThl yaarneH-
HOro KnueHTa nonuTuke 6esonacHocT ICS unu KOHTPaKTHBIM COrNaLLIEHUSIM.
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8.6.5 Lnto3bl SGW A0mkKHbl OCYLLECTBRSATL MOHUTOPUHI NPaBUIT 0CTYNA K CBA3U W KOHTPONUPOBATb UX
cobnioaeHue.

310 060CHOBAHO TEM, YTO ANSA rapaHTum Toro, Yto nepcoHan ICS ocesegoMneH 0 BCEX BXOAALMX Cec-
CUsIX YAANEHHOTo A0CTYNa U MOXET KOHTPONUPOBATh BPEMs CECCUIA yAANEeHHOro A0CTyna, A0MKHbI MCNOSb-
30BaTbCsl TEXHUYECKUE CPEACTBA.

lMNpaBuna peanu3auvu NONUTUKK NnpuBeaeHsl B 8.6.5.1—8.6.5.3.

8.6.5.1 [lormkeH oCyLLeCTBASATLCSA LIEHTPAanu30BaHHbI MOHUTOPUHT L0308 SGW.

8.6.5.2 [lomkHOo ObITb ONpeaeneHo pearMpoBaHMe HA HAPYLLEHUA yNpaBneHus 40CTYNoM. JTO pearupo-
BaHWe JOIMKHO ObITb 3aJ0KYMEHTUPOBAHO U BbINONMHATLCA HEMEATEHHO MOCNE HapyLWeHUs!, B COOTBETCTBUMN C
NNaHoMm AEeNCTBUI B HENpeaBUAEHHbIX 0OCTOATENLCTBAX.

8.6.5.3 [lomkHO ObITb ONpegeneHo pearupoBaHne Ha Npobnembl ¢ AOCTYNHOCTLIO. ATO pearuposaHue
AOMKHO ObITb JOKYMEHTUPOBAHO U BbIMOSNHATLCA HEMEANEHHO, B COOTBETCTBUMM C NNAHOM AEUCTBUIN B He-
npeaBuAEHHbIX 00CTOATENLCTBAX.

Cm. 06 otyeTax o cobbiTuaX MHOpMaLMOHHONW GezonacHocTu u ee cnaboctax 8 UCO/M3K 27002.

8.6.6 Puckn JOCTYMHOCTU KPUTUYHBIX BHELLHMX KAHAMNOB CBA3U MOTYT ObITb YMEHbLUEHbI.

3710 060CHOBAHO TEM, YTO AOCTYMHOCTb MOXET ObITb BaKHBIM aCNEKTOM NPU IKkcnnyaTauuu u noaaep-
»aHum pabortocnocobHocTu ICS.

B AaHHOW nonuTuke npeaycMOTPEHbl NpeABapuTENbHbIE YCMOBUS U OFPaHUYeHNs, 3aknioyatowmecs B
TOM, 4TO COOI KaHana CBAA3M BO BPEMS aTraku OTKasa B 00CNy>MBaHUU HEBO3MOXHO NPEAOTBPaTUTb, TaK Kak
MexaHu3mbl 6e30NacHOCTU, NpUMeHMMbIe K xoctam ICN 1/unm KOMMyHMKALMOHHBLIM YCTPOMCTBAM, HE BIIMSAIOT
Ha AOCTYNHOCTb BHELUHEW CBA3U.

JocTynHOCTb MOOOro UHAMBUAYANbLHOIO KaHaNa CBA3M BHELLUHEW CETU He YNPaBAETCa aAMUHNCTPaLm-
el ICS 1 no3ToMy He MOXKET ObITb rapaHTUPOBAHA C KaKOW-NMMOO pasyMHOM CTENEHbIO AOCTOBEPHOCTMU.

[Mpasuna peanusauumn NOnNUMTUKKU NnpuseeHsl B 8.6.6.1 1 8.6.6.2.

8.6.6.1 CkopocCTb nepefaum B 331aHHOM NONOCEe YaCTOT NPU CBSI3U AOMKHA ObiTb BbIOpaHa C y4eToMm
BaXKHOCTM 4NA dKCmyarauum u noaaepxaHmsa paborocnocobHOCTH.

n puMmedaHune — ﬂOCTyI'IHaFl norioca 4acTtoT MOXET ObITb BblfjefieHa HECKONBbKUM Nofb3oBaTernsim, ¢ orpaHuye-
HUAMMW NO CKOPOCTU U C YyCTaHOBKOIN NPUOPUTETOB.

8.6.6.2 na noBbILEeHNA AOCTYNHOCTU AOMKHbI MCNONbL3OBaTLCA METOALI PE3EPBUPOBAHUA U pa3BeT-
BNEHUS.

MpumMmedaHue 1— MeToabl pa3sBeTBNEHNUS BKNOYAIOT B ce6A UCNONb30BaHUE OTAEMNbHLIX NOCTABLYMKOB YCIyT,
JornorHeHne o6LLe0CTyNHbIX ceTel TenedoHHBIMU CETAMMN 06LLEro NONb30BaHWs U 6eCNpOBOAHBIMU CETAMM.

MpumMedvaHue 2—Pa3BeTBNeHUE UNN NPOCTOE pe3epBUpOBaHUE NOBLILLAIOT YS3BUMOCTL K aTakam (cM. 8.1.1.1).
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Mpunoxexune A
(cnpaBouHoe)

FoToBAWeecA K nyonukaumm Hosoe usaaHme MOK 62443

Mog obLunmM HanMeHoBaHWeM «Be3onacHoCTb NPU U3MEPeHUI MPOU3BOACTBEHHOMO NpoLiecca 1 ynpasneHnn M —
Ge30nacHOCTL CUCTEMbI 1 CETU» FrOTOBsLLeecs K NyGnukauun Hosoe nagaHne M3OK 62443 o6beanHUT criefytoLme YacTu:

-4acTb 1. PaGoumii npolecc — aHanus pUcKoB 1 yrpos,

- YacTb 2; [MapaHTUpoBaHWe Ge3onacHOCTU: NPUHLMNBI, NONUTUKA, NPaKTU4ecKne METOALI™;

-y4acTb 3; TpeboaHusa 6e3onacHOCTH NPU TUMOBLIX CLeHapusx 6e3onacHoCTU.

MoToBsLeecs nsaaHne M3OK 62443 fornxHO NpuobpecTy cTaTyc OCHOBHO NyBnukauum no 6e3onacHoCcT, Hanogo-
Gue Toro, Kak OCHOBHOMN NyBrnukaumeii no skennyataunoHHon 6esonacHocTn aensetes IEC Guide 104.

BBeneHue

Mo Mepe pocTa MCMONb30BaHUs OGLEAOCTYNHBIX CETEW, CUCTEMBI aBTOMaTU3aLuu, paHee BbiBLUME M30MMPO-
BaHHBIMMW OT HUX, CTAHOBATCH Bce Goree ys3BUMbIMU ANs aTak. CTaHAapTHble | T-MexaHnaMbl 6e3onacHocTy, ucnonb-
3ylolue 3alymjaemMble LUenu U cTpaterny 3awuThbl, MOryT oKkasaTbCsA HenpurofHbIMU AN CUCTEM aBToMaTu3aLuy,
Hanpumep, Korga CBOEBPEeMEHHOe pearMpoBaHUe MOXET OKasaTbCs KpUTUYHBIM AN 6e30nacHOCTW W aKcnnyaTaum-
OHHOW 6e30MacHOCTU NepcoHarna 3aBoja, OKpyXarLUei cpefbl 1 Koprnopalun. STOT CTaHAapT NOCBSALLEH KOHKPETHBIM
acnekTtam 6esonacHoro JOCTyna K NPOMbILLNEHHBIM CUCTEMAM M BHYTPW HUX, B YaCTHOCTU Korfa Hanbonee LIMPOKO
pacnpocTpaHeHHble MeToabl obecneyeHns 6€30NacHOCTU Ha ocHoBe | T oKkasbiBalTCA HE3MPEKTUBHBIMU UNU HeNoZ -
XOASALLMMU.

OcoBble aKUeHTLl chenaHbl Ha 06ecnevyeHnn XU3HeHHoro Linkna 6e3onacHocT, Ha ucnons3oBaHnyu rnobansHoro
nepexopa oT Ao6aBneHUst KOMNOHeHT 6e30MacHOCTU CUCTEMBI K MHTerpaLun TpebyeMblx cBOiCTB Be3onacHoCTN B Npo-
OYKTbl ¥ CUCTEMbI B BUAE HEOTBEMITEMOMN YacTh UX (OYHKLMOHANa N XU3HEHHOro LuKna.

[nsi NpUnoXeHWid skennyaTauMoHHo 6e3onacHoOCTH, NPUMNOXEHWA B hapMaLieBTU4ECKOA 1 APYrux BeICOKOCTeLma-
NM3MPOBaHHbIX OTPACNSAX MPOMBILLNEHHOCTU MOTYT NMPUMEHATLCS JOMONHUTENbHBIE CTaHAaPTLI, peKoMeHfaLmu, onpege-
neHus v ycnous, Hanpumep MOK 61508, GAMP (ISPE), ans GMP — coBmecTumocTb ¢ 21 CFR (FDA) u cTaHaapTHas
npoLeaypa skcnnyarauuu, npuHsaTas EBponeickum MeguumHekum areHTcTeomM (SOP/INSP/2003).

0630p

JaHHblii cTaHaapT BygeT yeTaHaenueaTe TpeboBaHus Ana 6e3onacHoro 4ocTyna kK \3MepeHUsmM Npou3BoACTBEHHO-
ro npoyecca, CeTAM YNpaBleHUs 1 yCTPOINCTBaM 3TUX CETE B TEHYEHME BCEro XU3HeHHoro uukna ICS.

JaHHbli cTaHAapT GyAeT NpefocTaBnsATe TpeboBaHUS U pyKoBoAALLWE NPUHLMNGLI NO LernsiM 6e3onacHocTh ANs:

- pa3apaboT4MKOB CMCTEM aBTOMaTH3aLMK,;

- NpouaBoguTenei (M3roToBUTENER) YCTPONCTB, NMOACUCTEM U CUCTEM;

- UIHTErpaTopoB MOACUCTEM U CUCTEM,;

- BnajenbLeB U onepaTopoB CUCTEM aBTOMaTU3aLMKU (OTBETCTBEHHBLIX 3@ IKCNMyaTaLuto 3asofa).

CrangapT 6yAeT yunTeIBaTh CregyoLLme acnekTbl:

- NOCTENEHHOe pasBUTUE U MUTPaLMIO 4NSA CYLLECTBYIOWMUX CUCTEM, MEpPbI, NPUHUMaeMble Npu paspaboTke HOBbIX
CUCTEM W KOMMOHEHTOB;

- TEXHOMOMUM W NPOLYKTHI, yaoBneTsopsowme Lenam 6esonacHocth, Brtovaa COTS;

- peXMMbI paboTkl Nocne oTKasa, Npu KoTopbix obecnednBaeTcs skcnnyaTauMoHHas 6esonacHocTbL npoliecca, B TOM
yucrne npu oTkase B 06CnyKMBaHUKM (HanpuMep, aBTOHOMHas paboTa);

- HafleXHOCTb U JOCTYNHOCTh;

- MacwTabupyemMocTb (OT CMOXHbIX 3aBOAOB 0 ManeHbKUX HEAOPOruX CUCTEM C MarbIMU pUCKamm);

- pasgeneHune TpeboBaHWii GeaonacHocTU, aKCrnyaTaLMoHHol GesonacHocT U TpeboBaHUit dyHKUMOHana, Ha-
CKOMNbKO 3TO BO3MOXHO;

- paccMoTpeHue acnekToB 6e3onacHOCT BO BpeMs pa3paboTku CUCTeM aBToOMaTU3aumnn 1 X KOMMOHEHT.

MpuMevyaHne — 3aBOAbl U CUCTEMbI MOTYT COAEpXaTb KPUTWUYHbIE AMA SKCMNyaTaluoHHOW GeszonacHocTu
KOMMOHEHTEI U yCTpoiicTBa, 0COGEHHO yCTpoiicTBa, pazpaboTaHHble B cooTBeTcTBUMU ¢ MBK 61508 1 SiLs. KputniHblie Ans
3KCMnyaTaLMoHHoW 6e30nacHOCT KOMMOHEHTLI U YCTPOMCTBa MOTYT NPUMEHATLCS B Liensx 6e3onacHocTy, onpegense-
MbIX C MOMOLLbIO OTAENbHOro aHanusa. 3Tu Lenun 6e30MacHOCTU MOryT COOTBETCTBOBATL PEKOMeHAaLusaM, NpeaoxeH-
HbIM B J@HHOM CTaHfapTe, OfHAKO OH He rapaHTUPYeT, YTo Bce ero cneuudukalmn 6yayT NpUrogHEIMU UK CYLLECTBEH-
HbIMU 4N 6830NaCHOCTM TakuX YCTPOWCTB obecrnedeHuns akcnnyaTauMoHHoi 6esonacHocTU. OTOT cTaHAapT He peluaeT
npobrnem 6e30nacHOCTV AOMOB, 3aLUUTLI rpaxaH 1 3aLluUTLl OT BOEHHLIX aTak UK NPUPOAHLIX KaTacTpod.

* HeitctyeT IEC/TS 62443-1-1:2000.
** NeiictByeT MOK 62443-2-1:2010.
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M3K 62443 (4acTb 1) NO3BOMMUT NOMbL3OBATENIO OLEHUTL CUTYaUMio ¢ 6e30NacHOCTLIO, Hanpumep, B TepMUHaxX Npu-
MEHUMbIX Yrpo3 U YSI3BUMOCTEN U MOATOTOBUTLCA K yNpaBneHuto puckaMn 6e3onacHoCT B TeYEeHUe BCEero XU3HEeHHOro
LUuKna cucteMsl nonbsosatens. YacTb 1 Bko4aeT:

- cnoeapb, onpeaeneHnsi TEpMUHOB, LieNeByto ayauTopuio, obnacTb NpUMeEHEHNs, 3auHTEpecoBaHHbIE CTOPOHBI, PONK;

- obLwue YepThl U OTAUYUA NPOMBILLINIEHHBIX CUCTEM YNPaBNEeHNUa B CPaBHEHUN C LUMPOKO pacnpocTpaHeHHbIMU Npu-
MeHeHuaMU T

- cobbITUA aTak U UxX cLeHapuu,

- XXM3HEHHBIW LMK,

- OXnjaemble pe3yneraTbl aHanusa pUckoB U Yrpos;

- NpUMepbl ANA:

- uenu 6esonacHocTy;

- aHanusa yassumocTei;

- OL|EHKUN PUCKOB.

M3K 62443 (4acTb 2) No3BONSET NOMb30BaTENAM ONPEAENUTL U peanu3oBaTh UX NONUTUKKW Ge3onacHoCTK, CBA3aTL
pesynsTupytowue TpeboBaHUs ¢ XKenaeMbiIMU NPaKTUYECKUMU acnekTamy U YpOBHEM AEeTarnibHOCTU U CO BceMu dasamu
XKM3HEHHOrO LKna. B 4acTn 2 paccMOTpeHsbI:

- NpUHUMNLI oBecneveHmns HafeXHOCTH, KnaccuduKaLums, oLeHKa;

- NPUHUMNLI pa3paboTKM YCTPOICTB, KPUTEPMIA NPOEKTUPOBAaHKUS, CBOWCTBA YCTPOUCTB;

- cTapble ycTpoiictBa, COTS u ycTpoiicTBa, HaxoAsLWmMecsi Ha cTagun paspaboTku;

- acnekTbl 6esonacHocTU Bo BpeMsi pa3paboTku KOMMNOHEHTOB (HE TONbKO KOMMOHEHTOB 6e30nacHOCTU) NPOMBbILL-
NeHHbIX cucTeM ynpasnenus (Aarumku/akrioatopbl/PLC/ceTb/cepsep/HMI).

B MOK 62443 (4acTb 3) npuBeAeHbl NPUMEpPDLI PELLEHUIA HAa OCHOBE WCMOMNB30BaHUA NpaKTUYECKUX METOA0B ANA
TUNOBLIX cUeHapues. [NpuBeeHHbIE NpUMeEpbl NOMOTYT NOMNbL30BaTeNAM BbINOMHUTL KOHKPETHYIO peanunsauuio:

- TUNOBLIX cLUeHapueB U Mep 6e3onacHoCTy,

- TUNOBbIX NOAWUTUK 6e30NacHOCTH, onNMcaHUil NPOLECCOB M Npoueayp.
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Mpunoxexune OA
(cnpaBoyHoe)

AndraBuTHbIN YKa3aTenb TePMUHOB

Araka (attack)

Ayaut (audit)

Bnapeneuw/onepatop (owner/operator)

BHewHui (external)

BHewHaAn ceTb (external network; EN)

Boporta c¢husnueckoro gocrtyna (physical access gate; PAG)
BpepoHocHble nporpamMmMbl (malware)

B pexume peanbHoro BpemeHu (real-time)

OemunutapusoBaHHas 3oHa (demilitarized zone, DMZ)
HeTekTMpoBaHue HeCaHKLIMOHMPOBAHHLIX NPOHUMKHOBEHUMN (intrusion detection)
LoBepue, noBepars (trust, trusted)

HoctynHocTb (availability)

3aBop (plant)

3awura or Henpu3HaHuA yyacTtus (non-repudiation)

3awmieHHbIN, 3aWMIEHHOCTDb (secure, security)

3HauyumocTb AnA 6e3onacHocTH/3HaYMMBIN AN 6e3onacHocTy (security relevance/relevant)
NMyuwecTBeHHbIN O6beKT (asset)

Wucanpep, B npeaenax, BHyTpeHHuUM (insider, inside, internal)
NHTpaHeT, uHTpaceTsb (intranet)

MHumnpgeHT (incident)

MeTouHuk yrposbl (adversary)

Kommepuecku goctynHble npoaykrbl (Commercial off the shelf, COTS)
KoHTpMepa (countermeasure)

KoHdomaeHumansHocTb (confidentiality)

Kpuntorpacbnuecknin unu cdonsnueckuit knrou [(cryptographic or physical) key]
Mepa 6e3onacHocTu (security measure)

HapexHocTb (assurance)

HapyweHune 6e3onacHocTu (security violation)

HeszawmiyeHHbIN, He3aWMILIEHHOCTb (exposed, exposure)
HecaHkunoHnpoBaHHOe NPOHUKHOBEHMUeE (intrusion)

OcTatouHblit puck (residual risk)

Otkas B o6cnyxuBaHuu (ataka) [denial of service (attack)]

OTKpbITbIN TeKcT (plaintext)

OtcnexuBatb (monitor)

Mepumetp (perimeter)

MNoBepxHocTb aTakm (attack surface)

MNonuTtuka 6esonacHocTy (security policy)

MNonb3oBaTtensb (user)

Mpusunerus (privilege)

NpoBeneHune ayteHTUcpMKaumum, ayreHTucpnkaums (authenticate, authentication)
Mpokecu (cepBep) [proxy (server)]

MpoMblwneHHan ceTb ynpaBneHus (industrial control network; ICN)
MpombllwneHHas cuctema ynpasneHus (industrial control system; ICS)
MpoTtokonupoBaTtb, npoTokonuposaHue (log, logging)
PerucrpauuoHHble gaHHble (credentials)

PesepBupoBaHue (redundancy)

Puck (risk)

CermeHT, cermeHTUpoBaHue (partition, partitioning)

CurHan TpeBor# (alert)

Cucrema ynpasnenus (MHcpopMaLMOHHoI) 6e3onacHocTbIo [(information) security management system (ISMS)]
CobbiTue (event)

CoobleHue (message)

Yrpo3a (threat)

YnpaBneHue goctynom (access control)

YcunuTb 3amTy, ycunenue s3awmrbl (harden, hardening)
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YTeuka uHchopmauum (compromise) 3.1.12
LlenocTHocTh (integrity) 3.1.30
LlenTp 6e3onacHocTM (security centre) 3.1.54
YenoBeko-MawWwKnHHbINW UHTepdelic (human-machine-interface; HMI) 3.1.256
LLinto3 BHeWwHUX noakntoueHui (external connectivity gateway; ECG) 3.1.20
LLnto3, wnto3 6e3onacHocTu (gateway, security gateway; SGW) 3.1.23
JkcnepTu3sa (forensic) 3.1.22
AdpchekTBHOCTL hyHKUMU (strength of function) 3.1.60
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MpunoxeHue b
(cnpaBouHoe)

CBeaeHnA 0 COOTBETCTBUU CChINTOYHbIX MeXAYHAPOAHbIX CTAHAAPTOB

Tabnuya Ob.1

HauuOHanbHbLIM CTaHOAPTAM

OBo3HayeHne cCbiNoYHOro CreneHb
MeXAyHapogHoro cTaHaapTa COOTBETCTBUS O603HayeHNe N HanMeHoBaHWe COOTBETCTBYHOLLEro HalluoHanbHoOro ctaHaapTa
ISO/IEC 15408 (all parts) IDT OCT P UCO/M3K 15408-14—2012 «WNHpopmaumnoHHas TexHonorus.
Metogbl u cpegctBa obecneveHus OesonacHocTW. KpuTepuu oOLEHKK
6e30nNacHOCTU MHPOPMaLMOHHLIX TexHomorunid. Yacte 1. BeegeHne n ob-
Wasa Mogenby
IDT [OCT P NCO/MOBK 15408-2—2013 «WMHDpopmaLMOHHaa TexXHONorus.
Metoabl u cpegctBa obecneveHuss GesonacHocTu. KpuTepunm OLIEHKM
6e30MacHOCTU WHAPOPMAaLMOHHBLIX TexHonoruid. Yacts 2. OyHKUMOHanb-
Hble KOMMOHEHTLI 6e30nacHOCTU»
IDT [OCT P NCO/MOK 15408-3—2013 «WMHpopmaLmMOoHHaa TexHonorus.
Metogbl u cpegctBa obecneveHus OesonacHocTU. KpuTepuu OLEHKU
6e30MacHOCT MHPOPMaLMOHHBIX TexHoMoruid. Yactb 3. KOMMOHEHTLI 4o~
Bepus kK 6e3onacHoCTU»
ISO/IEC 27002:2005 IDT [OCT P WCO/M3K 27002—2012 «WNHpopMmaLnoHHas TexXHONorus.
Metogbl u cpegctBa obecnevenus 6esonacHocT. CBOA HOPM U MpaBwus
MeHe)XKMeHTa MHopMaLUoHHOW Ge3onacHoCTU»
ISO/IEC Guide 73:2002 IDT FOCT P 51897—2011/PykoBogctBo NCO 73:2009 «MeHeXMeHT puUcka.
TepMUHbI U onpeaeneHns»
MpuMmevyaHne — B HacTosWen Tabnuue UCNONb30BaHO criefytoLlee ycroBHoe 0603Ha4YeHWe cTeneHn cooT-
BETCTBMSA CTaHLapTOB:
- IDT — uAeHTUYHbIE CTaHdapThl.
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