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BBeneHue

Hacrosawuii ctTaHgapt — OAMH 13 Cepun CTaHAapTOB, OMUCLIBAIOLLUX NapaMeTpbl KapT Ha UHTerpans-
HBIX CXEMaX C KOHTaKTamMu U UX NPUMEHEHNE Ana obMeHa nHdopmaumen.

Hacrosiwumii cTaHaapT NPUMEHUM TaKxKe K KapTam 6e3 KOHTaKTOB.

MexgyHapogHbin ctangapt MCO/M3K 7816-11 nogrotosneH nogkomutetom Ne 17 «KapTel U ngeHTtu-
duKaumus IMYHOCTUY» COBMECTHOrO TexHuyeckoro komuteta Ne 1 UICO/MOIK «AHOpMaLMOHHbLIE TEXHONOTUUY
(ISO/IEC JTC 1/SC 17).
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HAUWOHANBbHBIN CTAHOAPT POCCUMNCKON ®DEQAEPALUMN

KapTbl uaeHTUUKaLUNOHHbIE
KAPTbl HA UHTEIMPAJIbHBIX CXEMAX
Yactb 11
Bepud ukauma nMYHOCTU GMOMETPUIYECKUMU METOAAMMU

Identification cards. Integrated circuit cards.
Part 11. Personal verification through biometric methods

Dara BBepenna — 2015—01—01

1 O6bnactb NpUMeHeHun

Hacrosaiumii cTaHaapT ycTaHABMUBAET MEXOTPAcNeBble KOMaHAbl, CBA3AHHLIE C CUCTEMON 3aLuuThbl W
ucnosnb3yembie Ans Bepudpukaumn nmyHOCTM OMOMETPUYECKMMU METOAAMM B KapTax Ha WUHTErpanbHOM(bix)
cxeme(ax). B Hem Takke onpeaeneHbl CTPYKTYpa AaHHbIX U METOALI AOCTYNa K AAHHLIM ANS UCMONb30BaHMUA
KapTbl B Ka4eCTBE HOCUTENSI BUOMETPUUECKMUX ITASIOHHBIX AAHHBIX WWNKU B Ka4YecCTBe YCTPONCTBa, NO3BONSIO-
LLLETO BLIMOMHUTL BEPUMUKALMIO IMYHOCTU BUOMETPUYECKUMU MeTOAaMM (TO €CTb «OH-KapT» COMNOCTaBNEHUE).
NaeHTudrkaums IMYHOCTH C MOMOLLbIO GUOMETPUYECKMX METOAOB BbIXOAUT 3a PaMKW HACTOSAILLErO CTaHAapTa.

2 HopmaTuBHbIe CCbISTKK

B HacToswem craHgapte Ucnosb3oBaHbl HOPMATUBHBIE CCbISIKWM HAa cneayowime craHgaptsl. Ang naru-
POBaHHbLIX CCbINTOK CneayeTt UCnofb30BaThb TOJIbKO YKa3aHHOE nigaHume, ond HegatupoBaHHbIX — nocrejgHee
u3gaHue ykazaHHOro cTaHgapTa, BKIo4Yas BCe NOMNpPaBKu:

ISO/IEC 7816-4:2005"), Identification cards — Integrated circuit cards — Part 4: Organization, security
and commands for interchange (Kaptbl naeHTudukaynorHble. Kaptbl Ha MHTErpanbHbIX cxemax. Yactb 4.
OpraHu3auus, 3awmTa u KomaHabl 4ns obmeHa)

ISO/IEC CD 19785, Information technology — Common Biometric Exchange Formats Framework (CBEFF)
(UHchopmMaLmoHHble TexHonoruu. CTpykTypa dopmaroB o6meHa obLuen GUOMETPUYECKOIN MHdopMaumein)

3 TepMmuHbI 1 onpeneneHus

B HacTosiLeM cTaHaapTe NPUMEHEHbBI CReayoLMe TePMUHbI C COOTBETCTBYIOLLIMMU ONpeaeneHnsaImu:

3.1 6uomeTpuyeckue gaHHble (biometric data): JaHHble, Kogupylowme NpU3HaK UNKU NPU3HaKK, UC-
nonb3yemble npu OMOMETPUYECKOI BEpUdukaumu.

3.2 obuomeTpuyeckaa uHpopmaumsa (biometric information): NHdpopmauumsa, Heobxogumasa AnA BHELL-
HUX YCTPOWCTB AN CO34aHWSA AaHHbIX Bepudukauum.

3.3 buomeTpuueckue 3TanoHHble AaHHble (biometric reference data): [JaHHble, XpaHaLMECs B KapTe
AN CONOCTaBNEHUs C AaHHbIMU BMOMETPUYECKON BEpUdMKaLIMK.

3.4 ouomeTpuueckas Bepudukauua (biometric verification): Mpouecc Bepucdmkaumum npu B3aUMHO
OAHO3HAaYHOM COMOCTaBMEHUU AaHHbIX BuomeTpuyeckuii Bepudukauum ¢ BUOMETPUYECKUMU ITANOHHBIMMI
JaHHbIMU.

1) 3ametHeH Ha ISO/IEC 7816-4:2013.

M3paHue ocpuuymanbHoe
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3.5 paHHble 6MomeTpuyeckoi Bepudukaumum (biometric verification data): faHHble, cobupaemMbie B
npouecce BepudmKaluum Ansi CONOCTaBneHnss ¢ GUOMETPUYECKUMU STANOHHBIMU AAHHBIMMU.
3.6 waonoH (template): Mo MICO/M3K 7816-4.

MpuMmevyaHne — TepMuH «LWabMNoH» 03HA4YAET Mofe 3HaYeHUs B COCTABHOM WHDOpMaLMoHHOM oBbekTe. He
cnegyeT nyTaTh ¢ 06paboTaHHEIM 06pa3LioM GUOMETPUHECKUX AaHHbIX.

4 CokpalweHus

AID — uaeHtubukatop npunoxenus (Application Identifier);

AT — wabnoH ayteHTudukauum (Authentication Template);

BER — 6a30Bble npaBuna koauposaHus (Basic Encoding Rules);

BIT — wabnoH 6uometpudeckoin nHgpopmauun (Biometric Information Template);

BD — 6uometpudeckue gaHHole (Biometric Data);

BDP — BD B nponpuetapHom dopmarte (BD in proprietary format);

BDS — BD B crangaptHom ¢hopmate (BD in standardized format);

BDT — wabnoH 6uomMeTpuyecknx aaHHbix (Biometric Data Template);

CCT — wabnoH kpuntorpacuyeckoii KoHTporbHoli cyMmel (Cryptographic Checksum Template);

CRT — wabnoH ynpaenstoLwmx cceinok (Control Reference Template);

CT — wabnoH koHduaeHuuansHocTu (Confidentiality Template);

DE — anemeHT gaHHbix (Data Element);

DF — HasHadveHHbIV dhann (Dedicated File);

DO — uHpopmaumoHHbI 06bekT (Data Object);

DST — wabnoH uncposon noanucu (Digital Signature Template);

EFID — anemeHTapHbIii dhann ngeHtucoukaropa (Elementary File ID);

FCI| — koHTponbHas uHdopmaumusa cawna (File Control Information);

ID — ngentudukarop (Identifier);

RD — aranoHHble gaHHble (Reference Data);

SE — 6e3onacHas cpeaa (Security Environment);

SM — 6e3onacHbliii 06MeH coobLeHusamu (Secure Messaging);

TLV — Ter-anuHa-3Hadenune (Tag-Length-Value);

UQ — ksanudukatop npumenumoctu (Usage Qualifier);

VIDO — uHdOpMaLMOHHBIN 00bekT «uHhopmauua o TpeboaHuax k Bepudmkauumn» (Verification
requirement Information Data Object);

VIT — wabnoH «uHdopmauus o TpeboBaHuax k sepucmkauum» (Verification requirement Information
Template).

5 KomaHabl onsi NpoLeccoB, CBA3aHHbIX ¢ 6uomeTpuueckomn Bepudukaumen

KomaHnabl Ans n3sneveHus AaHHbIX, Bepudmkauumn n ayteHTuukaumu, onpeaenexHble no MICO/MIK 7816-4,
UCMOoSb3YIOT Mpu BuomeTpuyeckoit Bepudmkaumu. Ons GuoMeTpuuecknx AaHHbLIX (Hanpumep, YepTbl nuua,
cdopma yLUel, OTNeYaTok nanbla, CreKTp peyeBblX CUrHanoB, obpasew ronoca, KnaBMaTypHbIN MOYEpK) Mo-
XeT notpeboBaTbCs 3aluTa OT BOCNPOU3BEAEHUSA UIMN NPEABABEHNA AaHHbIX BepuduKaLmm, NONyYEeHHbIX OT
UCXOAHbIX OMOMETPUYECKUX AAHHBIX (HanpumMep, OTnevaTok nanbya, hoto aHdac). fina npeaoTspaLLeHns Takoro
TUNA HapyLLEHUA 3aLLUTbI HE0OX0AUMO NOCHNATL KapTe AaHHbIE Bepudukaumm ¢ Kpuntorpadou4eckon KOHTPOSIbHOM
CYMMOW MNnM UMpPOBYIO MOANMCHL C NMPUMEHeHueMm 6e3onacHoro obMeHa COOOLLEeHMAMMW, kak onpeaerneHo
B MICO/MO3K 7816-4. AHanornyHbiM obpa3om Ge3onacHbiit 06MeH COOOLLEHUAMN MOXET ObITb MCNONbL30BaH AN
TOro, 4T0Bbl rapaHTUpPOBaTL ayTeHTUMMKALIMIO BUOMETPUYECKUX AAHHBIX, U3BMEYEHHbIX U3 KapTb.

5.1 KomaHnabl ana usenevyeHnsa uoMmeTpnyeckon nHgopmaummn

[ns n3eneyeHns GUOMETpUIECKON MHpopMaLMM HEOOX0AMMO UCNONL30BaTb KOMAHAbI, ONpeaerneHHble
B MCO/M3K 7816-4 B pasaene, onucbiBaoLLEM 0OpaLLEHNE K JAHHbIM.

5.2 KomaHabl, ucnonb3yemble B NpoLiecce CTaTUYeCKOU OMOMeTpu4YecKoin Bepnduxkauumn

KomaHaoii, ucnons3yemon B NpoLecce CTaTu4eckon Bepudukanum (CM. npunoxeHue A), ABNAETCS Ko-
maHaa VERIFY, onpeaenenHas B UCO/M3K 7816-4. Mepenasaemoin nHpopmaumeii aensercs:

2
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- uaeHTuukatop OMOMETPUYECKUX STANOHHbIX AAHHbIX (TO €CTb KBANUMUKATOP STANOHHbIX AAHHBIX);

- AaHHble BMOMETPUYECKON Bepudukauum.

JaHHble BuomeTpuyeckon sepudukaumm mMoryT ObiTb 3aKOAMPOBAHbI Kak MH(OPMALMOHHbIE 0OBLEKTbI
BER-TLV (cm. Tabnuuy 2). Bait CLA MOXeT ykasbiBaTb, YTO MOME AaHHbIX KOMaHAbl 3aKOAUPOBAHO
B8 BER-TLV (cm. NCO/MOK 7816-4).

Ana KOMOMHUPOBAHHBLIX GUMOMETPUYECKMX CXEM MOXET WCMONb30BaTbCA CUENfeHWe KomaHig no
NCO/M3K 7816-8.

5.3 KomaHabl, cnonb3yemble B Npouecce gUHaMnU4ecKkon 6mometTpruyeckon Bepudnkauum

Ytobbl co3gaTh 3agavy, AnNsA KOTOPOi TpebyeTca OTBET nonb3osarens (CM. npunoxeHue A), Heobxoaumo
ucnonb3osaTtb koMaHay GET CHALLENGE.

Tun 3agayn B npouecce BuoMeTpudeckon Bepudpukaumm, Hanpumep dpasa Ans CNeKTPorpaMmbl ronoca
unu ppasza ans sepudmKaLMu KnaBmaTypHOro rnovepka, 3aBUCUT OT GMOMETPUYECKOro anroputma, KOTOpbIv
MOXeT 6biTb ycTaHoBneH B P1 komaHabl GET CHALLENGE (cm. ICO/M3K 7816-4). Vnu ke COOTBETCTBYIOLLMM
anropuTM MOXeT ObITb BbIGpaH npu ncnonb3osanun koManasl MANAGE SECURITY ENVIRONMENT (Hanpumep,
onumsa SET ¢ CRT AT n DO «kBanuukatop npuMeHUMocTu» 1 DO «maeHTUMKaTop anroputmay B none AaHHbIX).

Mocne ycnewHoro BeinonHeHua komanabl GET CHALLENGE B kapty nocbinator komanay EXTERNAL
AUTHENTICATE. [Mone QAaHHbIX KOMaHAbl NepefaeT COOTBETCTBYIOLUME [JaHHble OUOMETpUYECKON
Bepudmkaumu. Ons KoagnpoBaHus AaHHbIX BUOMETPUYECKO BEpUMMUKaLMU NPUMEHSIOT T€ Xe NPUHLMNLI, YTO
n ana komadgbl VERIFY (cm. 5.1).

6 dnemMeHTbI AaHHbIX

6.1 Buomerpuyeckaa nHpopmauus

LUlabnoH 6uometpuyeckon uHdopmauun (BIT) npesocCTtaBnseTr HarnsgHyl uHgopmauuio no
COOTBETCTBYIOLLMM BUOMETPUYECKUM AaHHBIM. OH NPeayCMOTPEH KapToi B OTBET Ha U3BNEYEHUE KOMaHAbI,
npeaLlecTByloLlei npoueccy Bepudukaumm. B Tabnuue 1 onpeaenersl DO «buomeTpudeckan uHopmaumnsy.

Tabnuya 1— DO «bruomeTpudeckas nHdopmaLms»

Ter L 3HayeHune | Hanuune
'7F60' | MepemeH- | LLlabnoH 6uomeTpuyeckoit unpopmaumu (BIT)
Has
Ter L 3HaveHue
'80' 1 Ccblifika Ha anropuT™ Ans Ucnonb3oBaHnsa B KoMaHgax | [dononHutensHo
VERIFY/EXT." AUTHENTICATE/MANAGE SE2
'83' 1 KBanudukatop sTanoHHbIX AaHHbIX ANs ucnonb3oBa- | JononHUTenbHO
Hus B komaHge VERIFY/EXTAUTH.9/MANAGE SE
'‘AQ' Mepe- DO «6uomeTpuyeckas nHgpopmaumsay», onpegenertslie | JononHuTensHoO
MEHHas | B HacCTOsLUeM cTaHfapTe
OpraH pacnpegenerus Tero (cM. MICO/M3K 7816-6) | OauH us stux DO
sBnserca obssa-
'06' Mepe- MaeHTudpnkatop obbvekra (OID) TenbHBIM. ecr A1’
MeHHas npucyTcTByeT
'41' Mepe- YNONHOMOYEHHBIA HauWoHanbHbLIA opraH (cM. NCO/
MeHHas M3K 7816-4)
'42' Mepe- 3muTeHT (cM. NICO/M3K 7816-4)
MeHHas
'4F' Mepe- Maentudpukatop npunoxenua (AID), wuaentu- | OamH u3 atux DO
MeHHan | duuyupyloWnMini NpunoxeHue M ero nposaiigepa | sBnseTca obsasa-
(cMm. UICO/MOBK 7816-4) TenbHbIM, ecnn ‘A’
OpraH pacnpefeneHusa Teros no yMorn4yaHuiwo — | npucyTcTByer
MCO/MOBK CTK 1/MK 37
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OkoHYyaHue mabnuupi 1

Ter L 3HavyeHne Hanunune
‘A1’ Mepe- DO «buomeTpudeckas MHpopmaumsa», 3agaHHble op- | ObsasaTenbHo, ec-
MeHHas raHoM pacrnpeperneHus Teros (ykasaHue obasatensHo, | nn 'A0' He npu-
CM. BblLLIE) cyTCcTBYET

CM. Takxe npumep B npunoxexHun C

Ter L 3HauyeHne

DO, ykasaHHble opraHom
pacnpefeneHns Teros

'8x'/'AX' | MNepeMeHHas | ... (NpocTble/cocTaBHbIE) 3asucut ot DO
'Ox'/ 'BX' | MNepeMeHHas | ... (NpocTble/cocTaBHbIE)

1) EXT. — cokpalueHune oT EXTERNAL.
2) SE — cokpalleHue oT Security Environment.
3) AUTH. — cokpalueHne oT AUTHENTICATE.

MpumevyaHne — B cnydae ecnu kapTa He BHIMOMHSAET NpoLiecc BepudukaLmu, WwabrnoH GUOMETpUYeckoit

WHbOpMaLIMKM MOXET Takke cogepxatb B cebe BruomeTpuyueckme aTanoHHble AaHHble (cM. Tabnuuy 3) u, BO3MOXHO, Npo-
n3BOnbHble faHHble (Ter '53' unu '73'), HanpuMep ANA AaHHbIX, KOTopble JOMKHbLI NepefaBaTbCsA CUCTEME YCNyr, ecnu
BepudUKaLus nonoxutensHa (cM. npunoxeHue C).

Ecnu Heckonbko BIT npucyTCTBYIOT B pamMKax OAHOTO NPUIOXEHUSA, TO OHWU AOIMKHbI ObITh CTPYNNMPOBAHbI,

Kak nokasaHo B Tabnuue 2.

Tabnuya 2 — WabnoH rpynnel BIT

Ter L 3HaveHue Hanuuuve
‘7TF61' MepeMeHHas LWa6noH rpynnel BIT
Ter L 3HaueHune
'02' MepeMeHHasa Yucno BIT B rpynne ObnaszaTenbHo
"TF60' MepemMeHHasn BIT 1 YenosHo
'7TF60' MepeMeHHasa BIT 2 YenoBHO

LLlabnoH rpynnbl BIT MOXeT ObiTb U3BNEYEH, HANPUMEP, C MOMOLLILIO:

- komaHabl GET DATA;

- cuuTbIBaHuA u3 darina B cooreeTcTeyowmx DF, EFID, HaiaeHHbix B FCI, unu

- cuuTbiBaHus WwabnoHa SE (cm. NCO/M3K 7816-4), B KOTOPOM XpaHuTca WwabnoH rpynnei BIT.

6.2 BuometTpuyeckue gaHHble
BuomeTpuueckue aaHHble (AaHHble GUOMETpUYECKOn Bepudukauum, GuomeTpudeckue ISTanoHHbIE

OaHHbIE) MOryT:

- NPeAcTaBnATbL cob0M cuenneHne 3NeMEHTOB AaHHbIX;
- 6bITb B pamkax DO «6Guometpuueckue gaHuoie» no NCO/M3K 7816-6 unu
- npeactaBnaTb coboni cuennenne DO B pamkax wadnoHa GMOMETPUYECKMX AaHHLIX (CM. Tabnuuy 3).

Ta6nuya 3 — DO «buomeTpuyeckne gaHHbIe»

Ter L 3HaveHue Hanuune

'‘S5F2E' | NepemeHHan | BuomeTpudeckue aaHHbIe

'7TF2E' | MNepemMenHasn | LLlabnoH BuomeTpuieckux AaHHbIX
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OkoHuyaHue Tabnuubl 3

Ter L 3HaueHne Hannuve
Ter L 3HaueHue

'5F2E' MepemeHHasn BuomeTpuyeckne gaHHble MpucytcTByeT  Kak
MUHUMYM OAWH W©3
naHHbix DO, ecnun
ncnosnb3yetcsa  wa-
610H

'817 'A11l MepemeHHass  buomeTpuyeckne pgaHHble CO CcTaHgapT-
HbIM ¢hopmaTtom (npocTble/cocTaBHbIe)

'827 A2’ MNepemeHHasn BrnomeTtpuyeckne gaHHble ¢ nponpuertap-
HbIM popmartom (nNpocTble/cocTaBHbIe)

Kak nokasaHo BTabnuue 3, 6UOMETPUYECKUE JaHHble MOTYT OblTb pa3feneHbl Ha YacTh CO CTaHAAPTHbLIM
hopMaToM M Ha YacTu ¢ nponpueTapHbLIM (hOpMaToM, NpPU 3TOM 4YacTb C NponpueTapHbiM POpMaTOM MOXeT
MCMONb30BaTLCSA, HaNpUMep, A4 MOBbIWEHUS KayecTBa paboTbl. VMcnosnb3oBaHue GMOMETPUYECKUX AaHHbIX
CO CTaHAApPTHbLIM U NponpueTapHbIM hopMaTaMy Nokas3aHo Ha pucyHke 1.

CTpyKTypa 1 KogupoBaHue 6MOMETPUUYECKUX JaHHbIX 3aBUCSAT OT GMOMETpUYecKkoro tuna (Hanpumep,
yepTbl NMLa, 0TNeYaTok Nanbla) U BbIXOAAT 3a pamMku HacTosiLlero ctaHgapTa.

IED Kapta A, B—-Tn anroputma;
¢ anropuTMOM VERIFY* C aNropuTMom BD — 6nomeTpuyeckme faHHble;
WIBNEMEHNS NpH3HAKA conocTas- BDP — BD B nponpueTapHom copmare;
A nenns A BDS — BD B cTaHfapTHOM hopmare;

BDT — wabnoH BD;
T, L— Ter, anvHa

* flaHHble Bepudrkalmm

T.BDT L T.BDS L  BD BcTaHgapTHOM T.BDP L  BD B nponpuetapHom
copmaTte topmarte A

AnropuTMmbl conocTtassieHns A n B

IFD VERIEY* . aKa(E’Ta o OTHOCATCS K OfIHOMY U TOMY Xe
C anropuTMom /ITOpUTMOM 6MOMETPUYECKOMY THMY, HO UCMOMbL3YIOT
M3BMlEUEHNA NpU3HaKa conocras- Mpn 3TOM pasHble NponpueTapHble
A nexHvs B

6romeTpuyeckne gaHHble, Hanpumep
ANs yBennueHus adheKTBHOCTH
pabor. lNpy aTom o0ba anroputma
CMOCO6HBI BbIYUCINTL pesynibTar
Bepudmkalymm, ncnonb3ysa Tonbko BD
B CTaHjapTHOM chopmare

‘ laHHble Bepudmkalmm

T.BDT L T.BDS L  BD B cTraHgapTHOM
dopmaTte

PucyHok 1 — Kcnonb3oBaHne 6MOMETPUYECKUX AAHHBIX CO CTaHAAPTHOW W NPONpPUeTapHOl CTPYKTypamu

6.3 WNHpopmaumna o TpeboBaHMAX K Bepudukaymm

6.3.1 HasHaueHue
Tekyuwee Tpe6oBaHue K Bepudumkaunn obecneymaetcs nmbo:

- NH(POPMALMOHHLIM 06BEKTOM «MHOpMaLua o TpeboBaHUAX Kk Bepucukayuu» VIDO (Ter '96', cxatblii
thopmart), nmubo

- WwabnoHoM «uHopmaunsa o TpeboBaHuax Kk sBepudpukayumn» VIT (Ter '‘A6', ANUHHbLIA hopmar).
VIDO wnn VIT, ecnn nMerTCs, ABASIOTCA YacTbio MHoOpMaLumM KOHTPO/IbHOTO napameTpa daiina, cooT-
BeTcTBYylowero DF, nim xpaHaTcsa B pacwupeHHom caiine FCI (no NCO/M3K 7816-4). VIDO wnm VIT copepxart
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UHpopMaLuio, KoTopas YykasblBaeT, SIBAAITCA U 3TaNOHHble AaHHble Ana Bepudukauuy nonb3oBaTens
(To ecTb maponun n/mnn GuomeTpruyeckme AaHHble):

- paspeleHHbIMI UIN 3anpeLLeHHbIMU 1

- TPUMEHUMbBIMN WU HENMPUMEHUMbIMMU.

MpumeuyaHne — O6bLIYHO (hNaxok «paspeLlleHHbli/3anpeLwerHHbli» HaX0AUTCA Nof ynpasieHnem Bnafenbua
KapTbl, @ hNAXOK «NPUMEHUMBbIA/HENPUMEHUMbIi» — MO yNpaBieHWeM nposaiigepa NpuNoXeHnus.

6.3.2 VIDO — cxaTtblii dopmat

MepBbili 6ainT VIDO (cm. Tabnuuy 4) ykasbiBaeT C NMOMOLLb0 GUTOBOro OTOGPaXEHWS, Kakue Kwuu
(TO ecTb 3TaslOHHbIE JaHHble A5 Bepudmkaynum nonb3oBatesnis) ABASAITCA pa3peleHHbIMU (6UT yCTaHOBNEH
Ha 1) unn 3anpelieHHbIMU (6UT ycTaHoBNeH Ha 0). BTopoli 6UT ykasbiBaeT C NOMOLLbID GUTOBOro oTo6paxe-
HUA, Kakne KM4un ABNAKTCA NPUMEHUMbIMK (BUT yCTaHOBMEH Ha 1) WAM HENMPUMEeHUMbIMUK (6UT yCTaHOBEH
Ha 0). Kaxgblii 13 cnegyownx 6anToB SABNAETCA CCbIIKOM Ha Kntouy. [epBas ccbinka Ha K104 COOTBETCTBYET
61Ty b8 Ha 6MTOBON kapTe, BTOpas CCbiNKa Ha KMo4 — b7 U T. 4. YMCNo CCbINOK Ha KMYM 33a[aHO HEABHO
onuHon VIDO, Hanpumep, ecnn L MeHbwe naM paBHO 10, TO YMCAO CCbIIOK Ha KM4YM paBHO L-2.

Ta6nuua 4 — Cripyktypa VIDO

Pnaxku Pnaxkun

Ter < o Cceblika Ccblnika
L «paspeLleHHbIi/ «MPUMEHUMBIIA/
VIDO o o Ha KoY Ha KoY
3anpeLLeHHbI» HEMPUMEHVMBbIIi»
'96' MepemeHHasn Xx' Xx' XX XX

6.3.3 VIT — gnunHHbIA chopmart

VIT npegctasnseT nHopmauuo B AAIMHHOM dopmaTe, Npu 3TOM AONOMHUTENbHAA UHOpMaLna MOXeT
npepoctaBnATbca B DO «kBanndgukatop npumeHumoctu». DO, KoTopble MOryt Bxogutb B VIT, nokasaHbl B
Tabnuue 5.

Tabnunuya 5 — WabnoH «uHhopmauua o TpeboBaHUAX k Bepudpukauum» (VIT) n BnoxeHHble DO
Ter L 3HayeHne
A6’ MepemenHasa  LWa6noH «MHClOpMaLusa o TpeboBaHUAX kK Bepudukayum»
Ter L 3HayeHune
'90" 1 dnaxkn «paspelleHHblii/3anpeLwerHHblii» (hnaxok DO)
'95' 1 KBanudgunkatop npumeHumoctn no MCO/M3IK 7816-4
‘83" 1 Ccblnlka Ha Kty

dnaxkn «paspelleHHblii/3anpeLLeHHblli» ABNAITCA 06A3aTeNbHbIMU. Kak MUHUMYM 0auH DO «ccbinka Ha
KMoY» gosmkeH npucytcTeoBaTth. Kaxablii DO «ccbinka Ha Klo4» MOXeT npefwecTBoBaTb COOTBETCTBYOLWEMY
DO «kBanuunkaTtop NPUMEHUMOCTH». ECNn ¢ KNOYOM He CBSi3aH HMKaKoW kBanudukatop NPUMEHMMOCTK, TO
NPUMEHUMOCTb M3BECTHA HEABHO. B JaHHOM KOHTEKCTe ecnu kBannukaTtop NpUMMEHUMOCTU YCTAHOBMEH Ha
HOMb, TO 3TO 3HAYWT, YTO COOTBETCTBYHOLUIA KNIOY He AO/KEH MCNOoNb30BaThCA.

MpumedaHne — He o6A3aTeNbHO NPUMeHATb VIT ¢ TErOM NPUIOXEHUS, KOTOPbIA A0MKEH 6biTb NOMYYEH KO-
mMaHgoi GET DATA, notomy uto FCl unu pacwupeHHblit gpaiin FCl MoryT 6biTb BCerga cuutaHbl.
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MpunoxeHne A
(cnpaBo4yHoE)

Mpouecc 6uomeTpuyeckoin Bepudmkauum

A.1 CokpaweHus

ICC — kapTa Ha uHTerpanbHoii(bix) cxeme(ax) [Integrated Circuit(s) Card];
IFD — ycTpoiicTBo conpsikeHus (Interface Device);

OID — upeHTndukatop obbvekta (Object Identifier);

SM — 6e3onacHblli 06mMeH coobueHnamu (Secure Messaging).

A.2 lMpouecchl perucTpauun gaHHbIX U Bepudrkaumnm
Ha pucyHke A.1 nokasaHa o6uias (ynpoujeHHas) cxemMa npouecca permctpauum.

PucyHokA.1 — O6las cxema npouecca peructpauuy AaHHbIX

OaTtuuk n Momynb cbopa faHHbIX paccMaTpuBalOTCsH KakK OfHa JorMyeckass efmHuua, XO0TS OHM MOryT ObITb
OTAeNbHbIMM MoAynsmun. McxogHble AaHHble 006bIYHO 06pabaTtbiBaldTCA BHE KapTbl U3-3a GO/bLIOTO pasMepa MCXOLHbIX
JaHHbIX. Bo Bpems Takoii 06paboTkm 6GuomMeTpuyeckue MpusHaky BbIAENAKTCA U hopMaTupyloTcs ANA AafibHellero
MNCMoMb30BaHMsA. B npouecce perncrpaumm gaHHbiX WK Ha 60siee No3gHen ctagnn 6GuomeTpuyeckne 3TasioHHbIe faHHble,
BO3MOXHO, BMECTE C AO0NOMHUTENbHOW MHOopMaLneid, nocklialT 6e3onacHbIM CNOCO60OM KapTe A8 XpaHeHUs 1 nocne-
OYIOLLEer0 NPUMEHEHMS.

B cnyyae «OH-KkapT» CONOCTaBNIEHWS 3TU AaHHbIEe He MOTyT 6biTb NOMyYeHbl Mocne coxpaHeHus. B cnyyae «odydp-
KapT» CONOCTaB/IeHNS 6MOMETPMUYECKNE ITA/IOHHbIE AaHHble MOTyT ObiTb MOTyYeHbl B KayecTBe YacTu BIT. BuomeTtpuyeckme
3Ta/IOHHbIE AaHHble W, BO3MOXHO, BIT uenvkom MOryT 6biTb 3allulLEeHbl, HanpuMmep, C NMOMOLLbK LMGPOBOIM nognucu.
Take goctyn Kk BIT mMoXeT 6biTb OrpaHu4yeH, HanpuMep AOCTYN BO3MOXEH TO/IbKO MOC/€e YCMELWHOro BbINO/HEHNS
npowueaypbl ayTeHTUdUKaLmm.

BuomeTpuyeckne aTanoHHble AaHHble MOTYT ObiTb 3anucaHbl B KapTy:

- B TeueHune asbl nepcoHanusaunm KapTbl;

- mocrne Bblgauu KapTbl AepXaTeso KapTbl.

XpaHeHne 3TaNoHHbIX faHHbIX NOC/E BblAaun KapThl AepXxaTesnto KapTbl UK Npu NpefocTaB/IeHUN KapTbl AepXaTento
KapTbl paccMaTpuBaeTcs B MpunoxeHuun B.

Ha pucyHke A.2 nokasaHa ynpoLlieHHas cxema Ans Bepudpukaumum, oxsaTbiBalolas cnegyoline KoHgurypauuu:

- C GBUOMETPUYECKNMUN ITAJIOHHBIMU AAHHBIMU 1, BO3MOXHO, NapaMeTpamu, XpaHAawWwmrMncsa B KkapTe;

- C 06paboTKOIN MyTEM BbISIBNIEHWSI COBMAZEHUA U MPOLECCOM MPUHSATUA PEeLUEeHUi B KapTe;

- C BblAefneHneM npu3Haka, hopmaTupoBaHueM, 06paboOTKO MyTeM BbiIABNIEHUS COBNAAEeHWs W NPOLECCOM npu-
HATUS peLUeHunii B KapTe;

- C AaT4YMKOM Ha KapTe v BbIMOJIHEHMEM TMOJIHOTO mnpouecca Bepudmkaunum B KkapTe.

[pyrue koHdUrypaumm Takke BO3MOXHbI.

MpumeuyaHue — TlapameTpbl 418 NPUHATAS pelleHUs 06bIYHO CBSI3aHbl C NPOLLECCOM NPUHATUS peLueHwnii. Eciu
KapTa npejocTaB/isieT GUOMETPUUECKME ITANIOHHBbIE faHHbIE (BO3MOXHO, 3aLLULLEHHbIE KPUMTOrpactMyeckuMy MeTofamm) ans
BHELLUHEro COMOCTaB/IeHUs (CaMblii HWKHWIA ciyyaii Ha pucyHke A.2), TO napameTpbl A1S NPUHATUA PeleHnii MoryT npucyT-
CTBOBaTb W M3BnekaTbcs (6e30macHbIM Cnoco6oM), ecii OHW COAEPXKAT KOMNOHEHTbI, CNeuudmnyHbe 418 Nob30BaTess.
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PucyHok A.2 — Ob6uwana cxema npouecca sepudukayumu

A.3 Knaccudpmkauma metonoB 6uomeTpuyeckoli Bepudmkaunm

MpuHMMas BO BHMMaHWE cyliecTBOBaHWe pas3/inyHOW annapaTypbl o6MeHa coobuweHnsmu mexay kapToi u IFD,
MCMONb3YT creayoLwyo knaccudukaymio:

-MeTopn cTaTuyeckoli 6uomeTpuyeckoin BepudukaLmum — 3To meTos 6UOMETPUYECKOn BepuduKaLum, npm KOTOpoMm
TpebyeTca npeacTaBneHne pusnyeckoro (To ecTb CTaTUYECKOr0) NpU3HaKa Yyenoseka, KOTOPOro Heo6XxoAMMO ayTeHTUdn-
umpoBaTtb (CM. TMn A), UNN BbINOSIHEHME 3apPerMcTpMpoBaHHOro, 3apaHee 3agaHHoro geicTems (cm. Tun B);

- MeToa AuvHamu4yeckoin 6GuomeTpuyeckoin Bepudmnkauum — 3TO mMeTofd GMOMeTpuYecko Bepudukauuu, nNpu Ko-
TOpoMm TpebyeTca AMHaMmuyeckoe AelicTBue OT yesioBeka, KOTOPOro Heob6xoaMmo ayTeHTuduunposaTb (TO eCcTb peakuus
yenoBeka Ha 6MomeTpuyeckyto 3agady, cMm. Tun B).

Mpumepbl 6uomeTpuyeckoro Tuna A:

- thopma yuwei;

-4yepTbl Nuua;

- hbopma nanbues;

- oTneyaTok nanbua;

- hopma pyk;

- pagyxHaa ob6onouka rnasa;

- hbopma nagoHu;

- ceTyaTka rnasa;

- PUCYHOK BEH.
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MpumeyaHne — [aHHble GUOMETpPUYECKME TUMbl MOTYyT O6biTb WCMOMNb30BAHbl TOMbLKO [ANS CTaTU4eCcKOM
Bepudurkalmm.

Mpumepbl 6uomeTpuyeckoro Tuna B:

- KnaBuaTypHbI noyepk;

- OBUWXEHne ryo;

- n306paxeHune noanucu;

- CNEKTP peyeBbIX CUTHAMOB (CneKkTporpamma rosocay;

- AVHaMuyeckas 3anncb (gMHamuKa PyKOMWCHOW nognucu).

MpumeyaHne — [aHHble 6UOMETPUYECKME NMPU3HAKM MOTYT GbITb UCMOMB30BaHbI NPU CTATUYECKOW Bepuduka-
LUMU MAW NpU AMHAMUYECKON BepudmKaLuu B 3aBMCMMOCTM OT NPYMEHEHNs COOTBETCTBYIOLLEro Tuna.

OCHOBHbIMMN XapakTepucTukamu nNpusHakos GMomMeTpuyeckoro Tuna A ABNAIOTCA:

-YHUKaNbHbI/, He NoAAANLNIACA N3MEHEHWUID;

- BblOMpaeMblil, ecnm CyLecTBYIOT HECKO/IbKO 3K3eMMNAAPOB TOro Xe knacca (Hanpumep, 60MblONA nanewy, ykasa-
TenbHbI nanew);

- OTKPbITbIA, ecnu N6oli YenoBek MoxeT 3addMKcMpoBaTb UM N3MepUTb COOTBETCTBYIOLWMI NpusHak (Hanpumep,
nnUo, yxo, oTneyaTtok nanbua), TO eCTb COOTBETCTBYIOLWME faHHble GUMOMETPMUUYECKON Bepudukalmm A0MKHblI ObITh Npea-
CTaBneHbl KapTe ayTeHTU4YHbIM cnocobom (cM. npunoxeHve B, pucyHok B.4).

OCHOBHbIMY XapakTepucTukamm npu3Hakos 6GuomeTpuyeckoro Tuna B ssnsawTcs:

-YHUKaNbHbI/, HO NOAAANLNIACA N3MEHEHWIO;

-3aBUCALWNIA OT 3a4aun, ecim UCNosb3yeTca AuHamuyeckan sepudurkayms.

Ha pucyHkax A.3 nA.4 nokasaHbl pa3nuunsa mexgy ctaTM4eckoi n anHamn4yeckoin GuomeTpuyeckoi Bepudmkauns-
MW NPV COMPSHKEHWUW KapTbl B C/lyyae COMOCTaB/E€HUSA M Npouecca NPUHATUA pPeLleHunin B KkapTe.

PucyHokA.3 — KomaHgbl gna ctaTuyeckoin bromeTpruyeckoin Bepudmkanmm

PurcyHokA.4 — KomaHabl ona AUHamMuyeckoin 6uomeTpuyeckoin BepudmkaLmm

A.4 CueHapuu
Ha pucyHkax A.5 n A.6 nokasaHbl HeEKOTOpble CLeHapuu, kacawulimeca 6uomeTpuyeckoin Bepudukaunum nosb-
3oBaTens.



FOCT P NCO/M3K 7816-11—2013

PesynbTat npouecca 6MOMeTpUUECcKoii BEpUUKALUN N3MEHSIET COCTOSIHME 3aLLUTLI KapTbl. EC/IM OH Takke U3MeHsieT
COCTOsIHME 3awuThl IFD, TO OH A0/KEH GbITh 3aLUMLLEH C NOMOLLbI0 6e30NacHOro o6MeHa CooGLLEeHUAMU.

PucyHok A.5 — CueHapuil c conocTaB/fieHVEM W NPOLECCOM MPUHATUS PeLUeHnii BHYTPU KapTbl

BuomeTpuyeckue n
C60p AaHHbIX 3Tas/IOHHbIE JaHHble r
61IOMeTpUYEcKoii (SM onumnoHansHO)
BepudmkaLum
Prcman lcc
ConocrtasneHne
N NPoLECC NPUHATUA
peLueHuni
IFD
YcnoBusi goctyna MoryT 6biTb NpucoeanHeHbl K GUOMETPUYECKMM 3TaSIOHHbIM AaHHbIM
BuomeTtpuyeckne
C60p AaHHbIX 3TasloHHbIEe fiaHHble
61OMEeTpUYECKOi (SM onumnoHanbHO)
BepudmKaLmum oo
pudrkay
ConocrasneHue
1 Npouecc NpUHATUA PesynbTar Bepudmkaumm
peLueHuii
IFD

Ecnu pesynbTaT npouecca 6MoMeTpuUeckoin Bepuukaymm n3mMeHsieT CoCTosiHMe 3aluTbl KapTbl, TO OHA A0/MKHA 6biTh
3alymiuLeHa ¢ NnoMoLbio 6e3onacHoro o6MeHa coobLeHnaAMmn

PucyHok A.6 — CueHapuil ¢ conocTaB/ieHVEM W MPOLECCOM MPUHATUS PeLIEeHUid BHE KapThbl

A.5 V3BneyeHne nHdopMalmm, Kacarlleincs npouecca 6MOMETPMUYECKONn MHopMaLun

Ona IFD wmoxeT Tpeb6oBaTbCcA WHGOpMauus, kacawuwascs npouecca Bepudukaynn. Crnepywlwmii nepedeHb
COAEPXUT 3N1IeMeHTbl MHhopMaLnmn, KoTopble MOTyT 6bITb Heobxoaumbl ans IFD:

- 6uomMeTpuyeckuii Tun (Hanpumep, oTNe4YaToK nanbua, 4epTbl Auua, ...);

- BuomeTpurYecKknii MoaTUN, ecnu OH BbiAeNneH (Hanpumep, NeBblil yka3aTeNnbHbl nanewy);

- Bnageney opmaTta uam tun gopmata 6MOMETPUYECKUX AaHHbIX;

- CCblJIKa Ha anropuTtm, ecnum umeetcs, kak, Hanpumep, B KomaHge MANAGE SECURITY ENVIRONMENT;

- ngeHTudurKaTop 6MOMETPUYECKUX 3TaNOHHbIX AaHHbIX (KBanugukaTtop 3TasloOHHbIX AaHHbIX B koMaHae VERIFY
wnn komaHae EXTERNAL AUTHENTICATE);

- NPOM3BOJ/IbHbIE fJaHHble, eC/In UMEeTCs.
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MpunoxeHue B
(cnpaBouHoe)

Mpumepbl perncTpaumMu gaHHbIX U Bepudukaumm

B.1 CokpalueHus

AID — naeHTudmnkaTop npunoxerus (Application Identifier);

AT — wabnoH ayteHTudpukayum (Authentication Template);

BIT — wabnoH 6uomeTpuyeckoit nHdopmauum (Biometric Information Template);
BT — 6uometpuyeckuit Tun (Biometric Type);

CRT — wabnoH ynpaenstoLwux ccoinok (Control Reference Template),

DO — uHdopMaumoHHbI 06bekT (Data Object);

DST — wabnoH yudposoi nognucy (Digital Signature Template);

FCl — koHTponeHasa nHdpopmayus daina (File Control Information);

FO — Bnageney dopmata (Format Owner),

FT — tn copmata (Format Type);

ID — naeHTudukatop (ldentifier);

IFD — ycTpoiicteo conpspkenus (Interface Device);

OID — ngeHtudukatop obbekta (Object Identifier);

RD — sTtanoHHble AaHHble (Reference Data);

SM — BesonacHblii 06meH cooblyeHnsamu (Secure Messaging);

TAT — wabnoH opraHa pacnpegeneHus TeroB (Tag allocation Authority Template);
UQ — kBanudukaTop npuMeHumoctun (Usage Qualifier);

VIT — wabnoH «uHdopmaLus o TpeboBaHusAx k Bepudpukauumny» (Verification Requirement Information Template),
|| — cuennenue (Concatenation).

B.2 Pernctpauuna AaHHbIX

[ns faHHoro npuMepa npegnosiaraeTcs, YTo Kapra:

- MOMHOCTLIO MEPCOHANU3UPOBaHa, 32 UCKIIOYEHUEM XPaHEHUA BUOMETPUHECKUX STANOHHLIX AAHHLIX U COOTBET-
CTBYytoLero LwabrnoHa GuoMeTpudeckoit MHPOpMaLmMK (3T Takke BKMOYaeT Hanuuue 6uometpuyeckoit 3anucu B daiine
Kntoda ¢ COOTBETCTBYOWMMMU aTpubyTamMn Ans GUOMETPUYECKUX STaNOHHBLIX AaHHbIX, TO eCTb MOBTOPEHUe CYETUMKA ¢
HayanbHbIM 3Ha4YeHeM, BOCCTAaHOBMNEHUE Koa C MOBTOPEHUEM CHETUMKA C HavarbHbIM 3Ha4eHMeM, draxku paspeLleH-
Horo/sanpeLleHHoro TpeboBaHUs BepudmrkaLuu U BOSMOXHOCTb 3aMeHbl);

- UMeeT BepudmKaLmio naponeM B 4ONONHeHUe k GuomeTpudeckoin BepudukaLmu.

C nomoubto komaHabl CHANGE REFERENCE DATA nycTble 3TanoOHHbIE AaHHble 3aMEeHSI0TCA STarlOHHBIMU AaH-
HbIMW Nonb3oBaTensa B npouecce peructpauumn gaHHeix. BeinonHenne komanasl CHANGE REFERENCE DATA porx-
HO BbITb CBSA3AHO C YCNOBUAMU CEKPETHOCTHU, HANpPUMep € YCTaHOBNEHWEM HeoBX0AUMOro COCTOSIHMSA 3allUUThl nocne
YCMEeLWHOro BbINOSMIHEHUA MPOLEAYPEl ayTeHTUdUKaLUM, OCHOBAHHON Ha KpunTorpadun, Unn ¢ ycrnewHeIM npeabsasre-
HUeM napons.

MpumevyaHue — Ycnoua cekpeTHocTn ana koMaHabl CHANGE REFERENCE DATA nocne Toro, Kak npou3o-
Lna 3anMck GUOMETPUYECKUX STANOHHBIX AAHHBLIX, MOTYT OTNUYATLCA U3-3a NONUTUKK GezonacHOCTU npoBaigepa npu-
NOXeHUsA (HanpuMep, M3MEHEHMNE STanOHHLIX AaHHbLIX Bonblue He pas3peLleHo Nocne perucTpaunn aHHbIX).

Mocne Toro kak 6uoMeTpuyeckne aTanoHHble AaHHble ByayT 3anucaHbl, AomKeH 6bITb 3anucaH WwabnoH GuomeTpu-
Yeckoi nHdopmMauuu BIT, koTopblil ucnonbsyetes IFD B npouecce Bepudukayum B gaHHom npumepe. BIT sanuceiBaetca
nocre Toro, Kak BCe TUMbl U NOATUNLI BUOMETPUHECKUX STANOHHLIX AaHHbIX 6yayT 3aperncTpuposaHbl.

O6bluHO ycTpoiicTBy conpsixeHus IFD (Hanpumep, PC, OTKpLITBIA AOCTYN B UHTEPHET UnKu 6aHKOMaT) HEU3BECTHO
o TOM:

- MPUHAANEXUT NK NpeAcTaBneHHan kapTa NonNb3oBaTento, K KOTOPOMY NMPUMEHSIOT BUOMETPpUYECKUe XxapakTe-
pUCTUKY;

- UMeeT Nu KapTa GUOMETPUHECKUI anropuTMm, nogaepxusaemslii IFD;

- Kakol GoMEeTpUYECKUil TUNM NCNONBL3YETCS;

- Kakoe UMeeT 3HaYeHUe COOTBETCTBYIOW AN CCbiNKa Ha KoY (TO eCTb KBaNMMUKaTOp 3TanoHHbIX AaHHbIX);

- KaKue AOoMXHbI cobnioaaTbea NapameTpbl anropuTMa conocTaeneHus, cneLudmyHoro Ans peanusauum (Hanpumep,
orpaHuyeHue Yncna geranei, KoTopble 4OMKHbI ObiTb NepefaHbl B JaHHbIe BepuduKaLumu).

Takum o6pasom, WabnoH bMomMeTpudeckoi nHcopmauun BIT forkeH NpeaocTaBnsATb CreayoLyo MHGOopMaLuIo:

- 0 KBanudukaTope GUOMETPUYECKNX ITANOHHBLIX AaHHbIX;

- 06 OID opraHa pacnpegeneH1s TEroB 1 ykasaHun opmara And AaHHbIX Bepuukauuu,

- 0 BUOMETPUYECKOM TUME U, BO3MOXHO, O 3aperncTpupoBaHHOM BuomMeTpuyeckomM nogTune (Hanpumep, npa.blii
6onbLUoi nanewy);
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- 0 A4ONO/HUTENbHbLIX UH(OPMALMOHHBLIX 06bEKTAX, eCNu NMetoTcs;

- 0 MOBTOpEeHWM cooTBeTcTBYOWMX DO, ecnu, HanpuMep, BTOpPoii GUOMETPUUYECKMA TN 3aperncTprUpoBaH.

Ha pucyHke B.1 nokasaHbl KOMaHAbl, KOTOpble MOTYT 6bITb BbINOMHEHbI TakuM 06pa3om B npoluecce perucrpayuu
[aHHbIX.

KomaHpa/oTBeT 3HauyeHue
VERIFY <Maponb>" YcTaHOBIEHNE COCTOAHNSA 3aWunTbl 419 XPaHEHUST BUOMETPUYECKUX ITaSIOHHbIX
OaHHbIX
OK
CHANGE RD 3amMeHa NyCTbIX 3Ta/IOHHbIX AAaHHBIX 3aperncTpMpoBaHHbIMU GMOMETPUYECKUMU
<BuoMeTpuueckme 3Ta/IOHHLIMU [aHHbLIMU
3Ta/IOHHbIE fJaHHble>
OK
SELECT <ID daiina> Bbi6op 3nemMeHTapHoro gpaiina ans XxpaHeHus wabsoHa 6uomeTpruyeckol
MHpopmauun BIT (Zo/mkeH 6biTb U3BNEYeH ¢ noMowbio GET DATA)
OK

UPDATE BINARY <BIT>  XpaHeHue wab/ioHa 6uomeTpuyeckoii nHpopmanum BIT
OK

PucyHok B.1 — KomaHgbl Ana perncrpaunmn gaHHblx (npumepsbl)

MpumevaHnsa

1 MoXeT BO3HWKHYTb HEO6XOAMMOCTb 3alUTUTL perucTpaunio faHHbIX C NoMolbio 6e3onacHoro obmeHa
CoO6LLEeHUAMMN.

2 ina xpaHeHUsa n n3snevyeHns nHdopmauum Moryt 6bITb UCMONBb30BaHbl U APYrue KOMaHfAbl, Yem Te, YTO ONucaHbl
B WCO/M3K 7816-4. laHHO€E MOJMIOXEHWNE TaKKe AeCTBUTENbHO ANs pucyHkos B.4, B.6 n B.7.

Ha pucyHke B.2 nokasaH BIT co cesoumu DO.

T.BIT L TRD L T.0ID L TTAT L T.BT L T.FO L TFT L
Ter wabnoHa Ksanudum- NpeHTndoum- Ter BruomeTpuuec- Bnapeney, Tun
6uomeTpuyec- Katop ara- KaTop o6bekta  wabnoHa Kuid Tun, opmaTa thopmara
KoW MHdOp- JIOHHbIX opraHa pac- opraHa Hanpumep
mMauum [JaHHbIX, npegeneHus pacnpe- oTnevyarok
(‘"7F60’) Kak B P2 Teros Aenexus nanbua

B VERIFY Teros

(AT)

PucyHok B.2 — TMpumep wabnoHa 6uometpuyeckoii nHgopmayun (BIT),
TeroB, Ha3HaYeHHbIX CneynanbHbIM OpPraHoM pacnpefjeneHuns Teros

MpumeuaHune — Tern BHYTpU WabnoHa '‘AllonpefenstoTcss 0603HAYE€HHbIM OpraHoM pacnpefesieHus Teros.

B.3 Bepudmkaumus ¢ NoMolblo NpocToro 6MoMeTpmyeckoro Metoga

Mpouecc Bepudukauum HaynHaeTca € u3BneyeHus wabnoHa 6uoMeTpuyeckoil UHopmauun, Hanpumep, npume-
HUB komaHay GET DATA. Ecnu IFD nopaepxuBaeT Tpebyemblit chopmaT AaHHbIX GMOMETpUYECKONn Bepudukaumm, Kak
ykasaHo B BIT, n nonb3oBatenb npeacTaBu/l COOTBETCTBYIOLWMNIA GMOMeTpnyeckuin obbekT, To gaHHble Bepudunkaumm Bbl-
YNCNATCA U NepejalTcsa kapTe, ucnonb3ya KkomaHay VERIFY (cMm. pucyHok B.3).
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KomaHga/oTBeT 3HayeHve

SELECT <AlO> Bbi6op NpunoxeHus ¢ NOMOLLbLIO naeHTudmkatopa npunoxerus (AID)

OK

GET DATA <Ter BIT> M3Bneyenve wabnoHa 6uomeTpuyeckoii nhdopmauumn BIT

LLlabnoH 6uomeTpuyecko
MHhopMauum

VERIFY <[laHHble Bepudvkaumsa nonb3osatens
6UoMeTpUYECKOi
Bepudrkauun>

OK

PucyHok B.3 — KomaHgbl ana Bepudukaunum 6e3 ncnonb3oBaHusa 6e3onacHoro obmeHa coobuieHuamm (npumepsl)

MpumeuvaHune — Ecnm wabnoH 6MomMeTpulyeckoil UH(OpMaLMM He NPUCYTCTBYeT, 3TO 03HauYaeT B JaHHOM Mpu-
Mepe, UTO COOTBETCTBYIOLW NI NONbL30BaTe b He UCNOJb3yeT GUOMETPUUYECKME XapaKTePUCTUKM.

Ecnn gaHHble 6uomeTpuyeckoii BepudukaLmm obwenocTynHbl (Hanpumep, 4epTbl Nnua, oTneyaTtok nanbua, opma
yuwieid), To cywiecTByeT HE06X0AMMOCTb 3aLUTUTL UX C MOMOLLb0 6e30nacHOro o6mMeHa coobweHnsiMu (CM. pUCyHOK B.4).

KomaHga/otBeT 3HayeHune

SELECT <AID> Bbi6op npunoxexHusa ¢ ngeHtudgukatopom npunoxexus (AID)

OK

GET DATA <Ter BIT> M3Bneyenve wabnoHa 6uomeTpuyeckoii nudopmauum (BIT)

LLla6noH 6uomMeTpuyeckoii
MHhopMaLum

MANAGE <DO Ccblinika YctaHosnenne CRT DST ¢ OTKpbITbIM KIOYOM 4151 Bepudpmkaumm ceptudmkara
Ha Kou>

OK

VERIFY CERTIFICATE Bepudvkaums ceptudpukata, npuHagnexallero 6MoMeTpuyeckomy afemMeHTy
<cepTudmkar>
OK

3anpalwuBatollas 3agada, kotopast fo/KHA UCNo/b30BaTbCs A1t 6e30nacHoro

GET CHALENGE
o6MeHa coobLLeHUAMI

.INpounssonbHOEe uncno

EXTERNAL AUTHENTI- BHelwHss ayTeHTUdmKaumsa ¢ hopmvpoBaHmem kntoueli SM
CATE cpaHHble, kacato-
Lyecs ayTeHTUMKaLMn>

[JaHHble, kacalolmecs
ayTeHTUMKaLum

VERIFY cpaaHHble 6uomeT-  Bepudivkauua nonb3osatens caaHHbIMU BepudnkaLmm, 3aluiieHHbIMN
puyeckoit Bepudmkaumu, C NMOMOLLbI0 SM; OTBET MOXET ObITb TaKXe 3aluLleH ¢ NoMOLLbio SM

3aluieHHble SM>

OK

PucyHok B.4 — KomaHabl ana Bepudunkaunmm ¢ ucnosb3oBaHmem 6esonacHoro o6meHa coobueHnamun (npumepsl)

MpumevyaHne — OnucaHue 6e3onacHoro o6mMeHa coobuieHnamMn (SM) usnoxeHo B MCO/M3IK 7816-4.
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B gaHHOM npumepe npouecc Bepudukaumn HauyvHaeTcsa € U3BfevYeHus wabnoHa «uHdopmauua o TpeboBaHMAX K
Bepudukauumn» (VIT) n cooTBeTcTBylOLWero wabnoHa 6uomeTpuyeckoli nHchopmanumn (BIT), KOTOpble MOTyT XpaHUTbCS,
Hanpumep, B FCI pacwupeHHoro caiina (ID draiina HesaBHO n3BecTeH). VIT coaepXut nHopmauu o ToMm, A0CTynHa
6uomeTpuyeckasa Bepudpmkaunsa n/mnm sepudrkaLma ¢ NOMOLLbIO Napons, paspelleHbl Uan 3anpeLyeHbl U Kakme cooTBeT-
CTBylOLME KBA/MAUKATOPbl 3TaNOHHbIX AaHHbIX (KeyRef) Ao/mKHbI MCNOMBL30BATLCSA NpU COMNpskeHun ¢ kapTtoi. BIT co-
OepXuWT B fJaHHOM npumepe (CM. pUcyHOK B.5) nHdopmaunio o ccbiike Ha anropuTm, crneunduyHblii ansa kaptel (AlgiD),
KkBanudukaTope aTanoHHbIX AaHHbIX (KeyRef) n gononHuTenbHylo MHMOPMaLmMio, Takylo kak 6uomMeTpuyecknii Tun, Bna-
aeney chopmata v TMn chopmarta.

TBIT L  TAlgID L T.RD L TOIO L TTAT L T1.BT L
Ter wabnoHa Ccbinka Ksanundu- oID Ter Bruometpu- JononHu-
GrnomeTpuyec- Ha anropuT™ kaTop aTa- opraHa wabnoHa Yeckuii Tmn, TenbHble DO:
Kol UHhop- NOHHBIX pacnpe-  opraHa Hanpumep - Bnageney,
maLum [JaHHbIX JeneHns  pacnpe- oTrnevyaTok thopmarta;
('7F60") Teros fAenexus nanbLa - TMn dhopmata
Teros
CAIN)

PucyHok B.5 — lMpumep wabnoHa 6nometpunyeckoin nHcopmavmm (BIT)

Ecnv IFD v npejgctaBneHHasa kapta MOAAEPXUBAOT OAMH W TOT Xe MexaHusMm, a Mosib3oBaTeflb npeacTaBui
COOTBETCTBYWOLME BUOMETPUYECKME NPU3HAKM, TO AaHHble BepudmKauum fomkHbl OblTb BbIYMCEHBI U NepefaHbl kapTe,
ucnonb3dya komaHgy VERIFY, kotopas npepwectByeT komaHge MANAGE SECURITY ENVIRONMENT, uto6bl BbiGpaThb
meTos Bepudukaumm (CM. pucyHok B.6).

KomaHpa/oTBeT 3HaueHve
SELECT <IO daiina> Bbi6op paclumpeHHoro taitna FCI
OK
READ BINARY M3BneveHne wabnoHa «MHopmauus o TpebosaHnax K Bepudmkauum» VIT
VIT | BIT

MANAGE SE<DO UQI||DO YctaHosneHne CRT AT ¢ ksanudukatopom npumeHumoctn UQ, Ccbinikn Ha
Ccblinka Ha anroputm || DO aNropuTM 1 CChlsika Ha KoY
Ccblika Ha Knoy>

OK

VERIFY <[laHHble 6vomeT-  Bepudmkauusa nonb3osatens
pvyeckoli Bepudukaummn>

OK

PucyHok B.6 — KomaHabl ans sepudukaumm 6e3 ncnonb3oBaHnsa 6e3onacHoro oo6meHa coobueHnamu (npumepsbl)

Ecnn ctatnyeckana 6uomeTpuyeckas Bepudmkayms tpebyeT MHopMauuio oT KapTbl Nepef Hayanom Bepuduka-
uun, To Takass MHopmaymss MOXeT ObiTb NpeacTaBieHa B Wab/oHe 6uomMmeTpuyeckon nHgpopmaymm.
B.4 floctyn Kk BIT B cnyyae «opp-kapT» conocTaBneHus

BIT, BO3MOXHO, B KOM6GMHALMW C APYTUMU AaHHBIMU (Hanpumep, AaHHbIMU O BOAWUTENIbCKOM YAOCTOBEPEHUN) MOXET
6bIThb 3alyuLLEeH, HanpyuMep NOAMUCLIO OpraHa, BbljalowWero ygqoctoBepeHve (NpumMepbl 3alnTbl TakMX AaHHbIX CM. B Npu-
noxenun D). Takum o6pasom, BIT MoxeT 6bITb M3BNeyYeH npoctoit komaHaoin READ BINARY, cm. pucyHok B.7.
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SELECT <lO ¢paitna>
OK

READ BINARY
BIT
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3HaueHune

Bobi6op thaiina, copepxalyero 6MoMeTpuyeckyo MHhopmayuo

DO BIT cogepxuTt wabnoH 6e3onacHoro obmeHa coobLlieHmnamMu, Hanpumep
ONS rapaHTUM ayTeHTUYHOCTM faHHbIX 6MOMETPUYECKON naeHTudmKaLum

PucyHok B.7 — KomaHgabl ansa ussneveHus BIT (npumep)

JocTyn K BIT MoXeT 6bITb OrpaHuyeH, To ecTb Nepes HauyasoM CUuTbiBaHWA [O/KHA 6biTb BbINOMHEHA Npoueaypa
ayTeHTU(UKaLUM, Kak NokasaHo Ha pucyHke B.8.

KomaHpa/oTBeT

GET CHALLENGE
OK

EXT. AYTHENTICATE
chaHHble, kacatwouluecs
ayTeHTuuKaLmmn>

BIT

READ BINARY
BIT

3HaueHune

MonyyeHne cnydaiiHoro uncna

AyTeHTudmkaums ob6bekTa, KOTopblii MMeeT npaBo focTyna K BIT

CuuntbiBaHve BIT

PucyHok B.8 — KomaHgbl ona ussnedyeHus BIT nocne BbINONHEHUA npouefypbl ayTeHTudukauum (npumep)

Ecnn BIT gomkeH 6biTb nepepaH, Hanpumep, no MHTepHeTy, TO ANs o6ecnevyeHns KOHMPUAEHUUANBHOCTU U
ayTEHTUYHOCTU MOXET BO3HUKHYTb HEO6X0AMMOCTb NpuMeHeHUs 6e3onacHoro o6MeHa cOO6GLEeHUAMU, Kak MoKa3aHo Ha

pucyHke B.4.
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MpunoxeHue C
(cnpaBouHoe)

UndopmMaunoHHble 06beKTbl «OUoMeTpuyeckan uHopmaumsa»

B HacTosLWweM NpunoxeHun onpegenerbl MHPOPMaLIMOHHbIE 06bEKTHI «GUOMeTpuYeckas MHgopmaLmsy, OCHOBaH-
Hble Ha enHO cTpykType CBEFF.

C.1 CokpaweHusn

BDB — 6nok 6uomerpudeckux gaHHbix (Biometric Data Block);

BHT — wabnoH 6uometpudeckoro 3aronoska (Biometric Header Template);

BIT — wabnoH 6uomeTpudeckoit uHdopmayuun (Biometric Information Template);
CBEFF — EpguHas cTpykTypa cdopmatoB obmeHa BuomeTpudeckumu gaHHeimu (Common Biometric Exchange

Formats Framework);

DO — uHdopMaLmoHHbI 06bekT (Data Object);

IBIA. — MexayHapogHaa accouunaums GuomeTpuyeckoit npombiwneHHocTu (International Biometric Industry
Association);

IC — uHTerpansHas(bie) cxema(bl) [Integrated Circuit(s)];

MAC — ayTeHTUUKaUNOHHBIN Koa coobuleHusn (Message Authentication Code),

OID — ngeHtTndukatop obbekta (Object Identifier);

PID — naentudukatop npogykta (Product Identifier);

SE — 6esonacHas cpega (Security Environment);

SMT — wabnoH 6e3onacHoro o6MeHa cooblleHnamm (Secure Messaging Template),

TLV — Ter-anuHa-3HaveHue (Tag-Length-Value).

C.2 NndopmaumoHHble AaHHble GuomeTpuyeckoi nHdopMauum, ncnonb3yemble B Cnyyae «OH-KapT»
conocTaBneHun

C.2.1 Vicnonb3oBaHUe NPOCTOro 6uMoMeTpuYecKoro TuNa unu GuomMeTpruyecKoro noaTruna
o Ha4yana BbINONHeHUs npouecca Bepudgukayum MHhopMaLmsa MOXeT BbITb M3BreYeHa U3 KapThl, MpeAcTaBnAoLLei
0brnacTu JaHHbIX, KOTOpble MOXHO HabnoAaTb BHELWHUMKU YCTPOWCTBAMM NPU BLIMOMTHEHWW MpoLiecca BepuduKalmu.
CooTBeTcTBYHOLWME MHDOPMaLMOHHBIE 06LEKTHI NoKasaHkl B Tabnuue C.1.

Tabnunya C.1 — UHdbopmaLmuoHHble 06beKTHI «GUOMeTpUYeckas UHpopMayus» B Criydae «OH-KapT» CONOCTaBIeHUA

Ter L 3HaueHue Hanuuue
'7TF60' | Nepe- | LabnoH 6uomeTtpuueckoin uicpopmaruu (BIT)
MeHHasn

Ter L 3Ha4veHue

'80' 1 Ccbinka Ha anroputMm AN UCNONb3OBaHUS B KoMaH- | JononHUTenbHO
Aax VERIFY/EXT. AUTHENTICATE/MANAGE SE no
MCO/M3K 7816-4 (cM. npumedaHue 5)

'83' 1 KBanudukatop 3sTanoHHbIX AaHHbIX ANA ucnonb3oBa- | JononHWTensHo
HuA B komaHaax VERIFY/EXT.AUTH./MANAGE SE no
MCO/MOK 78164

'06' | Mepe- | OID craHgapTHoro obbekta CBEFF (cM. npuMeuaHue 6)
MeHHas

ObasartenbHo, ecnu
He wucnonbayeTcsi No
yMOn4YaHuto

'‘A1' | MNepe- | LabnoH 6uomMeTtpuyeckoro saronoska (BHT) B cooTBeT-
MeHHas | ctBuu ¢ CBEFF

ObaszatenesHo

Ter L 3Ha4veHue

'80' 2 Bepcua saronoska 3akasuyuka (no
ymonuyaxuio '0101')

ObasatensHo, ecnu
He ucnonb3yetcst Mo
yMon4yaHuio
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OkoHyaHue mabnuypi C.1

Ter L 3HaueHue Hanuune

'90' Mepe- | UHaekc, yHUKanbHbId UaeHTUKU- | JononHutensHo
MeHHas | KaTtop, ucnonb3yemolit gna obpa-
LWEeHUss K 3TUM GUOMETPUHECKUM
JaHHbIM, YCTAHOBMEHHBIM B KOH-
TeKCTe NPUIOXKEHUS BHE KapThl

'81' 1—3 Buometpuyeckuii Tun (cM. Tabnu- | JonosHUTENbHO
Uy C.2)
'82' 1 Buometpuyeckuit nogtun (cm. Tab- | [lononHWTENbHO, UcC-
nuuy C.3) Nnonb3yeTcs TONbKO C
6uomeTpuyeckum Tu-
nom
'83' 7 [ata n BpeMs co3gaHus JononHutensHo
GMOMeTpUYECKUX JaHHbIX
(CCYYMMDDhhmmss')
'84' Mepe- | Paspabotumk HononHutensHo
MeHHasi
'85' 8 Mepuog aectBusa LJononHutensHo
(or CCYYMMDDhhmmss

go CCYYMMDDhhmmss)

'86' 2 UaeHTudpukatop npogykra (PID), | JononHutensHo
KOTOpbIA co3fan pAaHHble 6uo-
MeTpU4ecKoi uaeHTUduUKkauunm,
3HadyeHue, onpegeneHHoe [BIA
(cM. www.ibia.org)

'87' 2 Bnapaeney cdopmata Ana AgaHHbiX | ObasartensHo
6uomeTpudeckoit BepudukaLmu,
3Ha4eHusn, onpegenexHoro IBIA
(cMm. www.ibia.org)

'88' 2 Tun dopmata gaHHbIX GuoMeTpu- | ObsisaTensHo
JYeckoW BepudMkauumn, onpege-
NeHHbIX BNagensuem ¢opmara

'917'B1" | Mepe- | Mapametpbl anroputma 6uome- | [lononHUTENbLHO
MeHHas | TPMYEeCKOro ConocTaeBneHus (npo-
CTble, COCTaBHbIe) (CM. Npumeda-
HUA 2K 7)

1 Mop, MecsiL, Yncno, Yac, MUHYTa, CekyHaa.

MpumeyaHus

1 MpepacTaBneHbl TOMbKO Te MHopMaLoHHble 06bekThl U3 CBEFF, koTopble cBA3aHLI C CONOCTaBNEHNEM C KapTOW.

2 [ononHuTenbHble MHOPMaLMOHHBIE 0BBEKTHI, KOTOpLIE He NPeACTaBNeHbl B OCHOBHOM cTpykType CBEFF.

3 B tabnuue C.1 6rniok 6uomeTpudeckux gaHHbix no MICO/MOIK 19785 He NpUCYTCTBYET, TO €CTb 3TaNOHHbIE AaHHbIE
3anuncaHbl B KapTy NO OTAENbLHOCTU U He B 3ToT BIT, a AaHHbIe 6MomeTpuyeckoit ngeHTudUKauun 4omkHel 6bITb Npea-
CTaBMneHbl, ucnonb3ya kKoMaHgy VERIFY.

4 B tabrinue C.1 He npeAcTaBneHO UHPOPMALMOHHOE HaNONHEHKe, TaK Kak 06bIMHO AOCTYN K UH(OPMaLMOHHOMY
HarMonHEeHNo, eCnii OH WCToNb3yeTcsl NPUIIOXKEHWEM, NPEAOCTaBNAETCA NOCNE YCNELLHOrO BLINONHEHUS BuomeTpuyeckoit
Bepudukauumn. UHdopmaumoHHoe HanofHeHe MOXET ObiTb U3BNEYEHO, UCNONB3YA KOMaHAbl AOCTyna, Takue kak GET
DATA unu READ BINARY.

5 BHellHue ycTpoiicTBa (Hanpumep, IFD) ncnonb3aytoT AaHHble 0 Bnagenbue dopmata/Tune dopmara ANA WAEH-
TMMKaLMU HeobXoAUMOiA CTPYKTYpbl ANsi AaHHLIX Bepudukauun. K anropuTMy conoctaBneHus B kapTe obpalyatotcs ¢
MOMOLLIbIO CCIFIKU Ha anropuTM.

6 Ecrnn ncnoneb3yetca Bepeuns ctaHgapta MCO ana CBEFF (MCO/M3K 19785), To OID cBsisaHHOro CO CTaHAapTOM
MNCO obbekra (MCOMOIK CTK 1/T1K 37) aBnsieTca 3Ha4eHUeM Mo ymondaHuto, To ecTb DO ¢ Terom '06' MOXET OTCYTCTBO-
BaTb. Ecnu OID ccbinaetca Ha NISTIR 6529, To ucnonbaytot OID ansa Peructpa 06beKToB KOMMbOTEpHOW Ge3onacHocTu
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(CSORM) npu NIST {join-iso-itu-t (2) country (16) us (840) organization (1) gov (101) csor (3)} (B LeCTHaALATEPUUHOM

koguposaHuun OID: '608648016503").

7 DO ofecneuynBaer cneyuanbHelMW NapameTpamn AN peanuiauuu anroputmMa «OH-KapT» COMoCTaBlieHus, Ha-
npuMep, MakcumarnsHoe YUCcrno MenKkuxX AeTaneil, oxuaaemblx B AaHHbIX BromeTpudeckoil Bepudmkayum. Cogepxarue

Takoro DO onpepnensertca enagensueM dopmarta.

Tabnuya C.2 — Buomerpuueckuii Tun no MCO/MIK 19785

HanmeHoBaHne GromeTpuyeckoro Tuna 3HayeHne
WHopmaLma He npegocTaBneHa '00'
Mcnonb3oBaHWe MHOromepHoi GomMeTpum ‘01’
YepTbl nuya ‘02’
lonoc '04'
Otnevarok nansua ‘08’
PagyxHasa obonoyka rmasa '"10'
CeTyatka rmasa '20'
dopma nagoHu '40'
[nHaMunKa pyKornucHoW nognucu '80'
[dvHaMunka ygapa no knasuwam (KnaBuaTypHbIA nodepk) ‘0100’
[ewxeHue ry6 '0200'
Tennoeoe nsoBpaxeHune nuua ‘0400
Tennosoe nsobpaxeHne pyku ‘0800
Moxopka '1000'
3anax Tena '2000'
OHK '4000'
dopmMa yLien ‘8000
dopMa nanbles '010000'
OTneyaTok NagoHu '020000'
PucyHok BeH ‘040000’
Otneyarok cTynHU '080000'
[pyrve 3Havenns RFUY

1) RFU — 3apesepBupoBaHbl s UCNONb30BaHNS B ByayLLeM.
MpuMmevyaHune — HekoTopble GBUOMETPUHECKUE TUNBI MOTYT BbITb HENPUMEHUMBEIMU ANA NPUNOXEHWA NCNOSb-

3yeMbIX KapT.

Ta6nuya C.3 — Buomerpudeckuii nogtTun no MICO/MIK 19785

b8 b7 b6 b5 b4 b3 b2 b1

BuomeTtpuueckuii noaTun

0 0 0 0 0 0 0
0
1

o = O

- 2 00 OO0
OO -~ =00
- 0O =20 -0

MHdopmauusa He npegocTaeneHa
MNpaBbl

JleBbliA

HeT 3HaueHus

Bonbluoi naney

YKkasaTtenbHbl Naney,

CpeaHuii naney,

BesbiMAHHLIA Nnaney

MusunHey

Hpyrue sHauyeHna RFU

1) Computer Security Object Register.
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C.2.2 icnonb3oBaHWe CTaHAAPTHbIX U NponpUeTapHbIX hopMaToB BMOMETPUUECKUX AAHHbIX

B criyyasix korga fgaHHble GuoMeTpudeckoii Beprudukalnm COCTOAT U3 AaHHbIX BuomMeTpuyeckoi Bepudukaumm co
CTaHf{apTHOW CTPYKTYPOR, 3@ KOTOPLIMU CeayIoT AaHHble BUOMETPUYECKON BepuUKaLum co CTPYKTYPOIiA, onpeaeneHHon
U3roToBUTENEM, BIIOXeHHasi cTpykTypa BHT fgomkHa npuMeHsTeCS, Kak nokasaHo B Tabnuue C.4.

Tabnwnya C.4 — BIT co cnoxeHHbIMKM BIT gns 6uoMeTpuyecknx AaHHbIX CTaHAapTHOro U NponpueTapHoro gopMaTtos
(npumep)

Ter L 3HaveHue

'"7TF60' Mepe- | BIT

MeHHas
Ter L 3HaveHue
'80' 1 Ccblifika Ha anropuTtm
'83' 1 KBanugukaTop sTanoHHbIX AaHHbIX

'06' Mepe- | OID craHgapTHoro o6bekra CBEFF, cm. npumevaHue 6 tabnuupl C.1
MeHHas

‘A1 Mepe- | BHT (ypoBeHb 1)
MeHHasA

Ter L 3HauveHune

O6uwue DO, cm. Tabnuuy C.1

'‘A1' | MNepe- | BHT 1 (ypoBeHb 2)
MeHHas

Ter L 3HaueHue

'87' | 2 | Brnageney dopmarta gns faHHbIX 6GuomeTpude-
CKOI BepudukaLym, Hanpumep uaeHTUudpukaTop
Brnagensua dopmara MICO/MIK CTK 1/MNK 37

'88' | 2 | Tun dpopmMaTta gaHHbIX GUomMeTpU-ecKoin Bepu-
dukauum, onpegeneHHbIX Bnagensuem ¢op-
mara

‘A2 Mepe- | BHT 2 (ypoBeHb 2)
MeHHas

Ter L 3HaueHue

'87' | 2 | Bnapeney copmaTa Ana AaHHbIX BuomeTpuye-
CckoW BepuduKauuu, Hanpumep U3roToBUTElNb
KapT

'88' | 2 | Tun dpopmaTa AaHHbLIX BUOMETpUUECKO BepU-
¢dukaumnn, onpegeneHHbx Bnagensuem dop-
mata

C.2.3 icnonb3oBaHne HECKONLKUX BUOMETPUYECKUX TUNOB UNU BUOMETPUUECKNX NOATUNOB

Ecnu B npeaenax 0jHOro U TOro e NpUNOXeHNA HeCKONbKO TUNOB BUOMETPUYECKUX TUMOB MK BUOMETpUYECKUX
MOATMMOB MCMONL3YIOTCA HE3aBUCMMO U o6pallieHNe K HIM NPONCXOAUT € NOMOLLbIO pa3HbIX KBanNUdUKaTOpoB STaNOHHbLIX
AaHHbIX (C 0AHUM Naponem Ans MoANUCU U pasHbIMU NAPONAMK ANA ayTeHTUUKaLMK), TO NPUMEHSIIOT rpynny CTPYKTYp
BIT ¢ BnoxeHHbiMK BIT (cM. Tabnimuy C.5).
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Tabnuya C.5 — LWa6noH rpynnel BIT ¢ BnoxeHHsIMU BIT 4ns npunoXeHWidn ¢ HECKONBbKUMU 3TanOHHBIMU faHHbIMY,
VMeoLMMU CBOV KBanndmnKaTop STarloHHbIX AaHHLIX (MpUMephbl)

Ter L 3HaueHune

'7F60" | Me p e - | WabnoH rpynnel GuomeTpudeckoil Mg opmaLmu

MeHHas
Ter L 3HaveHne
'02' 1 '02' = Yucno BIT
'7TF60' | Mepe- |BIT1
MeHHas

Ter L 3HaveHue
'80' 1 Cchlfika Ha anroputm
'83' 1 KBanudukaTop aTanoHHbIX AaHHbLIX

'06' | Mepe- | OID craHgaptHoro ob6wekta CBEFF (cM. npumevaHue 6 Tab-
MeHHas | nuubl C.1)

'‘A1" | Mepe- | BHT
MeHHas

Ter L 3HaueHue

'81'" | 1—3 | buomeTpuyeckuit TUM, Hanpumep oOTNeYaToK
nanbua

'82' 1 BuomeTpuyeckuit noaTUn, Hanpumep npasblii
ykasarenbHbIn nanewy

'87' 2 | Bnageney ¢opmata gnsa gaHHbX Guometpude-
cKoW Bepudpmkaumu

'88' 2 | Tun hopmata AaHHLIX GUOMETPUYECKOi BepUdu-
KaLmw, onpegeneHHbIx BnagensleM dopmara

'7F60' | Mepe- | BIT2

MeHHas
Ter L 3HayeHue
'80' 1 Ccblinka Ha anroputm
'83' 1 KsanudpukaTop aTanoHHbIX AaHHbIX

'06' | Mepe- | OID crtanpapTHoro obbekta CBEFF (cM. npumevaHue 6 Tab-
MeHHas | nuysl C.1)

'A1' | MNepe- | BHT
MeHHas

Ter L 3HaueHue

'81' | 1—3 | buoMeTpuyeckuit TUM, Hanpumep OTNeYaToK
nansua

'82' 1 BuomeTpuyeckuin noATUN, HanpuMmep NeBbIA
ykasarernbHbIA nanewy

‘87" 2 | Bnageneuy ¢opmara Ans gaHHbX GuomeTpude-
cKoil BepudukaLmu

'88' 2 | Tun hopmarta AaHHbIX BUoOMeTpUYECcKoin Bepudiu-
KaLu, onpeaerneHHbIX BragenbLemM gopmarta
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C.2.4 Vicnonb3oBaHMe My/nbTUMOAanbHOl GMomeTpumn

B cnyyasx korga Heo6xoAvMmMo BepuununpoBatb HECKO/IbKO GMOMETPUYECKUX NPU3HAKOoB (My/nbTuMoOganbHas win
KOMOVHMpOBaHHas 6nomeTpusa), HanpumMmep AASA TOro, YToObl NOAYUYUTb JOCTYN K KOHKPETHbIM AaHHbIM UM cneyuanbHOMY
KoYy, npuMmeHsT rpynny BIT ¢ BnoxeHHbiMu BIT, n Bepudumkauma BbINOMHAETCA MpU nepefayvye HECKONbKAX KOMaHz
VERIFY. YcnoBus gocTtyna, cBsi3aHHble C COOTBETCTBYHLUNM 3allULIEHHbIM 0O6bEKTOM, OMnpefensoT, kakas koMbuHauums
61MOMeTpMYECcKMX MPU3HAKOB A0/KHA ObiTh yCNelwHo BepudmLmpoBaHa.

C.2.5 MNpeacTaBneHne AaHHbIX GMOMETPUYECKO Bepudukaymm

KoaupoBaHue u copmaTt koMaHa GuomMeTpudeckoli Bepudmkaumn, KOTOpbli nepefaeTt AaHHble GuomeTpuyeckoi
Bepudunkauum B kapTty, BbIXogAaT 3a pamkm VCO/M3IK 7816-4. BO3MOXHOCTU KOAMPOBAHUA ANA NONSA AaHHbIX KOMaHAbl
13710keHbl B nogpasgene 6.2 MCO/M3K 7816-11. Ha pucyHke C.1 nokasaH npumep nons gaHHbIX KOMaHAbl, CBA3aHHbIN C
npuMepomM, npegcrasneHHbIM B Tabnuue C.4.

DO Wa6noH 6uomeTpryeckoin nHgpopmauum

T.BDT T.BDS T.BDP
ZE2E' L 81" L BDS 8" L BDP
JaHHble JaHHble
6uomeTpuyeckon 61omMeTpUYECKoin
nHdopmauum nHdopMauum
B CTaHAApTHOM B NponpueTapHom
hopmarte topmaTte

PucyHok C.1 — LWa6noH 6MoOMeTpUYECcKUX gaHHbIX
B MoJie AaHHbIX KOMaHabl (npumepbl)

C.3 lHpopMaLnoHHble 06BbEKTblI «bnomeTpuyeckas NHopmaLmsa», ncnonb3yemble B cyvyae «od-kapT»
conocTaBfeHus

C.3.1 O6uwasn cTpyKTypa 1 npumeHeHue

VHhopMaLoHHble 06BEKTbI ANA «0ddd-KapT» CONOCTaB/IEHNS NpeAcTaB/ieHbl B kauecTBe BIT, KOTOpbI COAEPXUT:

- WwabnoH 6uomeTpmyeckoro 3arosnoska BHT;

- 6110k 6uomeTpunyecknx AaHHblx BDB, cocTosAwmii M3 6GMOMETPUYECKMX 3TaNIOHHbIX AAHHbBIX C NOCAeAylWUM WH-
hopMaLMOHHbIM HanoMHeHneM u

- fononHutenbHeix DO, cBA3aHHbIX ¢ 6e3onacHocTbio (cM. C.3.4).

Mcnonb3oBaHne CTPYKTYP fAaHHbIX, NpeAcTaBNeHHbIX B MOCNeAYOLWMNX pa3genax, 0THOCMTCS He TONbKo K kapTam IC,
TO eCTb CTPYKTYPbl AaHHbIX MOTYT OblTb Takke WCNOMb30BaHbl B APYIMX TUMax kapT, HanpuMep B KapTax C MarHWTHON no-
NI0COI, KapTax C ONTUYECKON NamsATbio UM KapTax C ABYMEPHbIM LITPUXKOLOM.

C.3.2 NMpuMeHeHne NpocToro 6MOMeTPUYECKOro TUNa uan 6MoOMeTpUYECKOro nogTuna

B ta6bnuue C.6 onpegeneHbl DO, cBA3aHHble C CONOCTABNEHWEM BHE KapTbl, €C/IM UCMNONb3yeTcsi NpocToii 6uome-
TPUYECKUIA TUN UAN NOATUN.

Tabnuuya C.6 — WHpopmaunoHHble 06bekTbl «buomeTpuuyeckas uMHoOpMalma», ucnonb3yembie B cnyyae «odd-
KapT» conocTasneHus

Ter L 3HaueHve Hannuve
'7TF60' Mepe- LlabnoH 6uomeTpuyeckoin nHopmayun (BIT)
MeHHas
Ter L 3HaveHune
'06' Mepe- OID ctaHgapTHoro o6bekta CBEFF (cm. npumedvaHne 6 O6sa3atenbHO, eciu
MeHHas  Tabnuubl C.1) He MCnonb3yeTcs Mo
ymonyaHuio
‘Al Mepe- LWla6bnoH 6rnomeTpuyeckoro 3aronoBka (BHT) B cooT- O653aTenbHO

MeHHaa  BeTcTBuMM ¢ CBEFF
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OkoHyaHue mabnuupi C.6

Ter L 3HayeHune Hanu4ne
Ter L 3HaveHune
'80' 2 Homep Bepcum 3aronoBka 3akas- [ ObasaTensHO, ecnu
yuka (no ymonyanuto '0101') He ucnonb3yeTcs Mo
yMorn4aHuto
'90' Mepe- | NHAekc, yHukanbHbll uaeHTUdMU- | JononHuTensHo
MeHHas | KaTop, ucnone3yemelit ans obpa-
LEHNs K 3TUM BUOMETPUHECKUM
Jl@HHbIM, YCTaHOBMEHHbIM B KOH-
TEKCTe NPUIOXKEHUS BHE KapThl
'81' 1—3 | buomeTpudeckuit Tun (cMm. Tabnu- | JononHUTensHoO
uy C.2)
'82' 1 BruomeTpuyeckmin nogtun (cMm. Tab- | JononHuTensHo, 1c-
nuuy C.3) Nonb3yeTcs TONbKO
¢ 6uomeTpuyecknm
TUMOM
'83' 7 [Hata n BpeMs cozgaHuns ononHutensHo
BUOMETPUYECKUX faHHbIX
(CCYYMMDDhhmmss)
'84' Mepe- | PaspaboTyuk LononHutensHo
MeHHas
'85' 8 Mepuog gencTeuna [HdononHutensHo
(oTr CCYYMMDDhhmmss
fo CCYYMMDDhhmmss)
'86' 2 NaeHTudpukatop npoaykra (PID), | JononHutensHo
KOTOpbIA co3gan pAaHHble 6uo-
METPUYECKOW  naeHTUdMKaLuu,
3HadeHWe, onpegeneHHoe IBIA
(cM. www.ibia.org)
‘87" 2 Bnapeney opMaTta ans aaHHbIx | ObasarensHo
6uomMeTpuyeckoli Bepudukaluu,
3HadeHuWe, onpegeneHHoe IBIA
(cM. www.ibia.org)
'88' 2 Tun copmarta faHHbIX GuomeTpu- | Obsa3aTenbHO
Yeckoih Bepubukauuu, onpege-
neHHbIX BNagensLuem dopmara
'5F2E'/ | Tlepe- | BuomeTpudeckue sTanoHHble faHHble (NpocThie/cocTaB- | ObsisaTenbHoe
'7TF2E' | MeHHasa | Hble) (cM. Tabnuuy C.7)
'53'1'73' | Tlepe- | NpousBorbHble AaHHbIE ANA UHEOPMaLMOHHOro Hamnosl- | [lononHuTensHoe
MeHHasa | HeHus (npocToe/cocTaBHoOE) (CM. NpUMedaHnsa 2 n 3)

MpumeyvaHmna

1 Tonbko Te MHdopMaLmoHHble 06bekThl N3 CBEFF npegcTaBneHbl, KOTOpble OTHOCATCS K «0d-KapT» conocTas-
NeHun.

2 [lononHuTenbHble MHMOPMaLMOHHbIE 0BBEKTHI, KOTOPLIE HE NPEACTaBNeHbl B OCHOBHO CTPpYKType CBEFF.

3 MIHhopMaLMoHHOe HanosHeHne, ecnn UMeeTes, LOCTYMNHO BHELIHUM YCTPOWCTBaM, KOrga BepucmkaLms nponuso-
L@ ycneLHo.

MasHoe otnnymne B Tabnuue C.1 — ato To, 4To DO ANS CChINKU Ha anropuTM U KBanudgrKaTop STanoHHbIX AaHHbIX

(cebinka Ha KoY Npy UCMonb3oBaHWM KapTol) He MPUCYTCTBYIOT U Haxof4AaTcs BMecTo 6rioka BUOMETPUYECKUX JaHHbIX
(BDB), cocTosLLero n3 6UOMeTpUIeCKUX STaNOHHBIX faHHbIX, U, BO3MOXHO, NpUcoesuHEHHOe UHAPOPMaLMOHHOE Hamnos-
HeHUWe crieayeT 3a WwabnoHom GuomeTpudeckoro saronoska BHT. Tak HasbiBaeMblit 6riok noanucu (SB) MoxeT Takxe npu-
CyTCTBOBaTH U 3aKkofuposatbea no MCO/MBK 7816 (cm. C.3.4).
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Tabnuya C.7 — LLlabnoH 6uoMeTpUYeCKUX AaHHbIX

Ter L 3HayeHue

'"7TF60' | MNepe- | LLabnoH GUOMETpPUHECKUX AaHHBIX
MeHHas

DO, koTopble MOTyT 6biTh BKIIOHEHb! B LLIAGITOH BMOMETPUHECKUX faHHbIX

Ter L 3HaveHue
‘80" ‘A0’ Mepe- Bbi30B nogckasku nonb3oBarento (NpocToi/cocTaBHoON) (M. Tabnuuy C.8).
MeHHas | JaHHblii DO OTHOCUTCSI TOMbLKO K AWHAMUYECKUM OGUOMETpUYECKUM
TUnam
'81'1 ‘A1’ Mepe- buoMeTpuueckue faHHble CO CTaHAaAPTHOW CTPYKTYpol (nNpocToii/co-

MEeHHas | CTaBHOW)

'82'/ 'A2' Mepe- BuoMeTpuyeckue AaHHbIe ¢ NpoMNpUETapHOi CTPYKTYpoW (npocToit/co-
MEeHHasa | cTaBHOMN)

Tabnuya C.8 — LLabnoH 3apady

Ter L 3HayeHue

‘A0’ MepemenHas | LLaBnoH 3agav

DO, koTopkle MoryT 6biTb BKNOHEHb! B LIAGNOH 3agaq

Ter L 3HaveHne

'90’ Mepe- KBanudumkatop 3agay:

MeHHaa | '00' = nHdopmauusa He NpeaocTaBneHa (He onpeaenexa);
'01' = koguposaHne UTF8 (no ymon4aHuio).

Opyrve 3HaveHns RFU

'80' Mepe- 3apava
MeHHas

C.3.3 NNpumMeHeHUe BNOXEHHbIX CTPYKTYpP

B Ttabnuue C.9 kpaTKo U3NOXeH NpUMep NMPUMEHEHUS BIIOXEHHLIX CTPYKTYp. [MaBHoe oTnuuune oT Tabnuusl C.5 —
ykasaTeflb Ha BuoMeTpudeckne aTanoHHble JaHHble (TO eCTb KBanudukaTop 3TanoHHbIX faHHbIX) aBTOMaTUYeCcKn 3ame-
HsieTcst BUOMETPUHECKUMI STANOHHBLIMU faHHbIMM.

Tabnuya C.9—LWabnoH rpynnel BIT ¢ BnoxeHHbIMW BIT 4N NpUnoxXeHUin ¢ BUoMeTpu4ecKMMI 3TanoHHbIMU faHHBEIMK
HeCKONbKUX BUOMETPUYECKUX TUMOB (NPUMepHI)

Ter L 3HaveHne
'7F60' Mepe- | WabnoH rpynnsl GruomeTpuyeckoir uHpopmaLmu
MeHHas
Ter L 3HaveHune
'02' 1 Yuneno BIT B rpynne wabnoHos
'7F60' Mepe- | BIT 1
MeHHast
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OkoHyaHue mabnuypi C.9

Ter L 3HaveHue
Ter L 3HayeHne
'06' Mepe- | OID craHgapTHoro o6bekta CBEFF (cM. npumeva-
MeHHaa | Hue 6 Tabnuubl C.1)
‘A1 Mepe- | BHT
MeHHas
Ter L 3HaveHue
‘81" | 1—3 | BuomeTpuyeckut  TMN, Hanpumep
YepTbl NnLa
‘87 2 Bnageney dopmata gna 6uomeTpu-
YECKNX 3TaNOHHbIX AaHHbIX
'88' 2 Tun cdopmata GUomeTpU4eckux aTta-
NOHHBIX AaHHbIX, ONpeAeneHHbIX Bna-
Aenblem cdopmata
'7F60' Mepe- | BuomMeTpudeckune aTanoHHbIE AaHHbIE
MeHHast
'7F60' Mepe- | BIT2
MeHHas
Ter L 3HaueHune
'06' Mepe- | OID craHgapTHoro obwekta CBEFF (cM. npumeva-
MeHHas | Hue 8 Tabnuupl C.1)
‘AT Mepe- | BHT
MeHHas
Ter L 3HayeHue
'81' 1—3 | BruomeTpuyeckuii Tun, Hanpumep oT-
neyaTok nansua
'82' 1 BrvomeTpuyeckuit noaTUN, Hanpumep
neBbIW YKasaTeribHbliA naney
'87' 2 Bnageney dopmata gna 6uomeTpu-
YeCKNX 3TanNOHHBIX AaHHbIX
'88' 2 Tun cdopmata GUOMETPUYECKMX 3Ta-
NOHHBIX AaHHBIX, OMpeAeneHHbIX Bra-
denbuemM dopMarta
'5F2E' Mepe- | BuomMeTpuyeckue stanoHHble AaHHbIe
MeHHas

C.3.4 Bonpocbl 6e3onacHOCTU

HekoTopble BO3MOXHOCTH, kKak obecneunTs 6esonacHocTe BIT unu kak npegoctaButh goctyn Kk BIT n nepeaats ero
6e3onacHeIiM cnocobom, n3noxeHsl B npunoxeHunsx B u D. Mpusnaku 6esonacHocTu, onucanHblie B UCO/MOIK 19785, oT-

HOCUTENbHO:

- YKa3aHuA JONOSNTHUTESTbHO Bbl6l/|paeMbIX cpeacTs 6esonacHocTy;
- YKa3aHuAa JOoNOoNHUTENbHO BbI6VIp69MbIX cpencTs no obecneveHuio LE€NOCTHOCTH;

- obecneveHuna nona ana nognucu unu MAC —

NOMHOCTLIO NOAAEPXKMBAIOTCA NpU Ucnonb3oBaHuu LwwabnoHa 6GesonacHoro obmeHa coobujeHusamu SMT u cooTBeT-
cteytowux DO (cm. npunoxenue D). YkasaHWs AonosiHUTENbHO BbiGUpaeMbix cpeAcTB Be3onacHOCTU M obecneydeHus
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LLeNIoCTHOCTY B ABYX crneymanbHbix nonsx B BHT He TpebyeTca, Tak kak Hanuume kpuntorpammbl, LudpoBOW NoANUCH Un
MAC yka3zaHO COOTBETCTBYHOLMUMK Teramu. MpocToil npumep npumeHeHuss SMT nokasaH Ha pucyHke C.2. [lanee, B npu-
noxeHun D, gaHbl 60n€e CNoXHble NpuUMepbl.

LLlabnoH 6romeTpuyeckoli nHdpopmaumm BIT (L = L.BIT)

LLla6noH 6e3onacHoro o6mMeHa coobweHnsamm SMT (L = L.SMT)

TBIT LBIT T.SMT LSMT T.PV L.PV MpocToe 3HauyeHne T.DS L.DS Uudp-
PV =BIT- DO (L = L.PV) poBas
(OID || BFIT || BuomeTtpu- noanucb
yeckne faHHble) DS
7F60" Mepe- ‘7D Mepe- '81'" T[epe- '06... |Al... | 5F2E' 'OE' Mepe-
MeHHast MeHHas MeHHas MeHHas

PucyHok C.2 — 3awuleHHbIn WwabsoH 6MoMeTpUYeCcKnxX faHHbIX (Mpumep)

C.4 CeepfieHus o peructpaummn IBIA

CooTtBeTtcTtBue CBEFF TpebyeT, uTo6bl Bnagenbubl gopmata 3apernctpuposanu B IBIA 3afaHHbI YHUKAbHbINA
naeHTucmnkaTop Bnagensua copmata. Tunbl opmaTa HasHavalTCcs Bnagenbuem dopmarta W npeacTtaBnsaoT coboi
hopmart cneymanbHbix 6UOMETPUYECKUX AaHHbIX, YKa3aHHbIX Bnagenouem dopmarta. PekomeHayeTtcs, yTtobbl Bnagesnblbl
dopmaTa perucTtpupoBanu Tunbl opmata, npumeHsemble B IBIA ona apxuBupoBaHus u nybnukauumn. IBIA Takxe peru-
cTtpupyeT O npoaykta (cMm. Tabnmuybl C.1 1 C.6). Yncno rapaHTVPOBAHHO AO/MKHO 6bITb YHUKA/IbHBIM.

IBIA He 6yneT onpegenatb 3HayeHua ot 'FFFO' o 'FFFE' gna Bnagensues copmata u ID npogykta. [JaHHble 3Ha-
YeHUs AOCTYMNHbl AN UCMbITAHWA.

CsefleHnsa o peructpayumm cM. www.ibia.org.

25


https://mosexp.ru# 

rocT P UCO/MIK 7816-11—2013

MpunoxeHue D
(cnpaBouHoe)

MpumeHeHue WAONOHA 6e30NacHOro o6mMeHa coobLWeHMaMmu

D.1 CokpawieHus

BD — 6uomeTpudeckue gaHHble (Biometric Data);

BER — 6asoBble npaBuna koguposaHus (Basic Encoding Rules);

BHT — wabnoH 6uomeTpuyeckoro 3aronoska (Biometric Header Template);

BIT — wabnoH 6uomeTpuyeckoii nHdopmayum (Biometric Information Template);
CC — kpunTtorpaduyeckasn koHTponsHaa cymma (Cryptographic Checksum),
CCT — wabnoH Kpuntorpaduyeckoi KoHTponeHoi cymmel (Cryptographic Checksum Template);
CT — wabnoH koHdpugeHumanbHocTh (Confidentiality Template);

CG — kpunTorpamma (Cryptogram);

DE — aneMeHT gaHHelx (Data Element);

DO — uHdpopmaLmoHHbI 06bekT (Data Object);

DS — uudppoBas nognuce (Digital Signature);

DST — wabnoH undposoit nognucu (Digital Signature Template);

KR — ccbinka Ha krtod (Key Reference);

L — anvnHa (Length);

MAC — ayTeHTUdMKaLMOHHLIN kog cooblyeHnsa (Message Authentication Code);
PD — nepcoHanbHble faHHble (Personal Data);

PDT — wabnoH nepcoHanbHbIX AaHHbIX (Personal Data Template);

PV — npocToe 3HaveHue (Plain Value);

SM — 6Ge3onacHbll 06MeH coobLyeHunamu (Secure Messaging),

SMT — wabnoH 6e3onacHoro o6MeHa cooblleHnsiMmn (Secure Messaging Template);
T —Ter (Tag),

TLV — Ter-anuHa-3HaveHue (Tag-Length-Value);

|| — cuenneHne (Concatenation).

D.2 NHchopMaLMOoHHble 06LeKTbl, OTHOcALWMeCA K 6e3onacHOMy oGMeHy COOBLUEHUAMM, U UX NPUMEHeHue

MoxeT BO3HUKHYTb HeoBxogMMoCTb 3aluTuThL LWabrnoH GuoMeTpuyeckoit uHdopmauun BIT B ToM cnydae, korga
KapTa ucnonb3yeTcs B KadecTBe Hocutend BIT (cm. Takxke NISTIR 6529 n ANSI X.9.84):

- BIT ¢ koHUaeHUnansHoCTbIo (KpunTorpaguyeckas 3alumTa);

- BIT ¢ uenocTHoCTLI0 (NOAMNUCaHHBIA UK 3alUMLLEeHHbIA ¢ nomoLlso MAC);

- BIT ¢ KoH U EeHLWansHOCTLIO U LIENOCTHOCTLIO.

CpeactBa ANs KOHOUAEHLMANBHOCTW UMK LIENOCTHOCTW B COAEPXaHUKN KapTel obecnednsaroTcs ¢ NoMoLLbio 6e3-
onacHoro obmeHa coobLeHnsamm (SM), kak onpegeneHo B UCO/M3IK 7816-4. CyLecTBYIOT Ba MeTofa:

1) Ao cunTbiBaHusa BIT kntoun SM gnsa obecneyeHns KOHUAEHLNANBHOCTU U LIENOCTHOCTM MHAaMWYECKN yCTaHaB-
NNBaOTCA € NOMOLLIbIO JOCTaBKW KITHOYeR UM MEXaHW3MOB COrnacoBaHus KIovel;

2) BIT 3awmueH cam no cebe cTaTU4HBIM CNOCOOOM, TO €CTb MPU MPUMEHEeHUU MeToga WwabnoHa SM, kak onuca-
HO HUXe.

Ecnu none 3Ha4eHusa BIT gonxHo ObiTb 3alUMLLEHO CTaTUYHBEIM CMOCOBOM, TO MoJSie 3Ha4YeHUs BKITHOMaETCs B Lia-
6rnoH SM, B KOTOPOM:

- BCe MH(POPMaLMOHHbIEe 0OBEKTbI, OCTaBLUMECS KaK HelalundgpoBaHHbIA TEKCT, NOMeLLatoTes B WabnoH npocToro
3HayeHus;

- BC@ MH(POPMaLMOHHbIE 06BEKThI, KOTOPbIe JOMKHEI ObiTh 3allndgpoBaHkl, NOMEeLLarTCA B KPUNTOrpammy,
W, ecnu ANA obecnedeHuns LENoCTHOCTH TpebyeTcs, NpUCyTCTBYeT KpunTorpaduyeckas KOHTponbHas cymma unu DO
«umncpposas nognucey. Ecnn HeoBxoanMbl MHOPMaLMOHHbIE 0BbEKTLI, TakUe KaKk CChiflka Ha anropuTM Wnu cchifika Ha
KItod, Mo3BonswLimMe cucteme oberyxuBaHus BepuuLMpoBaTh LENOCTHOCTL U BOCCTAHOBUTL NPOCTOE 3HadeHUe 3a-
LN poBaHHbIX AaHHLIX, TO OHW MPUCYTCTBYIOT B LWabnoHax ynpasnstoLmx cChifok (CM. pucyHok D.1).
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FOCT P NCO/M3K 7816-11—2013

Lla6noH 6e3onacHoro o6mMeHa coobLweHnamm SMT

LLIa610HbI yNpaBAsitoLMX CCbIIOK,
yKasblBatoLLMe aropuTM, CCbIJIKM Ha K/UH, ...

DO «npocToe 3HaueHue» (cogepxumT DO «bromeTtpuyeckas
MHChopMaLus», TO eCTb «OMOMETPUYECKMIA 3ar0/I0BOK»)

DO «kpunTorpamma» (CogepXuT, npu Haamumm, DO

__«brnomeTpuyeckme gaHHble»/«labnoH 6uomMeTpruyecknx
[OaHHbIX» W, BO3MOXHO, DO «Npoun3BO/bHbIE AAHHbIE»/«LIa6/0H
NPOU3BOJIbHbIX AAaHHbIX»)

__DO «kpunTorpacmyeckass KOHTPOIbHAsA CyMMa», COAepXaLLmii
MAC, nnmn DO «umdpoBasi NoAnuCb»

PucyHok D.1 — LWa6noH 6uoMeTprnyeckoin nHchopmauum B covetaHum ¢ SMT

KopguposaHne DO, oTHOocAWwmMXcs K wWabnoHy 6e3onacHoro o6MeHa coobuweHmamm SMT, nokaszaHo B Tabnuue D.1.

Tab6nuya D.1 — VHpopmaunoHHblii 06bekTSM T (NogMHOXeECTBO)

Ter

D'

MpumevaHune

L 3HaueHve
Mepe- LWa6noH 6e3onacHoro o6MeHa coobuweHuamu SMT
MeHHas
Ter L 3HayeHune
xx' Mepe- LLla6noH KOHTPOMbLHOrO ynpaBneHus (cMm. Tabnuuyy D.2) (3awuuieH € MoMOLLbio
MeHHas  ayTeHTudukaumm)
‘81" MNepe- MpocTtoe 3HauveHue (PV), cocTosiwee n3 nocnegosatensHocTn DE wnnm DO, koawu-
MeHHas  poBaHHbiX B BER-TLV, Ho He DO, oTHOcAwWwMXCcA K SM (cM. npumMeyaHue) (3awuLie-
HO C NOMOLLbIO ayTeHTUdunkaumnm)
'85' MNepe- Kpuntorpacusa (CG), npoctoe 3HayeHue, coctosuwee u3 DO, KoAWpPOBaHHbLIX B
MeHHaa  BER-TLV, Ho He DO, oTHocawuxca kK SM (cM. npumevaHue) (3aluieHo ¢ nomo-
bl ayTeHTudmkaymm)
‘8E' Mepe- Kpuntorpacduyeckasa koHTponbHas cymma (CC), TO ecTb ayTeHTUUKALWOHHbINA
MeHHas  kog coobuweHua (MAC)
'9E' Mepe- Lincposas nognuce (DS)
MeHHas

C ToukM 3peHua SM, npocToe 3HayeHue Bcerga dn1emMeHTapHoe.

La6noH 6e3onacHoro o6mMeHa COO6LEHNAMN MOXET cofepXaTb LWabnoHbl KOHTPO/IbHOTO YyNpaBieHus:

- wabnoH kpunTorpadunyeckoii KOHTponbHO! cymmbl (CCT);

- wabnoH yudposoit nognucu (DST);

- wabnoH koHduaeHuymansHoctn (CT).

3T wabnoHbl ynpaBASALWMUX CCbIIOK COAEpXaT AOMNOMHUTENbHbIE WHOPMAaLMOHHbIE 06BLEKTbl, HanpuMmep Ans
onpefeneHus CCbIIKM Ha anropuTm u kY (cMm. Tabnuyy D.2).

Ta6nuya D.2 — LWab6noH ynpaBnsowmx ccblIOK 1 cooTBeTCcTBYOWME DO (MOgMHOXECTBO)

Ter
7D’
B7'
BY'

L
MepemeHHas
MepemeHHas

MepemeHHasn

3HaveHve

La6noH kpuntorpadunyeckoih KOHTPosbHOU cymMmmbl (CCT)

LWa6noH yndposoii nognucu (DST)

LWa6bnoH koHuaeHymansHocTh (CT)

DO, cBsAzaHHble ¢ CCT, DST, CT
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OkoH4yaHue Tabnmuybl D.2

Ter L 3HaueHve
Ter L 3HayeHune
'80' Mepe- CcblsiIka Ha anropuTtm
MeHHas
'83' Mepe- Ccbinka Ha CeKpeTHbIl K1Y A8 NpsMOro MCrnosib3oBaHusa (OTHOCUT-
MEHHas €A K CUMMEeTPUYHOMY anropuTmy);
CCbI/IKa Ha OTKPbITbIN K04 (OTHOCMTCA K aCUMMETPUYHOMY anroputmy)
'84' Mepe- Ccbinika Ha CeKpeTHbI K4 ANnS yCTaHOBNeHUs kaw4va (0THOCMTCA K
MEHHaa  CUMMETPUYHOMY anropuTmy);
CCblI/IKa Ha NPUBATHbIN KoY (OTHOCUTCS K aCUMMETPUYHOMY aniroputmy)
MpumeuvaHne — [ononHuTesnbHble MHOOPMALNOHHbIE 06BEKTLI onpeaeneHbl B MICO/M3K 7816-4.

D.3 Mpumepbl KogupoBaHus
MprMepbl KOANPOBAHMSA NOKa3bIBaIOT:

- wabnoH 6uomeTpuyeckoih MHopmaumm, B KOTOPOM Mnocfe WHKOPMAaULMOHHbIX OOBLEKTOB «6uomeTpuyeckas
nHopmauusa» (bnomeTpuyecknii 3aronosBok) cregyeT Kpuntorpamma, cogepxalias OGvomeTpuyeckne AaHHble, Takxe
3aumuieHHasn ¢ nomolbio MAC (cm. pucyHok D.2), u

- Kakne-HMbyAb AaHHble MPUNOXEHWsA (Hanpumep, NepcoHasbHble AaHHble ANS ayTeHTudukaunm) o6besuHeHbl ¢
noMoLLblo WabnoHa 6UMOMETPMYECKO MHhOpMaL MU 1 3alUULLEeHbl Pa3IMYyHbIMKU cnocobamn (CM. pucyHkm D.2—D.5).

LWa6noH 6uomeTpryeckoi nicopmaumm BIT

LWla6noH 6e3onacHoro o6meHa coobuweHnamm SMT

TBIT T.SMT T.PV BIT-DO T.CG KpunTto- T.CC Kpunto-
(OID||IBHT) rpamMmmMa rpacuyeckas
(bnomeTpuyeckne KOHTpOJibHasn
faHHble BD) cymma
'7TF60" [Mepe- '7D' Mepe- '81' [lepe- '06... Al. '85' '5F2E’ '8E' '04' ... (MAC)
MeH- MeH- MeH-
Has Has Hast

[aHHble, 3awueHHble ¢ nomouwbio MAC
PucyHok D.2 — Wa6noH BIT co BCcTpoeHHbIM SMT (npumep)
LWa6noH nepcoHanbHbIX faHHbiXx PDT

T.PDT L T.PD L TMepcoHanbHble gaHHble PD T.BIT L  BIT (BHT IIBD)

LLla6bnoH
6romeTpuYEecKoit
WHhopmauum BIT

PucyHok D.3 — LWa6noH nepcoHasnbHbIX AaHHbIX ¢ BIT (npumep)
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Lla6noH 6e3onacHoro oé6meHa coobuieHnsasmMn SMT

LLla6oH ynpaBAsoWwmx CCbiNoK ansa uudposoii
MoANuUCK, yKasblBaloLel KoY, KOTOPbIA AO/MKEH
ObITb NPUMEHEH AN Bepudukaunm DS

[aHHble NPOoCTOro 3Ha4yeHns

T.PDT L TSMT L TDST L TKR L KR TPV L TPD L PD TBIT L BIT TDS L DS

[aHHble, 3awuneHHble uudgpoBoit nognuceto DS

PucyHok D.4 — La6noH nepcoHanbHbIX faHHbIX ¢ BIT, 3awmuieHHbiX LU poBoil nognucbio (npumep)
LWabnoH nepcoHanbHbIX faHHbIX

LLlabnoH 6e3onacHoro obmeHa coobweHnsamm SMT

[aHHble NPOCTOro 3HavyeHus Kpuntorpamma

TPDT L TSMT L T.PV L T.PD L PD L TBIT L BIT T.CG L CG(BD) TDS L TDS

JaHHble, 3awWmileHHble LngpoBoii nognucskio DS

PucyHok D.5 — LWa6i0H nepcoHanbHblIX AaHHbIX, 3alULLEHHbIA LU POBOA NOANUCHIO
n cogepxawmii nomumo DO kpuntorpammy ans 6MomeTpuyecknx gaHHbix (npumep)
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MpunoxeHue OA
(cnpaBouHoe)

CBeeHusi 0 COOTBETCTBUM CChISIOYHbLIX MEXAYHAPOAHbIX CTAHOAPTOB
HaLUMOHaNbLHbLIM CTaHaapTam

Tabnwuuya OA1

O6o3HayYeHne cebiNoYHOro CTeneHb

MeXAyHapoAHOro cTaHgapTa COOTBETCTBUA 0OB6o03Ha4eHe U HauMeHoBaHWe COOTBETCTBYHOLUEro HalMOHanbHOro cTaHaapTa

ISO/IEC 7816-4:2005 IDT FOCT P UICO/M3BK 7816-4—2013 «KapTbl ugeHTudukaymoHHele. KapTol
Ha WHTerpanbHbIX cxemax. YacTe 4. Opranusauus, 3alura U KoMaHgbl
ans obMeHa»

ISO/IEC 19785-1 IDT MOCT P NCO/M3K 19785-1—2008 «ABTOMaTUYeCKas naeHTUdmuKaLmus.
NaeHTudukauus buomeTpudeckas. EguHas cTpykTypa doopmaTtos obme-
Ha GuomeTpuyeckMMK faHHbIMK. YacTb 1. Cneyndmrkauus sneMeHToB
BaHHbIX»

ISO/IEC 19785-2 IDT MOCT P NCO/M3K 19785-2—2008 «ABTOMaTUYeckas naeHTUuduKkayms.
NaeHTudukauus buomeTpudeckas. EguHas cTpykTypa doopmaTtos obme-
Ha BuoMeTpuyeckuMU faHHbIMK. YacTb 2. Mpoueaypel AeAcTBMiA peru-
CTpaLUWOHHOro opraHa B obnactn 6uoMeTpun»

ISO/IEC 19785-3 — *

ISO/IEC 19785-4 IDT MOCT P NCO/M3K 19785-4—2012 «NHpOPMaLUOHHBEIE TEXHONOMMU.

Buometpusa. EgnHas cTpykTypa dopmatoB obMeHa BMOMETpUYecKUMU
AaHHbiMK. YacTb 4. Cneyndukayus dopmata 6noka 3awmtel UHDOpP-
Maunu»

BETCTBUA CTaHAapTOB!

- IDT — npeHTHYHbIE CTaHAapThI.

* COOTBETCTBYIOLLMIA HALWOHaMNbBHBIA CTaHLapT OTCYTCTBYET. [0 €ro yTBepXaeHUs peKoMeHAYETCH UCNonb3oBaTh
NepeBof Ha PYCCKUIA S3bIK AaHHOTO MEXAYHaPOAHOro cTaHAapTa.

MpumedvaHue — B HacTosweil Tabnuue UCNoNb30BaHO criefytollee ycnosHoe 0603HayeHne cTeneHun cooT-
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ISO/IEC 7816
NCO/M3K 7816
ISO/IEC 19784
NCO/M3K 19784
ANSI X9.84—2001
NISTIR 6529-A

rocTt P NICO/MIK 7816-11—2013

Buonuorpadusn

Identification cards — Integrated circuit cards — All parts

KapTbl ngeHTudukaymorHele. KapTbl Ha HTerpanbHeIX cxemax. Bee yactu
BioAPI specification

Cneundukaums GuoMeTpu4ecKoro NnporpaMMHoro nHTepdeiica

Biometric Information Management and Security

Common Biometric Exchange Formats Framework
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