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BBeaeHue

Cepusa cranpgaptos MCO/M3K 7816 onpeaenser TpeboBaHUsi K napameTpam KapT Ha MHTerpanbHbIX
CcxXeMax u cnocobbl X UCNOMb30BAHUS B paMKax MEXAyHapoaAHOro oomeHa nidopmMayuen. [laHHble ngeHTu-
PUKALUMOHHBbIE KapTbl NpegHas3HayYeHbl Ana obmMeHa uHopMauuei, OCHOBAaHHOTO Ha COrNacoBaHUAX MeXay
BHELUHUM UCTOYHUKOM M UHTErpanbHOW CXeMon kapTbl. B pesynsrate nHpopMaLMoHHOro obMeHa Kaprta Bbl-
Aaet nHdopmaumio (pesynbrar BbIYMCIEHUIA, XPaHUMbIE AaHHbIE) WU U3MEHSAET CBOE coaepXumoe (na-
MATb AaHHbIX, NAaMATb COObITUN).

MaTb cTaHAAPTOB OTHOCATCA K KAPTaM C rafibBaHUYECKMMU KOHTaKTaMm, TPU U3 HUX ONPEAENSIOT Anek-
TPUYECKNiA MHTEPPENC:

NCO/M3K 7816-1 — onpegenseT pusnyeckne xapakTtepucTUKn KapT ¢ KOHTaKTamu,

NCO/M3K 7816-2 — onpegenseT pasMmepbl U pacnonoXeHne KOHTaKTOB;

NCO/M3K 7816-3 — onpegenseT anekTpuyecknini MHTepdenc n NPOTOKONbI Nepeaadn Ana aCUHXPOH-
HbIX KapT;

NCO/M3K 7816-10 — onpeaenseT 9nekTpuyYeckuin MHTepeinc u OTBET HA BOCCTAHOBIIEHNE ANA CUH-
XPOHHbIX KapT;

NCO/M3K 7816-12 — onpeaensier anekTpuyeckuini uutepdeinc u padoune npoueaypbl ana USB kapr.

Bce ocranbHble cTaHAapTbl HE 3aBUCAT OT TEXHONOMMKU IU3NYECKOro nHTepdenca. OHU NPUMEHSIIOTCA K
KapTam, NoAKMo4aemMbIM NPy NOMOLLM KOHTAKTOB U/MNKN paguovacToThbl:

NCO/M3K 7816-4 — onpeaensieT opraHm3auuio, 3amTy U kKoMaHabl Ana obmeHa nHgopmauguen;

NCO/M3K 7816-5 — onpegensaeT perucrpauuio NnpoBanaepoB NpUKnagHbIX nporpaMu;

NCO/M3K 7816-6 — onpeaenser aneMeHTbl aHHbIX AN MEXO0TpacneBoro oo6mMeHa;

NCO/MO3K 7816-7 — onpeaensieT kKoMaHAbl ANA A3blka CTPYKTYPUPOBAHHbLIX 3anpOoCcOoB ANs KapThl;

NCO/M3K 7816-8 — onpeaenseT komaHabl, o6ecneynsatoLe onepaumm no 3awurte uHhopmaumum;

NCO/M3K 7816-9 — onpegenseT kKoMaHAbl ANA ynpaBneHnsa Kaptamu;

MCO/M3K 7816-11 — onpeaensieT yaocTtoBepeHue NMYHOCTM BUOMETPUHECKUMU METOAAMMU;

NCO/M3K 7816-15 — onpeaenseT npunoxexHue ¢ kpuntorpadunyeckon nHdopmaumen;

NCO/M3K 10536 — onpeaensieT OBMEH JaHHbIMM MNpU MOMOLUM MOBEPXHOCTHOIO AENCTBUA.
NCO/M3K 14443 n 15693 — onpeaensioT paanodacToTHbIn AOCTYN. Takue KapTbl M3BECTHbI KAK OECKOHTAaKT-
Hbl€ KapThbl.

MexayHapoaHbivi ctaHgapt MICO/M3K 7816-8 noarotoeneH nogkommteToM Ne 17 «KapTbl u naeHTudu-
Kauus MMYHOCTU» COBMECTHOro TexHu4eckoro kommteta Ne 1 MCO/M3K «MHdopmaunOHHbIE TEXHONOMMKUY .
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HAUMOHANBbHBIA CTAHAAPT POCCUNCKOWN PEREPALUUMU

KapTbl naeHTU(MKaUNOHHbIE
KAPTbl HA UHTEMPAJIbHbIX CXEMAX
Yactb 8
Komangbl ans onepauuit no sawurte uigopmaummn

Identification cards. Integrated circuit cards. Part 8. Commands for information security operations

Dara BBepeHna — 2013—01—01

1 Obnactb NnpUMeHeHust

Hacroswumii ctaHaapt onpegensietr MexoTpacneBble KOMaHAbl AN KapTbl, KOTOPbIE MOTYT ObITb UCMOMNb-
30BaHbl A5 onepauuin kpuntorpadun.

BbIGOp 1 yCrnoBusa UCNONbL30OBAHMA MEXAHU3MOB KPUNTOrpadduu MOryT BAUATL HA 3KCMOPTHLIE BO3MOXK-
HOCTM KapTbl.

Hacroswmii ctaHaapT He ycTaHaBnUBaeT TpeOOBaHUS K OLIEHKE NPUEMNEMOCTHN anropMTMOB U NPOTOKOB.

Hacroawmii ctangapT He pacnpoCTpPaHSIeTCA Ha peanu3auuio o6MeHa AaHHLIMKU BHYTPU KapTbl U/mMnu
BHELLUHEro OKpPy>XeHUA.

2 HopmaTtuBHbIE CCbIFIKU

B HacTosLLeM cTaHaapTe MCMoNb30BaHA HOPMATUBHASA CCbIflKa Ha CreayIoLmMii CTaHAaPT:

ISO/IEC 7816-4:2005*, Identification cards — Integrated circuit cards — Part 4: Organization, security
and commands for interchange (MaeHTuduKaunoHHbIe KapTbl. KapTbl HA MHTErpanbHbIX cxemax. YacTb 4.
OpraHusauus, 3awpuTa u kKomaHabl ans o6MeHa uHdpopMavumeii)

3 TepMuHbI N onpepeneHns

B HacTosiwem craHgapTe npumeHeHbl TepMuHbl 1o MCO/MO3K 7816-4:

3.1 MeTog acuMmMmeTpuyHOro kpuntorpaduuyeckoro amroputma (asymmetric cryptographic tech-
nique): Kpuntorpaduyeckuit MeTol, KOTOPbIA UCMONL3YET ABE CBSI3aHHblE Mexay coboii onepauuu: obweno-
CTYMHYIO onepaumio, onpeaeneHHyio ooLwefoCTyNMHBIM HaBopoM YMCEN UMK OTKPbITLIM KIHOYOM, N 3aKPLITYIO
onepauuto, onpeseneHHyto 3akpbiTbiM HAGOPOM YUCEN UMM CEKPETHBIM KITIOHOM.

MpuMedaHue—/[Be onepauyuu oGnagarT TakuM CBOUCTBOM, YTO NPU HanM4um o6LLEAOCTYMHO! onepaLiun He-
BO3MOXHO MPOU3IBECTU 3aKPLITYIO ornepaLmio.

3.2 ceprtudmkar (certificate): Lindpposas noanuck, ceasbiBatoLLas onpeaeneHHbli CyObekT unm oobekT
C €ro CBSI3aHHbIM OTKPbITbIM KITIOHOM.

MpwnMedaHue— OpraHusaums, BolgaroLias cepTudukarT, Takke BEICTYNaeT B Ka4ecTBe opraHa pacnpejeneHus
Tera no OTHOLLEHMIO K SIEMEHTaM JaHHbIX B cepTUdMKaTe.

* 3ameHeH Ha [OCT MCO/MOK 7816-4:2013.

W3paHue ocpuumnansHoe
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3.3 undposasa nognuck (digital signature): MNMpucoegnHeHHbIE AaHHLIE UK KpUNTOrpadonmyeckoe npe-
00pazoBaHne CTPOKOBLIX AAHHBIX, KOTOPbIE AOKA3bIBAIOT NOANIMHHOCTb U LEMOCTHOCTb CTPOKOBBLIX AAHHBIX U
3aWuTy OT NOAAENOK, HAaNpUMep, NonyvaTtenem CTPOKOBbIX AAHHBbIX.

3.4 knmou (key): lNMocneagoBarenbHOCTb CUMBOMOB yNpaBneHns Kpuntorpadudeckon onepaumen (Ha-
npumMep, WwndpoBka, paclumdpoBka, 3akpbiTasi Unu 06LLEA0CTYNHAA onepauus B AMHAMUYECKOW ayTEHTUdN-
Kauum, noanuMcu Npous3BoACTBa, Bepudukaumsa noanucu).

3.5 6e3onacHbI 06MeH coobuweHnamm (secure messaging): CoOBOKYMHOCTb CPEACTB ANA KpUNTorpa-
duyeckon 3almThl napel (4acTten napbl) KOMaHaa-OTBET.

4 ODO3HauYeHMA U COKpalLeHUs

B HacTosLeM cTaHaapTe NPUMEHEHbI CNeayloLme COKpaLLeHus:

CCT — wabnoH kpunTtorpaduyeckon KOHTPONbLHON cyMMbl (control reference template for cryptographic
checksum);

CRT — wabnoH kOHTpOnbHOro ynpaenexus (control reference template);

CT — wabnoH koHdugeHumnansHocTu (control reference template for confidentiality);

DSA — anroputm umdpposon nognucu (digital signature algorithm);

DST — wabnoH yucposoi noanucu (control reference template for digital signature);

ECDSA — anroputm uucdpoBor noagnucy Ha 6asze maremaTu4ecKkoro annapara snfMnTuieCckux KpUBbIX
(elliptic curve digital signature algorithm);

HT — wabnox xaw-koaa (control reference template for hash-code);

MSE — komanga YMPABMNEHME CPEOOWN SALUNTbI (MANAGE SECURITY ENVIRONMENT
command);

PK — otkpbiThin kniou (public key);

PSO — «komanga BbIMOJIHATb OMEPALNIO 3AWLNTbI (PERFORM SECURITY OPERATION
command);

GQ — iy n Kuckatep (Guillou and Quisquater);

RFU — 3apesepsupoBaHo gnsi 6yayiiero ncnonb3osanus (reserved for future use);

RSA — kputocucrema PaiiBecta—LLlamupa—Aanemana (Rivest, Shamir, Adleman);

SE — cpegaa 3awmthl (security environment);

SEID — naeHTudukatop 3awmtHomn cpeabl (security environment identifier).

5 MexoTpacneBble KOMaHAbI AN Kpuntorpaduueckux onepaumumn

Hacroswmit cTaHaapT He ycTaHaBNUBAEeT o0sizaTenbHoe TpeboBaHue K COOMOAEeHUIO BCEX HUXKENPUBE-
ZEHHbIX KOMaHZ UnK BCeX NapaMeTPOB NOAAEPKMBAEMbIX KOMaAHA AMSt KAPT, COOTBETCTBYIOLLIMX HACTOSILLEMY
cTaHaapry.

5.1 Komanga FTEHEPUPOBATb NAPY ACUMMETPUYHbIX KIIOYEN (GENERATE ASYMMETRIC
KEY PAIR)

Komanga GENERATE ASYMMETRIC KEY PAIR nu6o 3anyckaert reHepaumio u XxpaHeHue acuMMeTpuy-
HOW Napbl KIKOYEN B KAPTE, T. €. OTKPLITOTO KM0Ya M CEKPETHOTO Krtova, MMbo nonyyaeT 4oCTyn K aCUMMETPUY-
HOI nNape Kro4el, Co34aHHON paHee B kapTe (cMm. Tabnuuy 1).

HanHas komanga moxet npeglwecteosarts komaHae MANAGE SECURITY ENVIRONMENT ¢ uenbto
YCTaHOBUTL reHepaumio KNoYei CBA3aHHbIX NnapamMeTpoB (Hanpumep, cnpaBoYHUK No anroputMmam). Komanga
MOXET ObITb BbINOMHEHA B O4WH UMW HECKOMbKO 3TanoB, BO3MOXHO, C MCNOMb30BaHWEM LIENOYKM KOMaHA (CM.
NCO/M3K 7816-4).

Tabnuya 1—MNapa komaHga-otBeT GENERATE ASYMMETRIC KEY PAIR

CLA Kak onpegeneHo B8 UICO/M3K 7816-4

INS «46» nnn «47»

P1 YnpaBreHue reHepauueil B COOTBETCTBUM € Tabnuuei 2

P2 «00» (MHdOopMaLmsa He NpefocTaBnNeHa) UMK cebifika Ha koY Oy eT creHepupoBaHa
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OkoHyYaHue mabnuyp! 1

Mone L, OtcyTcTByeT Ans kogupoanusa Nc = 0, npucyTcTByeT Ansa koguposaHusi Nc > 0

[None gaHHbIX OTcyTCTBYET UMK

npeacTaenseT coboi 3akpbiThie faHHble, ecnu P1-P2 yctaHoBneHo kak «0000», unu

ofuH unu 6onee wabnoHoB CPT, cBA3aHHbIX C reHepauunen Kno4a, ecnu sHavenune P1-P2 otnnyHo
oT «0000» (cM. MpumeYaHue)

Mone L, OtcyTcTByeT Ans kogupoaHua Ne = 0, npucyTcTByeT Ans koguposaHus Ne > 0

[None gaHHbIX OTcyTCTBYET UMK

npeAcTaBnsieT coboit OTKPLITHINA KoY B BUAE NOCNEA0BATENbHOCTU AaHHbLIX ANEeMEHTOB N60 06b-
€KTOB [aHHbIX UK

nocnefoBaTensHOCTb 06LEKTOB AaHHbLIX B COOTBETCTBUN C PaCLUMPEHHBLIM CMIUCKOM 3aronoBKOB

SW1-SW2 CmM. MICO/M3K 7816-4, Tabnuupl 5 1 6, rae cootBeTcTBUE, HanNpuMep 6985

MpumedaHune — Ecnu napa ket creHepupoBaHa Anst HECKONLKUX NoNb3oBaTenen, TO UMEETCA HECKOMbKO
wabnoHoB CRT. B none gaHHbix wabnoH CRT MOXET UMETb HyneByto ANUHY.

Tabnuuya 2— YnpaeneHue reHepauueii B P1

b8 b7 b6 b5 b4 b3 b2 bl CMbICNOBOE 3HaYeHWe

0 0 0 O O 0 O O |WHdopmaLus He NnpeocTaBreHa

1 0 0 0 O x x x |lNpepocTaBneHa gononHUTeNbHan UHOpMaLUA

1 0 0 0 0 — — x |leHepauusa knioya:

— — — — — X X 0 |-reHepauusi aCUMMETPUYHOMN Napbl KNoHen

— — — — — X X 1 |-pjocTyn K cylLlecTBytoLlel nape OTKPbITLIX KNoYei

1 0 0 0 0 — x -— |®DopmaT BO3BpaLIEHHbIX AaHHbIX OTKPLITOro Krnioyva:
— — — — — x 0 x |-3aKkpbiTbit hopmaT AaHHLIX OTKPLITOro Knioya

— — — — — X 1 X |-BbIXoAHOI popMaT AaHHbBIX OTKPLITOro Krtoya B COOTBETCTBUM C pacLUMPEHHbBIM
3aronoBKoOM

1 0 0 0 0 x — — |BbixogHoW UHAUKATOP:
— — — — — 0 X X |-pjaHHble OTKPLITOro KNto4a B Nosie JaHHbIX OTBETa

— — — — — 1 X X |-HeT faHHbIX OTBETA, €Cnu none L, OTCYyTCTBYET, UNU 3aKpbiTble AaHHbIE, i
umeetca none L

Iioboe apyroe 3HavyeHUe 3apesepBupoBaHo Ana Gyayuiero ucnonssosaHus ISO/IEC JTC1/SC17

Ana reHepauuy napbl Kro4en npu OTCYTCTBUK Nonsa L, napa knioyei XpaHUTCs B KapTe, BO3MOXHO, B
daine EF, ccbinka Ha KOTOPbIM M3BECTHA A0 NOAAYU KOMAHAbI.

Ons opraHu3auumn Aoctyna k nape knouven (6es reHepauumn) none AaHHbIX KOMaHAbl MOXKET ObITb MYyCTbIM.

B 3aBucumMoctu ot 4etHoctu koga INS (cM. UCO/MIK 7816-4) OTKPLITBLIN KMOY B NOMe AaHHbLIX OTBE-
Ta npeactaensietr cobon nubo nocnegoBaTeNbHOCTb ANEMEHTOB AAHHbIX («46»), Nnbo nocneaoBaTenbLHOCTb
00bEKTOB AaHHbIX («47»).

Ecnu pacLuMpeHHbIii CNMCOK 3aronoBKOB OMUCLIBAET MONEe AaHHbLIX OTBETA, TO OH HESIBHO U3BECTEH 10
nogayn komaHabl. OH OXBaTblBAET OTKPbLITbIA KSOY 0OBLEKTOB AaHHbLIX U Apyrue 3anpalumBaemble 0O0bLEKTbI
OaHHbIX.

Korga 6ut 1 ycraHaBnueaetcs kak eauHuua B INS, T. e. INS ycraHaBnuBaetcsl B 3HauYeHue «47», u
OTKPbITbIA KNIOY BO3BPALLAETCA B MNOre AaHHbIX OTBETA, TOr4a MEeXOoTpacneBon LabnoH ucnonb3yercs And
BIOXEHWS OAHOrO0 COOTBETCTBYHOLLErO HABopa OTKPLITLIX KMoHen 0GbEKTOB AAHHBLIX B COOTBETCTBUM C Tabnu-
uen 3. Ecnu anroputm He ykasaH B KOMaHae, TO OH M3BECTEH A0 nodayuu komanabl. B 1abnoHe oTKpbITOro
KINoYa KOHTEKCTHO-3aBUCUMBIN Knacc (nepsbiit 6anT o1 «80» Ao «BF») npeaHasHaveH ANns OTKPLITOro Kro4va
00BbEKTOB AaHHbIX.
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Tabnuya 3 — OTKpbITLIN KNKOY 06LEKTOB AaHHBLIX

Ter CMbICnoBoe 3HaveHue
«7F49» MexoTpacneBoit WwabnoH Ans BNoxeHUss ogHoro Habopa obbEKTOB JaHHbIX OTKPLITHIX KITIOMER co cne-
AYIOLMMK Teramn

«06» | UpenTudukaTop obbekTa anroputma, AOMNONIHUTENBHO

«80» | CcbInoYHbIR aNropuTM, UCNONB3YEMbIA B KOHTPONBHOM YNpaBneHUn o6LEeKTOB AaHHLIX ANA 6e3onacHoro
obMeHa coobLeHNAMU, AONONHUTENBHO
COBOKYNHOCTb 06beKTOB AaHHbIX OTKpbITOro Knitoya ans RSA

«81» | Mogynb (4ucno obo3HavaeTca kak n, kKogupyerca B x 6aiTax)

«82» | OTkpbiTas akcnoHeHTa (YMcno o6o3HavaeTcs Kak v, Hanpumep, 65537)

COBOKYNHOCTb OGbEKTOB AaHHbIX OTKpbITOro knioua ansa DSA

«81» | lMepBoe npoctoe (4ncrno o603HavaeTcs Kak p, Kogupyetca B y Gaiitax)

«82» | BTopoe npocTtoe (4ncno o6osHavaeTcs Kak g, Aenutenb Ans p-1, Hanpumep 20 6ainT)

«83» | OcHoBaHue (4ucrno o6o3Ha4YaeTes Kak g nopsaka q, kogupyerca B y 6aitax)

«84» | OTKpbITHIA KoY (YMCno 06o3HaYaeTCs Kak y, paBHOe g B CTENEHN X Ha MOAYNb p, FAe X — 3aKpbITbIA
KrTtod, KogupyeTes B y BaiiTax)

COBOKYNHOCTb 06EKTOB AlaHHLIX OTKPbITOro Kniovya ang ECDSA

«81» [ MpocToe (4ncro obosHa4aeTcs Kak p, kogupyetcs B z baiitax)

«82» | lMepB.hblii KoahduULUMeHT (Yncno obosHaqaeTces Kak a, koaupyeTces B Z baitTax)

«83» | Bropoit koadhduLMeHT (Yncrno obosHavaeTcs Kak b, kogupyertcs B Z baiitax)

«84» | TeHepaTop (To4Ka Ha KpMBOI 0G03Ha4YaeTcA kak PB Ha KpuBoW, kogupyetcs B 2z unu z + 1 6aitax)

«85» | Mopspok (npocToe Ynucno, o6o3Ha4aeTcs Kak ¢, NopsaoK reHepatopa PB, koaupyetes B Z 6aiTax)

«86» | OTKpbITLIA KNtod (TOYKa Ha KpuBoii, o6o3HaqaeTcs kak PP, paBHa x, yMHOXXeHHOMY Ha PB, rae x — 3a-
KPbITBIA KITHOY, KOAMPYETCA B 2Z unu z + 1 Gaiitax)

«87» | KodbakTop
COBOKYNHOCTb 06EeKTOB AaHHbIX OTKPLITOro kntova gna GQ2

«81» | Mogynb (4ncno o6o3Ha4aeTcs Kak n, kogupyetcs B x GaiTax)

«83» | Konu4ectso O0CHOBHbIX Yucen (Yncna obosHavatoT kak m, kogupytotrest B 1 6aiite). Ecnn Ter «83» npu-
CYTCTBYET, TO Ter «A3» AOMKEH OTCYTCTBOBaTb M MM OCHOBHbIX Y1CeS, 0603Ha4YEHHbIX KakK g, go,..., Jpp
ABMNAOTCA NEPBLIMU M NpoCcTbIMUA Yucnammn 2, 3, 5,7, 11 ...)

«84» | Mapametp Bepudukayum (4uucno obozHaqaeTcs Kak k, kogupyetca B 1 Gaite)

«A3» [ MHOXeCTBO /M OCHOBHbIX YUCEN 0603HA4AETCA KaK g, Gy,..., Jp, KXABIA U3 KOTOPbIX KOAMPOBAH B 1 Gaii-
Te ¢ TeroM «80». (Ecnu Ter «A3» NpUCyTCTBYET, TO Ter «83» JOMMKEH OTCYTCTBOBATb)

B naHHom cny4ae ISO/IEC JTC 1/SC 17 pe3epsupyerT ntoboit Apyro 06beKT AaHHbIX KOHTEKCTHO-3aBUCUMOro

Kknacca (nepBblit GaiT B gnanasoHe oT «80» fo «BF»)

5.2 Komanpa BbINOJIHUTL OMNEPALIIO 3ALLNTLI (PERFORM SECURITY OPERATION)

Komanga PERFORM SECURITY OPERATION 3anyckaeT cneayiowme onepauumn 3auuTbl B COOTBET-
CTBUU C OOBEKTAMU AAHHbIX, OnpeaeneHHbix B P1-P2 (cM. Tabnuuy 4):

- BblYUCNEHUE KPUNTOrpadPn4eCcKon KOHTPONbHOW CYyMMBbI;

- BbluUCneHue yndhpoBo noanucu;

- BbIUMCNEHME XILL-KOAA;

- Bepudukayma KpuntorpacuiecKkon KOHTPONIbHOW CYMMbI;
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- Bepudumkauus umdposoin NoanNucuy;

- BepuurKaLma XaL-koaa;

- WM PpPOBKa;

- pacLumndposka.

Ecnu onepauusa 3awmtbl TpeOyeT BbINOMHUTL HECKONBKO KOMaHA, TO HE0OX0AMMO NMPUMEHATb LIENOYKY
komaHg (cm. NICO/M3K 7816-4).

KomaHga PERFORM SECURITY OPERATION moxeT npeawectsoBaTtb komaHae MANAGE SECURITY
ENVIRONMENT.

Hanpumep, CCbINOYHbIN KNIOY, @ TaKXKe CCbINTOYHbIA anropuTM AOMKHbI OblTb MO0 HEABHO U3BECTHbI,
nnbo 3agaHbl B wabnoHe CRT B komaHae MANAGE SECURITY ENVIRONMENT.

Takas koMaHAa MOXET ObiTb BbIMOSIHEHA, TONMbKO €CNU 3alUTHBIA CTaTyC yAOBMETBOPSAET arpubyram
CEeKpPETHOCTM onepauun. YCrnewHoe BbINONHEHWe KOMaHAbl MOXET 3aBUCETb OT YCMELUHOrO 3aBepLUEHMUS npe-
ablayuien komanasl (Hanpumep, VERIFY (MPOBEPWUTD) nepeg BeluucneHnem UM poBoi NoANUCH).

CnncoK 3aronoBKOB unu paCLUI/IpeHHbIVI CNNCOK 3aroyfioBKOB onpeaensdaeT nopanok U NYHKTbl AAaHHbIX,
KOTOpbl€ (POPMUPYIOT BXOA ANA onepaunii 3aLmThbl.

Tabnuya 4 —Tapa komanaa-oteBeT PERFORM SECURITY OPERATION

CLA Kak onpegenerno B ICO/M3K 7816-4

INS «2A»

P1 Ter (none faHHbIX OTBETA B 3NeMeHTe laHHbIX, ecrn npucyTcTeyeT) Unn «00» (none faHHbLIX oTBETa
Bcerga otcyTetByeT); «FF» = PFU (3apesepBupoBaHo gns yayLiero UCNonb3oBaHus)

P2 Ter (none AaHHbIX KOMaHAbl B 3neMeHTe JaHHbIX, ecnu npucytctayeT) unu «00» (none paHHbIX

KoMaHAbl Bcerfa oTeyTeTByeT); «FF» = PFU (3apesepsupoaHo Ans 6yayLlero ucnonb3oBaHus) ans
ISO/IEC JTC1/SC17

Mone L, OtcyTeTByeT Ana koguposarus Nc = 0, npucyTcTayeT Ansa koguposanusa Nc > 0
Mone AaHHbIX OTCyTCTBYET UM UMEET 3Ha4eHUe 06beKTOB AaHHbIX, 3afaHHbIX B P2

Mone Ly OtcyTeTByeT Ana koguposarus Ne = 0, npucyTcTeyeTt Ana koguposanusi Ne > 0
[None gaHHbIX OTCyTCTBYET UNU UMEET 3Ha4YeHWe 0OBbEKTOB faHHbIX, 3afaHHbIX B P1
SW1-SW2 CM. UICO/MBK 7816-4, Tabnuubl 5 1 6, rae cooTBeTCcTBUE, HanpuMep 6985

KomaHga PERFORM SECURITY OPERATION ucnonb3yeT wabnoHbl BXoAa, NepevnucneHHbie B Tabnu-
ue 5. 3Tu WabnoHbl IBNAIOTCA OCHOBHbIMK 00beKTamu AaHHbIX Ans 6e3onacHoro omeHa coobLeHUsMU (CM.
NCO/M3K 7816-4).

Tabnuya 5— BxogHble WabrnoHbl

Ter 3HavyeHne
«AO0» BxoaHoii WabnoH Ans BelYMCHEHUS X3LU-KoAa (LUabrnoH Xawmposan)
«A2» BxoaHoii WabnoH Ans npoBepKu KpUnTorpaduyeckoi KOHTPONbHOW CyMMbl (LIAaGNOH MHTErpUpoBaH)
«A8» BxogHoii WwabnoH Ans npoeepku Lndposoii noagnucu (wabnoH nognucaH)
«AC» BxoaHoii WwabnoH ANs BEMUCIEHUS LMEPOBOI NogNMCK (CBA3aHHbIE NOMS 3HAaYEHWI NOANUCaHbI)
«AE» BxogHoii LWabnoH ANs NpoBepKK cepTudUKaTa (CBA3aHHbIE MOMA 3HAYEHWUI cepTUdULMPOBaHI)
«BC» BxogHoii WabnoH ANs BblMUCHEeHWA LudpoBoii nognvey (LWabnoH nognucax)
«BE» BxogHow WwabnoH AnA npoBepKku cepTudukaTta (LuabnoH cepTuduLmpoBaH)

BxoaHble LabnoHbl, KOHTEKCTHO-3aBUCUMBbIV KNacc (nepBbiii 6anT B gnanasoHe oT «80» ao «BF») 3a-
pe3epBUpPOBaHbI ANsi BXOAHbIX 00 bEKTOB AaHHbIX. B Tabnuue 6 nepevncrnieHbl 06beKTbl AaHHbIX BO BXOAHBIX
wabnoHax.
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Tabnunya 6— BxogHble 06beKTHl AaHHbIX

Ter 3HaveHue «AD» «A2» «A8» «AC», «BC» | «AE», «BE»
«80» #1BHOE 3HaveHue X X X X X
«8E» Kpunrorpacdundeckasn KOHTponbHas cymma X X
«90» Xalw-Kofa X X X X
«92» Ceptudhukar X
«9C» OTKpbITBIA KNtoY X X
«9E» Lingppoeas nognucb X X

5.3 Onepauusi BbIYNCNEHUE KPUNTOMPA®UYECKON KOHTPOJIBHOW CYMMbI (COMPUTE
CRYPTOGRAPHIC CHECKSUM)

Onepauyua COMPUTE CRYPTOGRAPHIC CHECKSUM 3anyckaeT BblMUCNEHWE KPUNTOrpadu4eckon
KOHTPONbHON CyMMbl (CM. Tabnuuy 7).

Tabnuya 7—MapameTpsl U nons AaHHbIX 4nsa onepauum COMPUTE CRYPTOGRAPHIC CHECKSUM

P1
P2

«8E»
«80»

KomaHaHoe none faHHbX | JaHHble, 41s KOTOPLIX JOMKHA ObITb BbYMCIEHa KpunTorpaduyeckas KOHTposibHas cyMMa

OTseTHoe none AaHHbiX | KpunTorpadguieckas KOHTponbHas cyMMa

5.4 Onepauus BbIYUCNEHUE LUM®POBOM NOANMUCU (COMPUTE DIGITAL SIGNATURE)

Onepauyua COMPUTE DIGITAL SIGNATURE 3anyckaeT Bblaucnenue umdgposon nognucu (cm. Tabnu-
uy 8). AnroputmM MOXET npeacTaBnsaTbL cobon nubo anroputm UMdpoBoi noagnucu, N0 KOMOUHALMIO X3LL-
anropuTMa u anroputMa uudpoBoi nognucu. B npunoxeHun A npuBeaeHbl NpuMepbl onepauui LudpoBon

noanucu.

Ona BbluMcneHus undpoBON NOANUCU AaHHbIE, KOTOPbIE AOMKHbI ObITb NOAMUCAHLI UM UHTErPUPO-
BaHbl B NPOLIECC NOANUCAHMUSA, NepeaalTcs B KOMAHAHOE MOosie AaHHLIX UMM OTNPAaBNSIOTCA B NPeabIAYLLYIO
komaHay, Hanpumep PSO: HASH. B P2 yudposas nognuck onpeaensierca teramm «9A», «<AC» unm «BC» B
COOTBETCTBUU CO CTPYKTYpou Ha Bxoae (cm. MICO/M3IK 7816-4).

Ecnu BcnomorarenbHble AaHHbIe AOSMKHBLI ObITh BKMIOYEHbI BO BBOA LMU(POBOM NOANUCU, TO CCbISIKA
AormkHa ObITb NpeacTaBneHa B wabnoHe CRT (cm. UCO/M3BK 7816-4). Ecnu umeeTca nycras ccbifka Ha 06b-
€KT JaHHbIX ANsi BCNOMOrarenbHbIX aHHbIX, TO TOrAa BCNOMOrarTernbHble AaHHble AOIMKHbI ObITh BCTABMEHbI
kaproi. BcnomorarenbHble AaHHbIE, KOTOPbIE NMPUCYTCTBYIOT MM K KOTOPbIM 0OpaLLaloTCA B Mone AaHHbIX,
MMEIOT NPUOPUTET HaA NIOOLIM CMMCKOM 3aroroBka.

3HauyeHue, nognexallee BO3BpaTy KapTon, aensaerca uudposon nognuckio (P1 = «9E»).

Tabnuya 8— MNapameTpsbl U Nons AaHHbIX Ans onepaumn COMPUTE DIGITAL SIGNATURE

P1 «9E»
P2 «9A», «AC» unu «BC»
KomaHgHoe OTcyTCcTBYET (faHHble yXe B kapTe) unu

none gaHHbIX ecnu P2 = «9A», AaHHbIe AOMMKHbI ObITb NnognucaHbl unu WHTErpupoBaHbl B npouecc nognucaHus,

ecnu P2 = «AC», 06beKThl JaHHbIX, 3Ha4Y€HUsA Nofei KOTOpbIX NognuUcaHbl UMW UHTErpMpoBaHbl B
npoLecc nognucaHus, unu

ecnu P2 = «BCy», 06beKThbl flaHHbIX A0MMKHbI ObITh NognucaHbl UNW MHTErpUpoBaHbl B Npouece noga-
nucaHus

OtseTHoe nore | Lindposas noanucs
AaHHbIX

MpumeyvyaHue—Tern «AC» n «BC» He nHTerpmpoBaHbl BO BBOA LMPOBOIN nognucu.
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5.5 Onepauua X3LWMPOBATb (HASH)

Onepayua HASH 3anyckaeT BblMUCNEHNE X3LW-KoAa ABYMSA cnocobamm (cMm. Tabnuuy 9):

- MOMHOE BbIMUCMEHUE BHYTPU KaPThbl UMK

- YaCTUYHOE BbIYMCIIEHUE BHYTPU KapThbl (HANpumep, NOCNEAHUIA LMK X3LUMPOBAHUSA).

LLa6noH xaw-koga HT («AA», «AB») yka3biBaeT CChINOYHbIN anropuTM AN BbIMUCNEHNUS X3Lw-koaa (CMm.
NCO/M3K 7816-4).

BxoaHble AaHHble AOMKHbI ObITb NpefACTaBneHbl KapTe B BUAE NocreaoBaTesibHbiX OnokoB (OAMH unu
6onee OQHOBPEMEHHO). B 3aBUCMMOCTU OT anroputMa X3LIMPOBAHUSA MOCNEAHUE BXOAHbIE AAHHbLIE UMEIT
AMNVHY, PaBHYIO UM MEHbLLUYIO ANUHbI Bnoka. 3anonHaLWKUin anropuTM, eCnn 3To LenecoobpasHo, ABnsAeTcs
YaCcTbIO ONPEAENEHUSA anrOpUTMa X3LLUMPOBAHUS.

Ona nocneayiowlei 00paboTKM BbIMUCIIEHHOTO X3LLU-KOAA CneayeT pasnuyartb crneaytowme aBa cry4vas:

- BbIYMCIMEHHbIW X3LL-KOA XPAaHUTCH B KapTe U AOCTYMEH ANS MCNONb30BaHUS B 6onee no3gHen KOMaHae;
Toraa none L, otcytcreyet nubo

- X3LW-KOA AOCTABNIAETCA KApTOi B OTBETE; Toraa none L, AOMKHO ObiTb YCTAHOBNEHO HA COOTBETCTBY-
IOLLYIO ATTUHY.

Tabnwuya 9— MapameTpbl 1 None gaHHbIX Ansa onepauun HASH

P1 «90»
P2 «80» nnun «A0»

KomangHoe none aaHHbix | Ecnun P2 = «80», AaHHbIe ANSA X3WMpoBaHmns
Ecnu P2 = «AO», 06bekTbl faHHbBIX, UMetoLLMe OTHOLLeHMe K xalumnpoBaHuio («90» ans
NPOMEXYTOYHOro Xalw-koga, «80» ansa nocnegHero 6rnoka)

OTBETHOE Mnorie JaHHbIX Xal-kog unu OTCYTCTBYET

5.6 Onepauua MNPOBEPUTb KPUMTOMPA®UYECKYIO KOHTPOJIbHYIO CYMMY (VERIFY
CRYPTOGRAPHIC CHECKSUM)

Onepauyua VERIFY CRYPTOGRAPHIC CHECKSUM 3anyckaer npoBepKY KpunTorpadou4yeckon KOH-
TPONbHOW CyMMbl (CM. Tabnuuy 10).

Tabnwuya 10— MNapameTpkl M None faHHblX Ans onepauyun VERIFY CRYPTOGRAPHIC CHECKSUM

P1 «00»
P2 «A2»

KomaHgHoe none aaHHelx | OBbeKThl faHHbIX, UMetoLLMe OTHOLLeHWE K onepalmm (Hanpumep, «80», «8E»)

OTBeTHOE none AaHHbIX OTcyTCTByeT

MpuMeyaHue—Tllone 3Ha4eHWn NPOCTOrO 3Ha4eHWA 0ObekTa AaHHbIX (Ter «80») cogepXuUT AaHHble (anemeH-
Tbl fJaHHbIX UM 06bEKThl AaHHbIX), 3allULLEHHbIe KpunTorpau4eckon KOHTPONIbHON CYMMOIA.

5.7 Onepauua NMPOBEPUTb LIN®POBYIO NMNOAMNUCH (VERIFY DIGITAL SIGNATURE)

Onepauua VERIFY DIGITAL SIGNATURE 3anyckaet npoBepky UMdpoBOi NoanNucu, KOTopas nepeaa-
€TCA Kak 06beKT AaHHbIX B MONe AaHHbIX KOMaHAabl (CM. Tabnuuy 11). [ipyrue gaHHble, UMeloLMe OTHOLLIEHUE
K npoBepke, NMMbO nepeaatTcs B npouecce opMMPOBaHNUA LIEMOYKM KOMaHA, nMbo NpUCyTCTBYIOT B KapTe.
AnroputM MOXET NpeaCTaBnATb CO60M NMMOO TONLKO anropuTM LUMAPOBON NoaNMCcH, MMB0 KOMOMHALMIO X3LL-
anroputma u anroputmMa uudposon nognucu. B npunoxeHun A npuBeaeHbl NpuMepbl onepauui LugpoBoi
noanucu.

OTKpPbITBINA KMOY, a Takke anroputM MoryT ObiTh:

- UNN HESABHO U3BECTHbI,

- unu K HUM obpawyatorca B wabnoHe DST («B6») komanabl MANAGE SECURITY ENVIRONMENT,

- UNM OOCTYMHbI Kak pesynerar npeawecteytowen onepauun VERIFY CERTIFICATE (MPOBEPUTb
CEPTUDUKAT).
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Ecnun cCbiNOYHbIN anroputm B KapTe 00bLABNSET TOMLKO anropuTM NOANUCH, TO AAHHbIE COCTOSAT U3 X3LLl-
KoAa unu noanucb npeacrasnser cobon coobuieHne Tuna BocctaHoeneHne (cm. MCO/M3K 9796). B npo-
TUBHOM Cfly4Yae BbIMMCIIEHUE XJLU-KOAA OCYLLECTBAAETCA B KAPTE U CCbINIOYHbIN anropuTmM AONOMHUTENbHO
COAEPXUT CCbINKY HA anropuTM X3LUMPOBAHUS.

Tabnuya 11— MapaMeTpbl 1 None AaHHbIx Ans onepauyuu VERIFY DIGITAL SIGNATURE

P1 «00»
P2 «A8»

KomaHgHoe none gaHHblX | OBbeKTbl faHHbLIX, UMeloWwue OTHOLLEHWe K onepauuu (Hanpumep, nubo «9A», «AC»,
nm6o «BC» n «9E»)

OTBETHOE None AaHHbIX OTcyTCTBYET

Ecnu none AaHHbIX KOMaHAbl COAEPXKUT MYCTON 0OBLEKT AaHHbLIX, TO MPEeAnonaraeTcs, Yto Kapta 3Haer
€10 3HaYeHMs AN UCMOMNb30BAHWS B NPOBEPKE.

5.8 Onepauus NPOBEPUTb CEPTUD®UKAT (VERIFY CERTIFICATE)

Ona npoeepku ceptudukata B kapre (cMm. npunoxexue B) undposas nognuck ceptucukara, noanexa-
Las npoBepke, nepeaaeTcs Kak OObEKT AaHHbIX B NOfe AaHHbIX KOMaHAbl. OTKPLITLIA KNOY OpPraHa no Cepru-
duKaLmm, KOTOpbIA NPUMEHAETCA NpU NpoBepke, NMG0 HaxoaAWUTCA B KapTe, NMbo BLIOMpaeTca HeABHO, NUGO
K HEMY MOXHO oOpaTtuTbes B WwabnoHe DST, ucnonb3ya komaHay MANAGE SECURITY ENVIRONMENT (cm.
Tabnuuy 12). ANroputM, KOTOPbIA AOMKEH NPUMEHATLCA, HEABHO M3BECTEH UITM K HEMY MOXXHO 0OpaTUTLCS B
wabnoHe DST. Ecnu ecTb Apyrue 06beKTbl AaHHBIX, KOTOPbIE AOMMKHBI MCNOMNbL30BATLCA B NPOLECCE NPOBEPKU
(Hanpumep, XSLW-KOA), TO OHW AOSMKHbI HAXOAUTLCA B KApTEe UNKU NepeaaBaTbCsl, UCMOSb3ya npouecc hopmu-
POBaHUA LIENOYKM KOMaHA,.

Heobxoaumo pasnuyartb criegylowime ABa cryyas:

- ecnu ceptudukaTt He TpebyeT aononHuTensHoro onucauua (P2 = «BE»), To kapTa n3Bnekaer OTKpbl-
ThIN KNOY, YCTAHOBIEHHBIN MO ero Tery, B (BOCCTAHOBMIEHHOM) coaepXaHun ceptudpukara;

- ecnn ceptudukat Tpebyer AoNONHUTENLHOrO onucanusa (P2 = «AE»), TO kapTa U3BneKaer OTKPbITbIN
KNio4 B cepTudmkaTe HESBHO UMK SIBHO, UCNOMb3YS TET OTKPLITOTO KMOHa B CMMCKE 3aronoBKa, ONMUChLIBAIOLLIETO
cogepxaHue ceptudukara.

Ecnun OTKpbITHIN KNIOY XpaHUTCS B NAMATU, TO OH ByAEeT KMoYOM N0 YMOMYAHUIO ANA nocneayloLlen one-
paunn VERIFY DIGITAL SIGNATURE.

Tabnuya 12— MNapameTpbl 1 none AaHHbiX AN onepauun VERIFY CERTIFICATE

P1 «00»
P2 «92», «AE» unun «BE»

KoMaHaHoe nofne AaHHbIX | OnemMeHThl JaHHbIX UK 0BbLEKTH AaHHbIX, IMEIOLMX OTHOLWEHWE K onepaymm

OTBeTHOE None AaHHbIX OTcyTcTBYET

MpumeyvaHune — Ecnm UCMomnb3yeTcst CXeMa YacTUYHOMO BOCCTAHOBMEHUS COOGLIEHUA U YacTb UHdOpMaLnK
yKe 3anucaHa B KapTe, TO 06beKT AaHHbIX A BCNOMOraTerbHbLIX aHHbLIX 4OMKEH NOCHINATLCA NYCTHIM, @ AaHHbIE [OMK-
Hbl BbITb BCTABMEHbI KapToii NosgHee.

5.9 Onepauusa LULMU®GPOBKA (ENCIPHER)
Onepauua ENCIPHER wmudpyeTt aaHHble, nepegaHHbie B NOne AaHHbIX koMmaHabl (cMm. Tabnuuy 13).

MpuMeyaHue— ITa onepaums MOXET UCNOMbL3OBATLCA AN reHepaLun pasnuyHbIX Ktove.
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Tabnuya 13 — lNMapameTpbl 1 None faHHbIX Ans onepauyun ENCIPHER

P1 «82», «84», «86» (kpunTorpamma)
P2 «80» (npocToe 3Ha4eHue)

KomaHgHoe none aaHHbIX | OTCYTCTBYET (AaHHbIE YXe B KapTe) UNu AaHHble, Nognexalime LWndposke

OTBETHOE Nnone AaHHbIX 3awmndpoBaHHble aHHble

5.10 Onepauusa PACLULM®POBKA (DECIPHER)

Onepauua DECIPHER pacwm@poBbIBaeT AaHHbIE, NEPeAaHHbIE B MOME AaHHbIX KOMaHAbl (CM. Tab-
nuuy 14).

Tabnuya 14 — MNapameTpsl U none gaHHbIx 4nga onepauun DECIPHER

P1 «80» (npocToe 3Ha4YeHue)
P2 «82», «84», «86» (kpunTorpamma)

KomaHzHoe none gaHHblx | JaHHble, noagnexalyne pacimdposke

OTBEeTHOE Mone JaHHbIX OTcyTCTBYET (paclungpoBaHHbIe JaHHbIe OCTaoTCs B KapTe) UNK 3aluMgpoBaHHbIe AaH-
Hble
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MpunoxeHnue A
(cnpaBouHoe)

MpumepbI onepauuit, CBA3aHHbIX ¢ LM POBON NOANUCHLIO

A.1 MNMocnepoBaTenbLHOCTb KOMaHA ANA YNpaBrneHns cpefoi 3alMThbl

B Tabnuue A.1 npepcraBneHa nocnegosatenbHocTb komaHg MANAGE SECURITY ENVIRONMENT ans komrio-
HeHToB SET DST, CCT, CT Tekywen cpeabl 3awmTsl n ana STORE (XPAHEHUE) ¢ naeHTudnkatopoM 3allMTHON cpeabl
SEID, ykasaHHbIM B P2.

Tabnuya A.1— YcraHOBKa KOMNOHEHTOB CPEAbI 3aLLMUTHI

KomaHaa Onepauma P1-P2 Morne AaHHBIX KOMaHAbI
MSE SET DST «41» — «B6» {«84» — L — CcbinoyHblit kntod } — {«91» — L = 0}
MSE SET CCT «41» — «B4» {«83» — L — Ccbino4Hblit kniod } — {«87» — L — 3HaveHue
vHULManmsaymn}
MSE SETCT «41» — «B8» {«83» — L — CcbinouHblit kitod }
MSE STORE (SEID =1) «F2» — «01» —

Onepauus SET DST obpawyjaercsa K OTKPBITOMY KIMHO4Y NPpU UCMONb30BaHWKU BbIMUCNIEHUA NOAMUCU U onpeaenseT
WHTerpupoBaHue cry4ainHoro Yucna so Bxoa umdposoii nognucy. Onepauusa SET CCT obpalyaeTcs k 3aKpbITOMY KIody U
Ha4yanbHOMY 3Ha4EeHWUIo NMPU UCNONBb30BAHWUKN BLIMUCTIEHUS KpUMTOrpadUIeCcKon KOHTPOnbHOW cyMMbl. Onepauua SET CT
obpalljaeTcs K ceCCUMM 3aKpbITOro Knrova Npu Ucnonb3oBaHUU KOHpUAeHUMansHOCTH.

A.2 MocneaoBaTenbLHOCTb KOMaHA AN BbluMcneHua unudpoBoi noanucu

B Tabnuue A.2 nokasaH CUHTaKCUC AN CO3AaHns LMPOBOIA NOAMUCH MPW UCMONL30BAHWUM CXeMEl NOAMUCH C NPUIo-
XeHneM. BBOLOM SIBNAETCA X3LW-KOA € 3anofHsoLLuMu GaifTaMmu. STOT NpUMep UNNMICTPUPYET BEIMUCHEHNE LUpOBOM Nog-
nucn ¢ 06beaHEHHLIM anropUTMOM, BKIHOYas OnepaLyio X3LWNMpoBaHua. B faHHOM criyyae X3LW-BXo/] MOCTYNaeT Ha KaprTy.

Tabnuya A2—TepBblit npuMep cxeMbl LU pOoBOA NOANUCK C NPUSIOKEHNEM

KomaHga Onepauusa P1-P2 Mone AaHHbLIX KOMaHAbI Morne AaHHbIX OTBETA
MSE RESTORE"D «F3» — «01» — —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» | Xaw-koa ¢ sanonHsiowmmn | Lincposas nognuce
GaitTamu

1) BOCCTAHOBINEHME.

MpuMeyaHmne — ITOT NpUMep SBNSETCA UINIIOCTPATUBHLIM, U €0 NMPUMEHEHNE OMPAHUYEHO C TOUKU 3PEHUNA
peanusauUu 3KCMOPTHBIX BO3MOXHOCTEN, KOTOPblE MOMYT NPUMEHATBLCS, U MO npuuuHam oblen GesonacHocTW (B
HEKOTOPLIX 0BCTOATENLCTBaX XenaTenbHo U3Geratb NosTopa NoAnucen).

B Tabnuue A.3 nokasaH CMHTaKcuC ANA co3aaHus LudposBoi NogNUcK ¢ npunoxeHneM. Beog uudgpoBoit nognucu
COCTOUT U3 X3LWW-Kkoaa 6e3 3anonHsoLWwmx 6ainToB.

Tabnuya A.3— Bropoit npuMep cxeMbl UMppoBOiA NOAMUCH C NPUSIOXKEHUEM

KomaHaa Onepauusa P1-P2 Mone AaHHLIX KOMaHABI Mone aaHHLIX oTBETa

MSE RESTORE «F3» — «01» — —_

PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» Xaw-koa 6e3 3anonHaoLWmx Lincbposas nognuck
6aiiToB

MpumevaHue 1 — [Ana Toro 4tobbl U3bexaTb orpaHUYEHUIA Ha 3KCMOPT, MOXHO UCMONb30BaTb 06beguHeHne
NoAMUCK U X3LW-anropuTMa.

MpuMmevaHue 2 — B HeKOTOPLIX cryyasix M3bexXaTk NOBTOPeHUe NOAMUCEN He yaaeTcs.
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B Tabnuue A.4 nokasaHa cxema nofnucu ¢ npunoxerHnem. Beog LundpoBOi NOANMCA COgEePXUT XaL-koh 6e3 3a-
nofHALWMxX 6akToB, KOTOPLIA NEpeaaeTca B KapTy, W KapTa 3anpaluvBaeTcs A5 Toro, YTobbl CreHepupoBaTh cryyaiHoe
YKUCNO, Kak yKazaHo B pacLUMPEHHOM CrMCKe 3aronoBKoB WwabnoHa undposoi nognucu DST B none AaHHBIX KOMaHA bl 4115
KomaHgbl MSE.

Tabnuya A4 — TpeTuidl npyuMep cXembl LIMPPOBOA NOLMUCH C NPUMOKEHNEM

KomaHaa Onepauusa P1-P2 Mone AaHHbIX KOMaHAb! [Mone AaHHbIX OTBETa
MSE SETY «41» — «B6» [{«4D» — L — («90» —L — «91» — L =0)} — —
{«84» — L — CcbInoyHbIi Krod}
PSO COMPUTE DIGITAL | «9E» — «BC» {«90» — L — Xaw-koa} Lingpposas
SIGNATURE noanuck

) YCTAHOBWTb.

B Tabnuue 5 nokasaH CUMHTaKcUC 4MS LMKPOBOIA MOAMUCK C OrpaHUYEHHBIM BOCCTAaHOBNEHWEM coobLeHus. [aH-
Hble AN NOLMUCHU CKOH(UIYpUPOBaHbl B COOTBETCTBUM CO CXEMOW MOAMWUCH, 3ajarolleli orpaHUUYeHHOe BOCCTaHOBMEHWE
COOOLLEHWSI, UCTIONB3Ys 0GbEKTh AaHHBIX, NPEeACTaBMNEHHLIE B NMOME AaHHLIX KOMaHAbl, B pe3ynsrate Yero CHETUMK Lud-
pOBOIi MOAMUCU UCTONL3YETCH Kak BHyTPeHHee coobLueHe, NpeocTaBrsieMoe KapToii.

Tabnunya A5 — UeTtBepThlil Npumep cxeMbl LUOPOBON NOAMNMUCHU C MPUITOKEHNEM

KomaHga Onepauyusa P1-P2 Mone AaHHbIX KOMaHAbI Mone aaHHbIX oTBETa

MSE RESTORE «F3» — «02» — —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «AC» | {«90» — L — Xaw-koa} Lindposas nognuck

MpumeyaHune— 3anofnHeHne ANdA BEIYUCIEHNA X3LLU-KOAA, @ Takke LU pPOBOIA NOAMNUCK OCYLLECTBISETCA B CO-
otBeTcTBUM ¢ MCO/MBK 9796-2.

B Tabnuye A.6 nokasaHo, Kak KapTa BbINOMHAET XSLWMpOBaHWe (UNK NOCNEeAHUIA LMK BbIMUCAEHUIA C X3LWKpoBa-
Huem). Beog uudpoBoi noanuck octaetcs nycteiM B onepauymn COMPUTE DIGITAL SIGNATURE, T. k. Bce BXOAHble
JaHHble NPUCYTCTBYIOT B KapTe.

Tabnuya A6 —ATbIA NpUMep cxeMbl LMDPOBOHA NOLNNCH C NPUSIOKEHUEM

Komanpaa Onepauus P1-P2 Mone AaHHbLIX KOMaHAbI More AaHHbIX oTBETA
MSE RESTORE «F3» — «01» — —
PSO HASH «90» — «80» | [aHHble anA x3WMpoBaHua —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» — LiucdppoBas nognuce

A.3 MocnepoBaTenbHOCTb KOMaHA ANA NpoBepku LiucdpoBon nognucu

B Tabnuuye A.7 nokasaHo, Kak paclUMpeHHbIA CIMCOK 3aronoBKoB ONpeAensieT CTPYKTYpy cepTudukara, Tpebytoule-
ro AOMOSTHUTENBHOrO ONMcaHUs (CM. NpunoxeHue B): BBoa LU POBOW NOANUCK COCTOUT U3 ANIeMEHTOB JaHHbIX. Onepa-
unsa VERIFY CERTIFICATE BeINonHAeTCs, UCNOMB3YA LIENOYKY KOMaHA.

Ta6nuya A7 —epBblil NpuMep NPOBEPKN LNGPOBON Nognucu

KomaHpa Onepauusn P1-P2 MNone AaHHbLIX KoMaHAb
MSE SET DST «41» — «B6» | {«4D» — L — («42» — L — «5F20» — L — «5F49» — L)}
— {«83» — L — CcbinoyHbIii krito4}
PSO VERIFY CERTIFICATE «00» — «AE» {«5F4E» — L — CopepxaHue cepTudukara}
(CLA= «1X»)
PSO VERIFY CERTIFICATE «00» — «AE» {«5F37» — L — Undpposasa nognuck ceptudpukara}

(CLA = «0X»)
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OkoHYyaHue mabnuypi A.7

KomaHga Onepauusa P1-P2 [Mone AaHHbBIX KOMaHAbI
PSO HASH «90» — «80» BBog ¢ xalWmMpoBaHNeM
PSO VERIFY DIGITAL SIGNATURE [ «00» — «A8» {«9E» — L — Lindposas noanuce}

Ha nepeom stane npefoctasnsaeTcs 06beKT faHHbIX CofepxaHns cepTudukara (cLenneHme aneMeHToB JaHHbIX:
MO EHTUDUKALMOHHBIA HOMep aMUTEHTa (Ter «42»), UMA gepxaTens KapThl (Ter «5F20») U OTKpLITHIA KoY AepxKaTtens
kapTbl («5F49»)). KapTa BbINOMHAET X3lMpoBaHUe, UCNONb3ys cofepaHne cepTudukara B KadecTBe X3LUMPOBaHHLIX
BXO[HbIX faHHbIX.

Ha BTOpOM 3Tane yudposas Noanvuch, NpuHaanexaiias cepTudpumkary, Bo3BpaLlaeTcsi B NpeXHee COCTOsHUE, M
pe3yneraT cpaBHUBAETCA C XALLU-KOAOM, BbIYUCNEHHBIM paHee. 3aTeM BbinonHsetcsa onepauus HASH. [Ina npoBepku
LM POBOIA NOATMMUCK OTKPLITBIA KoY JOMKEH ObITb yXKe M3BneYeH M npoBepeH npeabiaylieid komangoih VERIFY CER-
TIFICATE. BBog X3LMPOBaHHBIX AaHHbEIX 3aBUCUT OT aniropuTMa X3LMpoBaHus, NMM60 OT NPOCTOro 3Ha4eHUsl, BO3MOXHO,
npeACcTaBNeHHOro LienoyKkoii koMaHa, 6o oT npeaBapuTensHo obpaboTaHHOro X3ll-KofAa, €CNU KapTa BbIMOJTHAET TOMLKO
nocnefHuiA LMK BeIMUCNEHUI C X3LLMPOBaHUEM.

Ha nocneaHeM sTane BeinonHsAeTes onepauvsa VERIFY DIGITAL SIGNATURE.

B tabnuvue A.8 nokasaHa nposepka cepTudukara, He TpebytoLero AONOMHUTENBHOrO ONUCaHNUA (CM. NPUNoXeHue
B): BBOA LMcbpoBOI Nognucy cocTomT U3 06bekToB gaHHbIX. Onepaunsa VERIFY CERTIFICATE ucnonb3yeT LUENoYKy Ko-
MaHg. Ha nepBoM 3sTane npegcTaBnAloTcA 06beKThl JaHHbIX, MHTErpUpOBaHHbIE B cepTudmkaT (HanpuMep, o6palyeHne K
opraHy no cepTudmKaLmn, UMSA AepKaTensa KapTbl U OTKPBITLIA KoY AepxaTtens KapTol). KapTa ucnonbayet 3to ob6begu-
HeHUWe B Ka4ecTBe X3LUMPOBaHHbLIX BXOAHLIX AaHHbIX. JanbHeiwne sTansl UAEHTUYHBI TEM, YTO ONUCaHbl B NpeabiayLiem
npumMepe.

Tabnuuya A.8— Bropoit npumMep npoBepku LM POBOA Nognucu

KomaHga Onepauya P1-P2 Morne AaHHBIX KOMaHAb!

MSE SET DST «41» — «B6» {«83» — L — CcbInouHbli kntou}

PSO VERIFY CERTIFICATE «00» — «BE» | {«42» — L — ViaeHTUpUKaALMOHHBIA HOMEp 3MUTEHTa} —
(CLA=«1X») {«5F20» — L — VmA aepxaTens kapTol} — {«5F49» — L

— OTKpbITEIA KItoY gepxaTens KapTbl}

PSO VERIFY CERTIFICATE «00» — «AE» {«BF37» — L — Ludposas nognuce ceptudmkara}
(CLA= «0X»)

PSO HASH «90» — «80» BBog ¢ xswupoBaHuem

PSO VERIFY DIGITAL SIGNATURE | «00» — «A8» {«9E» — L — LiucppoBas noanuce}

B Tabnuue A.9 nokasaHo UCMorb3oBaHWe OTKPLITOrO KIHYa, YCTaHOBMNEHHOrO B KapTe.

Tabnuua A9— Tpetuii npumep NpoBepkn LUGPOBOIA Nognucu

KomaHga Onepauusa P1-P2 Mone AaHHbIX KOMaHAbI
MSE SET DST «41» — «B6» {«83» — L — CchbINoYHbIA Koy}
PSO HASH «90» — «A8» Beog ¢ xawmpoBaHueM
PSO VERIFY DIGITAL SIGNATURE «00» — «A8» {«9E» — L — Lincpporas nognucb}
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MpunoxeHue B
(cnpaBouHoe)

MpumMepbl cepTUPUKATOB, UHTEPNPETUPOBAHHbIX KAPTOMN

B.1 O6bekThbl AaHHbIX ANA cepTudUKaToB, BepuduumpyeMbiX KapToi
B Tabnuue B.1 nokasaHbl 06beKTbl faHHbIX, UMEIOLLUX OTHOLLEHKE K cepTudmkaTam, BepuuLmMpyeMbiM KapToi.

Tabnuuya B.1— MexoTpacneBble 06beKThl AaHHBIX (MPpUMepbI) ANS cepTUdMKaTOB, BEpUDULMPYEMBIX KapTon

Ter OnemeHT AaHHbIX

«42» NOeHTUPUKALMOHHBIA HOMep 3MUTEHTa
«5F20» Nma pepxatens KapTbl
«5F37» CraTnyeckasn BHYTPEHHAS ayTeHTUdMKaums (NOANUCL cepTudukarta, NponaBeeHHas SMUTEHTOM)
«5F49» OTKpbITHIA KNHOY gepxaTens KapThbl
«5F4C» CepTudukaT nonHoMouuii BnagensLa
«5F4E» CopepxaHue cepTudukata
«7F21» CepTudpukar fepxaTens KapThbl

OMUTEHT MOXET onpeaenaTb AanbHellune obbeKkThl AaHHbIX, Takue Kak cepuiltHbii HoMep cepTuduKaTa, HoMep
BEPCUU, laTa UCTEYEHNA cpoka AENCTBUA U T. 4.

CnepyeT pasnuyarh fjBe CTPYKTYpbl CepTUdMKaTOB, BEPUPULIMPYEMBIX KapTOW:

- cepTudmkart, BepudnLMpyemMelil KapTol U He TPeOBYIoLNiA [ONOMHUTENBHOMO ONUCAHMUS, COCTOUT U3 06beAUHEHNA
BER-TLV 06bekToB AaHHbIX;

- cepTudpmkaTt, Bepuduuupyemblid Kaptoh n TpebyroWwniA JONONHUTENBHOrO ONMUCAHUA, COCTOUT U3 06befUHEHUS
3rEMEHTOB AaHHbIX.

B.2 Ceptudmkarbl, Bepudmumpyemble KapToii U He Tpebylolwme AONONHUTENbHOTO ONUCaHusl

NS noagnucaHust cepTUdUKaTa MOXET UCMoNb3oBaTLEA CXeMa UMPOBOI MOAMUCH € UK 6e3 BOCCTaHOBIEHUS! CO-
obLeHus. B Tabnuue B.2 nokasaH npuMep cepTudpukaTta, BepuduuMpyeMoro kaptoi u He TpebyioLlero AonofHUTENLHOMO
omnucaHws, co cXeMol LMPPOBOM NOAMUCH C BOCCTAHOBIIEHNEM COOBLLEHMS.

Tabnuuya B.2 — CepTudukar aepxarens kapTsl, BepuduLupyeMelil KapToil U He TpebytoWwmid 4ONONHUTENBHOMO ONK-
caHus (Nnpumepsl)

«7F21» AnuHa 3HaueHue nocneaoBaTenbHOCTU 06BHEKTOB AaHHbLIX

{«42» — L — NaeHTudukaumoHHsblit Ho- | {«5F37» — L — Lindposas nognuck}
Mep aMuteHTa} — {«5F20» — L — Nma
Aepxartens kapTel} — {«5F49» — L —
OTKpbITLIN KNIOY AepxaTens KapTbl}

Ter ceptucpukata | Anuxa 3HaveHne cepTudukara, cocrosijero ux | O6beKTbl JaHHbIX Ans NOANUCH:

(cocTaBneHHbIl) | cepTUdU- | OBLEKTOB AaHHLIX, WHTErpUpOBaHHLIX | {«42» — L — NaeHTUUKALMOHHBIA HO-

Kata B U1poBY0 NOANUCH (MMEETCsl TONMbKO | Mep aMuUTeHTa}
npu OTCYTCTBUU BoccTaHoBneHus co- | {«5F20» — L — Nma gepxarens kapTbl}
obLeHunit) {«5F49» — L — OTKpbITHINA KIto4 fepXKa-
Tens KapTbl}

MpuMedvyaHune 1 — NgeHTUdpUKaAUNOHHBIE AaHHbIE OpraHa Mo cepTUdUKaLMU MOryT CCbiflaTbCs Ha CBOM OT-
KPbITbIA KITkoq.

MpumeyvyaHune 2 —MaeHTUdNKaLUNMOHHbIE AaHHbIE AepXaTens KapTbl MOryT ObiTb UCNOMb30BaHbI AN yrnpaene-
HUs MpaBaMu JOCTYNa K AaHHBIM, XPaHALWMMCS B KapTe.

MpumeyvaHmne 3 — OTKpbITHIN KNKOY BNaaenbLa KapThl MOXET ObITh UCMONB30BaH B NOCNeAytoLLel onepauum
VERIFY DIGITAL SIGNATURE.
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B.3 Ceptudpukarbl, Bepudmnumupyembie Kapton u Tpebylowme SONONHUTENBLHOTO ONMUCaHUsA

OBbeKT AaHHLIX pacLUMPeHHOro Crcka 3arofloBKOB MOXET HAXOAUTLCA B KapTe Ansi Toro, YTo6bl NpoBEpUTL 3TOT
TUN cepTUdmKaTa; ¢ ApYroil CTOPOHbI, OH JOMKeH ObITh 3alUMLLeH Npu nepegade ero B kapTy. O6beKT AaHHbIX paclUUpeH-
Horo cnucka 3aronoBkoB (Ter «4D», cM. UICO/M3K 7816-4) onuckiBaeT 0bbejUHEHNE ANEMEHTOB faHHbIX Mo napam Ter/
ANMHa B TOM Xe nopsfgke, 4To U B Ludposoit nognucu (cm. Tabnuuy B.3).

Tabnuuya B.3 — CepTudukar gepxartens kapTol, BepupuUUMPYeMbIi KapTol 1 Tpebyowmin AONOMHUTENBLHOrO onuca-

HWA (Npumepsl)

«7F21» | AnuHa |

3HayeHve nocneaoBaTenbHOCTU 06BEKTOB AaHHbBIX

{4D' — L — (42'— L —
5F20'— L — 5F49'— L)}

{«5F4E» — L —
NAaeHTUDUKaLUOHHLIA HoMep
3MUTEHTa —

- ms pepxarens kapTel —

- OTKpbLITLIM KIHOY gepxarens
KapTbl}

{«5F37» — L — Uundposas
noanuce}

Ter AnuHa
cepTu- cepTu-
dukaTa dukara
(cocTaB-

NEHHbIN)

PaclumpeHHbIin cnncok 3a-
roroBKOB  (MPUCYTCTBYET
TOMbKO, €Crin CTPYKTypa
cepTuduKaTa  M3BECTHa
SBHO)

OOBbeKT [aHHbIX cofepXaHus
cepTudukara, UHTErpupoBaHHbLINA
B MOAMUCb (MMEETCA TONMBKO MpU
OTCYTCTBUM COODLLEHUS BoOCCTa-
HOBMEHUS, OH COAEPXKMUT SMeMeH-
Tbl fJaHHbLIX B COOTBETCTBUM C pac-
LUMPEHHBLIM CMUCKOM 3arofioBKOB)

BneMeHTEl fJaHHbIX And nog-
nueu:

- UBEHTUDNKALMOHHBIA  HO-
Mep 3MUTEHTa;

- UMS fepxaTtens KapThl,

- OTKPLITLIA KITtoY AepXxaTens
KapTbl
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Mpunoxexue C
(cnpaBouHoe)

MpuMmepbl UMNOPTA/3KCNOPTA AaCUMMETPUYHOTO KITIoYa

Mpeanonaraetcs, 4To 06bEKTHI JAHHLIX, ONUCHIBaIOLWKUE OTKPLITHIN Kitod (PK), HaxoAATcs B KapTe U 3aKoAUpPOBaHbI
B doopMe, NokazaHHow B Tabnuue C.1.

Tabnuya C.1— KoguposaHue aAns obbekTa flaHHbIX OTKPLITOro kntoda (PK), HaxopsLerocs B kapTte

«A8»

L

Mapa T — L ana ykaszaHua wabnoHa Ana NpoBepku LudpoBoid nognucu
«B6» L | DST
«83» | L | CcbinodHblit kKNkoY Ha OTKPLITHINA kntod (PK.CH.DS)
«7F49» | L OBbEKT faHHBIX OTKPLITOrO Ktova
«81» | L | Moaynb
«82» | L | OTkpblTan akcnoHeHTa
«9E» L Lindposas nognuck (Bce GaiiTel WabnoHa nposepku LUdpoOBOIA nognucu

npeawectsyowlero Tera «9E» co 3Hakom)

C nomoLLkto koMaHabl MSE BeiBupaeTca oTphiThil kKntod PK, koTopbit gomkeH 6biTb BoccTaHoBNEH. [lanee KoMaH-
fa GET DATA (HeueTHblh INS, P1-P2 = «3FFF») ucnonb3yetcsi B 3 atana, B COOTBETCTBUU C KOTOPLIMMW MOt JaHHbIX,
nokasaHHsle B Tabnuuax C.2—C.7, ocyLecTBNAIOTCA B MHTepdeiice KapThl.

Tabnunuya C.2—Tlone gaHHbix koMaHabl GET DATA, atan 1 u3 3

«4D» | OB | PacluupeHHbI CNMCOK 3aronoBKoB
«A8» 09 | Mapa T — L ans ykasaHua wabnoHa Ana NpoBepku Ludposoi nognucu
«B6» | 02 | Mapa T — L, koTopasn ykasbiBaeT 06beKT AaHHbIX DST
«83» | 00 | Mapa T —L, KoTopas yKa3biBa€ET CChINKY Ha OTPbIThINA KNk
«7F49» | 02 | Mapa T — L, koTopas yka3sbiBaeT 06beKT faHHbIX OTKPLITOro Krtoya

«81»

00

[Mapa T — L, KoTopas yKasblBaeT MOAYrb

Tabnunya C.3—Tlone gaHHblx otBeTa GET DATA, atan 1 u3 3

«A8»

L

«B6» L DST

«83» L | CcbinoyHnblit kntod PK.CH.DS
«7F49» | L | OTKpbITbIA KntoM

«81» L | Mogynb
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Tabnuuya C.4 —Tlone gaHHblx kKomaHabl GET DATA, atan 2 us 3

«4D» 07 | PaclumpeHHbIA CRUCOK 3aroroBKOB

«A8» 07 | NMapa T — L ana ykasaHua wabnoHa Ans npoeepku LudpoBoii nognucu

«7F49» | 02 | Mapa T — L, koTopas yka3biBaeT 06beKT JaHHbIX OTPLITOrO Kito4a

«82» 00 | Napa T —L, koTopas ykasbiBaeT MOAYNb

Tabnuya C.5—Tlone gaHHbix otBeTa GET DATA, 3tan2u3 3

«A8» L

«7F49» | L | OTKpbITbIf KoM

«82» L | OTkpbiTan aKkcnoHeHTa

Tabnuya C.6 —Tlone gaHHbIX komaHAbl GET DATA, atan 3 13 3

«4D» 04 | PaclumpeHHbIA CNUCOK 3aronoBKoB
«A8» 02 | Mapa T — L ans ykasaHua wabnoHa ans npoeepku UudpoBoii nognucu
«9E» 00 | Napa T —L, koTopas ykasbiBaeT 06beKT AaHHbIX LudpoBoit nognucu

Tabnuya C.7 —Tlone gaHHbix otBeTa GET DATA, stan 3 13 3

«A8» L

«9E» L | Uudposasn nognuce

C.2 Wcnonb3oBaHue komaHabl PUT DATA (TOMECTUTb AAHHBIE) ana umnopta 3akpbITOro kniova

MepBoHavaneHo komanaa MSE AomkHa oTNpaBUTh CCLINKY Ha COOTBETCTBYIOLNIA 3aKPBLITLIA KITHOY (T. €. CCbINOYHbLIN
KITtod yxxe n3BecTeH KapTe) (cM. Tabnuuy C.8). Janee ucnonbayior komangy PUT DATA (HedeTHblid INS, P1-P2 = «3FFF»)
C Nofiem JaHHbIX KOMaHAbl, kak nokasaHo B Tabnuue C.9.

Tabnuya C.8 — PacluMpeHHbIA CMUCOK 3arofoBKOB, OMUCLIBAIOLLMIA OBLEKT 3aKPLITOro KIkova

«4D» | OB | PacluMpeHHEI CNNCOK 3arofioBKOB

«A8» L | Mapa T — L ansa ykasaxus wabnoxa Ansa Nposepku Lncposoin noanucu

«B6» L | Mapa T—L ansa ykasaHusa DST

«84» L | NMapa T — L ansa ykaszaHus ccbinovHoro kniova Ha SK.CH.DS

«7F48» | L | Mapa T — L ans ykasaHusa obbekTa fJaHHbBIX 3aKpbITOro Krtova

«81» 00 | Mapa T — L, KoTopas yKka3biBaeT MOAYrb

«92» L | Mapa T —L gnsa napamertpa p

«93» L | Mapa T —L ana napametpa q

«94» L | Mapa T — L ans napametpa 1/g mod p

«95» L | Mapa T — L ana napametpa d mod (p — 1)

«96» L | Mapa T —L gna napametpa d mod (g — 1)

«9E» L | Mapa T— L ansa ykazaHus UM poBon nognucu
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Ta6nuya C.9— lNone aaHHbIX KoMaHAL PUT DATA

«4D» L | PacwwupeHHbIin cnucok 3aronoBkoB

«A8» | L | Mapa T — L ansa ykasaHus wabnoHa agns npoBepku LucpoBoiA nognucu

«B6» | L | Mapa T — L ans ykasaHus DST

«84» L | Mapa T — L ans ykasaHus ccelfioMHoro krtoda Ha SK.CH.DS

«7F48» | L | Mapa T — L gns ykazaHus o6beKTa AaHHbIX 3aKpbITOro Kro4a

«92» L | Mapa T — L ans napametpa p

«93» L | Mapa T —L agns napametpa q

«94» | L | Mapa T —L gna napameTpa 1/qg mod p

«95» L | Mapa T—L ana napametpa d mod (p—1)

«96» L | Mapa T —L gna napametpa d mod (g — 1)

«9E» | L [ Mapa T — L ans ykasaHua undpposoit nognucu

«5F48» | L | OBbefuHeHWe 3NEMEHTOB aHHbLIX NapamMeTpoB Koda B COOTBETCTBUM C PACLUMPEHHBIM CMUCKOM 3a-
rOrOBKOB. OMEMEeHTHI AaHHbIX, KOTOPble CBsA3aHbl C HarorHeHneM Teros «00» B pacluMpeHHOM Criucke
3aronoBKOB, CYUTLIBAKTCS, HO MPU 3TOM UFHOPUPYHOTCA

«9E» L | Undposas nognuck
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MpunoxeHune A
(cnpaBoyHoe)

CBefneHuA 0 COOTBETCTBUU CChISTIOYHbIX MEXAYHAPOAHbIX CTAaHAAPTOB
HauUOHarbHbIM CTaHAAPTAM

Tabnuya OAA1

OB603HaYeHne CChINTIOYHOro MeXayHa- CTeneHb 0O603HavyeHne n HanmeHoBaHMe COOTBETCTBYIOLLEro HalunoHanbHOro
poAHOro cTaHaapTa COOTBETCTBUA CTaHaapTa
ISO/IEC 7816-4:2005 IDT | TOCT P UCO/MBK 7816-4—2013 «KapTbl naeHTugnkaynoH-

Hele. KapTbl Ha WHTerpanbHelX cxemax. Yactb 4. OpraHusa-
Lus, 3awuta 1 KoMaHasl Ans obMeHa»

BETCTBUA CTAHAapTOB:
- IDT — ngeHTu4Hble cTaHgapThl.

M punmMmedYyaHune — B HaCTOFILLleVI Ta6ﬂqu ncnonb3oBaHo crefgyruee ycrioBHoe 0603Ha4eHne cTeneHmn cooT-
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[1] ISO/IEC 7816 (all parts)

[2] ISO/IEC 9796 (all parts)

[3] ISO/IEC 9798-5:1999"

[4] ISO/IEC 10536 (all parts)

[5] ISO/IEC 14443 (all parts)

[6] ISO/IEC 15693 (all parts)

FOCT P UICO/M3K 7816-8—2011
Bubnuorpadus

Identification cards — Integrated circuit cards (KapTbl ugeHTUdUKaLMoHHbIe. KapTsl Ha
MHTerparbHbIX CXeMax ¢ KOHTaKTaMu)

Information technology — Security techniques — Digital signature scheme giving message
recovery (MHgopmMaLmoHHasa TexHonorus. Metoabl 3awuTel. Cxema LM poBon Noagnucu ¢
BOCCTaHOBJIEHWEM COOBLLEHUS)

Iformation technology — Security techniques — Entity authentication — Part 5: Mecha-
nisms using zero knowledge techniques (MHdopmaLnoHHbIe TexHonoruu. Metogbl 3aLu-
Thbl. AyTeHTudmKaymsa obbekToB. YacTs 5. MexaHu3Mbl ¢ MPUMEHEHNEM METOA OB C «HYyse-
BbIM 3HAHUEMY)

Identification cards — Contactless integrated circuits cards — Close coupled cards (KapTbl
MAEHTUMMKALMOHHBIE. KapTbl Ha UHTerpanbHbIX cxemax 6eckoHTakTHble. KapTbl noBepXx-
HOCTHOrO AeNCTBMSA)

Identification cards — Contactless integrated circuits cards — Proximity cards (KapTbl
MAEHTUMKaLMOHHble. KapThl Ha MHTerpasnbHbIX cxemax 6eckoHTakTHele. KapTbl 6nuakoro
Jencteus)

Identification cards — Contactless integrated circuits cards — Vicinity cards (KapTbl ngeH-
TUbUKaLMOHHbIe. KapTel Ha UHTerpanbHelX cxeMax 6eckoHTakTHble. KapThl yaaneHHoro
JeicTeus)

1) OtmeHen. [eiictayeT ISO/IEC 9798-5:2009.
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