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roCT P UCO/MIK TO 13335-4—2007

Mpeaucnosue

Llenn v npuHumnbl ctaHaapTuaaumm B Poccuiickoin deagepaumn yctaHoeneHbl ®egepanbHbiM 3aKOHOM
ot 27 pekabps 2002 r. Ne 184-$3 «O TeXHUYECKOM PerynMpoBaHumy, a NpaBuia NpUMeHeHU HauUoHarbHbIX
craHpapTos Poccuiickon ®epgepaumm — MOCT P 1.0—2004 «CtaHgaptusauus B Poccuiickon ®eaepauun. Oc-
HOBHbIE MOMOXEHUA»

CBefeHUA o cTaHpgapTte

1MOAroTOBNEH ®eaepanbHbiM rocyaapcTBEHHBIM yupexaeHueM «ocyaapcTBeHHbIN Hay4YHO-Uccneno-
BaTeNbCKUA UCMbITATENbHBIA MHCTUTYT NpobnemM TeEXHUYECKON 3awwmThbl MHopMaLn PeepanbHol CRyXobl no
TEXHUHECKOMY 1 3KCMOPTHOMY KoHTpomio» (®IY «THUUN NT3U $CTIK Poccuu), BaHkom Poccuu, o6Liectsom ¢
orpaHu4eHHon oTBeTCTBEHHOCTLI0 «HayuHo-poussoacTeeHHas dupma «Kpuctann» (OO0 «HIM® «Kpuctanny)
Ha ocHoBe COBCTBEHHOro ayTEHTUYHOrO NepeBoja cTaHAapTa, ykasaHHOro B NyHkTe 4

2 BHECEH TexHuueckum komuteToMm no craHaaptusauum TK 10 «MepcnekTMBHblE NPOM3BOACTBEHHBIE TEX-
HOMOMN, MEHEPKMEHT U OLIEHKA PUCKOB»

3 YTBEP>XEH W BBEJIEH B IENCTBUE TMpukasom PegepansHOro areHTCTea no TEXHUYECKOMY pery-
NNMPOoBaHNIo U MeTPONornm ot 7 uioHs 2007 1. Ne 122-cT

4 Hacroawmi ctaHaapT uaeHTudeH MexayHapogHoMy otdyety MCO/MOK TO 13335-4:2000 «UHbopma-
LUMOHHaA TexHonorus. PekoMmeHaauum no MeHepkMeHTY 6e3onacHocTM MHOPMaLMOHHBIX TEXHOMOMMA. YacTb 4.
PykosogcTso no MmeHeaxmeHTy 6e3onacHoctu cetu» (ISO/IEC TR 13335-4:2000 «Information technology —
Guidelines for the management of information technology security — Part 3: Selection of safeguards»).

HanmeHoBaHWe HacTosLLero ctaHgapTa UsMeHeHO OTHOCUTENbHO HAMMEHOBaHWS YKasaHHOTO MeXAyHapoa-
Horo cTaHgapTa Ans npusedeHus B cootetcTeue ¢ FTOCT P 1.5— 2004 (nogpasaen 3.5)

Mpy NPYMEHeHUN HacTosALLEero cTaHA4apTa PEKOMeHAYeTCA UCNOSb30BaTh BMECTO CCbINTOYHbIX MeXadyHa-
poAHbIX CTaHAAPTOB COOTBETCTBYIOLNE UM HaLMOHanNbHbIe cTaHaapTbl Poccuiickon ®eaepauuu, cseaeHus o
KOTOPbIX MpUBEAEHb! B OMOSTHUTENTbHOM NPUNoXeHWN |

5 BBEEH BIMNEPBbIE

UHgbopmalusi 06 usmeHeHUsIX K HacmosiLemMmy cmaHdapmy nybrukyemces 8 exe200H0 usdasaeMoM UHGOp-
MaUuUoHHOM yKkaszamerie «HauyuoHanbHble cmaHOapmei», @ MeKem UsMeHeHUl U rofpagok — 8 eXXeMeCSYHO
usbasaeMbIX UHhOPpMaUUOHHbIX yKazamensx « HauyuoHansHbeie cmaHlapmei». B criyqyae nepecmompa (3amMeHbl)
unu ommeHbl Hacmosiueao cmarH®@apma coomeemcemayrouee yaedomreHue 6ydem ornybriuKo8aHo 8 eXXeMecsiy-
Ho u3dasaeMoM UHGhopMalUOHHOM ykasamerne «HayuoHansHble cmaHdapmbi». Coomeememayrowasi UHgop-
Mauus, yeeOoMIAEHUS U MeKCMbl pasmMeLyaomest makke 8 UHGhopMaUuUoHHOU cucmeme obLue20 rosb308aHuUs —
Ha ocbuyuanbHoM catime ®edeparibHO20 a2eHMCImea o MexHUYECKOMY peayriuposanHUro U Memposioauu 8 cemu
UHmepHem

© CraHgaptuHdgopm, 2007

Hacrosiuii ctaHaapT He MOXeT ObITb NOMHOCTLIO UMW YaCTUHYHO BOCMpPOn3BeaeH, TMpaskmpoBaH 1 pacrnpoc-
TpaHeH B kayecTBe ouLmanbHOro nsgaHusa 6es pas3peLllueHuns cbep,epaanoro areHTcTsa No TeXHU4Yeckomy pery-
JTMpOoBaHNIo U MEeTPOSorn
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HALULUWOHANBbHBIA CTAHOAPT POCCUUCKOWN ODERQEPALMUMN

UHdopmalymuoHHaa TexHonorus
METOObl U CPEACTBA OBECNEYEHUA BE3OMNACHOCTU

Yacthb 4
BbI6Op 3aWUTHLIX Mep

Information technology. Security techniques. Part 4. Selection of safeguards

OaTta BBegeHna — 2007—09—01

1 O6nacTtb NnpuMeHeHuUs

HacToswumia ctaHaapT siBnsieTcsl pykoBoACTBOM Mo BbIOOPY 3alMUTHBIX Mep € yYeToM noTpebHocTel u
npo6nem 6e3onacHocTu opraHu3auun. B HacTosiLLem cTaHAapTe onucaH NpoLece BbiGopa 3almUTHLIX Mep B COOT-
BETCTBUM C PUCKOM CUCTEMbI 6830NacHOCTM U C y4eTOM 0cobeHHOCTE OKpy>KatoLLei cpeapbl. HacToawmin ctan-
AapT ycTaHaenMBaeT cnocobbl JOCTWKEHVS COOTBETCTBYIOLLEN 3aLMThbl Ha OcHoBe 6a3oBoro yposHs 6esonacHo-
ctn. MpueeaeHHbIA B HacToALWEM CTaHdapTe NoAxoA K BbIGopy 3alUTHBIX Mep corflacoBaH ¢ MeToaamn ynpas-
NeHusi 6e3onacHOCTbI0 MHPOPMAaLMOHHBIX TEXHOMOrMIA, NpuseaeHHbiMU B UCO/MBK TO 13335-3.

2 HopmaTtuBHbI€ CCbINKU

B HacToswem cTaHAapTe UCMONb30BaHbl HOPMaTUBHbBIE CCbISIKW Ha criegylowme cTaHaapThbi:

MCO/M3K 9126-1:2001 MporpammuposaHue. KavecTso npoaykra. Hacte 1. Mogens kavectsa

MCO/M3K 10181-2:1996 MHhopmaumoHHasa TexHonorusa. BsaumoaencTeue oTkpbITbix cucTem. OcHoBbl be-
30MaCHOCTU AMNs OTKPbITbIX cucTeM. HacTb 2. OcHOBbI ayTeHTUdMUKaLMK

MCO/M3K 11770-1:1996 UHdDopMaLmoHHble TexHonorun. Metoabl 6e3onacHOCTU. YnpasneHue KIio4amu.
YacTb 1. CTpyKTypa

MCO/M3K 13335-1:2004 UHdbopmaumoHHas TexHosorus. Metoabl obecneveHusa 6esonacHoctn. MeHemx-
MeHT 6e30nacHOCTY MHOPMAaLMOHHBIX M TENEKOMMYHUKaLMOHHBIX TeXHOMoruin. YacTb 1. KoHuenuus n mogenu
MeHeKMeHTa 6e30nacHOCTU MHGOPMAaLMOHHDBIX 1 TENIEKOMMYHUKALIMOHHBIX TEXHOSOMMIA

MCO/M3K TO 13335-3:1998 UHdopmaLmoHHas TexHonorust. PekoMeHaaumm no MeHemxmeHTy 6esonacHo-
CTU MHOPMALMOHHBIX TEXHOMOMMIA. HYacTb 3. MeToabl MeHepkMmeHTa 6e30NacHOCTU UHOPMALMOHHBIX TEXHOMO-
v

NCO/M3BK TO 13335-5:2001 UHdbopMaLmoHHas TexHororus. PekomeHaaumMm no MeHeakMeHTy 6e3onacHo-
CTU MHOPMaLMOHHBIX TEXHOMOMUIA. HacTb 5. PykoBoACTBO No MeHeKMeHTY 6e3onacHocTv ceTn

3 TepMUHBI 1 onpeaeneHus

B HacTosilwem ctaHaapTe npuMeHeHbl TepMuHbl no MCO/M3K 13335-1, a Taicke cnegylowime TEPMUHLI C
COOTBETCTBYIOLLVMU onpeaeneHnaMu:

3.1 ayTeHTUdukauua (authentication): OGecneyeHne oagHO3HAYHOTO COOTBETCTBUSA 3aABNEHHOTO UAEHTU-
hukaTopa o6LeKTy.

[MCO/M3K 10181-2]

3.2 ugeHtudpukauusa (identification): Mpouecc nprcsoeHUs 06bEKTY YHUKaIBHOTO uaeHTudmKaTopa.

U3paHne ocpnumanbHoe

1 1
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4 Uenb

Llens HacTosLwero ctaHAapTa — 06ecneynTb PYKOBOACTBO MO BbIGOPY 3almUTHbIX Mep. [laHHoe pyKosoa-
CTBO NpeaHa3Ha4YeHo Ans cUTyaL Wi, Koraa NPYHATO peLleHre BbiopaTh 3alUTHbIE MEPb! Al CUCTEMbI UHOpMa-
LIMOHHBIX TexHororui (UT):

- COrnacHo TUNYy 1 xapakTepucTukam cuctemol UT;

- cornacHo obLwmM oueHkam npobnem 1 yrpos 6esonacHocTu;

- B COOTBETCTBUM C pe3ysisTaTaMy AeTalNlbHOro aHarmaa pUcKoB.

B gononHeHue k HacTosALlweMy cTaHAapTy NpeaocTaBreHbl NepekpecTHbIE CCbiNkM, NokasbiBalolme, rae
BbIGOP 3aUTHBIX MEP MOXET ObITb JOMONHEH 32 CHET NPUMEeHEHWS 0OLLEAOCTYMHBLIX PYKOBOACTB, COAEPXalLLmMX
onMcaHue 3aLnUTHbIX Mep.

HacTrosLwmnin cTanaapT Taikke COAepXUT yKkasaHus No paspaboTke 6a30BOro pykoBoACTBa no obecrneyeHunto
6e30MacHOCTU opraH13aummn (Unu ee oTaenNbHOro nogpasgenerus). OnucaHve AeTanbHbIX 3aLUTHBIX Mep ceTu
COAEPXKUTCA B IOKYMEHTaX, Ha KOTOPbIE eCTb CCbIKM B NpunoxeHnsax A— H. B HacTosLlee BpeMsl TEXHUYECKU-
mMu koMuTeTamu CO paspabaTbiBatoTcs Apyrie JOKYMeHThI No obecneyeHuio 6e3onacHOCTU CETEN.

5 KpaTtkun o0630p

Pasgen 6 HacTosLero ctaHgapTa cCoaepXnT BBeAeHVe K BbIOOpY 3aLLUTHBIX MEP U KOHLIeNLMKN 6a30Boro
obecneyveruns 6esonacHocTu. B pasgenax 7 — 10 paccmaTpusatoTcs Bonpockl 6azoBoro o6ecneyeHuns 6esonac-
HocTu cucTem UT. Ans Toro, 4Tobbl BbIOpaTh NOAXoAsLUME 3aLLMTHBIE MEPbI, HE0BX0AMMO onpeaenuTL 6a3oBble
oueHkn 6esonacHocTu cuctem UT BHe 3aBUCMMOCTU OT TOro, ByAeT Nk 3aTeM NpoBOAUTLCA AeTallbHbIA aHanm3
pUCKOB. OTW OLIEHKM N3N0XKeHb! B pasaene 7, [4e paccMOTPEHb! cliefyloLue BONpoChI:

- Ans kakoro Tvna cuctemel UT npeanonaraeTcs Bbl6op 3aUTHLIX Mep (HanpyUMep, aBTOHOMHbIN UK Noa-
COeAMHEHHBII K CETU NEePCOHarbHbIA KOMNbIOTEP);

- rge HaxogAaTca cuctembl UT, Kakne yCnoBUa okpyxaloLwen cpeibl B MECTe PacronoXeHNUs 3TUX CUCTEM;

- KaKvie 3aLLMTHbIE MepPbl YXKe NMPUHATBI WUV NNaHNPYIOTCA;

- HACKOIbKO MOsy4YeHHbIe OLEHKN NPeAoCTaBNAIOT 4OCTAaTOUHYI0 MHopMaUmio Ans Bbibopa 6a30BbIX 3a-
LLNTHBIX Mep Ans cnuctemsl UT.

Pazgen 8 coaepxut 0630p 3aLuUTHBLIX Mep, KOTopble Npeanonaraetca BblGpatb. OHM pasaeneHbl Ha opraHu-
3aLMOHHbIe, TEXHUYeckue (T. e. BbiIGopka NpoBeaeHa B COOTBETCTBUM C NOTPEGHOCTSIMU U HapyLLEHUAMK obecne-
YeHus 6e30nacHOCTH, a Takke € YYETOM OrpaHUYEHUN) U Ha crieumanbHble 3almTHbIe Mepbl cuctem UT. Bee
3aWWUTHBIE MePbl CrPYNNUPOBaHbI MO KaTeropuam. [ns Kaxaon kKateropuy salumMTHbIX Mep NpUBEAEHO onMcaHue
Hanbonee TMNUYHBIX 3aWUTHBIX Mep, BKNOYasA KpaTKoe onucaHune ypoBHS 6e30MacHOCTU, KOTOPYHO OHWU AOSDKHbI
ob6ecneyunsatb. CneuyanbHble 3alUTHBIE Mepbl B paMKax YCTaHOBIEHHbIX KaTeropuii u ux nogpobHoe onucaHue
MOXHO HalNTW B AOKYMeHTax no 6a3osoi 6e3onacHoCTU (CM. cebiiku B NpunoxeHusix A — H). ina obneryeHus
Nonb30BaHUA 3TUMU OKYMEHTaMU NEPEKPECTHBIE CChINKU MEXAY KaTEropusiMm 3aLLUMTHbLIX MeP HACTOSLLIErO CTaH-
AapTa 1 rnaBamu Apyrux AOKYMEHTOB, YkazaHHbIX B MPUIIOKEHUSIX, MpUBEEHbI B TaBNULIAX Ans KoM kaTero-
pyK 3aLUTHBIX Mep.

Ecnu opraHusauuneit npuHATO pelueHue, YTo TUM OLEHKU, AETANbHO ONUCAHHBINA B pa3aerne 7 HacTosLWEero
cTaHaapTa, 4ocTaTodeH 4nsd Bbibopa 3alMTHBLIX MEp, TO OpraHU3aLms MOXET UCTIONb30BaTh CNIUCOK NOAXOASALLUX
3aWNTHBIX Mep, NpUBEAEHHbIX B pasgene 9, ANa KaXkaon TUnu4Hon cuctembl UT, onucaHmne KoTopbiX NpUBeAEHO
B 7.1. Ecnu opraHusauus BbiGupaet sawmtHble Mepbl Ha OCHOBE Tuna cucTembl YT, TO MOTYT NpUMEHSTLCA 6a3o-
Bble YpoBHM Ge3onacHOCTU ASst aBTOHOMHBIX paBouux CTaHLMWIA, CETEBLIX aBTOMAaTU3UPOBaHHbLIX paboyux
MecT (APM) unu cepsepos. [ina o6ecneverna Tpebyemoro ypoBHs 6e3onacHoCcT1 Heobxoaumo BbIOpaThL 3aLmT-
Hble Mepbl, IPUroAHbIE B KOHKPETHbIX YCMOBUAX, CPABHUTL UX C YXKE CYLLECTBYIOLLMMM (MU NAaHUPYEMbIMU)
Mepamu obecneveHns 6e30NacHOCTU 1 BHEAPUTL BCE HOBOE, YTO MOXKHO UCTIONb30BaTh OISl AOCTUXEHUSA 3aaaH-
HOro ypoBHs1 6e30NacHOCTU.

Ecnu opraHusauuein npuHATO pelleHue o HeobxoaumocTu Gonee rny6okoii oueHku Ana BoiGopa addekTue-
HbIX 1 NOAXOASLLIMX 3aLMTHLIX Mep, To pasgen 10 HacTosAwero craHaapTa okasbiBaeT NoAAEPXKKY Takoro Bblbopa
C Y4ETOM paccMoTpeHUs NpobnemM 6e3onacHOCTU, Ha BbICOKOM YPOBHE (B COOTBETCTBUM C BAXKHOCTBIO MHAOPMa-
L) M BO3MOXHBIX Yrpo3. B agaHHOM pasaene 3awmtHble Mepbl NpeanoXeHb! corfacHo npoGnemam 6esonacHoc-
TH, C YYETOM COOTBETCTBYIOLUNX YTpo3 U BbliBpaHHoro Tuna cucteMsl UT. Cxema Bbibopa 3alUTHBIX Mep, onuca-
HUe KOTOpbIX NpuBeAeHO B pasgenax 7, 9un 10, npuseaeHa Ha pucyHke 1.
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B pasgenax 9 u 10 npuseaeHo onncaHue Bbibopa 3alUTHBIX Mep Ha OCHOBE JOKYMEHTOB Mo 623080
6e30MacHOCTU, KOTOPbIe MOTYT BbITb NPUMeEHeHb! U Ans cucteMbl YT, unn ans dopmMrMpoBaHus nakeTa 3aLluT-
HbIX Mep Anst psga cuctem UT, Ucnonbayembix B oripeaeneHHblX yenosusax. OpueHTupysce Ha Tun cuctemsl UT,
opraH13aLnsa MOXET UCNoMb30BaTb NOAX0A, NPeANoXKeHHbI B pazaerne 9, KOTOpbIA AOMNyckaeT BO3MOXHOCTb
TOr0, YTO HEKOTOPbIE PUCKW aHaNM3NPYIOTCS HeaaekBaTHO 1 BbIOMPaloTCA HEKOTOopble 3aLUMTHbIE Mepbl, KOTopble
He SIBNAITCA HeOBXoAUMBIMN UK COOTBETCTBYWMMUN. B pasgene 10 npeanoxeH noaxoAd, HanpasfeHHbIA Ha
peLleHne npobrnemM 6e30nacHOCTV OT COOTBETCTBYIOLLIMX YTPO3, KOTOPbIA MO3BOMSIET pa3paboTaTs oNTUMarbHbIA
nakeT 3alunTHbIX Mep. Pasgensl 9 1 10 opraHusaumst MOXeT UCMONb3oBaTh AN Bbibopa 3alMTHbIX Mep 6e3
AeTanbHbIX OLEHOK BCeX BapnaHToB, NoanaaaroLLmnx nog obnactb npuMmeHeHust 6azosoit 6esonacHocTn. OgHako
1 Npu Gonee AeTanbHOM OLEHKe, T. e. MPY AeTallbHOM aHanmnae PUCKoB, MpU BbIbope 3allMTHBIX Mep pasgens! 9
1 10 BCe elle ByayT NoNesHbIMN.

Bazvacie oueHKH
{cMm. pazaen 7}

Wagrmnchukayna Tuna cuctemel MT
{cm. 7.1)

WasHTrthukaums Ousuueckix yenoBuii
A YENOBYBA OKDYKADLLEH Chelkl
{em. 7.2)

OUEHKS CYLECTRYIOWWX/NNEHUPYaMEX
2AUWWTHEIX Map
{cm. 7.3)

YooeeplueHCTBOBaHHbIN
noaxoa

Npocron

NGAXCA Mpocron

WNK YCOBEPLIEHCTAO-
BAHHLIA noAxon?

Bazoseill noaxoA: BRIGOP 38LMTHBIX MED
COrNacHa Tuny cuctemsl MT
{cM. pazaen 9)

BuibGop 3aluMTHLIX MeR COrNACHO Yrpaaan
W NpobnaMam GaznnacHocTu
{cm. paagen 10}

OBbIYHD NPUMEHREMBIE 3aLWTHEIE Mepbl
(cwm. 9.1)

Ouenka npobnen BesonacHocTr
{cm. 10.1)

CneunarnbHete 3aWWTHEIE M2 Dkl
cucrem WT
{cm. 9.2)

SawmTHbe MEpbl No obecneveHnin
ROHDMORHLMANEHOCTH
{em. 10.2)

JawuTbie Mepel NO 00RCNEUeHUID
HBNOGTHOCTH
{cm, 10.3)

JaluTHbIE mepb no obecneyeHno
AOCTYNHOCTH
{cm. 10.4)

JaLMTHBIE MEpbI No oBecnevenvio
AOQOTHETHOCTU, AYTRHTUHHOCTH
W ACCTOBEPHOCTH
(em. 10.5)

PucyHok 1 — Bbibop 3awmTHbIX MEp Mo TNy CUCTEMbI MHEOPMALMOHHBLIX TEXHOMOTUIA,
yrposam u npobnemam 6esonacHocTu
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B pasnene 11 HacTosWero cTaHAapTa paccMaTpUBaETCsl CUTYaLMs, KOaa opraHM3aumvs NpuHUMaeT pelle-
Hue 0 Heo6XoAMMOCTU NPoBEeAEHUA AETaNbHOMo aHaNN3a PUCKOB B CBA3U C BICOKUM YPOBHEM npobriem Gesonac-
HOCTU 1 NOTPEBHOCTAMK OpraHM3aLmun. PykoBoacTBo No aHanusy puckoe npueseaeHo B MCO/MOK TO 13335-3.
B pasagene 11 HacTosawero ctaHaapTa npuBeaeHo onucaHue s3anmocssaan UCO/MOIK TO 13335-3 ¢ HacToawmm
CcTaHAapTOM, a Takke pesynbTaThbl UCMOMb3oBaHNA MeToAoB, uanoxeHHbix B UCO/M3K TO 13335-3, koTopble
MOTYT yMUTBIBaTLCA NPU BbIGOpe 3alLMTHBIX Mep. B pasaene 11 Takke npueeaeHo onncaHue Apyrnx pakTopos,
€NocoGHbIX BNWATL Ha BbIGOP 3aLLUMTHBLIX MEpP, HanNpUMeD, NioGble orpaHNYeHUs, KOTOpble A0MKHBI BbIT MPUHATDI
BO BHUMaHUe, 0ba3aTeNbHbIE UMK UHble TPEGOBaHWSA, KOTOPbIE AOITKHBI GbITb BbIMOMHEHbI U T. 4.

Moaxon, paccMoOTpeHHbIA B pasaene 11 HacTosiero ctaHgapTa, oTiMyaeTcs oT NoAXOA0B B pa3aenax 9
1 10 TeM, 4TO OH COAEPXMUT PYKOBOACTBO ANA Bblbopa nakeTa 3alMTHbIX Mep, ONTUMarbHbIX 451 KOHKPETHOM
cuTyaumun. ToT noaxopa He siBnsieTcst 6a3oBbiM, HO B HEKOTOPbLIX CyYasax MOXET ObITb UCTIONb30BaH Asl Bbibopa
3aLUUTHBLIX Mep B AororHeHne K Mepam 6a3oBoii 6e3onacHocTU. B kayecTBe anbTepHaTUBbI 3TOT NOAXOA MOXET
6bITb NpUMeHeH 6e3 kakoi-NnMbo ces3n ¢ 6asosoi 6e3onacHOCTLIO.

B paspene 12 npeacraeneHo pykoBOACTBO (kaTarnor) no BbiGopy 6a3oBoro yposH:A 6e3onacHOCTU opraHu3a-
Li1n B LieNIoM Wi ee oTAENbHbIX NoapasaeneHnia. [nsa Takoro Bbibopa opraHn3aumns AormkHa paccMOTPETb 3aLLyT-
Hble Mepbl, paHee aeHTUdULMPoBaHHbIe ANa cuctem UT unu rpynn cuctem UT, 1 onpeaenutsb obLumii nakeT
3aWmnTHBIX Mep. B 3aBrcMMOCTY OT CTeneHu KoHdUAEHUMaNBLHOCTU, NoTpebHoCcTH obecneveHns 6e3onacHoOCTU U
orpaHnYeHunin MoryT BbiTb BbIGpaHbl pasHblie yposHM 6asosoit GesonacHoOCTU. B gaHHOM pasaene paccMOTpeHb!
npeMMyLLecTBa U HeJoCTaTKN pa3nuyHbIX ypoBHe bazoBon 6e30nacHOCTH, KOTOPbIE MOTYT MOMOYb MPUHATUIO
NOAXOAsALLEro peLleHWs ANs KaXkaoin opraHm3aLum.

KpaTkoe pesloMe codepXaHnsi HacTosiLero craHaapTa npueeaeHo B pasaerne 13, a B npunoxeHnsax A —H
KpaTkuii 0630p MHCTPYKLMA, Ha KOTOPbIE eCTb CChINKX B pasaene 8.

6 BBeaeHue K BbIOOpPY 3alUTHLIX Mep U KOHUenuMmn 6asoBon 6esonacHoCTU

B HacTosLeM pa3gene npuBeaeH kpaTkuid 0630p npouecca Bbibopa 3almMTHBLIX Mep, a Takke cnocoba u
BpPEMeHU NpUMeHEeHs B 3TOM npoLecce KoHLenummn 6asosoli 6esonacHocTy. CyLuecTBYIOT ABa rMaBHbIX Noaxoaa
K BbIOOPY 3aLLMTHBIX Mep: UCTOSb30BaHWe 6a30BOro noaxoaa 1 BeINonHeHe AeTanbHOro aHan1aa pucka. Boinon-
HEeHWe AeTanbHOro aHanmaa pucka MOXeT NPOBOANTLCA PasNMYHbIMU NOAX0AaMU, OAUH U3 KOTOPLIX NoAPoGHO
nanoxeH 8 UCO/M3K TO 13335-3 1 HasblBaeTca geTanbHbiM aHanuaom pucka. B MICO/MIOK TO 13335-3 tarke
paccMaTprBaloTCs TPenMyLLIecTBa U HeJoCTaTKM pasHbIX MOAXOA0B K OLEHKE pucka U1, criegoBaTteribHO, BbIGopy
3aLUMTHBIX Mep.

MpoBeaeHWe geTanbHOro aHanmsa pucka no3BonsieT BCECTOPOHHE PACCMOTPETL pUCK. PesyrnbraThl AeTarb-
HOro aHasIM3a MoryT NPUMEHSATLCS ANst Bbibopa 3alUTHLIX MEP, BbI3BAHHbIX 3TUMMW pUcCKkaMu, U NoAobHbIE 3aLmT-
Hble Mepbl AOIMKHbI BbITb BHeApeHbI. Takum 06pa3oM, MOXHO U3bekaTb KpaliHocTel B o6ecnedeHun 6esonacHoc-
T cuctem UT opraHusaumun. Tak kak 4na aHanuaa pucka TpebyeTcst MHOro BpeEMEHM, YCUMAA U NpoBeaeHUe
MHOTOUYMCIIEHHbIX 3KCNEePTU3, TO OH Bonee noaxoauT Ansa cuctem UT ¢ BbICOKMM YpOBHEM pUcka, Toraa kak Gonee
MPOCTO NOAXOA, CHATAETCA AOCTATOUHBIM AN CUCTEM C HASKUM YPOBHEM pucka. Micnonb3osaHue aHanusa pucka
BbICOKOTO YPOBHSI MO3BOJSIAET BbISIBNATL CUCTEMbI C 6onee HA3KMM YpOBHEM pricka. AHaIIU3 pucka BbICOKOTO YPOB-
Hs1 He JomkeH 6bITb opManv3oBaHHbIM UK CAOKHBLIM. 3aLUTHBIE MePbl AN cUCTeM ¢ boree HU3KUM YpOBHEM
pucka MoryT ObITb BblIOpaHbl MyTeEM NPMMeHeHNS 3aLlMUTHBIX Mep no 6a3zosoi 6esonacHocT. OTOT ypoBeHb 0bec-
neveHunst 6e30NacHOCTM MOXET BbITb HE HIDKE MUHUMAIBHOO YPOBHS 6e30MacHOCTH, YCTaHOBEHHOMO OpraHv3a-
unen ans kaxkaoro Tmna cuctemel UT. YposeHb 6azosoii 6esonacHocTy (aanee — 6a30BbIii nogxon) 4ocTUraeTcst
nyTem peanusauum MUHUMAanNbLHOMO NakeTa 3alUTHBIX Mep, U3BECTHbIX Kak 6a30Bble 3alyTHbIe MEpBI.

Bcneacreve pasnunymii B npoLeccax Bbibopa 3aluTHbIX Mep B HAacTOsILLEM CTaH4apTe paccMaTpusaloTcst
ABa nyTu npuMmeHeHns 6a3oBoro nogxoaa:

- B C/lydae, ecrii pekoMeHaYyTCs 3alUTHbIE Mepbl B COOTBETCTBUN C TUMOM U XapakTepucTUKaMu paccMar-
pusaemon cuctembl UT;

- B Clyyae, ecrv pekoMeHayHTCs 3aLllMTHbIE Mepbl B COOTBETCTBIWM C yrpo3amu 1 npobnemamu 6esonacHo-
CTW, & TAKKE B 3aBUCMMOCTU OT paccMaTpusaemoin cuctemol AT.

MyTu BbIGOPA 3aLLMTHBLIX MEP NPUBEAEHBI HA PUCYHKE 2. Ha pucyHKe 2 Takke nokasaHbl B3aMMOOTHOLLEHUS
mexay UCO/MIK TO 13335-3 1 HacToAWMM CTaHOapTOM.

BasoBbIil Nogxoa cneayeT BblGMpaTh B 3aBUCMMOCTM OT PECYPCOB, KOTOPble MOTyT BbiTb NOTPaveHbl Ha
npouecc Bbibopa BbIABMNEHHbIX NpoGrieM 6e30MacHOCTU, TUMa U XapaKTeprCTUK paccMaTpusaemMoin cuctemsl UT.
Ecnu opraHnsauus He xenaeT TpatuTb (No Kakoi-nnbo npuYnHe) MHOrO BPEMEHU 1 YCUITAN Ha BbIGOP 3aLLMTHBIX
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Mep, TO OHa MOXeT BblbpaTb 6a30BbIi Noaxoa, npeanaraoLmin sawmTy 6e3 gansHenwmx oueHok. OgHako, ecnm
KoMMepyeckan AenaTeNbHOCTb OpraHvM3aLun XoTst 6bl YacTUYHO 3aBUCUT OT cUcTEMBI Unu yenyr UT u/unmn o6paba-
TbiBaeMast uHdopmaLus aenaeTcs KoHhuaeHUMaNsHOM To, No BCEN BEPOATHOCTU, MOryT NoTpeboBaTbes A0NOSHU-
TefbHble 3alWUTHbIE Mepbl. B 3TOM criydae HacTosITeNnbHO pekoMeHAYETCS paccMOTpeTb Npobnembl 6e3onacHocTU
nHdopmauun Ha 6onee BbICOKOM YPOBHE U BbISIBUTL BEPOSITHLIE YrPO3bl AN NPUMEHEHUsSI COOTBETCTBYHIOLLIMX
3aWMTHBIX Mep, HeobxoaMMbIX Ans obecneyeHus Gonee acdekTuBHoM GesonacHocTy cuctembl UT. Ecnv kom-
Mepyeckas AeATeNbHOCTb OpraH13aLmMuy B 60MbLLOA cTeneHn 3aBUCUT OT cucTembl 1 yenyr UT u/unm obpabatbi-
BaeMas MHdopMaLMA ABIISETCS CTPOro KOHUAEHLMATBHON, TO CTENEHb pUCKa MOXET ObITb BLICOKOW, MO3TOMY
AeTanbHblA aHan13 pucka ABASETCs HAUMY4LLIMM crnocoboM aeHTUdUKaLUA 3aLLUTHBIX Mep.

Hauatb npouecc
aHanuaa noucka
(cm. UCO/MOK TO 13335-3)

AHanus
pUCKa BbICOKOTO
YPOBHA

[OeranbHbli aHan13 pycka .
(cM. UCOM3K TO 13335-3) Basosuiii noaxon

o —_

Cm. pucyHok 1—I

MNpocroii nnu
YCOBEpLUEHCTBOBaHHbIN

noaxoa?

Buibop 3awutHeIx Mep
B COOTBETCTBWMU C Yrpo3amu
v npo6nemamu 6e30nacHOCTH

BoiGop 3awnTHBLIX Mep
cornacHo Tuny cuctems! UT

————————————————

PucyHok 2 — MyTun Buibopa 3awmTHBIX Mep

CneuunanbHble 3alUTHbIe Mepbl AOMMKHbI GbITb MAEHTUULNPOBAHBI HA OCHOBE AETaNbHOro aHanusa pucka
B Cflyyae ecnu:

- TUN paccMaTtpuBaemoii cuctemMbl T He NpuBeaeH B HACTOSLLEM CTaHAapTeE;

- NOTPEBHOCTU OpraHU3aLK, CBA3aHHbIE C KOMMEPYECKOW AEATENBHOCTbLIO UK o6ecneveHnem GeaonacHo-
CTU, HECOM3MEPUMBI C TPeBOBaHUAMWN HACTOSALLIETO CTaHAapTa;

- 6onee AeTanbHas oLeHka Heobxoauma BCNeACTBUE BbICOKOTO YPOBHA NOTEHLMANBHOMO pUCKa UMW 3Haun-
mocTu cuctemsbl UT ana busHeca.

CneayeTt OTMETUTD, YTO AaXKe NpU AeTarlbHOM aHasIM3e pucka 4nsa opraH13aLmM Nofe3Ho NPUMEHATb K CUC-
Teme UT 6as3oBble 3alLUMTHbIE MEpPbI.

MNepBoe peLueHne, KOTOPOE B 3TOI 06NACTU AOMKHA NPUHATL OpraHU3aLus, KacaeTcsl BONpoca UCMofNb3oBa-
Hus 6a30BOro NoJAXoAa: ero CaMoCTOATENBLHOMO NPUMEHEHUS UMM NPUMEHEHUS B Ka4ecTBe YacTu Gonee BcecTo-
pOHHel cTpaTeruu aHanuaa pucka (cm. MCO/M3IK TO 13335-3).

CnieayeT 3aMeTuUTb, YTO NP NMPUHATUM peLleHns 06 UCnonb3oBaHuW 6a30BOro NOAXoAa CaMOCTOATESBHO,
npoLiecc BbIGopa 3aUTHLIX MEP MOXET B pe3ynbTaTte NpUBECTU K MEHEE ONTUMAaNbHOMY YPOBHIO Ge3onacHoCTy,
YeM B criyyae NpuHATUA cTpaternn 6onee LWWMPOKOro aHanuaa puckos. OaHaKo MeHbLUMe pacxoibl U MeHbLIas
noTpebHOCTL B pecypcax Ans BbiGopa 3alUTHBIX Mep U OCTUXEHUE MUHUMaNbHOTO YPoBHA 6e30MnacHoCTM Ans
Bcex cucteM UT onpaeabiBaloT pellieHue o NpuMeHeHun cobcTeeHHoro 6a3oBoro noaxoaa.
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BasoBas 3awmta cuctembl T MOXeT 6GbiTb AOCTUTHYTA Yepe3 MAeHTU(NKaLUN u NpUMEHeEHE nakeTa
COOTBETCTBYIOLMX 3aLLUTHbLIX Mep, KOTOPble MPUMEHUMbI B YC/IOBUAX C HA3KMM YPOBHEM puUCKa, T. €. COOTBET-
CTBYIOT MUHUMaJIbHOI NOTPEBHOCTN obecneyeHnss 6esonacHOCT. Hanpumep, COOTBETCTBYHOLLME 3aLMTHbIE MEpbI
obecneyeHnss 6e30nacHOCTV MOryT 6bITb MAEHTUMLMPOBaHBI MO KaTasloraM, KOTopble NpeasiaraiT NakeTbl 3aluT-
HbIX Mep 415 pa3InYHbIX TUNoB cuctem UT gns o6ecneyeHuns nx 3awmTbl OT 60/bLUMHCTBA 06LWMX yrpo3. KaTano-
M 3alWMTHBIX MEp codepXaT UHhOopMaLUIo O KaTErOPUSAX 3aLLMTHbLIX MEP UM OTAE/bHbIX 3alUTHLIX Mepax, Win
NX COBMECTHOM MPUMEHEHUUN, HO OObIYHO B HUX OTCYTCTBYIOT YKa3aHUsl 0 TUnax 3alnTHbIX Mep, NPUMEHSEMbIX B
KOHKpeTHbIX ycnoBuax. Ecnu cuctembl AT opraHusauumn (Wnv ee nogpasfeneHnin) aHanornyHol, To 3alluTHbIE
Mepbl, BblGpaHHble NyTeM MpumMeHeHus 6a30BOro noaxoda, MoryT 6biTb MPMMEHEHbI KO Bcem cuctemam WUT.
Pa3nunyHble nyTn npumeHeHnsa 6a30Boro noaxoja Bblbopa 3alMTHbIX Mep, paccMoTpeHHoro B MICO/M3K TO
13335-3, npeacTaBieHbl Ha pucyHke 3.

O6nacTb NPUMEHEHUS:
- opraHu3auus;
- chepa AeATenbLHOCTY;
BbI60p 3aWnTHBIX Mep -ycnyrm nT.g.
cornacHo tuny cuctemsl T
(npocToii noaxoa,
cM. pasgen 9)

BasoBblli
noaxog,

BbIGOp 3aLUTHBIX Mep SaumTHele Mepbl ANs:

cornacHo yrposam u npobnemam cutyauun 1 cuTyaumm 2 cutyaumn 3
6e3onacHocTu
(ycoBepLUEHCTBOBaHHbI NoAxof,
cMm. pasgen 10)

I
BbI6Op 3alUTHBIX Mep ! | TNprumeHeHne
COrnacHo getanbHbiM ouenkam f / / S/ cooTBeTCTBYOWMX
(cooTBetcTBytowmii nogxog / [/ / 6a30BbIX 3aLWMUTHLIX Mep
Ans Kaxgoi cutyauumn* Jr [/ B KaXaoM cnyyae
cm.pasgen 11) y [/ /
H
6 4

ABTOHOMHas Cepsepbl, Mpouecchl,0AHOI 13 Npo6nem

paboyas ctaHuus NoAK/MOYEHHblEe KOTOPbIX ABNSETCA HapylleHve

K BHYTPEHHEeNn ceTn KOH(haeHumanbHoOCTN ns-3a

yrpo3bl BO3MOXHOMO
MCNob30BaHMsi NPOrpamMmMHOro
obecneyeHns
HEeyno/IHOMOYEHHbIMY
nonb3oBaTensMm

PucyHok 3 — lMoaxoabl K BbIGOPY 3aWUTHBIX Mep

Ecnu opraHusaums npumeHsieT 6a30Bblii NOAXOA KO BCEl CTPYKTYpe UM OTAEeNbHbIM CBOUM nogpasgene-
HUSIM, TO HEOGXOAMMO NPUHSTL PeLleHne, Kakme noapasfeneHns opraHu3aumm noaxoaaT Anst NPYMEHeHNs 04HO-
ro M TOro Xe ypoBHs 6e30MacHOCTH, a Takke Kakoil ypoBeHb obecneyeHns 6e3onacHocTu cnefyeT BblopaTb 41
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OaHHbIX NoapasaeneHnin opraHuaauun. B 6onbImMHCTBE cnyyYaes npu ncnosib3osaHnn 6a3oBoin 6e3onacHocTy
CHWXKEHWE ee YPOBHS HEAOMYCTMMO, B TO BPEMS KaK MPUMEHEHUE AOMNOMHUTENBHbIX 3aLLUTHBIX Mep MOXET GbITb
onpaBAaHo U HeoBXoAUMO ANA YNPaBneHrs PUCKOM CpeaHero U BbICOKOro YPOBHS.

B kayecTBe ansrepHaTUBbl 6a30BbI Noaxoa K 6e30nacHOCT MOXET OTpaxaTb CpeAHWUIA ypoBeHb besonac-
HOCTW opraHn3aumu, T. . B opraHusauum gonyckaetcs 060cHoBaHHOe NpuMeHeHue 6onee Bbicokoro unn 6onee
HM3KOro OTHOCUTENIbHO Ba30BOro YPOBHSI 6e30NacHOCTU, HaNPUMep Mo pesynbTatam aHanmaa pucka. OgHum n3
npenmyLLecTB NprMeHeHns 6a3oBoro noaxoaa 6esonacHocTy K rpynne cuctem UT sisnsieTes obecneyeHne onpe-
AeneHHoro yposHs 6e3onacHocTU B Npeaenax Bcen rpynnbl cuctem UT, B aTWX yCrioBUsaX MOXET ObITb MNOME3HbIM
pa3paboTka 1 AOKYMEHTUPOBaHMe 6a30BOro kaTarnora 3allMTHbIX Mep AN BCel opraHm3aLmm U ee oTaenbHbIX
noapasneneHnii.

7 Ba3oBble OLeHKMU

Mpovecc Bbibopa 3alnTHBIX Mep Beerga TpebyeT 3HaHUA TUMNa U XapakTepucTrK1 paccMaTprBaeMoil cucTe-
Mbl UT (HanprMep aBTOHOMHas U NoAcoeAHeHHast K ceTy pabodas cTaHLMs ), Tak Kak 3T 3HaHWUS okasblBaloT
BMSIHWE Ha BblbpaHHble 3aluMTHbIe Mepbl. Takcke NnonesHo MMeTb NpeacTasreHne 06 MHgpacTpyKType opraHunsa-
LMK (30aH1s, MOMeLLeHns U T. 4.). Apyrum BaXHbIM (pakTopoMm, CBA3aHHbIM C BbIOOPOM 3alLUTHBIX Mep, ABMNSeTCs
oLeHKa CyLLeCTBYIOLLMX U/ MNaHupyeMbiX Mep 3alluTbl BO M3GexaHne HeHy>KHoM paboTbl, TpaTbl BpeMeHU U
cpeacTs. OgHako HacToaTeNbHO PpekoMeHAyeTCs Bceraa UCcrosb3oBaTh OLEHKM, ONCaHHbIE B HACTOSALLIEM pas-
Aene, B kKadyecTse 6a30BbIX 415 BbiGopa 3aLUMTHBIX Mep. [Npu BbiGope 3aLUMTHBIX MEP CReayeT yuuTbiBaTh Tpebo-
BaHWs BrsHeca 1 Noaxod opraHM3auum k obecneyeHuio 6esonacHocTy. B saknoueHne HeoGxoaumo onpeaenuTb,
obecneynBaloT Ny 3T OLEHKM JOCTaTOYHO MHdOPMaLIMK Ans Bbibopa 6a30BbIX Mep 3awwuThl, UNn Heobxoauma
6onee fetanbHas oueHka (cM. pasgen 10) unu agetanbHbii aHanma pucka (cM. pasaen 11).
7.1 UpeHTUUKaLUA TUNa cuctembl UT
[ns oueHKM cyLecTBYIOLLER N NnaHnpyemoin cucteMbl UT opraHnsaums AomkHa cpaBHUTL paccMaTtpu-
BaeMyto cuctemy UT c nepevncneHHbIMU HUXe KoMNoHeHTamn. OpraHnsaumnsa AomkHa naeHTUULMpoBaTh KOM-
MOHEHTBI, NPeACTaBMsALLME AaHHYIO0 CUCTEMY. 3allUTHBIE Mepbl ANA KaXaoro U3 NepevnCIeHHbIX KOMNOHEHTOB
npedcrasneHbl B pasgene 9. K HAM oTHocsTea:
- aBTOHOMHas paboyas cTaHLus;
- pabovas cTaHUMSA (KMeHT 6e3 pecypCcoB KOSIEKTUBHOIO MOMb30BaHNUs ), NOACOEAUHEHHAs K CETH;
- cepBep UM paboyast cTaHLMsI C pecypcamin KOSNEKTUBHOTO MOMb30BaHUsl, MOACOEAMHEHHbBIE K CETU.
7.2 UpeHTUdpUKaLma cbu3nyeckux yCrioBMiA U YCIIOBUMA OKpyXaloLlei cpefbl
OueHKka okpyxatoLLeii cpefbl BKlodaeT B cebs uaeHtMdmkaumio pusnyeckoi nHpacTpyKTypbl, ToAAepXuM-
BaloLLieW CyLWeCTBYIOLLYIO UMK NiaHupyemyto cucteMy UT 1 3alimMTHbIe Mepbl K HE. 3aluMTHbIE Mepbl AOMKHbI
COOTBETCTBOBAaTb OKPYKaloLLEen cpede, N03ToMy noaobHast oLieHKa ABMSeTCs BaXKHbIM (haKTopoM AJ1s1 yCNeLHOro
BbiGopa 3awwuTHbIX Mep. Mpu paccMoTpeHnn pusndeckoi MHPaCTPYKTYpbl OpraHU3aLmst A0MKHa U3YUUTb OKPY-
Xarowyio cpeay U cneuuanbHble 06CToATENLCTBA, KOTOPble HeobxoauMo yuecTb. [1py 3TOM criegyeT UCMonb3o-
BaTb cneaytowme Bonpochl, OTHOCALLMECS K:
- TeppUTOPUN 1 3JaHMIO:
rae pacnonoXeHo 3aaHue. B rpaHvuax cBoei TeppyTopum ¢ 3a6opom no nepUMeTpy Unu Ha ynuue
C UIHTEHCUBHBIM ABWXEHWEM TPaHCMopTa uT. 4.,
apeHayeT 3aaHve ogHa Uiy MHOro opraHu3auui,
obnacrtb AeaATenbHOCTU OpraHU3aUWi, apeHayIoLWmMX 3aaHue (ecnv NPUMEHUMO),
rae HaxoasaTcs ysa3suMMble/Kputuieckue obnactu;
- yrpasneHuio AOCTYNOM:
KTO UMeeT oCTyN B 34aHue,
yCTaHOBJIEeHa /1 B 3aHWUK1 NponyckHas cuctema,
YCTOYMBA N KOHCTPYKLIMSA 34aHus1,
NPOYHOCTL U YPOBEHD 3aLUMUTLI ABEPEd, OKOH U T. 4.,
OXPaHSAIIOTCA JN 34aHUs1, OXpaHa KpyrriocyTouHas Ui NoBpeMeHHasl,
yCTaHOBMEHa N OXpaHHasi cUrHanuM3aums Ha oTAenbHble 30aHNUs W/ NOMELLIEHUS C BaXKHbIM 060-
pyaosaHuem UT;
- 3alMTe Ha MecTe:
cTeneHb 3alMLLEHHOCTU NOMELLIEHUI, B KOTOPbIX pacrnonoxeHa cucrema UT,
npeaycMoTpeHb! S Mepbl MoXapHoi 6e30MacHOCTU: CUrHaN TPEBOM U BNOKUPOBKa CUCTEM,
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npeaycMOoTpeHb! I Mepbl Mo 0BHaPYKEHUIO YTEUKU BOAbI/ XKUAKOCTU: CUrHaN TPEBOTU U NYTU aBa-
PUAHOrO CTOKA,

NpeaycMOTPeHbI 1M BCIOMOraTenbHble KOMMYHaslbHbIE YCITyTi, HanpuMep becnepeboiiHoe aneKkTpo-
1 BoAocHabXeHWe U BeHTUNSILMS Bo3lyXa (A1 ynpaeneHus TeMnepaTypoii U BaXHOCTbIO)?

OTBETUB Ha 3TN BONPOCHI, MOXHO NErKo MAeHTUULMPOBaThL CYLLEECTBYIOLIME U B3AUMOCBA3aHHble (u3n-
Yyeckue 1 apyrue sawutHble Mepbl. He cneyeT cumtaTs TpaTol BpeMEeHU paccMOTpeHUe BONpoca O MeCTomnosio-
XKeHWUU 3aaHuA, B TOM YUcne ABepe, 3aMKOB U MPOUMX CpeACTB KOHTpons hrandeckoro goctyna.

7.3 OueHka cyuwecTBylowmx/nnaHMpyeMbix 3alUTHbLIX MEp

Mocne oueHkn U3NHECKMX YCIIOBUWIA U YCIIOBUIA OKPYKaloLLeil cpeaibl U KOMMNOHEHTOB cucTeMbl T AOSIKHDI
6bITb MAEHTUDUUUPOBAHbBI CYLLEECTBYIOLLIME UIU MJTAHUPYEMbIE 3aLLUTHBIE Mepbl. 3TO HEobX0AUMO caenaTb BO
usbexaHue oyonupoBaHnUA CyLLIECTBYIOLLIMX UITA NTAHAPYEMbIX 3aLLMTHBLIX Mep. Kpome Toro, u3ydeHue BHeapeH-
HbIX MW 3aNS1aHNPOBaHHbIX 3aLLUTHBIX MEP MOMOraeT NpuY BbiIGope APYrvX B3aNMOCBS3aHHbIX 3aLUTHBIX MEep.
Mpw BbIGOPE 3aLWUTHBIX MEP OpraHU3aLUsi AOIPKHA NPUHUMATL BO BHUMaHWUE UX COBMECTUMOCTL C CYLLECTBYIO-
LMK 3aWUTHBIMU MepaMu. OfHU 3aLLMTHBIE MePbl MOTYT KOH(SIMKTOBATE C APYTMMU UITW MeLLaThb UX YCNeLwHON
paboTe n aencTayoLen cucteMe 6e30MacHOCTY B LIENOM.

08 naeHTUUKaLMM CYLLIECTBYIOLIMX UMW MS1IaHUPYEMBIX 3aLLMTHBIX Mep MOTyT NOMOYL crieaytoLwue aeit-
CTBUS:

- NPOCMOTP AOKYMEHTOB, coAepKalumx HgopMaumio o Mepax 6e3onacHocTu (HanpUmep, NNaHOB U KOH-
uenuuin obecnederuns 6esonacHoctn UT). Ecnn npouecc obecneyeHust 6e3onacHoCT AOKYMEHTUPOBaH, TO B A0-
KYMEHTaLWN A0SKHbI BbITb NepeYnUcneHbl BCe CYLLECTBYIOLUE UMW NNAHUPYEMble 3alUUTHBbIE Mepbl U CTaTyC UX
peanusauum;

- poBepKa BMecTe C Nosb30BaTeN1siM1M U OTBETCTBEHHBIMU COTPYAHUKaMK (Hanpumep cneuuanmcToM no
6eaonacHocTu cuctembl UT, rnasHbIM MHXEHEPOM UMM KOMEHAAHTOM, OTBETCTBEHHbLIM 32 YnpaenieHue 3gaHnuem 1
€ero aKcnnyaTaumio) Toro, Kakve 3alUTHble Mepbl AeACTBUTENbHO peanu3yloTca Afs paccmMaTpuBaeMoil CUCTe-
Mbl UT;

- OCMOTP 3[4aHUS C Liefblo NPOBEPKM peanv3aLnm 3alUMTHbIX Mep, X CPaBHEHWA C NEPEYHEM YCTaHOBMEH-
HbIX 3aLUTHBIX MEP, OLLEHKA 1X KOPPEKTHOCTU 1 3 eKTUBHOCTH.

MoxeT ObITb YCTaHOBIIEHO, YTO CYLLECTBYIOLME 3aLLMTHBIE MEpPbI NPEBbILLAIOT TekyLLMe NnoTpeGHOCTM opra-
HM3aumu. B aTom cnydae crieqyeT paccMoTpeTb BOMPOc 06 UCKITHOYEHUW U3BLITOUHBIX 3aLUMTHLIX Mep. [py 3ToM
criegyeT NPUHATL BO BHUMaHWe dhakTopbl obecrneveHns 6e30nacHOCTX OpraH13aLmum 1 3KOHOMUYECKOW LENecoo6-
pPasHOCTU MPUMEHEHNA 3aLUUTHBIX Mep. 3alUTHbIE Mepbl BAUSIIOT ApYT Ha Apyra, NO3TOMY UCKIMoYeHNEe U3BbIToY-
HbIX 3aLUMTHBIX MEP MOXET CHU3UTb COBOKYMHBIA ypoBeHb 6e3onacHocTu. Kpome Toro, nHoraa aeLuesne coxpa-
HUTb N36bITOYHbIE 3aLUTHBIE MEPbI, YeM UX NTMKBUAMPOBaTE. Hao6opoT, ecnv nogaepxaHue B paGoyem coctos-
HWK 1 0BCnyKMBaHMe N3GBITOYHbBIX 3aLLMUTHBIX Mep CBS3aHO C BbICOKUMM pacxodamu, TO AelleBne UX JIMKBUANPO-
BaThb.

8 3awuTHbIe Mepbl

HacTtoswumii pasgen coaepxuT KpaTkuin 0630p BOSMOXKHbIX 3aLLMUTHBLIX MeP, NoANexallux peanusauum ans
MOBbILUEHUs ypOBHsi 6e3onacHOCTU. 3alUTHbIE Mepbl CBA3aHb! ¢ paGoToi annapaTHbIX CPeAcTB U MEXaHU3MOB, a
Takke ¢ npoLeaypamu, KoTopble A0IPKHbI cobntoaaTbCs NepcoHanom B opraHusaumy. OpraHnsaumoHHble U nsu-
Yyeckue 3aluTHbIe Mepbl, NpuMeHsieMble kK cucteMaM UT, paccmatpueatoTtes B 8.1. CneumanbHble 3allUTHblE
Mepbl Ans cuctembl UT paccmaTtpusatotes B 8.2. CriegyeT 0TMETUTb, YTO 3aLLUTHbIE MepPbl AOIKHbI ObITb ONMUCaHbI
BHe 3aBUCMMOCTM OT cnocoba nx BbiGopa, T. €. HEKOTOPbIe 3alUTHbIE Mepbl MOTyT 6bITb BbIGpaHbI, Apyrue MoryT
6bITb MOEHTUDMLMPOBaHLI NYTEM BbINOSIHEHWS AETANBbHOIO aHaNMN3a PUCKOB.

[Ans Toro, 4To6bl YNPOCTUTL ONCaHNE Pa3fIMYHbIX TUMOB 3aLLMTHLIX Mep, OpraHU3aLMs AOMKHA YCTaHOBUTL
KaTeropuu saWuTHLIX Mep. HacTosaLwni paszaen coaepuT KpaTkoe onucaHme STUX KaTeropuyi 1 ykasaHue Ha 1o,
Kakue Tunbl 6esonacHocTu UT umeloT K HUM OTHOLLEHWE. B npunoxeHunsix A— H npuBeaeHb! CCbINK Ha SOKYMEH-
Tbl, cogepxallyme 6onee noapoGHyo MHGOoPMaLWIO O 3aLLUTHBIX Mepax, NprBeAeHHbIX B HACTOALLEM CTaHaapTe.

8.1 OpraHuzauuoHHbIe U husmyveckue 3alUTHbIE Mepbl

UCTOMHMKM AONONHUTENBHOM MHGOPMaLIN O KaTETOPUsIX 3aLLMTHBIX Mep NpueeaeHb! B Tabnmuax 8.1.1—8.1.7.

8.1.1 NMonutuka n ynpaBneHue 6esonacHoctbio UT

[JaHHas kaTeropusi 3alUTHbIX MEP COAEPXKUT BCE 3aLLMTHbIE MEPbI, UMEIOLLIME OTHOLLIEHUE K YNPaBeHUIo
GesonacHocTbo UT, nnaHnpoBaHuto A4esTeNbHOCTH, PacnpeaeneHunto noTHOMOYMIA U OTBETCTBEHHOCTU NO 3TUM
npoueccam, a Takke Bce Apyrie Heobxoanmble AeNCTBUSA. T 3aLLMTHbIE Mepbl onucaHbl B MCO/MOK 13335-1 1
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NCO/M3K TO 13335-3. Llenbio aTux 3almUTHBIX Mep SIBNSETCA AOCTUXKEHNE HeoBX0oAMMOro YpoBHst 6esonacHoCTH
opraHusaumu. Hrke nepedmcrieHbl 3aluTHbIE MepbI B 3Tol obnacTu:

1 Monutuka o6ecneyeHus 6esonacHocTn UT opraHusauum

OpraHusauust AorkHa paspaboraTs JOKYMEHTUPOBaHHYIO NpoLeaypY, CoaepXalLlylo npasuna, AUpeKTUBhbI
W YCTaHOBJEHHbIV MOPSAAOK ASACTBUI YNPaBIeHns], 3aLLUTbI U pacnpeaeneHnsa akTuBoB opraHusaumu. B gokymen-
TUpOBaHHO NpoLeaype A0SKHbI BbITb YCTaHOBMNEHbI NOTPEGHOCTY OpraHU3aLm B JOKYMeHTax o nonutuke obec-
neyeHus 6esonacHocTu cuctem UT 1 MX coaepkaHue 1 yrnpaeneHuve.

2 MonuTtuka obecnevyeHns GesonacHocTu cuctembl UT

Ona kaxaon cuctembl UT crieqyeT paspabotars nonutuky 6ezonacHocTn cuctemel UT, coaepxallen onuca-
HUe 3alUTHBIX Mep, Nogsiexallmux peanusaLmm Ha MecTe.

3 YnpasneHue besonacHocTtbio UT

YnpasneHue 6e3onacHoctbio UT cneayet chopMynupoBats U CKOOPAUHUPOBAaTL BHYTPU OpraH1u3aLum B
3aBUCMMOCTU OT €€ pasMepa, Hanpumep NyTem ydpexaeHus komuteTa no 6esonacHoctn UT 1 HasHaveHus nuua
(ynonHomoueHHoro no 6e3onacHoctu UT), oTBeTcTBEHHOTO 3a He30nacHOCTb kaxaon cuctems! UT.

4 PacnpeperneHue 0TBETCTBEHHOCTU 1 MOSTHOMOYUIA

PacnpeaeneHye oTBETCTBEHHOCTU 1 MOMHOMOYMIA Mo obecnedyeHuio 6esonacHocTu UT opraHusaumm 4omkHo
NpoBOANTLCA M BbITb 33J0KYMEHTUPOBAHO B COOTBETCTBMUM C MONMUTUKON 06ecneveHus 6esonacHocT UT v nonmru-
Ko obecnedeHust besonacHoctn cuctem UT.

5 OpraHu3saumsa 6esonacHoct UT

Ins okasaHusa noaaepxkm B obnacty obecnedeHnsa 6e3onacHOCTU opraHusaums AormkHa obecnednTs 6e3o-
nacHocTb UT Bcex cBomx 6B13Hec-NpoLieccoB (HanpuMep 3aKymnky, B3aumoaencTBUsA ¢ ApYrMmMun opraHu3auusaMu).

6 VpeHTudukaums u onpeageneHue CTOUMOCTU akTUBOB

Bce akTuBbI oOpraHusaumu no kaxaoi cucteme UT aorkHbl 6biTb MOEHTUULMPOBaAHDBI, CTOMMOCTb akTUBOB
[OIKHa BbITh oLeHeHa.

7 Opobpenue cuctem UT

Cuctembl UT crnieayet oao6psiTh B COOTBETCTBUM C NONUTUKOM 0becneveHust bezonacHocTu UT. Liensto npo-
Lecca o4o6peHus AomKHO 6biTb 06ecnedeHe BHeApeHUs 3alUTHBLIX Mep, rapaHTUPYIOLLMX HeO6Xo0ANMBIN ypo-
BeHb b6e3sonacHocTu. CrnegyeT yuuTbiBaTh TO, UTO cuctema UT MoXeT BKloYaThb B cebst ceTU U OCHOBHbIE NUHUW
CBA3N.

8.1.2 MNpoBepka cOOTBETCTBUA 6€30NMaCHOCTU YCTAaHOBNEHHbIM TPe6GoBaHUAM

[na opraHusauum BaxxHo obecne4nBaTb COOTBETCTBUE HEOOXOAUMBIX 3aLLUTHBIX MEP COOTBETCTBYIOLLIMM
3aKkoHodaTernbHbIM U 06s3aTeNbHbLIM TPeGOBaHUSAM 1 NONIUTUKE OpraHn3aumu B AaHHOK obnacTu. 3To cBsizaHo C
TeM, 4To no6an 3alumTa, NPaBuUNo U NONUTKa paboTatoT TOMLKO B criydae, eciv ux cobtoaaloT nosb3osareni u
UM COOTBETCTBYIOT Camu CUCTEMBI. K 3TOI kKaTeropumn oTHOCATCS criefyioLme 3alliMTHbIe Mepbl:

1 CooTBETCTBUE NONUTUKN 0BecnedeHuns 6esonacHocT UT 3amTHLIM MepamM

OpraHu3aums AomkHa MpoBoAUTL Yepes 3aniiaHpoBaHHbIE MHTEPBaTIbI BPEMEHN NPOBEPKU BCEX YCTaHOB-
TNEHHbIX 3aLUMTHBIX Mep, NepedncreHHbIX B nonutuke obecnedeHns 6esonacHoct UT opraHusauum u cuctem UT,
a Takke B ApYroi B3anMocBs3aHHON AOKYMEHTaLMM opraHusaLmm, HanpuMep B npoLieaypax obecnedyeHns 6e3o-
nacHocTu paboTbl U NNaHax AefcTBUIA B HenpeaBUAEHHbIX CUTYaLIMSAX Ha COOTBETCTBUE KOPPEKTHOCTU U adpdek-
TUBHOCTW MX UCMOSIb30BaHMS (BKIOYasi KOHEYHOrO Nonb3osaTens). B cnyvyae Heo6XxoaMMOCTU 3aLUMTHbIE Mepbl
[OMKHbBI MPOXOAUTb UCTIbITAHUS.

2 CooTBeTCTBYE 3aKkoHoAATENbHbIM U 00s13aTeNbHbIM TpeboBaHNAM

OpraHu3auusi JomkHa NpoBoAWTb NMPOBEPKY COOTBETCTBUSA cucTemMbl UT ycTaHOBMEHHBIM 3aKOHOAATENbHbLIM
1 obsizaTenbHbIM TpeboBaHUAM CTpaH(bl), B KOTOPbIX (0i1) pacnonoxeHa cuctema UT. B cnyyae, ecniu Takve Tpebo-
BaHWS CYLLECTBYIOT, TO OHU OOMKHbI BKIOYaTh B cebsl 0bs13aTenbHble TpeboBaHWs No oxpaHe aBTOPCKUX Npas 1
KOHpMAEHUMaNsLHOCTY MHopMaLuy, 3aLLmMTe OT KONUMPOBaHUS MporpamMHoro obecneveHust, 3aluTe 3anucein
opraHusaLmn 1 3awmTe oT HenpasBubHOro ucrnone3osaHust cuctem UT v gpyrie (Hanpumep no NpUMeHeHuo
KpurTorpadpun).

8.1.3 O6paboTka UHLMAEHTa

MepcoHan opraHn3aumm JOMKeH NOHNMaTb HEOOXOAUMOCTb OTYETOB 06 UHLMAEHTaxX Be30MacHOCTU, BKIIO-
Yasi HapyLUeHUs NPaBUbHOTO YHKLMOHUPOBAHWS MPOrPaMMHOr0 06eCreYeHNs U ClyHan HeyCTONYMBOM paBoThl
cuctembl. [nsi aToro B opraHnsaumm ormkHa bbiTb pa3paboTaHa cooTBETCTBYIOLWaA cxema nepegadum cooblue-
Hui. OBpaboTka NHUMAEHTa BKIOYaeT B cebs:

1 OT4eT 00 nHUMaeHTe 6e3onacHoOCT

OTueT 06 MHUMAEHTE SABMSIETCH 06SA3aHHOCTbLIO KaXKA0r0 COTPYAHMKA. NHUMAEHTBI U c6ou MoryT BbiThb Takke
naeHTUULMPOBaHbI 1 3aPErMCTPUPOBaHBI C MOMOLLILIO MHCTPYMEHTamNbHbIX cpeacTB. Ans nosbiueHust addpekTne-
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HOCTU AeATENLHOCTU NPU MHUMAEHTE A0MKHA 6biTh paspaboTaHa cxeMa nepegaqy oTHETOB U MeCTa X Npuema B
opraHusauun.

2 OT1yeT 0 cnabbix MecTax npu obecneveHUn GesonacHocTU

Ecnu nonb3osaTteny 3aMeyaloT kakue-nmMbo HelocTaTku, UMeloLLIME OTHOLWWEeHWe K obecnedeHuio 6esonacHo-
CTW, TO OHM 06A3aHbI KaK MOXHO BbICTpee A0NOXUTL 0O 3TOM OTBETCTBEHHOMY NULLY.

3 OtyeT 0 HapyLueHusIX B paboTe NporpammHoro obecneyeHus

Ecnv nonb3oeateny 3ameyatoT Kakne-nnbo HapyLleHns B paboTe NporpaMMHOro obecnedeHusl, CBs3aHHOoro
¢ 6e30nacHOCTbLI0, TO OHM 06s13aHbI Kak MOXHO GbICTPEE AONOXKUTE 06 3TOM OTBETCTBEHHOMY JNLLY.

4 YnpasneHue B criyyae BO3HVWKHOBEHMS MHLMAEHTa

Mpouecc ynpasneHus gorkeH obecnevnBaTs 6e30MacHOCTb OT MHLMAEHTOB, X OBHapyXeHue, onoseLle-
HWE 1 COOTBETCTBYHOLLYIO peakLmnio Ha nHUMAeHT. OpraHnsaums OomkHa NposoanTb cbop 1 oLeHKY HdopMaL v
06 MHLMAeHTax BO U3bexaHne 1xX NOBTOPHOIO BO3HUKHOBEHUS, a Takke ANs CoKpalleHus yiuepoa.

8.1.4 NepcoHan

3almTHbIE MepbI B 3TOW KAaTeropun AOMKHbI CHKaTb pUCK Ge3onacHoCTU B pedynbraTe owmMboK nnu npea-
HamepeHHOro NN HenpeaHaMmepeHHOro HapyLLIeHKs NpaBui 6e3onacHOCTV NEPCOHANOM (LUTaTHLIM UMW HaHATHIM
Mo KOHTPaKkTy). K aToi kaTeropumn 0THOCATCA crieayoLlme 3allumMTHbIe Mepbl:

1 3aWmTHbIEe Mepbl AN LUTATHOTO UM BPEMEHHOro NepcoHarna

Bce coTpyaHWKM A0MKHbI MOHUMATbL CBO POsib M 06513aHHOCTI OTHOCUTENLHO Be3onacHocTy. OpraHusauus
JOrKHa onpeaennTb U JOKYMEHTUPOBATL NpoLeaypbl, kKacalownecs 6e3onacHOCTU, KOTopble AOIPKHbI cobnio-
patbes nepcoHarnoM. MNMpu Have nepcoHana Ha paboTy OH JOMKeH noanexaTs NPoBepKe U, B criydae Heobxoau-
MOCTW, C MepCoHaNoM AOIPKHO BbITb NoanmMcaHo cornalleHne o cobnogeHn npaeun KOHMUAEHUMANBHOCTW.

2 3awunTHble Mepbl 4151 NepcoHana, HaHATOro Mo KOHTPaKTy

OpraHun3aums 40IMKHa KOHTPONMPOBAaTL NepcoHar, paboTatoLnii Mo KOHTPaKTy (HanpuMep ybopLumLb Unn
TEeXHWYECKWIA NnepcoHan), a Tak xe noboro apyroro noceTutens. MepcoHan, HaHATbINA NO KOHTPAKTY Ha ANMUTENbHOE
BpeMs, OMKEH noanucaTth 06a3aTensCTBo 0 cobnoaeHn npasu KOHUAEHUMANbLHOCTU, NPEeXAe YeM OH Nony-
YUT JOCTYN (pr3ndeckn Unu norndeckin) k cuctemam VT opraHusauuu.

3 O6y4eHvie 1 ocBeOMIIEHHOCTbL O Mepax 6e3onacHocTu

C nepcoHarnom, KoTopbli UCMONb3YET, padpabaTbiBaeT, noaaepXuBaeT B paboyeM COCTOAHUM U UMEET JoC-
Tyn K o6opyaosaHuio UT, fomkeH perynspHo NpoBOAUTLCS UHCTPYKTaX Mo BoripocamM obecneyeHuns 6esonacHoc-
Tn. MepcoHan agomkeH obecneynsaTbcs COOTBETCTBYIOLMMU MaTepuanamu. 3To No3sonseT obecneumTs ocBe-
[OMIMEHHOCTbL NepcoHana o BaXKHOCTU KOMMepUYecKo HopMaLImMK, COOTBETCTBYIOLLMX YTpo3ax, YSI3BUMOCTSX U
pucke W, crieqoBaTenbHO, MOHNMMaHe Heo6xoAMMOCTU 3aLUMTHBLIX Mep. OpraHusaums AorpkHa obyyaTh Nonb3osa-
Ternew npasunnbHOMY Ucronb3osaHuio cpeacts UT Bo n3bexxaHue owmnbok. [ns oTBeTCTBEHHOIO NepcoHana, Ha-
npvMep cneunan1cTos no 6esonacHoctn UT, agMuHUCTpaTopoB, oTBeYaloLLMX 3a obecnevyeHne 6e3onacHocTy,
MOXeET NoTpeboBaThLCs cneLmansHoe odydeHue.

4 TMpouecc obecnedeHnst UCMONMHUTENBCKOA AUCLIANTIUHDI

MepcoHan opraHM3aL M 4OIKeH NoHMMaTb NocieAcTBUs (HaMePEHHOro U HenpeaHaMePEeHHOro) Hapy-
LeHWs nonuTukn obecnedeHnst 6esonacHoct UT opraHusaLmm unm cornaiieHus o cobnogeHnn koHduaeHumans-
HOCTW.

8.1.5 dkcnnyaTtauUoHHbIe BOMpPOChI

Llenbto 3almTHBIX Mep 3ToW KaTeropum sBnseTcs noaaepkaHve B pabovyeM cocTosiHAU npoueayp no obec-
nevyeHuio 6e30nacHOCTH, NPaBUMbHOTO 1 HAAEKHOTo hYHKLMOHMPoBaHNA 06opyaosaHus UT 1 cBA3aHHbLIX C HUM
cucteM. BonbLWMHCTBO 13 3TUX 3aLUMUTHBIX MEP MOTyT BbiTb peanu3oBaHbl NyTeM BHEAPEHUS OpraHn3aLMoHHbIX
npoueayp. dkcnnyataumoHHble 3alUTHbIE Mepbl AOMKHbI ObITb COBMELLEHbI C APYrMMU BUAAMM 3aLLMTLI, Hanpw-
Mep PU3N4ECKON N TeXHUHecKon. K 3Toi kaTeropumn 0THOCATCA crnegyroLwme 3alliMTHbIe Mephbl:

1 YnpasneHue koHdurypaumein U nsMeHeHUsiMu

YnpaeneHue KoHUrypawunen siBnsieTcd npoLeccoM oTCrexXmsaHms nameHeHun B cuctemax UT. Mpu atom
rnaeHas 3agada obecneveHns 6e3onacHOCT opraHusaLumy BkIkoYaeT B cebst obecneyerme acpdekTBHOCTY 3a-
LLMTHBIX MEP 1 COBOKYMHOI 6e3onacHoCTn Npu n3ameHeHusix B cuctemax UT. YnpasneHne n3MeHeHUSIMU MOXET
cnocobcTBOBaTb MAEHTUDMKALMN HOBBLIX POPM NPUMEHEHUST 3aLLUTHBIX MEpP Mo obecneYyeHnto 6e3onacHoCcTy Npu
N3MeHeHUusX B cuctemax UT.
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2 YnpaBneHue pe3sepsamMun

OpraHusauus AomkHa yNpasnaTh pesepsaMu 4yt NpeaynpexaeHus BO3HUKHOBEHWUA COOEB U3-3a Hefo-
cTaTka pecypcos. Mpu oLeHKe pe3epBoB, Heo6xoAUMbIX Ans cucTembl UT, A0MmKHbI yuuTbIBaTLCA OyayLume u
Tekylme TpeboBaHuWs K pe3epeam.

3 DokymeHTaLus

Bce acnekTbl onepauuii u koHdmrypauuii UT aonxkHbl 6biITb 3240KyMeHTUPOBaHbI Ana obecneyeHust Ux He-
NpepbIBHOCTU U NocneaoBaTenbHOCTU. besonacHocTs cucteMbl UT gosmkHa 6biTb odpopMneHa AOKYMEHTANLHO B
nonuTuke obecneyeHms 6esonacHocTu UT, B AOKYMEHTaLUK, pernameHTUpyloLein onepaunoHHble npoleaypbl
6e30nacHOCTM, oT4YeTax 1 NnaHax no 6usHec-cTparerMm opraHusaumun. 3ta AoKYMeHTaLuma 4oSHKHa ObiTb akTyanu-
3upoBaHa 1 JOCTYMHa YNoSTHOMOYEHHOMY NepcoHarty.

4 TexHuueckoe obcnyxmsaHune

OpraHu3auus AofmkHa NpoBoAUTL TeEXHUYecKoe obenyxusaHue o6opyaosaHua UT ana obecneveHuns ero
MOCTOSIHHOM HAAEXHOCTU, AOCTYNHOCTU U LenocTHocTu. TpebosaHusa no o6ecneveHmnio 6e30nacHoOCTU, KOTopble
[O0IDKHBI cobnoaaTs NOAPAAYUKU NPU BbINOMHEHUN TEXHUYECKOro 06CNY)XUBaHUA, A0MKHbI GbITb AOKYMEHTaNIbHO
ohopMIIEHBI U 3aMUCaHbI B COOTBETCTBYIOLLMX KOHTpakTax. TexHuueckoe o6cnyxmeaHue AOMMKHO NPOBOAUTLCS B
COOTBETCTBUW C KOHTPAKTOM C NpUBeYeHnem ksanmduLmpoBaHHOro nepcoHana.

5 MOHUTOPUHT NU3MEHEHWIA, CBA3aHHBIX ¢ 6e3oMacHOCTLIo

OpraHu3auuns 4oKHa NPOBOANTL MOHUTOPUHT USMEHEHUIA BO3ASUCTBUN, Yrpo3, YA3BUMOCTEN U pUcka, a
TaKke CBA3aHHbIX C HUMUW XapaKTepucTUk 6esonacHocTu. MOHUTOPUHT 4OSMKeH BKNoYaTh B cebs cyllecTByoWMe
1 HOBble acnekTbl. OpraHu3aums 4oMKHa NPOBOAUTE MOHUTOPUHT OKPYXKatoLLEn cpeabl, B KOTOPOI pacnonoxeHa
cuctema UT.

6 3anvcu ayauTta 1 pernctpaums

AyanTopcK1e 1 perncTpupyoLLve crocobHOCTY CepBepoB (permcTpauus 3anucei ayaura u aHanus cpeacTs),
ceTel (ayauT annapaTHo-NPorpamMMHbIX CPEACTB MEXCETEBOW 3aLUMTLI U MAPLLPYTOB) U NPUIOXKEHWI (ayauTopc-
Kve cpeacTsa cucTeM nepegadn coobeHuii unum obpaboTka TpaH3akuuiA) A0SMKHBI UICMONb30BaTLCA ANA 3anucK
noapobHocTel cobbIThiA, OTHOCALLMXCA K 06ecnedeHunio 6esonacHocTU. ATn cobbiTUs BKMNOYAIOT B ceba nerko
ono3HaBaeMble HeCaHKLIMOHNPOBaHHbIE UM OLUMBOYHBIE COBLITUS U NOAPOBHOCTM O4EBUAHBLIX HOPMAMBLHBIX CO-
GbITUIA, KOTOPbIE MOTYT NOTPe6oBaTLCH ANA AallbHEALWero aHanu3a. 3anucu ayauTta 1 XxypHarbl peructpauum
[OOJDKHbI PETYNSIPHO aHaNM3NPOoBaTLCS A 0GHaPYKEeHNS1 HECaHKLMOHUPOBaHHOW AeATENBHOCTU U MPUHATUS COOT-
BETCTBYHIOLLMNX KOpPEKTUPYIOLWMX Mep. CobbITUsI, 3aperncTpupoBaHHble B XKypHanax, 4OSMKHbI TaloKe aHanIm3unpo-
BaTbCS Ha NMOBTOPSIEMOCTb aHaNOMMYHbIX COBbITUN, KOTOPLIE YKa3bIBaIOT Ha NPUCYTCTBUE YA3BUMOCTEN UMW YTPo3,
NMPOTUB KOTOPbIX ELLEe HE MPUHATLI aAeKBaTHbIe 3alMTHbIEe Mepbl. Tako aHann3 MOXET BbIABNATL LWAGMOHb! B
O4YEBUIHBIX HECBA3aHHbIX COBLITUAX, KOTOPbIE NO3BONAIOT UAESHTUMULMPOBATL NULL, 3aHUMAIOLLIMXCSA HECaHKLIMO-
HMPOBaHHOW AeATENBHOCTLIO, UMW ONpeaensiTs OCHOBHbIE NMPUYUHBI NPOGNEM, CBA3aHHbIX ¢ 6e30MacHOCTLIO.

MpunmedyaHwne— B HacToswem cTaHgapTe TEPMUHBI KAyANTOPCKUE CNOCOBHOCTU» CUCTEM M MPUMOXEHUN, N
«pervcTpupytowme crnocobHOCTU» NPUMEHSIOTCA B OQHOM U TOM Xe cMbicne. B To Bpemsa nogobHbie cnocobHocTU MoryT
6bITb UCMONb30BaHbLI AN NOAAEPXKKN NpoBeaeHns 6onee LWMPOKUX (DUHAHCOBLIX ayAUTOB.

7 TectuposaHue GesonacHocTu

OpraHusauus AormkHa NPoBOANTL TeCTUpoBaHUE BesonacHOCTY Ana obecneveHusa 6esonacHoro pyHKUMo-
HupoBsaHus Bcero obopyaosaHus UT 1 cBA3aHHBIX C HAM KOMMNOHEHTOB NporpaMmHoro obecneveHus. flomkHa
NPOBOAUTLCA NPOBEPKA COOTBETCTBUA TPEOOBAHUAM, YCTAHOBNEHHBIM B NONUTUKE o6ecnedeHnsa 6esonacHocTu
cuctembl UT 1 nnaHax npoBeaeHUs TECTUPOBAHWUA (UCTbITaHUIA), a Takke YCTaHOBMEHbI KpUTEPUKW, NO3BONAOLME
OEMOHCTPUPOBATL AOCTUXKEHUE HEOBXOAUMOTO YPOBHS 6E30MacHOCTH.

8 YnpasneHue Hocutensmm uHdopmaummn

YnpaeneHue HocuTenamm uHdopmaLmm BkniodaeT B ceba pasHoobpasHble 3alwmTHBIE Mepbl, 0Gecnednsaio-
e 3awmTy (huUsmndeckyro 1 B okpyxatowen cpefe), a Takke BO3MOXHOCTb NOAOTYETHOCTU AUCKET, AUCKOB,
BbIBOAOB Ha NevaTb U B APYryio cpedy nepegayn uHgopmauun. YnpasneHue MOXET BKIIOYaTb MapKUPOBKY,
peructpauuio, Bepudurkaumio LeNOCTHOCTU, 3aLnTy PU3NYECKoro 4oCTyna, 3awuTy OT BO3AEACTBUS OKpYXKalo-
Lei cpeapl, Npouecc nepegayn u 6e3onacHoe YHUUTOXEHUe HocuTenen uHdopmaumn.

9 O6ecneyveHUe CTUpaHUs NaMATH

KoHduaeHUManbHOCTL paHee 3anMcaHHo B 3arnoMUHaloWeM yCTpoincTee MHdopMaummv aomkHa 6biTb co-
XpaHeHa, faxke ecnu ata uidopmaums Gonblue He Tpebyetcs. [lomkHo bbb obecnedeHo cTupaHue unu usmyec-
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Kasi nepesanuch ainnos, coaepkalmx koHdbuaeHUManbHbIA MaTepuar, U oHU A0MKHBI ObITb YHUMTOXEHD! ApY-
MM crnocobom, Tak kak dYHKLUSI CTUpaHWUst He BCeraa rapaHTUpYET NonHoe YHuIToxeHue uHdopmMauun. Cpeacrsa
Ans nonHoro 1 6e3onacHoro cTupaHus, ofo6peHHbIe OTBETCTBEHHBLIM NEpCOHaoM (Hanpumep, cneunancToM no
6e3onacHOCT), AOMKHbI BbITh NpefocTaBNeHb! B pacnopsikeHue nornb3oBaTtenen.

10 PacnpegeneHue oTBETCTBEHHOCTU U NOSTHOMOYUIA

Ona MUHMMU3aLUMKM pUcka U BO3MOXHOCTU Ans 3noynotTpebneHns nonHoOMoYnAMA, opraHu3auuns JormkHa
pacnpeaenuTb OTBETCTBEHHOCTb U MOSTHOMOMMS. B 4acTHOCTU A0MKHbI GbiTb pasgeneHbl 06:a3aHHOCTU U hyHKLMK,
KOTOpble B KOMBUHALIMM MOTYT MPUBECTU K 06X0Ay 3aLUTHBIX MEP UMK ayOUTOB U YPE3MEPHOMY NPenMyLLie-
CTBY ANnsi paboTHUKa.

11 KoppekTHOoe ucnonb3oBaHue NporpaMmmHoro obecnedeHums

OpraHusauus gomkHa obecneumsaTb HEBO3MOXHOCTb HECAHKLMOHPOBAHHOO MOBTOPHOMO KOMUPOBaHUA
neYvaTHbIX MaTepuasrios U BbINOMHEHUE NIULEH3NOHHBIX COrflaLleHUi B OTHOLLEHWN NpaB coBCTBEHHMKA NPorpaMM-
Horo obecneyeHus.

12 YnpaeneHue UaMeHeHUsIMA NporpamMMHoro obecneveHust

OpraHusauums AorkHa ynpasnsiTb U3MeHeHUSMIU NporpamMmHoro obecneyeHus 4nst nogaep>kaHus ero ueso-
CTHOCTM B CIly4ae BHECEHUst UsMeHeHWI (YnpasneHue uaMeHeHUsIMU NporpamMmmMHoro obecnedeHnsa AomMKHO Npu-
MEHSATLCA TOMbKO K NporpaMMHOMy obecrnevdeHuio, B TO BpEMS KaK ynpaBrieHne KoHdurypawLmein n UaMeHeHNnAMN,
onncaHHoe B COOTBETCTBYIOLLEN KaTeropum obecnedeHus 6e3onacHoCcTu, OIMKHO NPUMEHATLCA K cuctemam UT u
NX OKPY>KeHUIo B LienioM). [lomkHbl 6bITb YCTaHOBNEHb! NpoLeAypbl ypasneHnsi UaMeHeHUsIMU NPOrpamMmMHOro
obecneyeHuns, KOTOpble NpedycMaTpUBaloT yNpaeneHne BCeMU U3MeHeHUIMI U 0becneumBaloT nogaepxaHve
6e3onacHocTy Beero npotecca. K HUM oTHOCUTCA CaHKLMOHUMPOBAHHOE paspellieHne Ha USMEHEHNA, paccMoTpe-
Hre BOMpocoB 6e3onacHoCTU Anst MPUHATUSI NPOMEXKY TOYHBIX PELLEHUIA U MPOoBepka 6e30NacHOCTU Ha KOHEYHOW
cTaguu.

8.1.6 NMnaHupoBaH1e HenpepbIBHOCTU GU3Heca

Onsa obecneyeHus 3amTbl OCHOBHBIX GU3HEC-NPOLLECCOB OpraHN3aLIMy OT BO3AEUCTBUS CEPbE3HbIX OTKa-
30B Unu 6ecTBUIA M cBEAEHUS K MUHUMYMY yllep6a, HAaHECEHHOO Takumm cOBbITUSMU, OpraHu3aumns AokHa
paspaboTaTb adPeKTUBHYIO CTpaTErMIo HENPEPLIBHOCTM BU3HECa, BKNOYaA NNaHbl U cTpaTernio AeUCTBUN B Ypes-
Bbl4aliHOM cUTyaLMn 1 BoccTaHoBNeHUs nocite 6eactaus. K aToi kaTeropum 0THOCATCA cneaylowne 3aluTHble
Mepbl:

1 CTpaters HenpepbIBHOCTU B3Heca

OpraHusauus JomkHa paspaboTaTs 1 AoKyMeHTarbHO 0dopMUTE CTPaTErIo HenpepbIBHOCTU GU3Heca, BKO-
Yasi nraH JeACcTBN B Ype3BbIYaNHON CUTyaLmM 1 BoccTaHOBMEHe nocne 6eAcTsuiA, B OTHOLLIEHUU paccMaTpu-
BaeMoi cucteMbl YT Ha ocHOBE NoTeHUMANbHBIX MAEHTUDULMPOBaHHBIX HEBNaronpUATHLIX BO3AEUCTBUIN Ha GU3-
Hec BCreAcTBMe HEeroTOBHOCTU K paboTe, MoandukaLm Unv paspyLueHusi cucteMol UT.

2 MnaH HenpepbIBHOCTM GM3Heca

Ha ocHoBe cTpaTerum HenpepbiBHOCTU GU3HECA OpraH13aLms AoSPKHa paspaboTaTte U AoKyMeHTansHo odop-
MWTb NNaHbl HenpepbiBHOCTY BU3Heca B criyvae BO3HUKHOBEHMWS Ype3Bbl4aliHOM CUTYaLMM U BOCCTAHOBNEHNUA
nocne 6eacTsus.

3 Mposepka 1 akTyanusaLus niaHa HerpepbiBHOCTN GusHeca

Mpexae Yem NPUHATL NiaH HenpepbliBHOCTY B3Heca, opraHM3aLuns JokHa TWaTenNsHO NPoBepuTb ero
3 DHEKTUBHOCTL B OBCTOATENbCTBAX PearibHON XKU3HW 1 AOBECTM €ro 40 CBEEHUs OTBETCTBEHHOrO NepcoHana.
Tak Kak nraHbl HenpepbiBHOCTW BU3Heca MOryT GbICTPO yCTapeBaTh, OpraHM3aL/si AOSHKHA NPOBOANTL UX Nepuo-
AnYeckyto akTyanuaauuto. Ctpaterns HenpepbiBHOCTM G13HECa AOKHA COBEPLLEHCTBOBATLCS Mo Mepe Heobxo-
AMMOCTN.

4 AyénuposaHue

OpraHusauusa gomkHa ay6nuposaTs Bee BaykHble dhaisibl 1 Apyrue MHdOopMaLnoHHble AaHHble BusHeca,
nporpamMmbl U JOKYMEHTaLMI0 BaxkHbIX cucTeM. MeproguyHocTb AyGnmpoBaHns fomkHa GbiTe ycTaHOBMNEHa B
3aBKICUMOCTY OT BaXKHOCTU MHDOPMAaLMK 1 B COOTBETCTBUM C NIaHOM HenpepbiBHOCTM B1aHeca. PesepBHble konuu
[AOIDKHbI XpaHUTLCA B 6e30MacHOM MeCTe U OTAENbHO APYr OT APYra, 8 BOCCTAaHOBMEHHbIE KOMUM — Nepuoanyec-
KV MPOBEpPSITLCA Ha JOCTOBEPHOCTb.
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8.1.7 ®usuveckana 6esonacHocTb

3awyuTHbIe Mepbl B 3TO 06racTy ceA3aHbl ¢ PU3NHECKon 3alLumTon. X cnegyet paccMmatpusaTs COBMECTHO
¢ uaeHTUdUKaLmeit okpyxatolei cpedbl (CM. 7.2). HKen3noxeHHble 3alyTHbIe Mepbl AOMKHbI MPUMEHATLCA K
3aaHuaAM, 3oHam 6eaonacHocTi, MecTam pasmelleHnst 3BM 1 odpurcHbIM noMeLleHsM. BbiGop 3alnTHBIX Mep
3aBUCUT OT paccMaTprBaeMoli YacTu 3aaHus. K aTol kaTeropmm oTHOCSITCA crieqytoLlme 3aliuTHbIe Mepbl:

1 MaTepuarnbHas 3awmTa

dusnyeckmne 3allMTHbIE Mepbl, MPUMeHsieMble Ans 3alUMTbl 34aHKs, BKovaloT B cebs 3a6opbl, ynpasne-
HUe U3NYECKM AOCTYMOM (MPOMYCKHbIE MYHKTbI), NPOYHbIE CTEHbI, ABEPU 1 OKHA. 30HbI 6e30MacHOCTU B Npeae-
nax 3aaHus AoMKkHbI BbIThb 3aLUKLLEHbl OT HECAHKLMOHUPOBAHHOMO NMPOHUKHOBEH S C MOMOLLLIO YpaBneHus du-
314eCKVM AOCTYMNOM, OXpaHbl U T. . 30HbI 6e30MacHOCTU MOTYT 6bITb HeoGXxoAUMbI ANns o6opyaosaHua UT, Ha-
npumep, cepBepoB, CBA3AHHOMO C HAMMW NPOrPaMMHOro obecrnedeHns 1 AaHHbIX, NOAAEPKUBAIOLWNX BaXHbIE
BUbI KOMMEPYECKOI AeATENBLHOCTY opraHusaumnn. JocTtyn B Takue 30Hbl 6e30MacHoCTU A4oSKeH OblTb OrpaHnyeH
MUHUMaIbHbLIM YMCTIOM HeoGX0AMMOrO NepcoHana, noapobHoe onrcaHne AocTyna AoMMKHO BbITe 3aperncTpupo-
BaHo. Bce amarHoctuyeckoe 1 KOHTposbHoe 06opyAoBaHNe AOIMKHO XpaHnTbes B 6e30nacHOM MecTe 1 ero nc-
Mosb30BaHNE OOSPKHO AepXKaTbCsl MO4 CTPOTMM KOHTPOMEM.

2 MNpoTuBONOXapHasi 3amTa

O6opynosaHuWe 1 Npuneratolas TeppUTopuUsl, BKIItoYast 4OCTYM K HAM, AOSKHbI ObIThb 3aLLMLLEeHbl OT pac-
NPOCTPaHEHNsI OFHA U3 Kakoro-nnMbo MecTa B 34aHUM U coceHUX cTpoeHuid. OnacHoCTb BO3HUKHOBEHNS U
pacnpocTpaHeHus noXxapa BGAM3n NoMeLLEeHNA /Ui 30H, cogepallmx obopyaosaHune, omkHa bbiTs cBegeHa
K MUHMMYMY. OpraHn3aums gomkHa o6ecnevnTb 3aLl Ty OT NoXKapoB, BO3HUKAIOLWMX B Npegenax uwunu satparu-
BalOLLNX MOMELLEHUS/30HbI, coaepXkalume ocHoBHOe obopyaoBaHue. 3almuTHble Mepbl A0MKHbI NPegycMaTpu-
BaTb OGHapPYXKeHWe OrHa 1 AbiMa, OXPaHHYI0 CUrHanM3aLmio 1 noaaeneHne ovara sosropaHus. CneayeT Takke
YYUTbIBATb, YTO MPOTUBOMNOXKAPHANA 3aLLMTa MOXET He Bbi3BaTh NoBpexaeHus cuctem UT oT BoAbl Unu Apyrux
CPEACTB TYLUEHUS.

3 3awyta oT BoAbI/APYrX XUOKOCTEN

OpraHunaaums He 4oMKHa pasmeLlaTh OCHOBHbIE (3Ha4MMble ) CpeCTBa B 30HE BO3MOXHOIO 3aTOMSIEHUS,
YTEYKU BOAbI UK OpYrom XuakocT. [lormkHa 6biTb NpeAycMoTpeHa COOTBETCTBYIOLLAA 3aluTa B criy4ae BO3HUK-
HOBEHWs1 Yrpo3bl 3aTOMNNEeHS.

4 3aluTa oT CTUXUNHBIX beacTBUIA

3naHus, coaepxallme BaxkHoe obopyaoBaHue, AOMMKHbI ObITb 3aLUMLLEHbI OT YAapa MOSTHUM U OCHALLIEHO
3aLLMTON OT rPO30BOro paspsaa. 3alimTa oT CTUXUAHBIX 6eACTBUIA MOXET ObITb JOCTUrHYTA 3a CHET PasMeLLEHUN
obopyaoBaHns B 30HaX, e CTUXUiiHble 6e4CTBUA MarnoBePOSITHbI, @ TaKe NPUMEHEHUSI CTPaTern4eckoro U Teky-
LLero NnaH1MpoBaHus.

5 3awuTa oT XuLLeHns

Insa o6ecneyeHus ynpaBneHusl ypoBHsIMA 3anacoB BCe YacTy 060pyaoBaHns AOMKHbI BbiTb OAHO3HAYHO
naeHTUULMpPOoBaHbI U Noanexartb MHBeHTapHOMY yyeTy. MepcoHan oxpaHbl U aAMUHUCTPATOPbI AOMKHbLI NPoBe-
PSATb BbIHOCUMBbIE 6e3 paspeLleHrs U3 MOMeLLIEeHWIA/30H uny 3aaHus obopyaosaHue unu pecypcbl. OpraHusaumns
[AomkHa o0becneunTb 3amTy KoHUaEHUMaNbLHOCTU MHdopMaLmm 1 Nnpae cobcTBEHHOCTU Ha NporpaMmmHoe obec-
neyeHue, HaXOASALMXCS Ha NOPTATUBHBLIX HOCUTESSIX (HAaNPUMEP, CbEMHbIX M CMEHHbIX AUcKax, onall-HakonuTe-
NAX, ONTUYECKMX Anckax, TMOKMX auckax u ap.).

6 OHeprocHabXxeHne U BEHTUNALUA

Bce o6opynosaHne UT gorpkHo 6bITb 3aLuieHo (Npu HeoBXoAUMMOCTU) OT BHE3AMHOMO OTKIMIOYEHNS SNEKT-
pudyecTBa. [lormkeH ObiTb NpeAyCcMOTPeH COOTBETCTBYIOLLWIA arnbTEPHATUBHDIN UCTOYHUK 3HeprocHabxeHus u 6ec-
nepe6GoitHoro nuTaHus. [pyroii Lenbto obecneveHus 6esonacHOCTU ABNSETCA NoaaepXaHue AonycTUMON TeMne-
paTypbl U BRaXHOCTU.

7 Mpoknaaka kabenen

Cunosble M KOMMYHUKaLMOHHBIE KaGenu, ocyllecTehAsoWMe Nepeaady AaHHbIX UK NOAAEPXKKY cryX6 UT,
OOIMKHbI ObIThb 3aLLULLEHBI OT NepexBaTa UHdopMaLmK, NOBpeXaeHUs U neperpysku. MNponoxeHHble kabenu
OOIMKHBI BbITb 3aLLMLLEHB! OT CITY4aHOro WM NpegHaMepeHHOro NOBPEXKAEHUS.

Mpy nnaHnpoBaHuu kabene OMMKHBLI YYUMTLIBATLCS NEPCNEKTUBHbIE paspaboTku. B onpaBaaHHbIX criydasix
Kabenu AomkHbI 6biTb 3aLLMLLEHBI OT BO3MOXHOTO NMOACIYLUMBAHUS.
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Tabnwnuya 8.1.1 — Monutuka u ynpaenenne 6esonacHocTbio T

MCTOUHUKM A0NOAHUTENBHOW MHEGOPMALMM O KATEropuax 3aliMTHbIX Mep

Kateropun 3alwntHbIX Mep
Paszgenbi Paspnensl Paspensl Paspensl Paspensl Paspenbi Pasznenbi Pazgenbi
1 NyHkTb! [1]| v NyHKTBI [3]| W NyHKTBI [4] | ¥ OyHKTBI [5] 1 NYHKTBI [6] M NyHKTBI [7]| W nyHkTbI [8] | v nyHKTBI [9]
1 Monutuka obecneveHnsa Gesonac- 3.1 — 1.1,1.2 5.1 6.3.1.1, 7.3.1.1, 8.3.1.1, 3 — 51,5.2
Hoctn NT opranmsaumm 9.3.1.1,10.3.1.1,11.3.1.1
2 Monutuka obecnevyeHnsa Gesonac- — — 1.1,1.2 52,53 6.3.1.1, 7.3.1.1, 8.3.1.1, 3 — 52,53
HocTu cuctembl T 9.3.1.1,10.3.1.1,11.3.1.1
3 YnpaeneHue 6esonacHocTeio UT 411,4.1.2 — 11,1.2 6 6.3.1.1, 7.3.1.1, 8.3.1.1, 4 2.1 6
9.3.1.1,10.3.1.1,11.3.11
4 PacnpepgeneHne OTBETCTBEHHOCTU 1 4.1.3 — 1.3 24,25,3 |6.3.1.1, 7.3.1.1, 8.3.1.1, 4 2.1 24,2.5,3
MONHOMOYMNN 9.3.1.1,10.3.1.1,11.3.1.1
5 Oprannszauus GesonacHoctn AT 4.1 — 1.2 3.5 — 4 2.2 3.5
6 NaeHTndukaumna v onpegenexHune 5 — 2.2 7.1 — 56,71 5.1 71
CTOMMOCTM aKTUBOB
7 Opobpenune cuctem UT 414 — — 8 5 — 6.7 8,9
Tabnwuuya 8.1.2— lNMpoBepka cOOTBETCTBUSI 6€30MACHOCTU YCTAHOBNEHHBIM TPeGoBaHNUAM
MCTOUHUKM A0NONHUTENBHOW MHAOPMALMM O KATEropuax 3alMTHbIX Mep
Kateropun saumTHix mep Paszgenbi Pasaenbi Paspensl Pasaenbi Paszgenbi Paspenbl Pasgenbi Paspenbl
1 NyHkTb! [1] | 1 nyHkTel [3] | » NyHKTbI [4] 1 NyHKTbI [5] | 1 NyHKTBI [6] 1 NyHKTBI [7] | w nyHkTBI [8] 1 NyHKTBbI [9]
1 CooTBeTCTBME NONUTUKKN oBecneye- 12.2 — 1.2 10.2.3 — 10.2 71,7.2 9.4,10.2.3
HUs1 6e3onacHocTn VT 3aWuTHBIM Mepam
2 CooTBeTCTBME 3aKOHOAATENBHbIM U 12.1 — 3.1,3.2 6.3, 10.2.3 6.3.1 8.18, 10.2 8.1 1.5,2.9,6.3,
o6s3aTenbHbIM TpeboBaHMAM 10.2.3
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Tabnwuua 8.1.3 — O6paboTka MHUMAEHTA

MCTOUHUKM A0NOAHUTENBHOW MHEGOPMALMM O KATEropuax 3aliMTHbIX Mep

Kateropun 3alwntHbIX Mep
Pasznenbi Pazgenbi Paspensl Pazaenbl Paspensl Paspenbl Pasznenbi Pazaenbl
1 NyHkTb! [1] | 1 nyHkTel [3] | v NyHKTbI [4] 1 NyHKTbI [5] 1 NYHKTBI [6] 1 NyHKTBI [7] 1 NyHKTbI [8] 1 NyHKTbI [9]
1 OTueT 06 MHUMAEHTE 6e30nNacHOCTU 6.3.1 — M2 12 — 10.4 — 12
2 CoobuweHne o criabbix MecTax npu 6.3.2 — M2 12 — 10.4 — 12
obecneyeHnn 6e30NacHOCTK
3 CoobuieHune o HapylueHusix B pabo- 6.3.3 — M2 12 — 104 — 12
Te nporpammHoro obecneuveHus
4 YnpaeneHve B cny4yae BO3HVKHOBE- 8.1.3 — M2 12 — 10.4 — 18.1.3
HUA MHUMOEHTa
Tabnwunuya 8.1.4 — MNepcoHan
MCTOUHUKM A0NONHUTENBHOW MHAOPMALMM O KATEropuax 3alMTHbIX Mep
Kateropun saumtHbx mep Paszgenbi Paszgenbi Paspensl Pasznenbi Pazaenbi Paspenbl Paspnensl Pasaenbl
1 NyHkTbl [1] | v nyHKTBI [3]| © nyHKTbI [4]] 1 NyHKTBI [5] 1 NyHKTbI [6] W NYyHKTBI [7] | 1 nyHKTBI [8] 1 NyHKTbI [9]
1 3awmTHbIE Mepbl 4N WTATHOMO UK 6.1 — 3.2,M3 10.1 6.3.9, 7.3.9, 8.3.9, 9.2 41,22 10.1
BPEMEHHOro nepcoHana 9.3.9,10.3.9, 11.3.9
2 3awmTHble Mepbl AN nepcoHana, 6.1 — — 10.3 6.3.9, 7.3.9, 8.3.9, 9.2 41,22 10.3
HaHATOrO MO KOHTPaKTy 9.3.9,10.3.9, 11.3.9
3 Oby4yeHne M OCBEAOMITEHHOCTb O 6.2 — 1.2, M3 13, 10.1.4 [6.3.9, 7.3.9, 8.3.9, 9.1 42,22 13, 10.14
mMepax GesonacHoCTU 9.3.9,10.3.9, 11.3.9
4 Mpouecc obecneYvyeHnss NCMNOMHU- 6.34 — 3.2,M3 — 6.3.9, 7.3.9, 8.3.9, 9.2.6 2.21 13.1
TENbCKON AUCUUNIUHBI 9.3.9,10.3.9, 11.3.9
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Tabnwuuya 8.1.5— 3kcnnyataunoHHbIE BOMPOCHI

Kateropun 3alwntHbIX Mep

MCTOUHUKM A0NONHUTENBHOW MHEOPMALIMM O KAaTeropusax 3aliMTHLIX Mep

rpaMmmHoro obecrneveHust

9.3.8,10.3.8, 11.3.8

Pasznenbi Paszgenbi Paszgenbi Pazgenbi Paspenbl Pasnenbl Pazpnensl Pasznenbi
1 NyHkTbl [1] | 1 OyHKTBI [3]| 1 NyHKTBI [4] | 1 nyHKTBI [5] 1 NYHKTBI [6] 1 NyHKTBI [7] 1 NyHKTbI [8] | 1 nyHKTBI [9]
1 YnpaeneHue koHdUrypauvem n mns- 8.1, 10.5 — — 14.3, 8.4.1 — 7.4 9 14.3, 8.4.1,
MEHEeHUAMMN 8.4.4
2 YnpaeneHne pesepeamu 8.2.1 — — — — — — —
3 HokymeHTauusa 8.1.1,8.6.3 — M2 14.6 — 8.4.6,8.5.7,8.7 — 14.6
4 TexHudeckoe 06CNyXMBaHue 724 — M2 14.7 6.3.6, 7.3.6, 8.3.6, (8.1.4, 8.10.5, 10.1 6.5 14.7
9.3.6,10.3.6, 11.3.6
5 MOHUTOPUHI M3MEHEHUN, CBSA3AH- — — 1.2 7.3.3 — 7.4,8.1.3,8.2.5, 6.7 7.3.3,84.4
HbIX ¢ 6e30nacHOCTbIO 8.3.7
6 3anvcu aygmnta v peructpauus 8.4 — M2 18 — 7.3, 8.1.8, 8.2.10, 6.7 (18)
8.9.5
7 TectupoBaHue Ge3onacHOCTH — — M2 8.4.3 — 8.3.5 6.7, 3 8.4.3
8 YnpaeneHue HOCUTENSIMU MHOP- 8.6 — 8, M2 14.5 6.3.5, 7.3.5, 8.3.5, 8.4—8.14 5 14.5
Mauum 9.3.5,10.3.5, 11.3.5
9 O6GecneyveHne cTupaHust NaMsAT — — M4 — — 8.1.9 6.3,5 14.5.7
10 PacnpegeneHune 0TBETCTBEHHOCTU 8.1.4 — M2 — — — — 10.1.1
1N NONHOMOYMIA
11 KoppektHoe ucnone3oBaHue npo- 12.1.2 — M2 — 6.3.8, 7.3.8, 8.3.8, 8.3 6.3 14.2
rpaMmHoro obecrneveHust 9.3.8,10.3.8, 11.3.8
12 YnpaBneHue nameHeHnsamu npo- |10.5.1, 10.5.3 — M2 — 6.3.8, 7.3.8, 8.3.8, 8.3.7 6.3 8.4.4,14.2
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Ta6nwuuya 8.1.6 — NnaHmpoBaHne HenpepbIBHOCTU OM3Heca

Kateropun 3alwjntHbIX mMep

MCTOUHUKM A0NOAHUTENBHOW MHEGOPMALMM O KATEropuax 3aliMTHbIX Mep

10.3.2.4, 11.3.24

Pasznenbi Pazgenbl Pasgenbi Pazgenbi Paspensl Pazpnensl Pasznenbi Pazaenbl
1 NyHkTbl [1] | 1 NyHKTsI [3]| 1 NyHKTBI [4] | 1 NyHKTBI [5] 1 NYHKTbI [6] 1 NyHKTBI [7] 1 NyHKTb! [8]] 1 nNyHKTbI [9]
1 Ctparterusi HenpepbiBHOCTM Gu3He- | 11.1.1, 11.1.2 — 3.3, M6 10.2, 11.3,|6.3.3, 7.3.3, 8.3.3, | 8.1.7,8.4.5,85.5,| 7.3,7.4, 11.2, 11.3,
ca 11.4 9.3.3,10.3.3, 11.3.3 |8.6.5,8.7.5,8.8.3, 7.5 1.4
8.19
2 lMnaH HenpepbIBHOCTU GU3Heca 11.1.3, 1114 — 3.3, M6 11.5 6.3.3, 7.3.3, 8.3.3, — 11.5
9.3.3,10.3.3, 11.3.3
3 lMpoBepka u akTyanusauusi nnaHa 11.1.5 — 3.3, M6 11.6 6.3.3, 7.3.3, 8.3.3, — 11.6
HenpepbIBHOCTU BM3Heca 9.3.3,10.3.3, 11.3.3
4 NybnuposaHue 8.4.1 — 3.4 14.4 6.3.2.4,7.3.2.4, — 71,7.2 14.4
8.3.2.4,9.3.2.4,
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» labnwuuya 8.1.7 — ®dusnyeckan 6esonacHocTb

MCTOMHUKN AONONHUTENBHOW MHAOPMALMN O KATEropusaX 3alUMTHbLIX Mep

KaTeropum salmTHbIX Mep

2002—-S€€€L OLIEIN/OON d LO0

Pasgens! Pasnensl Paszgensbi Pasznens! Paszgenbl Paszgenbl Pasgensbi Pasznens!
1 nyHKTbl [1] | U nyHkTBI [3]| 1 NyHKTBI [4] | 1 nyHKTBI [5] M NyHKTbI [6] M NyHKTbI [7] M nyHKTbI [8]| ¥ nyHKTBI [9]
1 MatepuanbHas 3awmTa 7.1 — 4.1, 15.1 6.3.1.2,7.3.1.2, 8.1.1,8.6.2,8.9.11 3.1,34,4 15.1
4.3, 8.3.1.2,9.3.1.2,
M1 10.3.1.2, 11.3.1.2
2 MNpoTrBONOXapHasa 3awmTa 7.21 — — 15.2 6.3.1.4,7.3.1.4, 8.1.1,8.6.2,8.91| 3.1,3.2, 15.2
8.3.1.4,9.3.14, 7.5
10.3.1.4,11.3.1.4
3 BawmTa o1 Boab/Apyrux XugkocTen 7.21 — M2 15.5 6.3.1.4,7.3.1.4, 8.1.1,8.6.2,8.9.1 7.5 15.5
8.3.1.4,9.3.14,
10.3.1.4, 11.3.14
4 3awmTa OT CTUXMNHBLIX 6eaCcTBUN 7.21 — M2 15.4 6.3.1.4,7.3.1.4, 8.1.1,8.6.2,8.9.1 7.5 15.4
8.3.1.4,9.3.14,
10.3.1.4, 11.3.14
5 3awmTa oT XuweHus 7.1 — 1.2 15.1 6.3.1.3,7.3.1.3, 8.1.1,8.6.2,8.9.1| 3.3,34,4 15.1
8.3.1.3,9.3.1.3,

10.3.1.3, 11.3.1.3

6 3OHeprocHabxeHne n BeHTUNAUMSA 7.2.2 — M2 15.6 6.34,7.34,83.4, |8.1.1,86.2,89.1 32,73 15.6
9.3.4,10.34,11.34

7 Mpoknagka kabenew 723 — 4.2, M1 — — 8.1.1,8.6.2,8.9.1 8.2 15, 15.1,15.7
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8.2 CneuymnanbHble 3allUTHbIE Mepbl cuctem UT

NCTOYHMKM AONONHUTENBHOM UHADOPMALM MO YNOMSIHY TbIM KaTeropusiM 3aLLMTHbIX Mep npreeeHb! B Tab-
nmuax 8.2.1—8.2.5.

8.2.1 UneHTUdMKaALMA U ayTeHTUpUKaLUA

NpeHTudmkaumna ABnaeTcs cCpeacTBOM, C MOMOLLLIO KOTOPOro Nofib3oBaTeb NpeAcTaBnseT 3asB/1eHHbIA
naeHTudukaTop B cucteMy. AyTeHTUdMKaLms SenseTcs cpe4cTBOM Banvaaumn 4eACTBUTENbHOCTM 3Toro 3asiere-
HUs1. Huxe npueeaeHbl NpuMepbl AoCTKeHUs uaeHTUdnKaunm 1 ayteHTudunkauum (MA) (CyluecTBytoT Taicke Apy-
rve krnaccudukaunm NA):

1 NpeHTndukaums n ayteHTUdMKaLUa Ha OCHOBE HEKOTOPOR MHbopMaLK, U3BECTHOM MONbL30BaTeNo

Hanbonee Tynn4HbIM cnocobom naeHTudpmrKaLmm 1 ayTeHTUUKaALUN ABNSIETCA HasHaveHWe naponei. MNMa-
pOrb — 3TO OTNINYNTENbHASA XapaKTeprCTUKa, CBA3aHHasi C NMPoLEeccoM pacno3HaBaHus, 1 NnpeacTasnsiolas
coboii HekoTopyH NHOPMaLMIo, KoTopast MOXeT ObITb AOCTYNHA TONBKO Nofb3oBaTesto. OpraHnsauunst 4OMKHa
yNpaensATe pacnpeaeneHMeM 1 nepuoandeckoin cMeHoi naponeid. Ecnv nonsaosaTeny camu BbIGyrpatoT naponu,
TO OHU JOITKHbI BbITe OCBEAOMITEeHb! 00 06LLMX NpaBunax HasHa4veHust 1 obpalleHus ¢ naponsamu. Ans nogoepx-
K1 naporei MOXHO NPUMEHATL NporpaMmMHoe obecnedeHre, Hanpumep, opraH13aLmns MOXET OrpaHUYUTL UCTOSb-
30BaHne 0bbIMHbIX NAPOMeR UM PUCYHKOB 1 CMMBOMOB. Mpu Heo6XO0AMMOCTIN OpraHn3aLMst MOXET co3jaBaTh
KOMun Naponei, KoTopble A0MMKHbI HaAEXHO CoXpaHATbCA. JOCTYM K KOMUSAM Naposen nonb3osaTernei, He UMeto-
LLMX UM 3aBbIBLUMX MNapOosb, AOMKeH ObITb pernameHTuposaH. aeHTudukaums n ayTeHTUdmKaLMs Ha OCHOBE
HEeKOTOPON MHOPMaLMK, 3BECTHOM NMOSL30BATENIO, MOXET UCTOMb30BaTb CNocobbl KpunTorpadn 1 NPOTOKOSbI
pacno3HaBaHus. OTOT TN pacno3HaBaHUs U NOATBEPKAEHUS MOXET TaKKe MPUMEHATHCS A5 ANCTaHLMOHHOM
NaeHTUUKaLWN N ayTeHTUdDMKaLMN.

2 UpeHTudmkauus n ayTeHTUdDMKaL NSt Ha OCHOBE TOTO, YeM BIIaZieeT Nonb3osarerb

Ans uenei naeHTUdUKaLMM N ayTeHTUUKALWUA MOTyT MCMONb30BaTLCA HEKOTOPbIe 0B BEKTbI, KOTOPbLIMM Bia-
[eeT nonb3osaTerib, Hanpumep 3TO MOryT ObITb KAPTOUKM (3KETOHbI) C 3aMOMUHAIOLLMM YCTPOUCTBOM (3Y) unu
MuKponpoLeccopoM. OBLLENPUHATOE NMPUMEHEHUE UMEIOT KPEAWUTHBIE KAPTOUKA C MAarHUTHLIM 3aMOMUHAIOLLIUM
YCTPOACTBOM Ha 06paTHON CTopoHe. AyTeHTudunKaL st obecneyrsaeTcsl Ha OCHOBE KOMBUHaLMK ABYX dhakTopos:
hakTopa o6rnagaHus Nonb3oBaTenemM HeKMM 0OLEKTOM, (HaNpUMEP, KAPTOMKOW, cMapT-KapToit) U dakTopa 3HaHUA
Monb3oBaTeneM HeKOTOpPol NHoPMaLIMK (epcoHarnbHOro uaeHTUdMKaumoHHoro Homepa — PIN koga). TunudHbIM
NpUMepoM ABMSETCA KapTouKka C MUKPOMPOLLECCOPOM.

3 geHTrdukaums n ayTeHTUUKaLMSA Ha OCHOBE UCMONb30BaHUA BUOMETPUYECKUX XapaKTepUCTUK NOMb30-
BaTens

TexHonornm GUoMeTpUYECKOI ayTEHTUMDMKALMN UCMOMNBb3YIOT OTAIMYUTENbHbIE XapaKTEPUCTUKW 1 aTpubyThl
UHAMBUAYAIBHOIO pacno3HaBaHUsl IMMHOCTU. 3TO MOryT GbITb OTNEYATKU NASbLEB, FEOMETPUA NAAOHN, ceTyaTka
rnas, a Takke TemMbp ronoca u nn4Has noanuck. flaHHble 6uoMeTpudeckoro Npoduna Nonb3osaTens AoMKHbI
HaAEXHO XpaHUTLCA B 3alLMLLIEHHOW NaMATA CMapT-KapTbl UM B CUCTEME.

8.2.2 lloruyeckoe ynpaBrneHue 1 ayauT goctyna

3awuTHble Mepbl B 3TOI KaTeropum NpUMeHATCA Ans:

- orpaHUYeHrs ocTyna K MHopMaLIMn, KOMNbIoTEPaM, CETAM, NPUITOKEHUSIM, CUCTEMHBIM pecypcam, dait-
nam 1 nporpamMmanm;

- perucTpauum noapobHoro onMcaHus olwmMboK U ASACTBUIA NOMb30BaTENs B crede ayauta v Nnpy aHanuse
3anuceit Ansa o6HapyKeHUs U UCMPaBeHUs HapyLeHWUi Npu o6ecnedeHun 6e3onacHoOCTU.

O6LWEeNnpUHATLIM CPEACTBOM YCUIIEHUS YNPaBReHUsa 4OCTYNOM SIBMSIETCS UCMONb30BaHWe 0CobeHHOoCTeN
uaeHTUdMKaLMK U ayTeHTUdUKaLMK, BKITIOYEHHBIX B CMIUCKW YNPaBiieHUs1 IOCTYINOM, KOTOPble ONpeaensitoT, Kakue
caiinbl, pecypchbl U T. 4. paspeLueHbl 411 4oCTYrNa NoMb3oBaTtens U kakue hopMbl MOXET MPUHUMATL 3TOT AOCTYN.
K aToi1 kKaTeropum salUTHLIX Mep OTHOCATCS!:

1 MNonuTyka ynpasneHnsi 4OCTYNoM

Ons kaxxaoro nonb3oBaTtesst Unu rpynnbl Nonb3osaTenell opraHusaums 4OMKHA YCTaHOBUTL OAHO3HAYHO
onpeaeneHHyIo NONMUTUKY YNpaBneHust AOCTYNoM. 3Ta NoMTUKA yCTaHaBMNMBaET NpaBa AoCTYNa B COOTBETCTBUN C
Tpe6oBaHUsAMM GU3Heca, HanpUMepP NPUHLMNBLI AOCTYNHOCTU, NPOU3BOAUTESILHOCTM U 0cBEAOMIMEHHOCTU. OpraHu-
3aums JoSKHa PYKOBOACTBOBATLCA OBLMM NMPUHLMMOM: «4aeM CTOSbKO NpaB, CKOMbKO Heo6XxoanMo, 1 N1LLbL
CTONbKO, CKOMNbKO BO3MOXHO». PacnpeaeneHue npas A0CTYNa cneAyeT YYUTbIBaTh B NMOAXOAE OpraHu3aumm K
obecneyeHuio 6esonacHOCTU (Hanpumep, OTKPbITHIN NN OrPaHUYEHHBIA AOCTYN), KyNbType YAOBMETBOPEHUA No-
TpebHocTel 6U3Heca U NpUsHaHUIO CO CTOPOHbBI NOMb3oBaTeNei.

2 YnpasneHue AoCTynom nonb3osarens k OBM

YnpaeneHue goctynom k OBM npumeHsieTcs ana npeaynpexaeHus HeCaHKLUMOHMPOBaHHOIO A0CTYNa K KOM-
nbtotepy. OpraHusauus omkHa obecnevmBaTs BO3MOXHOCTb pacrno3HaBaHUa U naeHTUMUKaLMN IMYHOCTU KadXK-
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AOro aBTOPU3OBAHHOIO NOSb30BaTerNsl, Kak Npy YCNeLHON, Tak U HeyAauHOW NONbITKe OCYLLECTBUTL perucTpa-
uuio. YnpaeneHue KoMnbloTepHbIM JOCTYNOM MOXET BbITb 061er4eHo ¢ MoMoLLbIo Naponei unu Apyroro Metoaa
naeHTUdMKaLMn 1 ayTeHTUUKaLIMK.

3 YnpaeneHve AOCTYMOM MoMb30BaTENS K AaHHBIM, YCITyram 1 NPUIIoXeHUsIM

YnpaeneHue JOCTYNOM A0SKHO NMPUMEHATLCS NS 3aLUTbI AaHHbIX U YCIYT B KOMMNbIOTEPe UK B CETU OT
HeCaHKLU1MOHUPOBaHHOIO NPOHUKHOBEHUSI. OTO MOXET ObITb JOCTUIHYTO C MOMOLLIbI0 COOTBETCTBYIOLLIMX MEXaHWU3-
MOB MaeHTUdMKaLmm u ayteHTudukaumm (cm. 8.2.1), uHtepdpeicoB Mexay ceTeBbIMU YCITyramu U KoHdUrypauvein
ceTi, obecnevrBatoLLeit TONbLKO CaHKLIMOHUPOBaHHBIA AocTyn K yenyram UT (orpaHnieHHoe pacnpeaeneHne npas).
[ns npegynpexaeHns HeCaHKLMOHUPOBaHHOMO AOCTYMA K NPUMoXeHWsIM, opraHu3auua AosmkHa ynpasnaTe 4oCc-
TYMOM Ha 0CHOBe PYHKLOHaIIbHOW POSW Nosib3oBaTtersl B opraHu3aLmn.

4 AHanua v akTyanusauus npas goctyna

OpraHu3auus Ao/KHa NPOBOAUTL NEPUOAMYECKUIA aHaNM3 U akTyanusauuio Bcex npas A4ocTyna, npegoc-
TaBMeHHbIX NOb30BaTENI0, ECIIM U3MEHUNUCH TpeboBaHus K obecneveHuio 6esonacHocTu. Mpasa npusunernpo-
BaHHOro AoCTyna Ans ynpaeneHus 1nx npasusibHbIM UCMOMb30BaHWEM AOMKHbI Yallle aHanusuposaTteea. JocTyn
[oIKeH ObITb OTMEHEH HeEMeANeHHO, e OH BOJIbLIE HE HYXXEH.

5 KoHTporbHbIe XypHarbl

PaboTbl ¢ nomoLpto UT AormkHbI perMcTprMpoBaThbesl, a KOHTPOSIbHbIE XXYPHaIbI AO/DKHBI Nepruoauveckm
npocMaTpuBaThCs AN YCTAHOBMEHUS YCNeLHbIX U HeyAaqHbIX NOMbITOK BONTW B CUCTEMY, MOSY4NTL AOCTYN K
AaHHbIM, PYHKLMSAM UCMOSb3YEMO cucTeMbI 1 T. 4. HencnpaBHOCTU Taloke A0SDKHbI perncTpupoBaTbCa U Nepuo-
AnYeckn aHanuaupoBaTbes. MonyveHHble JaHHble OMMKHbI MPUMEHSITLCA B COOTBETCTBUU C 3aKOHOAATENbCTBOM
Mo 3awuTe AaHHbIX U KOHDUAESHLMANbHOCTH, HanpUMep, UX MOXHO XPaHWUTb TOSbKO B TEHEHUE OrpaHUYEHHOTro
nepvoga BpEMEHN 1 UCMOMb30BaTL TOSLKO A 06HapyXeHUs HapyLueHuiA 6esonacHocTw.

8.2.3 3awuTa oT 3N10HaMepeHHbIX KOAOB

3rnoHaMepeHHble Kofbl MOMYT MPOHMKATE B CUCTEMY Yepes BHELLIHUE coeauMHEHWst W daiinbl U nporpaMmmHoe
obecneyeHne, ycTaHOBMEHHbIE C MOMOLLbI0 NePeHOCHbIX ANCKOB. 3rioHamepeHHbIe KoAbl MOTYT OCTaBaTbCsl He-
oBHapyXeHHbIMW A0 BbISIBIEHWS UX BPEeAHOro BO3AENCTBIS, ECIIN HE peariu3oBaHbl COOTBETCTBYIOLLME 3alUUTHbIE
Mepbl. 3rnoHamepeHHble Kodbl MOTyT NoApblBaTh 3alLMTHLIE Mepbl (HanpuMep nepexsaTbiBaTk U packpbiBaThb Na-
ponn), Cy4anHo packpbIiBaTb UMM U3MEHATL MHOPMaLNIO, HapyLWaTh LENOCTHOCTb CUCTEMbI, YHUHTOXATb UH-
cdopmaLmio 1 ucnonb3oBaTh 6e3 paspeLleHns pecypchl cMCTEMbI. 3NOHaMepeHHbIe KoAbl MOTYT ObiTb creaytoLmx
TUMOB:

- BUpYCbI;

- Yepsu;

- TPOSIHCKME KOHM.

Hocutensamm snoHamepeHHbIX KO40B ABMSATCS:

- UCMOJHSIeMOe NporpaMmHoe obecriedeHue;

- chalinbl 4aHHBIX (Coaepallue UCMoNHAeMble MakpoonpeaeneHns, HanpuMep, AOKYMEHTbI NO 3MeKTPOH-
Hol 06paboTKe TekcTa U KpyrnHodgopMaTHble Tabnuub);

- aKTMBHOE coaepkaHue ctpaHul, MHTepHeTa (WWW).

3rioHaMepeHHble KoAbl MOTYT PacrpoCTPaHATLCS Yepes:

- r'MbKMe QUCKU;

- Apyrye CbeMHbIe HOCUTENU;

- ANEKTPOHHYIO MOYTY;

- ceTu;

- 3arpysKy.

3noHamepeHHble KoAbl MOryT BbITb BHECEHDI B pe3yrrare npegHamMepeHHbIX AeNCTBUIN NoNb3oBaTtensa Wiv
nyTem B3auMOAENCTBUI HA CUCTEMHOM YPOBHE, KOTOPbIE NoMb3oBaTeb MOXKET He BUAeTb. 3almuTa oT anoHamMe-
PEHHOTO KoAa MOXeET ObITe AOCTUrHYTA NyTEM UCTONb30BaHWUs HUXE NepeqnCIeHHbIX 3alUTHBIX Mep:

1 CkaHepbl

PaanuuHble dopMbl 3noHamMepeHHOro kofa MoryT 6biTb 0BHapyXeHb! U yaaneHb! nyTem crneunanbHOro cka-
HUpYIoLLIEro NporpaMmHoro obecneyeHust M NPOBEPOK Ha LLeNoCTHOCTb. CkaHepbl MOryT paboTaTh B aBTOHOMHOM
pexume Uy NoA ynpasesieHneM LieHTpanbHoro npoueccopa. PaboTa ckaHepa B pexume «oHNaniH» obecneuvsaeT
aKTUBHYIO 3aLUTY, T. €. oBHapyxeHue (M BO3MOXHOe yaareHu1e) 3rioHaMepeHHoro koga Ao pacnpocTpaHeHus
3apaxeHus U HaHeceHUA yllep6a cucteme UT. PekoMeHayeTcs Ucnonb3oBaTh ckaHepbl, paGoTatowme No NpuH-
umny punbTpaumm coaepXMMoro ceTeBbIX NMPOTOKOMNOB, AJ151 aBBTOHOMHbIX KOMMNBIOTEPOB U pabovnx cTaHuuWi, cep-
BepoB hairioB, CEpBEPOB ANEKTPOHHOM MOUThI U CPEACTB MeXceTeBOW 3awmTbl. OgHako nonb3osaTenv u agmu-

20



FOCTP UCO/MIK TO 13335-4—2007

HUCTPATOPbI AOMKHBI NOHUMaTb, YTO HEMb3S NoNaraTbCA Ha cKaHepbl At 0bHapYXeHWs BCex 3oHaMepPEHHbIX
KOAOB (Aaxe yCTaHOBMNEHHOTO TUMa), MOTOMY UTO HOBble (POPMbI 31I0HaMePEHHbIX KOAOB BO3HUKAIOT HENPEPbIBHO.

2 MpoBepKu LeNOCTHOCTU

O6bI4HO ANA yeuneHus 3awmTbl, obecneunsaemMor ckaHepamMu, Tpebylotes Apyrve 3awmTHbIe Mepbl. Ha-
npuMep Ansa NPOBEPKU U3MEHEHUIA, BHECEHHbIX B MPOrpaMMy, MOXHO UCMOMNb30BaTh KOHTPOMbHbLIE CyMMbI. [Mpo-
rpaMmHoe obecneveHue LenoCTHOCTU AOIMKHO BbITb HEOTHEMMNEMOMN HaCTbi0 TEXHUYECKUX 3aLLUMUTHBIX Mep, obec-
nevMBaloLLMX 3aWUTY OT 3I0HAMEPEHHOTO Kofa. STOT TEXHUYECKUIA NprueM MoXeT BbITb ucnonb3osaH ans dai-
JI0B A@HHbIX U NPOrpaMM, He MMeIoLLUX cTaTyca MHdopMaLmy AN farnbHEeNLero NPUMeHeHUs .

3 YnpasneHue obpalueHUeM CbeMHbIX HOCUTENEN

HekoHTponupyemoe o6palleHue HocuTernel (0cobeHHO ANCKET) MOXET NPUBECTU K YBENMYEHUIO pUcKa
BHeApeHUs 3noHaMepeHHoro koaa B cucteMbl T opraHusaumu. YnpasneHue obpalleHueM B cpeae nepenay
UHdopmaLmm MoXeT BbITb AOCTUMHYTO NMYTEM UCTONb30BaHUS:

- creyuanbHOro NporpaMMHoro obecneyeHust;

- NpoLieayp opraHv3auum no 3aluTHbLIM Mepam (CM. HUXe).

4 TMpoueaypbl opraHnsaumm no sawuTHLIM Mepam

OpraHnsauusa gomkHa paspaboTaTs pyKOBOASILLME yKa3aHUst ANs NoNb3oBaTenei u agMUHUCTPaTopoB., on-
pegensiowue npoLeaypbl U NpakTuieckie AeCTBUS Arsl MMHUMW3aLIMN BO3MOXHOCTU BHECEHWUA 3NTIOHaMEPEHHO-
ro koga. Takue npoueaypbl AOMKHBI OXBaTbiBaTh 3arpy3Ky Urp U ApYroro UCMOMHAEMOoro nporpaMmMHoro obecne-
YeHus, UCNoNb30BaHWe PasHbIX TUMOB ycryr B ceTu HTepHeT n uMnopTupyemble daiinbl pasHbix TUNoB. MNpu
HeobxoanMocTy AomkeH BbiTb NPOBEAEH HE3ABUCUMBIA aHaMM3 MCTOMHUKA UM UCTIONHATENBHOO kogda. O6yJe-
HVe 1 ANcUMNIIMHapHble eACTBUA AOMKHBI MPOBOAUTLCS Ha paboyem MecTe Anis Toro, Ytobbl nepcoHan cobnio-
[Aan JoKYMEHTUPOBaHHbIE NPoLeaypb! 1 BLIMOSHAN HeoGXoAMMble AeACTBUS ANs NpeaynpeXaeHUs 3noHamepeH-
HbIX KOJ0B.

8.2.4 YnpaBneHue ceTbio

YnpaBsreHue ceTblo BKIIOYAET B cebs1 NNaHMpoBaHWUe, aKCTTyaTauuio 1 aaMUHUCTPUpOBaHUeE ceTeld. Bbibop
npaBUnNbHON KOHUIYpaLIMm 1 DOPM aaMUHUCTPUPOBaHMS CETEN SBMSAOTCA 3 DEKTUBHBIMM CPeACTBaMMU CHDKE-
HKSA YPOBHsI pycka. B HacTosiwee BpeMs paspabaTtbiBaloTcst Heckornbko AokymeHTos MCO, cogepalmnx Aonosi-
HUTENbHYI0 MHOPMaLIMIO O 3aLUTHBIX A4s18 obecneveHnst 6esonacHoCTU ceTu. K aTol KaTeropumn OTHOCATCS crie-
ayoLne 3almTHbIe Mepsbl:

1 OnepauuoHHble npoueaypsl

YcTaHoBMeHWe onepaLyoHHbIX MPoLeayp v pacnpeaeneHne oTBETCTBEHHOCTY Heobxoaumo ana obecneve-
HVSA NpaBUNbHOW 1 6esonacHoi paboTel ceTei. K HUM oTHOCUTCS AoKYMEHTaLIMS onepauyoHHbIX Npoueayp 1 ycTa-
HOBNEHWe nopsiaka AeNCTBUN ONst pearnpoBaHUs Ha 3HauUTENbHbIE MHLUMAEHTLI 6e3onacHocTu (cM. 8.1.3).

2 CucremHoe nnaHuposaHue

Ons obecneyeHns HagexxHoro PyHKLMOHUPOBaHNS 1 afekBaTHOW NPOMNYCKHON CMOCOBHOCTU CETU AOMMKHO
NPOBOANTLCA NepPCneKTUBHOE NNaHNpoBaHWe U MOArOTOBKA, a TakKe TEKYLLMIA MOHUTOPUHT (BKNOYaA 3arpy3oy-
Hble cTaTUCTUKAY. [OrmKHbBI IPUMEHSATECSA KPUTEPUN NPUEMKM HOBBIX CUCTEM, YPaBNATb M pearnposaTh Ha U3Me-
HeHus (cM. Takke 8.1.5).

3 KoHdurypauus cetu

CooTBeTcTBYyIOLLaA KoHUNypaLusa ceTu ABnsieTcsl BaxkHbIM dhakTopoM ee yHKLMOoHUpoBaHus. OpraHusa-
LS JokHa paspaboTaTe CTaH4apTU3oBaHHbIA noaxos Ans kKoHdUrypaumm Bcex CBOUX cepeepos U oGecneunTs
Ka4yeCTBEHHYIO CONMPOBOANTESBHYIO AOKYMEHTaUMI0. 3aTeM AomkHO 6biTb 06ecneyeHo NpUMeHeHe cepeepos
TOMbKO AN crieunanbHbIX Lenei (Hanpumep, HUKakue Apyrve 3aaum He [OSDKHbI pELaTbCA cpeacTBaMu Mexce-
TEeBOW 3aLl1Thbl) U AOCTATOYHAA 3aLlUTa OT HEUCNIPABHOCTEN.

4 PaspneneHue ceten

[ns cBeaeHUsi K MUHUMYMY pUcka U BO3MOXHOCTEI HenpaBUibHOTO UCMOSIb30BaHUs ceT B paboTe, A0mK-
Hbl ObITb JTOrMYECKN U PUMYECKU pasaeneHbl CeTU, CBA3aHHbIe C pasnuuHbIMU obnacTamu 6usHeca. Kpome Toro,
cpeqacTea pa3paboTku AorkHbI ObITb OTAENEHDI OT KCTTyaTaUMoHHOro 060pyaoBaHuA.

5 MOHUTOPUHT ceTh

MOHUTOPUHI ceTU AOIMKEH UCNONL30BaTLCS AN1S1 BbIBEHUS cnabbix MecT B KOHUrypaLum cyLecTsyio-
e ceTu, YTO NO3BONSIET BHOCUTL U3MEHEHUA B KOHUrypaLmio, Bbi3aBaHHbIE aHaNM3oM Tpaduka, U nomoraet
uaeHTUUUMPOBaTL BINIOMLLMKOB CETU.

6 O6HapyxeHue BTOpXKeHUS

MonbITKA NOMYyYATL AOCTYN B CACTEMY UK CETb U YCNELWHbIA HECAHKLMOHUPOBaHHbIA BXOA AOMKHBI ObITb
BbIABMEHbI ANA NPOBEAEHUS OpraHU3aLunein CoOOTBETCTBYIOLLIMX KOPPEKTUPYIOLLMX AEUCTBUNA.
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8.2.5 KpunTtorpadus

KpunTtorpadus, To ecTb MaTeMaT4eckuii cnocob npeobpasosaHust AaHHbIX A5 obecnedeHnst 6esonacHoc-
T, MOXET NPUMEHSITLCS 4151 MHOTMX pasnuyHbIX Lienei obecneyeHus 6esonacHoctu UT, (Hanpumep, Kpuntorpa-
dust nroMoraeT obecnevnsaTb KOHDUAEHLMANBHOCTb UMK LENOCTHOCTL AaHHBIX, HEOTKA3yeMOCTb, U NPUMEHSIET
nepeaoBble MeToAbl UaeHTUdMKaLMN U ayTeHTUduKaumm). B cnydae npuMeHeHua kpuntorpadoum cneayet obpa-
LaTb BHMUMaHMe Ha cobntoaeHue 3akoHoaaTeNbHbIX U 06a3aTenbHbIX TpeGosaHuin. OaHUM 13 Hanbonee Bax-
HbIX aCMEeKTOB KpunTorpadun ABNSIETCA afiekBaTHas crcTeMa ynpasneHus Kiodamu, nogpobHo paccMoTpeHHast
B8 UCO/MOBK 11770-1. QononHuTeneHasn nHgpopmavms o knaccudukaumm Kpuntorpadudecknx NPUNoKeHUI npuee-
AeHa 8 npunoxerun C UCO/MSK 11770-1. Ucnons3osaHue kpunrorpadum B uaeHTUdukaumm n ayteHTudukaumm
paccMaTpueaeTcs B 8.2.1. MporpamMMHble cpeacTsa obecnevyeHurs AaTbl/BpeMeHn MoryT GbiTb MCMONb30BaHbI Afis
noaaepXKku NpUMeHeHMs KpunTorpadudeckmx 3alMTHbIX Mep. Huke paccmatpusaloTca pasHble NyTh UCNosb3o-
BaHUA KpunTorpaduu:

1 3awmTa koHUAEHLNANBHOCTA AaHHbIX

Ecrv BaxHo coxpaHeHue koHuaeHLnanesHOCTM AaHHbIX, HanpuMep B crydYae 0cobeHHO koHduaeHUmab-
HOW MHpopMaLIM, OMMKHbI MPUMEHATLCA 3aLLUMTHBIE Mepb! B Buae LMdpoBaHUa MHOPMaLUn AR XpaHeHUa 1 ee
nepegadu no cetaMm. PelleHune o npumeHeHUn W posaHms AOIMKHO MPUHUMATLCA C YH4ETOM:

- COOTBETCTBYIOLLMX 3aKOHOAATENbHBIX 1 06s13aTerNbHbIX TpeboBaHMIA;

- Tpe6oBaHWA, ycTaHOBIIEHHbIX MPU YNpaBieHun KriovYaMu U TpYAHOCTEN, KOTopble NPUAETCA NpeoaosesaTsb
Ans obecneyenns 4eCTBUTENBLHOrO yydLleHus 6eaonacHocTi 6e3 cosaaHns HOBbLIX YA3BUMOCTEN;

- NPUrOAHOCTM COOTBETCTBYIOLLMX TEXHUYECKNX CPEACTB LWndpoBaHUS, UCNONb3YEMbIX AN CUTYaLUn pas-
BepTbIBaHWs 1 TPeByeMOoro ypoBHS 3aLLUThI.

2 3awuTa LenocTHOCTU AaHHbIX

Ons 3aWwmTbl MHOPMAaLIMKX B NaMATA UM NpeaHa3HavYeHHOM AN nepegavn U COXpaHeHUs LenocTHOCTU
XpaHUMbIX UM 06pabaTbiBaeMbIX AaHHbIX A0SKHbI ObiTb MPUMEHEHbI XaL-hyHKLUK, LM pOoBLIE NOANUCY WK
Apyrve 3almnTHble Mepbl No obecneyeHnto LenocTHOCTY. 3alUMTHbIE Mepbl Mo 06ecneyeHuIo LeNoCcTHOCTU AaH-
HbIX (HanpPUMepP UCMONb3OBaHME Tak Ha3biBaeMbIX KOAOB ayTeHTUdUKaLMKU COOBLLEHWIA) NPEAOCTaBNAIOT 3aLUUTY
OT CNyYarHOro UM HaMepeHHOTro U3MEHeHUs coaepXkanus, AobaBneHus un uckniodeHna uHdgopmauun. Lindpo-
Bble noanucy MoryT obecneynsaTh He TONbKO NOAOBHYIO 3alnTy LENOCTHOCTU COOBLLIEHUIA, HO UMEIOT CBOWNCTBA,
nossonsaLne AenaTe HEBO3MOXHbIM U3MEHeHe cMbicNa nepegaBaemoi MHgopmaumn. PelieHne ncnons3o-
BaTb UM poBble NOANUCU U APYTUE 3aLUUTHBIE MEPbI LLENOCTHOCTU A0MMKHBI GbITb NPUHSITLI C YYETOM:

- COOTBETCTBYIOLLMX 3aKOHOAATENbHBIX M 06s13aTeNbHBIX TPeGoBaHWN;

- IHPPACTPYKTYPbI OTKPbITBIX KIOYeiR;

- TpeboBaHWI K ynpasieHuto KnilodamMu 1 TpyaHOCTEN, KOTopble NpuaeTcs Npeogonesath Ans pearnbHOro
ycoBepLUeHCTBOBaHUS GesonacHocTu 6e3 co3aaHns HOBbIX YA3BUMOCTEN.

3 HeoTkasyemocTb

MeTogab! KpunTorpadum (HanpuMep Ha OCHOBE UCMONb30BaHUA LdPOBbIX NOANMUCEN) MOTYT ObITb NPUMEHE-
Hbl 4N NOATBEPXAEHUS OTNPaBKW, Nepeaaydun, 4OCTaBKW, YBEAOMSIEHUA O NpUemMe, Hanpumep coobLLEeHWI unn
NPOTOKOIIOB CBA3W.

4 AYTEHTUYHOCTb aHHbIX

Ina obecneyeHns ayTEHTUMHOCTU AaHHbIX, OpraHM3auuns MoOXeT UCnosib3osaTh LMdPoBYI0 NOANMUCHL ANA
noATBePXXAeHUs NOANMHHOCTU AaHHbIX. Takast HE0GXOAMMOCTb MOXET BO3HUKHYTb NMPU CCbISIKE Ha AaHHbIE UCTOY-
HWUKOB TPETLEN CTOPOHBI UMW ECINU B TOYHOCTU CNpaBoYHbIX AaHHbIX 3anHTepecosaHa 6onbluas rpynna nvu,. Ans
NOATBEPXKAEHWS TOrO, YTO AaHHbIE NOCTYNAIOT OT ONPEAEIIEHHOIO LA MOTYT Takke NPUMEHATLCA UndpoBble
noAnucu.

5 YnpasneHue Knioyamm

YnpasneHue Kro4amu BKItoYaeT B cebsl TEXHUYECKUE, OpraHn3aLMoHHble U NpoueaypHble acnekTbl, Heob-
XoAMMbIe NS NoAaepXku moboro cnocoba kpuntorpacduu. 3agaven ynpasneHns Knovamn aBnseTca HaaexHoe
aaMUHUCTPUPOBAHUE U MEHEPKMEHT KpUMTOrpadou4ecKMMn KInlo4amm 1 CBA3aHHOW ¢ 3TUM uHdopmaumeit. Ynpas-
JeHne KITlo4aMu BKITIOYaET B cebs1: reHepupoBaHue, perucTpauuio, ceptudukaumio, pacnpeaeneHue, yCTaHoBKY,
XpaHeHue, apXUBMPOBaHUE, OTMEHY, U3BMEYEHUE U YHUMTOXEHUE Ktodei. Kpome Toro, BaXkHO NpaBunbHO paspa-
6oTaTh Npoueaypy ynpasieHus KIlo4aMu A5sl CHXKEHUS pucka Auckpeautaumu Knioden n ux Ucnonb3osaHue
HEeYNoIHOMOYEHHbIMU NuLiamu. MNMpoLeaypbl yNpaeneHUs Kitovamn 3aBUCAT OT NPUMEHAEMOrO anroputma, uc-
Nnonb3oBaHuUA Kikoya No HasHaYeHUIo U NoNUTUKKN obecnedeHnsa 6esonacHocTn. Bonee nogpo6Ho ynpasneHue
Kroyamu paccmotpeHo B UICO/MOBK 11770-1.
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Ta6nunuya 8.2.1 — VpeHTndukaumsa n ayteHTudUKkaums

Kateropun 3alwjntHbIX mMep

MCTOUHUKM A0NOAHUTENBHOW MHEGOPMALMM O KATEropuax 3aliMTHbIX Mep

Paznenbi Pazgenbl Paszgenbi Pazgenbi Paspensl Paspensl Pasznenbi Pazaenbl
1 NyHKTbl [1]| ¥ nyHKTBI [3] |1 NyHKTBI [4]] U NyHKTBI [5] 1 NYHKTBI [6] 1 NyHKTBI [7]| v nyHKTBI [8]| 1 nyHKTBI [9]
1 MA Ha ocHOBe HekoTopon MHop- |9.2.3,9.3.1,(4.2.1,5.2.1, M4 16.1 6.3.2.1, 7.3.2.1, 8.3.21,| 7.21,7.2.2 6.2 16.1
MaLuuKn, U3BECTHOWM MNONb3oBaTenio 9.4, 9.5.1 | npunoxeHne A 9.3.2.1,10.3.2.1, 11.3.2.1
2 NgeHTudmkaumsa v ayteHTudrkaums — 16.2 6.3.2.1, 7.3.2.1, 8.3.2.1, 6.2 16.2
Ha OCHOBE TOro, YeM BrageeT Nonb3oBa- 9.3.2.1,10.3.2.1, 11.3.2.1
Tenb
3 VaeHtudukaums n ayteHtndmkaums — 16.3 6.3.2.1, 7.3.2.1, 8.3.2.1, 6.2 16.3
Ha OCHOBE MCMNOINb30OBaHWsl GUoMeTpu- 9.3.2.1,10.3.2.1, 11.3.2.1
YECKMX XapaKTepuUCTHK NoSib3oBaTens
Tabnuuya 8.2.2 — [lornyeckoe ynpaerneHve n aygut goctyna
MCTOUHUKM A0NONHUTENBHOW MHAOPMALMM O KATEropuax 3alMTHbIX Mep
Kareropuy aumTHbix Mep Pasgensi Pasgenbi Pasgensi Pasgenbi Pasgensl Pasgensl Pasgensi Pasgenbi
1 nyHkTbl [1] | 1 OyHKTsI [3]| 1 NyHKTBI [4] | 1 NyHKTBI [5] 1 NYHKTbI [6] 1 NYHKTBI [7] 1 NyHKTb! [8]] 1 nNyHKTbI [9]
1 MonnTtuka ynpaBneHus 4oCcTynom 9.1 — M2 17.1,17.2,16.3.2.1,7.3.21, 7.2,8.1.2, 6.4 17.1,17.2,
17.3 8.3.2.1,9.3.21, 8.2.2,8.4.1 17.3
10.3.2.1, 11.3.21
2 YnpaeneHve gocTtynoMm nonb3oBate-| 9.2, 9.3,9.5(4.2.4, 524, M4 6.3.2.1,7.3.2.1, 6.2,3.3
nsa kK 9BM npunoxe- 8.3.2.1,9.3.21,
Hue A 10.3.2.1, 11.3.21
3 YnpaBneHue goCTynom Monb3oBate- 9.4, 9.6 M4 6.3.2.1,7.3.21, 6.4
NA K AaHHbIM, YCryram u npunoXxeHnsm 8.3.2.1,9.3.21,
10.3.2.1, 11.3.21
4 AHanu3 un akTyanu3auus npae gocty-|  9.1,9.2.4 — M2 17.4 6.3.2.1,7.3.21, — 17.4
na 8.3.2.1,9.3.21,
10.3.2.1, 11.3.21
5 KoHTponbHble xypHansl 9.7 — M4 18 6.3.2.2,7.3.2.2, 7.3,8.2.10 6.7 18
8.3.2.2,9.3.2.2,
10.3.2.2, 11.3.2.2
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Tabnunua 8.2.3 — 3awmTa OT 3IOHAMEPEHHbLIX KOAOB

Kateropun 3alwjntHbIX mMep

MCTOUHUKM A0NOAHUTENBHOW MHEGOPMALMM O KATEropuax 3aliMTHbIX Mep

Pasznenbi Pazgenbl Pasgenbi Pazgenbi Paspensl Pazgenbi Paspenbl Paspenbl
1 NyHkTbl [1] | 1 NyHKTsI [3]| 1 NyHKTBI [4] | 1 NyHKTBI [5] 1 NYHKTbI [6] 1 NYHKTbI [7] 1 NyHKTbI [8]] W nyHKTBI [9]
1 Ckanepsbl 8.3 — M4 — 6.3.10, 7.3.10, 8.3.11, 8.3.16 7.4 4.6,5.21,6.4,
8.3.10, 9.3.10, 8.4.4,11
10.3.10, 11.3.10
2 lMpoBepKn LEenocTHOCTH 8.3 — M4 — — 8.3.11, 8.3.16 7.4 —
3 YnpaBneHue o6palleHNEM CbeMHbIX 7.3.2 — — — — — — —
HOcHTenemn
4 lMpoueaypbl opraHn3aumm no 3almnT- 8.3 — M4 — 6.3.10, 7.3.10, 8.3.11, 8.3.16 7.4 6.2.2,9.3, 12,
HbIM Mepam 8.3.10, 9.3.10, 14.2
10.3.10, 11.3.10
Tabnwuua 8.2.4 — YnpaBneHue ceTblo
MCTOUHUKM A0NONHUTENBHOW MHAOPMALMM O KATEropuax 3alMTHbIX Mep
KaTeropum 3aumTHix mep Pasznenbi Pazaenbi Pazaenbi Pazaenbi Paspensl Pasgenbi Paspenbl Paspenbl
1 nyHkTbl [1] | 1 nyHKTsI [3]| 1 NyHKTBI [4] | 1 NyHKTBI [5] 1 NYHKTbI [6] 1 NYHKTbI [7] 1 NyHKTbl [8]| W nyHKTbI [9]
1 OnepaunoHHble Npouegypsbl 8.5.1 — M2 — — 8.2,8.3 8.2 14.6
2 CucrteMmHoe nnaHupoBaHue 8.2 — M2, M4 8.4 — 6.1 8.4
3 KoHdumrypaums cetu — — M4 — — 9,6.1 14.3
4 PaspeneHuve ceTen 9.4.6 — M2 — — — 3.1 —
5 MOHWTOPUHT ceTu 9.7 — M2 18.1.3 — 8.2.7 — 18.1.3
6 O6HapyxeHWe BTOpPXEHWS — — — 18.1.3 — — 6 18.1.3
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Tabnuua 8.2.5— Kpuntorpacus

MNCTOUHVKM AONONHUTENBHOW MHOPMaLIMM O KaTEeropuax 3alumTHbIX mep
3 aiamzi:)': M“r o Pasgensi Paszgenbi Paszgenbi Pasgenbi Pasgens! Pasgens! Paszgenbi Pasgensi
P W NyHKTbI [1]| v nyHKkTBI [3] (M NyHKTBI [4]] 1 nyHKTeI [5] |M NyHKTBI [6]|M NyHKTBI [7]| 1 NyHKTB! [8] |1 NyHKTBI [9]
1 3awmra KoH- 10.3.2 (4.2.2,5.2.2, M4 19.5.1 — 8.23 8.1 19.5.1
dbuaeHumnanbHoc- npunoxe-
TN OaHHbIX Hue A
2 3awmTa ueno- 10.3.3 [4.2.3,5.2.3, M4 19.5.2 —_ 8.23 8.1 19.5.2
CTHOCTU JaHHbIX npunoxe-
Hue A
3 HeoTkasye- 10.3.4 (4.2.6,5.2.6, — 19.5.3 —_ 8.23 8.1 19.2.3
MOCTb npunoxe-
Hue A
4 AyTeHTnu- 10.3.2 [4.2.3,5.2.3, M4 19.5.2 — 8.23 8.1 19.5.2
HOCTb AaHHbIX npunoxe-
Hue A
5 YnpasneHue 10.3.5 [4.2.5,5.2.5, — 19.3 — 8.23 8.1 19.3
KnoYamu npunoxe-
Hue A

9 Ba3oBbIA NoaxoA: BbIGOP 3alMTHLIX Mep COrnacHo Tuny cuctembl UT

B cooTBeTCTBUM C pasgenoM 8 nmetoTcs ABa pasHblX NakeTa 3alyTHLIX Mep, MeXaHu3mos Wunu npoueayp,
npuMeHseMbIX 45151 3aLUMTbl cucTeMbl T. C 04HOM CTOPOHBI, CYLLIECTBYIOT JIULLIL HECKOIBbKO KaTeropuin opraHusa-
LIMOHHBIX 3aLLMTHbIX MEP, MPUMEHSIEMBbIX 151 Kaxaon cucteMbl T B KOHKpeTHOM cuTyaumm (cMm. 8.1), HesaBucumo
OT MHAUBUAYaSIbHBIX KOMMOHEHTOB. BbiGop 3alMTHBLIX Mep paccmaTpusaeTtcst B 9.1. Tak kak opraHusaumsa 06bl4HO
NPUMEHSIET 3aLLMTHbIE MEPbI U3 3TUX KaTEropuii, X HeobxoAMMO paccMmaTpuBaTh B NEPBYIO ovepeds. Bonee Toro,
6GOMbLWMHCTBO 3aLUTHBIX MEp SABNAIOTCA OPOTrOCTOSILLIUMM, TaK Kak OHU OObIYHO OCHOBaHbI Ha BHeAPEeHUN opra-
HU3AUMOHHBIX CTPYKTYP U NpoLeayp.

C Apyroi CTOPOHbI, UMEIOTCS cneLuarbHble 3aluTHbIE Mepbl cucTeM UT (cM. 8.2), BbIGop KOTOPbIX 3aBUCUT
OT TWNa 1 XapaKkTepUCTMK paccMaTpuBaeMoli cucteMbl UT. BbiGop Takux 3alUTHBIX Mep paccMmaTpusaeTtca B 9.2.

BoamoxHo, 4To ogHa unu bornee 13 3TUX KaTEropuiA NN cneLmarbHbIX 3aLUTHBIX MEP He MPUMEHUMBI K
cucteme UT. Hanpumep, wmdposaHme MoXeT He noTpeboBaTbes, ecnv NnepeaBaemas Unu npuHUMaemas uHdgop-
Mauus He Hy>KaaeTcsa B KOHUAEHLMAINbHOCTH, a LENOCTHOCTb AaHHBIX MOXET ObiTh NpoBepeHa nHave. bonee
AeTanbHbil BbIGOp MOXET GbITb cAenaH TOMbKO MOCIe pacCMOTPEHUS AOMONHUTENLHOM UHOopMaLUn (CM. pasae-
nbi 10m 11).

Mocne Toro kak Bce TUNbl 6e3onacHoCTU, NPUMeHUMBIE Ana cucteMbl UT, naeHTUdULMPOBaHbI, AONOSHK-
TernbHasa MHdopMaums No HAM 1 cneumanbHbIM 3aLUMTHBIM MepaM MOXET ObITb NosyYeHa B COOTBETCTBUN C pasae-
JIo0M 8 N UcNoNL30BaHNEM OAQHOTO UNW Bonee AOKYMEHTOB, NEPEYMCIIEHHBIX B NpUnoxeHuax A — H. Bsaumo-
CBA3b KaTeropui 3alnTHBIX Mep ¢ TUNom cucteMbl UT npueeaeHa B Tabnuue 9.2. Mepen peanuaauneil BblbpaH-
HbIX 33LLMTHBIX MEP OHW AOSHKHbBI ObITh BHUMATENLHO NPOBEPEHbI C CyLLECTBYIOLIEN U/UN NNaHUPYEMO 3aLLu-
Tou (cMm. 7.3).

[ns Bbi6opa AONONHUTESbHBIX 3ALWUTHBLIX MeP AOMKEH BbiTb MPUMeEHEH Gornee AeTanbHbIA UX aHanM3 (CM.
pasgens! 10 u/unu 11). Ecnu sawmutHble Mepbl BbIGUpaIoT No pa3HbiM KpUTepusaM (6a3oBble 3alUTHBLIE MEPbI U
[ONOMHUTENbHAsA 3aLuTa), TO OKOHYATENbHBIN MaKeT 3aWUTHBLIX Mep AoIpKeH 6bITb cornacosaH. Nocne aHanusa
Heckonbkux cuctem UT gorkHa GbiTb paccMoTpeHa BO3MOXHOCTL passepThiBaHUs 6a3oBoit 6e3onacHOCTU B Mac-
wrabe Bceli opraHnsauum (cM. pasgen 12).

Opyroil Bo3aMOXHOCTbIO BbIGOPpa 3aLMTHLIX Mep 6e3 AeTanbHOro paccMOTPEHUs 3Toi NpoGneMb! ABnseTcs
npyuMeHeHue NPUKIagHon cneuyansHon 6a3osoi 6e3onacHOCTW, HaNnpUMep ¢ UCMONb30BaHUEM CMPaBOYHUKOB MO
6230801 3aLLUTE AT ANEKTPOCBA3N, 30paBOOXpaHeH s, GaHKOBCKOM cUCTEMbI (CM. NpunoxeHns B,EMF)uT. a.
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Mpu ncnonsL3oBaHUM 3TUX CNPaBOYHUKOB MOXKHO, HarpuMep, cpaBHUBaTb CYLLECTBYIOLLME UM NITaHUPYeMble
3alUMTHbIE Mepbl ¢ pekoMeHayeMbiMy. OgHako Npu BbIGOPE 3aLLUTHBLIX MEpP, KOTOPbIe AOIMKHbI ObITh BHEAPEHbI,
norie3Ho BHUMAaTENbHO paccMoTPeTb MOTPEBHOCTU U cooBpaXKeHNs opraHM3aLum, cBa3aHHble ¢ obecneyeHnem
6e3onacHocTu.

9.1 O6bIYHO NpUMeHsieMble 3alUTHbIe Mepbl

O06bIMHO MPUMEHSIOTCA CreaytoLLme KaTeropum 3alnTHbIX Mep:

- monuTKKa 1 ynpasneHue 6esonacHoctbio UT (cMm. 8.1.1);

- NpoBepKa COOTBETCTBUA 6e30MacHOCTN yCTaHOBMEHHbIM TpeboBaHusaM (cM. 8.1.2);

- o6paboTka nHumaeHTa (cm. 8.1.3);

- nepcoHan (cm. 8.1.4);

- 3KCnIyaTauuoHHble Bonpochk! (cM. 8.1.5);

- MNaHMpoOBaHNe HenpepblBHOCTU Bu3Heca (cM. 8.1.6);

Tabnuya 9.2— AnropuTtm Beibopa cneumanbHbiX 3alnTHbIX Mep cuctembl AT

MoacoeaguHeH- MoacoeanHeHHble
Hoe k ceTn APM K CeTu cepsep wim
CoumarnbHble 3alMTHBIE MepbI ABTOHOMHas pa- (kvieHT Be3 APM ¢ pecypcamm
6ovas cranuma pasgenaemMblix KONNeKTUBHOro
pecypcos) nonb3oBaHuA

UpenTtndmkauma n ayteHTudnKauma

VaeHTndukauma n ayTeHTuduKaumsa Ha OCHOBE HEKOTO-
pon nHcbopmaLuumn, N3BECTHOWN NMONb30BaTENo

VaeHTndukaumsa n ayTeHTMdunkaunsl Ha OCHOBE TOro, Yem
Brnageet nonb3oBaTteslb

NaeHTudmkaumsa n ayteHTndmkaums Ha OCHOBE MCMOSb- (+) () ()
30BaHMs BMOMETPUUECKMX XapaKTepUCTMK Nonb3oBaTens

Norunyeckoe ynpaBneHue n ayaut goctyna
MonuTnka ynpasnexnns JocTynoM
YnpaeneHve goctynom noneb3osarens kK 3BM

YnpaeneHve JOCTYNnoM Morb3oBaternsi K AaHHbIM, yCryram
U MPUNOXKEHUAM

AHanua u aktyanusauus npae gocryna
KoHTpOnbHbIe XypHarbl

3noHamepeHHble Koabl

CkaHepbl

MpoBepkn LEenocTHOCTH

KoHTponb ofpalleHnsi CbeMHbIX HocuTenemn
AOMWHUCTPaTVBHbIE 3aLLUUTHBIE Mepbl
YnpaBneHue ceTbio

OnepaunoHHble npoueaypbl

CuctemHoe NnaHupoBaHue

KoHdurypaums cetu

PaspeneHve cetem

MOHWUTOPUWHT CeTH

O6HapyxeHre BTOPXEeHWs

Kpuntorpacums

3awmra KOHMUAEHUNANBHOCTU AaHHbIX () () (-)
3awuTa LenocTHOCTU AaHHbIX (+) (-) ()
HeoTkasyemocTb () )
AYTEHTUHHOCTb JaHHBIX ) ) )
YnpaeneHne Krovamm (-) (-) ()

MpuMedyaHue— 3HaK «» 03HAYaET NPUMEHEHNE 3aLMTHBLIX MEP B HOPMaSibHbIX YCNOBUSIX, 3HAK «(-)» —
NpyMeHeHne 3alnTHBIX Mep B 0COBbIX yCMOBUMSIX.
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- duanyeckasn 6esonacHocTb (cM. 8.1.7).

3almTHbIE Mepbl 3TUX KaTeropuii popMUPYIOT OCHOBY AJ1S1 YCellHoro ynpasneHns 6esonacHocTsio UT. B
3TOM CMbICTIE UX He crneflyeT HejooLeHuBaTh. BaxHo Taioke o6ecneunts pabovee B3auMoaeicTsIe 3TVX 3aLLuUT-
HbIX Mep C TEXHUYECKO 3aLLMUTON, PACCMOTPEHHOMN HUXKE. [leATenbHOCTL opraHn3aLuum B 3Ton 0bnacTty 3aBucuT oT
ee noTpeBHocTel obecnedeHus GesonacHocTy (cM. pasgen 10) U BblaeneHHbIX pecypcos.

OpraHusauus MOXeT NPUMEHSITE U ApYrie KaTeropum 3alUTHbIX Mep, HO Crocob 1X peanuaaunm 3aBucuT oT
KOHKPETHbIX YCMOBMWIA (HAanNpUMep 3aLluTHbIE Mepbl, 06ecnevnsaioLme yrpasneHue AOCTYNOM K CETU, OTMYatoT-
€S OT YMpaBrieHWs1 4OCTYNOM K aBTOHOMHOI paboyei cTaHLum).

Mpu BbIGOPE 3aLUMTHBIX MEP AOIMKHbI YYUTbIBATLCA pasMep opraHusauum 1 notTpebHocTn B obecneveHum ee
6e30MacHOCTU, Tak Kak OHU MOTYT NOBNUATL Ha CTEMNeHb peanivsaLum 3aWwmTHbIX Mep. Hanprmep, y He6onbLwuoin
opraHu3aLymn He CyLLeCTBYET HW NoTpeBHOCTU, HU HeoBXoAMMOro nepcoHana Afs co3aaHus rpynnbl no obecneye-
Huto 6esonacHocTu UT. TeM He MeHee, B opraH3aLumn AoskeH BbiTb HasHa4YeH OTBETCTBEHHbI 3a BbINONHeHne
3TUX PYHKUMA. 3amUTHbIE MepbI, NepedncrieHHbIe B 8.1, AOMKHbI CUCTEMaTU3NPOBaTLCA BCAKWUIA pas, korga 3To
HeoBXxoanMO.

9.2 CneuunanbHble 3alWUTHbIe Mepbl cucTem UT

B gonosnHeHue K 06bI4HO NPUMEHSIEMbIM 3aLLMUTHBIM MepaMm, A0MKHb! ObiTb BblIOpaHbl crieuuasibHble 3aluT-
Hble Mepbl A4J151 KaX40ro TMna KOMNoHeHTa cUCTeMbI. ATTTopUTM Bblbopa cneLnanbHbIX 3aWnTHbIX MEP CUCTEMBI
WUT npuseneH B kadecTse Npumepa B Tabnuue 9.2. B 3ToM npumepe 3Hak «-» 0603Ha4YaeT 3alUMTHbIE Mepbl,
KOTOpble OOMKHbI BbITb MPUMEHEHBI B HOPMaIbHBIX YCIOBUSIX, @ «(-)» — 3aLlUUTHbIE Mepbl, KOTOPbIE MOTYT NoTpe-
GoBaTbcsa B 0co6bIX cryyasix. MpoLecc BoiGopa 3alUTHBIX Mep A0SKeH BbiTb MPOAOIKEH NyTEM PACCMOTPEHUS
UX XapaKTepUCTUK, NpeacTaBneHHbIX B 8.2. [lononHuTensHast MHPopMaLmnsi MOXET ObITb NnostyveHa 13 JOKYMEeHToB
rno 6a30BoW 3aLnTe, NepedncneHHbIX B NpUioxeHusIx A —H.

10 BbI6GOp 3aMTHLIX MEp B COOTBETCTBUM C Npobnemammn 6e3onacHOCTH
M yrposamm

BbIGop 3aLUMTHBIX MEP B COOTBETCTBMU € NpobreMamMu 1 yrpozamu 6€3onacHoCTH, U3NOXEHHBIMU B HACTOSA-
LLeM pasgene, MoXeT BbiTb UCNONb30BaH cneayowmM obpasom:

- Ha epBoOM aTare AoMMkHa ObITb NpoBeAeHa uaeHTUdUKaLMa 1 oleHKa npobnem 6esonacHocty. OpraHuaa-
Ly JoSbKHA paccMoTpeTh TpeGosaHua no obecnedeHuio KoHbUaeHUMaNsLHOCTH, LIeNTIOCTHOCTU, AOCTYNHOCTU, No-
[OTYETHOCTU, ayTEHTUYHOCTU Y AOCTOBEPHOCTU. MPOYHOCTL 3aLLMTHI U YUCIIO BbIGpaHHbIX 3aLLMTHBLIX MEp AOSDKHbI
COOTBETCTBOBATH OLleHKaM npobnem obecnedeHns 6e3onacHOCTY;

- Ha BTOPOM 3Tarne Ans Kaxaoi U3 BbisiBNeHHbIX NpotnemM 6e3o0nacHOCTU A0MKHbI 6bITb NEPEYUCIEHbl TUNY-
Hble Yrpo3bl U 41s KaXAO0W Yrpo3bl B 3aBUCUMOCTU OT paccmaTpusaemoil cuctembl UT 40IDKHbI BbITb Npe/iokeHbl
COOTBETCTBYIOLLME 3aLUMTHbIE Mepbl. PasnuuHble TUnbl cuctem UT npuseaeHsl B 7.1, KpaTkuii nepeyeHb 3aLmT-
HbIX Mep NpUBEAEH B NOANYHKTax pasaena 8. B HeKoTopbIX cryYasax y opraHn3aLmm MoryT BO3HUKHYTb AOMOMHU-
TenbHble NoTpe6GHOCTU 1 Lenu npu obecnedeHnn 6e3onacHoOCTU.

10.1 OueHka npobnem 6e3onacHoOCTU

Ina BbiGopa cooTBeTCTBYIOWMX 3PEKTUBHBIX 3aLUTHBIX MEP OpraHu3aums AoSKHa UCCreaoBaTh U oLe-
HUTb Npo6embl 6e30NacHOCTU, CBA3aHHbIE C KOMMEPYECKOW AeATENbHOCTLIO, KOTOPYIO 0DCIyXUBaeT paccMaTpu-
BaeMas cuctema UT. MNocne naeHtudukaumm npobnem 6e3onacHOCTU U C y4ETOM COOTBETCTBYIOLLIMX YTPO3 MOXHO
BblOMpaTh 3alUTHbIE Mepbl cornacHo 10.2—10.5.

Ecnu nogo6Has oLeHKa NokakeT He06X0ANMMOCTb BbICOKOTO YPOBHS 6e30NacHOCTU, TO pekoMeHayeTcs Ae-
TanbHbIN NOAXO0A K peLeHnto 3To NpobneMsl. [lononHUTeNbHLIN MaTepyan MOXHO HauTy B pasgene 11.

Mpo6nembl 6e3onacHOCTM MOTyT BKNOYaTb B ce6a noTepio:

- KoHMAeHUMANLHOCTY,

- LENMOCTHOCTY;

- AOCTYMNHOCTH;

-NoaoTYETHOCTY;

- ayTEHTUYHOCTY,

- JOCTOBEPHOCTU.

OueHka fomkHa BKMoYaTh B ceba paccMaTtpusaemyto cuctemy UT, xpaHumyio unm obpabatbisaemyto B He
NHopMaLIMIO N KOMMEPYECKUE onepaLuun, KoTopble oHa obecneunsaeT. Ha ocHoBe 3Toro naeHTUULMpYIoTCA
3agauu BblIGMpaemblX 3alUTHLIX Mep. PasnuyHble YyacTu cuctembl UT unu xpaHumMoii n obpabatbisaeMoit nHdop-
MaLWm MOTyT UMETb pa3nuyHble Npobnembl o6ecnedeHna 6e3onacHoCTU. BaxkHo HanpsMyto COOTHECTU NpoGneMbl
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6e30MacHOCTU C aKTUBaMUN CUCTEMBI, Tak KaKk 3TO MOXET MOBMNMATL Ha BO3MOXHbIE YTpo3bl U, KaK CNeACTBUE, Ha
BbIGOP 3aLUTHBIX MEp.

MpoGnembl o6ecneyeHst 6e30NacHOCT MOTYT BbiTb OLIEHEHBI C MO3ULIMN BO3AEACTBUS HEUCNPABHOCTEN UK
HapyLLeHWIn 6e30MacHOCTU, KOTOPOE MOXET CTaTb MPUYMHON CEPLE3HOMO UM HE3HAUUTENBHOTO CH0A B KOMMEp-
YecK1X onepaLmsx, Unu He MPUYUHATL HUKaKoro Bpeaa. Hanpumep, ecnin koHduaeHunansHasa nHdopmaums opra-
Hu3aLun obpabaTtbiBaeTcs B cucteMe UT, To HeCaHKLMOHNPOBaHHOE pacKpbITUE 3TOM UHGOPMaLMN KOHKYPEHTY
AaeT eMy BO3MOXHOCTb cenath NPeanoxeHns no 6onee HU3KOW LieHe, HaHOCSl TeM caMbiM ywep6 6usHecy
opraHusauun. C gpyrol cTopoHbl, ecnv obegocTynHasa nHdopmauus obpabareiBaeTcs B cucteme UT, To ee
packpbITUe He NMpuUHeceT HUKakoro Bpeda. PaccmoTpeHune BO3MOXHBIX yrpo3 (cM. 10.2, 10.3) MoxeT noMoub B
BblsiBMEeHNM Npobrem 6esonacHocTu. MNprBeaeHHbIE HUKE OLEHKM, AOMKHBI ObITb cAeNaHbl OTASNbHO ANA KaXao-
ro aKTBa CUCTEMbI, Tak kak npobrnembl o6ecnedeHnst 6e30nacHOCTU Ans KaXaoro akTuea MoryT ObITb paznMyHbl-
mu. B cnyyae, ecniv npobnembl 6e30nacHOCTM 4OCTAaTOMHO U3Yy4YeHbI, TO aKTUBbI OPraH13aLumM U COOTBETCTBYIOLLME
npoGnemMbl o6ecnedeHns 6e3onacHOCTU MOryT GbIThb CrPYNMMPOBaHbI.

Ecnu cuctema UT obpabatbiBaeT nHgopmaumio 6ornee ogHoOro Tvna, To Ansi pa3nuyHbIX TUNOB MHopMaLm
MOXET ObITb HE0BX0AUMO OTAENBHOE PACCMOTPEHME. 3aLlmTa, KOTOPYIO B COCTOSAHUM NPedocTaBuTb cuctema UT,
AOMKHa OblTb 4OCTATOMHOW AN BCeX TUNoB obpabaTbiBaemMoin nHdopMaumi. Takum obpasoM, ecniv oTaensHas
WHhopMaLWMA UMEET BbICOKUIA YpoBEHb NPoGrem obecneyeHuns 6e30MacHOCTU, TO BCsl cucTeMa AosDkHa GbiTb COOT-
BETCTBYIOLLUMM 0bpa3om sawuiieHa. B cnyyae, ecnv o6bem MHDOPMaLMKM C BbICOKMM YPOBHEM Npobnem 6eso-
NacHOCTU HeBOMbLUOIA, TO AoSPKHA BbITb paccMOTpeHa BO3MOXHOCTL NepeBoa 3To MHopMaLMK B APYrylo cUc-
TEMYy, eCIni oHa COBMeCTUMa ¢ BU3Hec-NpoLeccamm opraHnsaumn.

B cnyyae, ecnv ngeHTUMUMpoBaHb! BCe BO3MOXHBIE BapyUaHTbl OTEpU KoHbUAEHUMAaNbHOCTU, LENOCTHOC-
T, AOCTYMHOCTW, NOAOTYETHOCTM, YTEHTUMHOCTU 1 JOCTOBEPHOCTU, CMIOCOBHBIE MPUYUHUTL HE3HAYUTENBHBIN YLLIEPO,
TO ANns paccmatpusaemMoiil cuctembl UT gormkeH 6bITb NpUMeHeH noaxoa HaunHas ot nyHkTa 10.2 v aanee no
TEKCTY HacTosiLero cTaHgapTa. B cnyyae, ecnuv nio6as us naeHTUduLUpoBaHHbIX BhilLe NoTepb CNocobHa npuuim-
HUTb CepbesHbli yLLepb opraHuaaLum, AospkHa 6bITb NpoBeAeHa oLeHKa, He06XoAUMMOCTY BbiGopa 3aLUTHBIX
Mepax, NpearioXeHHbIX gononHutensHo B 10.2—10.5. MNMpeanoxeHus no 6onee nogpo6HbIM oLeHKaM U Bbibopy
3alMTHLIX Mep Ha OCHOBE pesynbTatoB 3TUX oueHok npuseaeHbl B UCO/M3K TO 13335-3 u pasgene 11
HacTosiLero cTaH4apTa. TeM He MeHee B kadyecTee 6a30BbiX 4718 60see TOUYHOro BbIGOpa 3aLUUTHBIX MeP, AOSKHbI
paccMmaTpuBaThLCA 3allMTHBIE Mepbl, NpeanoxeHHble B 10.2.

10.1.1 MoTepa KOHpUAEHUMANBHOCTHU

OpraHu13aLms AormkHa paccMOTPETh BO3MOXHBIN yLep6 npu noTepe KoHUAEHUMANBHOCTU ONpeAeneHHOro
akTMBa(oB) (MpeaHaMepeHHo Ny criydariHo). Hanpumep, noTepsa kKoHUAEHUMANBHOCTU MOXET NPUBECTU K:

- noTepe obLWeCTBEHHOrO AOBEPUS MU CHDKEHWIO €€ UMUAXKa B O6LLeCTBe;

- OTBETCTBEHHOCTU NEepe] 3aKOHOM, BKIIOYas OTBETCTBEHHOCTb 3a HapyLLEHWe 3aKoHoAaTENbLCTBA B oGiacTu
3alUTbl AaHHbIX;

- OTPULATENBHOMY BITASIHWIO HA MOSNIUTUKY OpraHU3aLum;

- co34aHuIo yrpo3bl 6esonacHocT nepcoHana;

- hyHaHCOBLIM NOTEPSIM.

PaccMoTpeB BbilenepedncrieHHbIe BO3MOXHbIE BUAbI NOTEPW KOHUAEHUMANBHOCTN, OpraHU3aLUma 4oSTkHa
NPUHATL pelleHne o ToM, ByaeT nv obLwmn ywep6 oT noTepn KoHpUAEHUMaNbHOCTU CePbe3HbIM, HE3HaYUTE b-
HbIM UK He GyaeT HUKakoro yllep6a. MpuHAToe peLueHne A0MKHO GbiTb AOKYMEHTUPOBAHO.

10.1.2 NoTeps LenocTHOCTU

OpraHu3saums 4oMmKHa paccCMOTPETb BO3MOXHBIN ywep6 npy noTepe LeNocTHOCTU onpedeneHHOro akTu-
Ba(oB) (NpeaHaMepeHHO unu cnyyaiHo). Hanprumep, NoTepsa LEeNocTHOCTU MOXET NPUBECTU K CIIEAYIOWNM MOo-
crneacTBUAM:

- NIPUHATUIO HENPABUMbHbIX PELLEHWUIA;

- obmany;

- NpepbIBaHUI0 KOMMEPYECKUX OMNepaLIii opraHusaLmu;

- noTepe obLWEeCTBEHHOO A0BEPUSt UM CHWKEHUIO O6LLECTBEHHOMO UMUIKA OpraHn3aLImu;

- hyHaHCOBLIM NOTEPSIM;

- OTBETCTBEHHOCTU Nepe/] 3aKOHOM, BKITIOMas OTBETCTBEHHOCTL 3a HapyLeHUe 3akoHoAaTeNnbCcTaa B obnactu
3aLUMTbl 4aHHbIX.

PaccmoTpeB BbilenepedncrieHHble NOCNEACTBUA NOTEPU LENOCTHOCTU, OpraHn3auus AoSHKHA NPUHSATL pe-
weHe o ToM, 6yaeT v obLuiA yilepb oT NOTEepU LENOCTHOCTU CEPbe3HbIM, HE3HAYUTENbHBIM U He ByaeT
Hukakoro yuwep6a. MpuHaToe pelleHne 4oMKHO GbiTb 3240KYMEHTUPOBAHO.
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10.1.3 MoTepsa fOCTYNHOCTU (FOTOBHOCTH)

OpraHun3auusi 4omKHa PaccMOTPETb BO3MOXHbI YLLEPO Npu KpaTKOBPEMEHHO NoTepe AOCTYMHOCTM MpW-
TOXKEHWS UM nHdpopmaLu, T. €. pacCMOTPETb NpepbiBaHNe Kakux KOMMEPYECKUX onepaLyii BO3MOXKHO NpUBeaeT
K HecoBrogeHUo BpeMeHU 1X 3aBepLIEHNS 13-3a HEAOCTYMHOCTU MPUMOXKEHWUIA N MHdopMaLun. JomkHbI GbiTb
Takke paccMOTPEHb! YpesBblYaiHble hopMbl NOTEPU AOCTYMHOCTA, MOCTOSIHHYIO MNOTEPIO AaHHBLIX U/unu pusndec-
Koe nospexaeHue annapaTHbIX 1 MporpaMMHbIX cpeacTs. Hanpumep, noTepst 4OCTYNHOCTU MOXKET NPUBECTU K
criedyoLWmM nocneacTsusiM:

- PUHATUIO HEMPaBWIbHbIX PELUEeHW;

- HECNMOCOBOHOCTY BINOSHATL BaXKHblE MOCTABMEHHbIE 3a34a44;

- noTepe obLLEeCcTBEHHOro A0BEPUST UM CHUXKEHMWIO OBLLECTBEHHOrO MUK OpraHn3aL/mu;

- PUHAHCOBLIM NOTEPSIM;

- OTBETCTBEHHOCTU Nepe/ 3aKoHOM, BKITIOYas OTBETCTBEHHOCTb 3a HapyLUEHWe 3akoHoAaTeNnbLCTBa B 06nactu
3aWUTbl AaHHbIX 1 HEBbIMOSTHEHNSI JOrOBOPOB B YCTaHOBMEHHbIE CPOKY;

- 6osbLIMM 3aTpaTam Ha BOCCTaHOBIEHNE.

Yulep6 oT noTepyr AOCTYMHOCTM MOXET 3HAUUTENBHO kKonebaTbca Ana pasHbixX neproaos noaoGHoM notepu.
YKenaTtenbHo paccMOTPETh BCe NOTEPU, KOTOPbIE MOTYT BO3HUKHYTL B pa3Hble Nepuoabl BPEMEHU, U OLEHUTD yiLep6
NS Kaykaoro nepuoa kak cepbesHblil, HeaHauMTeNbHbIN UK Kak oTcyTcTBUe yuwep6a. 31a uHdopMaums 4ormkHa
6bITb Mcnonb3oBaHa Npu Bblbope 3aLUUTHBIX Mep.

PaccMoTpes BblLLenepeYncrieHHble NoCneAcTBUA NOTEpU AOCTYMHOCTU, OPraHU3aLusi 4OrKHa NPUHSTL pe-
LeHWe o ToM, ByaeT N obLwuii yiepo oT NoTepy AOCTYNHOCTU Cepbe3HbIM, HE3HaYUTeNbHbIM UK He ByaeT
HWKakoro ywepba. MpuHATOE peLleHne 4OMKHO BbITb 3340KYMEHTUPOBaHO.

10.1.4 NoTeps nogoTYETHOCTU

OpraHn3saLms JoSPKHa PacCMOTPETh BO3MOXHDIN yLep6 npu noTepe nogoT4ETHOCTU MoSb3oBaTenei cucte-
Mbl U cyBbekToB (Hanpumep, NporpaMmMHoro obecneveHus), AeNCTBYIOWMX OT UMEHU nornb3osatens. B atom
MyHKTE AOSKHbI BbITh PACCMOTPEHbBI aBTOMATUYECKU FeHEpUPYEMbIE COOBLLIEHUS, KOTOPbLIE MOTYT CTaTb MPUYUHON
BO3HUKHOBEHUS MHLMAEHTA. Hanpumep, noTeps NOAOTYETHOCTU MOXKET NPUBECTU K CREAYIOLLMM NOCNEACTBUAM:

- MaHUMYNMPOBaHMNI0 CUCTEMOIA CO CTOPOHbI MOSb30BaTeNeN;

- obmaHy;

- MPOMBILLNIEHHOMY LLMOHAXKY;

- HEKOHTPONMPYEMbIM AENCTBUSIM;

- NOXXHbIM OBBUHEHUSAM;

- OTBETCTBEHHOCTM Nepeq 3aKOHOM, BKITI0Yas OTBETCTBEHHOCTb 3a HapyLUEHWe HaLMoHarNbHOro 3akoHoAa-
TenbcTBa PP B obnactu 3awmThl AaHHbIX.

PaccmoTpes BhiLeNepeyncrieHHble NOCNeACTBUSA NOTEPU NOAOTYETHOCTM, OpPraHU3auma AorPKHA NPUHSTL
peLLeHne o Tom, ByaeT nn obLniA yLLepd oT NoTepur NoAOTYETHOCTU CEPbE3HBbIM, HE3HAYUTENMBHBIM UK He ByaeT
HuKaKoro yuepba. MpuHsAToe peLueHne 4omMKHO ObiTb 3aA0KYMEHTUPOBAHO.

10.1.5 NoTepa ayTeHTUYHOCTU

OpraHu3aaLms JosHKkHa paccMOTPETb BO3MOXHBIR yLLepb npu noTepe ayTeHTUYHOCTY AaHHbIX, COOBLLEHWA,
He3aBUCVMO OT TOrO, UCMOMb3YHOT J1 UX MTIOAM UM cUCTEMbI. OTO 0COBEHHO BaXKHO B pacrpeiesnieHHbIX cucTemax,
rAe NPUHATBIE pPeLleHrs PacnpoCTPaHAOTCA Ha LUMPOKME COOOLLIECTBA UKW r4e UCMOoMb3YIOTCS CCbINKU Ha MHAOP-
Mauuio. MNoTeps ayTEHTUYHOCTU MOXKET MPUBECTU K CrieAyIOLLUM MOCIeACTBUSIM:

- o6maHy;

- UCMOMbL30BaHWUI0 AOCTOBEPHbIX MPOLECCOB C HEAOCTOBEPHBIMU AaHHBIMU (4TO MOXET NPUBECTU K pe3yrib-
TaTy, BBoAsLeMy B 3a6nyxaeHue);

- MaHUMyNMPOBaHMNIO OpraHU3aLmen 3BHe;

- NPOMBbILLITEHHOMY LLIMMOHaXY;

- NOXHbIM OBBUHEHUAM;

- OTBETCTBEHHOCTY Nepes 3aKoHOM, BKITloYas OTBETCTBEHHOCTb 3a HapyLUeHWe HaLoHanbHOro 3akoHoAa-
Tensctea PO B o6nacTu 3awuThl AaHHbIX.

PaccmoTpes BbilLenepeyncrieHHble NocneACTBUS MOTePU ayTEHTUYHOCTI, OpraHn3auus A0KHA NPUHATL
peLueHune o ToM, ByaeT v o6LLKMiA yLepb oT NoTepn ayTEeHTUYHOCTY CePbe3HbIM, HE3HaYMTENbHBIM UNi He ByaeT
HuKakoro ywepba. MpuHAToe peLleHre A0HKHO ObiTb 33A0KYMEHTUPOBaHO.
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10.1.6 NMoTepsa gocToBepHOCTU

OpraHun3aLms go/MKHa pacCMOTPETb BO3MOXKHbIN yLLepb Npu noTepe AOCTOBEPHOCTU cUCTEM. DTO Takke
Ba)KHO B OTHOLLUEHWMN DYHKLMOHANBHOCTU, KOTOpas sIBNSETCH BTOPUUYHOW XapaKTepUCTUKOW OCTOBEPHOCTU (CM.
MCO/M3K 9126). Hanpumep, noTepsi LOCTOBEPHOCTU MOXET NPUBECTU K CrieyIOWMM NOCNeACTBUAM:

- obmaHy;

- oTepe A0NN PbIHKA;

- CHUXXEHUIO MOTMBaLMM B paboTe nepcoHana opraHu3awmm;

- HeHaAeXHbIM MOCTaBLUMKaM;

- CHXKEHMIO fOBEPUSA NMOKyNaTenen;

- OTBETCTBEHHOCTU NEPeL 3aKOHOM, BKITIOYasi OTBETCTBEHHOCTb 3a HapyLLEHUE 3aKoHOAaTENLCTBA B 0GnacTu
3aLUNTbI AaHHbIX.

PaccmoTpeB BbiLLenepeyncrieHHble NOCNeACTBUA NOTEPU JOCTOBEPHOCTU, OpraHU3aumna A0MMKHA NPUHATL
peLueHue o Tom, ByaeT fn obLuniA yLuep6 oT noTepu AOCTOBEPHOCTU CEPLE3HBIM, HE3HAUUTENbHBIM UK He GyaeT
Hukakoro ywepba. MpuHsAToe pelleHre A0IPKHO BbiTb 3a10KYMEHTUPOBAHO.

10.2 3awmTHbIe Mepbl AN obecneyeHUsi KOHpUAEHUMANbLHOCTH

B naHHoM pasgene nepeyvuvcrieHbl 3alUTHbIE Mepbl OT NpeanoraraeMbiX Yrpo3, CBA3aHHbIX C HapyLIeHneM
KoHdMAeHUansHocTU. Kpome Toro, npueedeHbl COOTBETCTBYIOLLME CCbINIKU Ha 3aLUUMTHbIE MEPbI, B COOTBETCTBUM
¢ pa3genom 8. Ecnu aTu 3awuTHble Mepbl NOAXOAAT NPpU BbiGOPE 3aLLMTHBIX MEP, TO ceayeT NPUHATL BO BHUMA-
HWe TUN 1 XapakTepUcTkA cuctembl UT.

BonbLINHCTBO 3alMTHBIX Mep, MepedncneHHbIX B 8.1, obecneunsalot 6onee obLLyio 3aWmTy, T. €. Hanpas-
NeHbl Ha psaAa yrpos, U NpeaocTaBnsaloT 3aWmTy NnyTeM noaaepxkuy obuuero adpdekTusHoro MeHempkmeHTa 6e3o-
nacHoctu UT. HacTtosawmi ctanaapT He cogepkut noapobHOro nepedncneHnst 3aluMTHbIX Mep, HO UX AEACTBUE He
AOMKHO BbITb HEAOOLEHEHO 1 OHU AOITKHBI GbITh peanun3oBaHbl Ans obLuei adpdekTuBHOM GesonacHoCcTU.

10.2.1 MoacnywuBaHue

OpHuM 13 cnocobos nonyyYeHUs goctyna K koHdpuaeHumansHou nHdopmaLummn SBNAeTCA NoACNyLIMBaHWE,
Hanpumep nyTem noakIioYeHUs K JIMHAWU U NPoCnyLIMBaHUA TenedoHHOro pasrosopa. 3alMTHbIe Mepbl OT 3TO1
yrposbl BKIOYaloT B cebs:

- huanyeckyto 3awuTy.

3awumta MOXeT BKIIloYaTh B cebsi NnoMeLLeHust, CTEHBI, 30aHns U T. A., KOTOopble AenaloT noacnylmnsaHe
HEBO3MOXHbLIM U ManoBeposTHLIM. [lpyroi cnoco6 3aluuThl 3akrovaeTes B 406aBneHUu LyMoB. 3TOT cnocob
3aWumThl NoapobHO He paccmaTpueaeTcs B pasaene 8. [Ansa obecneveHus 6e3onacHocTy TenedoHOB OT NOACHY-
LUMBaHUS B KAYECTBE 3aLLUTHOW Mepbl MOXET UCTIONbL30BaTLCS HAZANeXallas Npoknazaka kabenen. AToT Bonpoc
noapo6Ho nanoxeH 8 UCO/MIK TO 13335-5;

- nonuTUKy obecneveHns 6esonacHocTu.

Opyroli cnocob nstexartb NoAcNyLIMBaHUS 3aKiio4aeTcsl B YCTaHOBIIEHWUW CTPOrMX Npasun, onpeaensio-
LLMX KOrAa, rae U KakuM obpasoM criegyet obMeHuBaTbes KoHduaeHLuanbHon uHdopmauven;

- coXpaHeHue KoHuAeHUManbHOCTU AaHHbIX.

Ewle ogHuM crnocobom 3a1uThl oT NoACyLUMBaHUS siBNsieTes lundppoBaHue coobLueHnin nepe ceaHcoM
obmeHa AaHHbIMU. Bonee nogpo6Ho aToT cnocob M3noxeH B 8.2.5.

10.2.2 AnekTpoMarHUTHoOE U3ny4eHue

OneKTpoMarHATHOE U3Ny4YeHne MOXET UCTIONb30BaTh B3NOMLLMK A1 NonyvYeHus ceeaeHuin o6 nHgpopma-
uum, obpabatbiBaeMoli B cucteme UT. 3aUTHbIE MEPbI OT ANEKTPOMArHUTHOTO U3NMyYeHUs BKIIOYALoT B ce6s:

- h3nyeckyIo 3aLumTy.

dusnyeckas sawuTa MOXET BKIloYaTb B cebs1 HapykHy10 OOLUMBKY MOMELLEHWIA, CTEH U T. 4., HE NO3BONS-
IOLLYYI0 3MIEKTPOMarHUTHOMY U3ITy4EHUIO BbIXOAUTB 3a e€ Npeaesbl. IToT cnocob 3awmTel Noapo6HO He paccmar-
pusaeTcs B 8.1.7, TaKk KaKk 3TO HE caMblil AeLIEBbIM CNOCO6 3aLLUThI OT ANIEKTPOMArHUTHOTO U3NyYeHUs;

- coXpaHeHue KoHuAeHUMaNsHOCTU AaHHbIX.

Bonee nogpobHyto nHdopmaumio cM. B 8.2.5. Cneayet OTMETUTb, UTO cOXpaHeHne kKoHduaeHUMansHOCTU
AaHHbIX NPUMEHUMO K LM POBaHHOM MHOPMaLIMK, HO He K HdopMaLMK Ha aTane 06paboTkun, OTOGpakeHUs1 nu
pacnedaTku;

- ucnonb3oBaHue obopyaosaHust UT ¢ ManbiM ypoBHEM U3NyYeHUs!.

Ucnonb3oeaHue obopynosaHusa UT ¢ MarnbiM ypoBHEM M3ITyYeHUs HE paccMaTpusaeTca noapobHo B pasae-
ne 8, ogHako ANA 3awWmnThl opraH1sauums MoxeT npuobpecTu obopygosaHue, MMeloLLiee BCTPOEHHbIE CpeacTBa
3alUTLI OT 3MEKTPOMArHUTHOIO U3IMyYeHUs.
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10.2.3 3noHamepeHHbIe KoAabl

3noHaMepeHHbIA Kog MOXET NPUBECTU K yTpaTte KoHduaeHUMansHoCTU, HanpuMep nNyTem nepexeara u/uim
packpbITUs Naponei. 3awuTHbIe Mepbl OT 3TOI Yrpo3bl BKITIOYaIOT B ce64:

- 3aLUTY OT 31I0HaMEePEHHOro Koaa.

Moppo6HOe onMcaHKe 3alLMThl OT 3fIoHaMepPEeHHOro Koaa 1anoxeHo B 8.2.3;

- 0bpaboTKy NHUMAEHTA.

CB0OeBpEMEHHbIN OTYET 0 MH06LIX MHLWAEHTaX MOXET OrpaHNYMTL yLLepb oT 3noHamepeHHbIX atak. O6Hapy-
JKeHVe BTOPXKEHNSI MOXET UCMONb30BaTLCA 41151 PeceyveHUs NonbIToK NPOHUKHOBEHWS B CUCTEMY UNu ceTb. [o-
NonHUTENLHYIO NHdopMaumio cM. B 8.1.3.

10.2.4 NMoppenka nod naeHTUUKaTOpP 3aKOHHOTO NOoJib3oBaTens

Moaaenka noa MaeHTUgUKaTop 3aKOHHOTO Nosb30BaTeNs MOXET ObITb UCMOMb30BaHa ANsl TOro, YTobbl 060IA-
T ayTEHTUUKALIMIO U CBSI3aHHble C Hel yeryrv 1 coyHKUMM obecneveHns 6esonacHoCTU. 3TO MOXKET NPUBECTM K
HapyLUeHMIo koHUASHUNANEHOCTU BCAKUIA pas, korda Takas noaaernka obecnedmsaeT 40CTYN K koHdUAeHLMab-
Hol UHdopMaLmn. 3alMTHbIE Mepbl OT 3TOI Yrpo3bl BKIIOYaIOT B cebn:

- aeHTUdUKaLMIo N ayTeHTUdUKaLMIO.

Mopaenka nog NUMHOCTL 3aKOHHOTO NOMb30BaTess 3aTPYAHAETCS, ECNU 3aLLUMTHbIE MepPb! MAEHTUdUKaLMUN U
ayTeHTUdMKaLMmM OCHOBaHbI Ha KOMBUHALMK TOrO, YTO U3BECTHO NONBL30BATESIO, UM TOTO, YeM OH BRaaeeT, Unu
NPUCYLLIMX TOSNBKO eMy XapakTepuctukax (cM. 8.2.1);

- NlorMyeckoe yrnpaeseHue u ayaut goctyna.

Jlornyeckoe ynpasneHue 4OCTYNOM He cnocobHO Aenatb pasnuyme Mexay CaHKLMOHUPOBAHHbLIM NOMb30-
BaTesieM v kemM-nInbo, MacknpyloLMMCS Mo, CaHKLMOHUPOBaHHOTO NOfb30BaTess, HO NPUMEHeHNe MexaHU3MoB
ynpaBreHust 4OCTYNoM Ha paboYeM MecTe MOXeT YMeHbLUTL 30HY Bo3aeicTaus (cM. 8.2.2). PaccmoTpeHue 1
aHasIM3 KOHTPOSIbHBIX XKYPHAOB PEerucTpaummn nossosiMT 06HapyXUTb HECAHKLMOHUPOBaHHbIE AEACTBUS,

- 3aLUMTY OT 3fIOHAMEPEHHOIO KoAA.

Tak kak oAMH U3 crnocoBGoB NoNyYeHUs Napornen cBsi3aH ¢ BHeApeHWEM 3fioHaMepeHHOro Koaa st Ux nepe-
XBaTa, To crieyeT yCTaHOBUTbL MECTHYIO 3aLLUTY OT Takux nporpamm (cm. 8.2.3);

- ynpaereHue ceThlo.

Opyrium cnocobom 3axeaTa CeKpeTHOro MaTepuana ABnsaeTca noaaenka noj 3akoHHOro Nnosnb3oBaTesns B
TpaduKke, HaNpUMep aNeKTPOHHOW noyTe. B HacTosILLee Bpemst MexxayHapoaHasi opraHusauma no craHaapTusaumm
(UCO) paspabaTbiBaeT HeCKOSIbKO OKYMEHTOB, COAepXaLlyX OMOMHUTENbHYI0 NHopMaumio 0 NoApobHbIX 3a-
LMTHBIX Mepax no obecneyeHuio 6e3onacHocT ceTel;

- COXpaHeHue KoHbuaeHLManbHOCTN AaHHbIX.

Ecnu no kakoin-nn6o npuumnHe ynomsiHyTbIl BbiLLe cnocob obecneveHunst 6e30nacHOCTM HEBO3MOXEH UIN
HeOCTaTo4eH, TO AONOSHUTENbHAs 3aLumTa MoxeT 6biTb obecneyeHa nyTem XpaHeHusi KoHdUaeHLMabHbIX AaH-
HbIX B 3andpoBaHHOM Buae (cM. 8.2.5).

10.2.5 HanpaBneHue cooGLLeHUA NO OLUIMGOUHOMY/APYroMy MapLUpyTy

OWMBOYHbIN MapLLIPYT — 3TO NpeAHaMepPEHHOE UK CryYaiiHoe HemnpaBurbHOe HanpaeneHe coobLLIeHNNA,
au3MeHeHVe MapLUpyTa MOXeT NpecriefoBaTb NO3UTUBHbIE U AECTPYKTUBHbIE LieMNn. MaMeHeHWe maplupyTa coob-
LLIEHWIA MOXeT BblITb, HaNPUMep, cAeNaHo A NoAaepKaHUs HENPePbLIBHOCTM FOTOBHOCTY K paboTe. HanpasneHue
co06LLEeHUI MO ONBOYHOMY/ApPYroMy MapLUPYTy MOXET NPUBECTU K NoTepe KoHUAEHUNansHOCTH, eCiiv OHO
[AonyckaeT HeCaHKLUOHUPOBaHHbIA AOCTYN K 3TUM COOBLLEeHUSIM. 3alUnTHbIE Mepbl OT 3TOMN Yrpo3bl BKIOYaIOT B
cebsti:

- ynpaereHue ceTblo.

OnucaHne cnocoboB 3alnTbl OT HanpasneHuid coobLLEeHU No oLMBoYHOMY/ApYroMy MapLupyTy byaeT
npusedeHa B Apyrix gokymeHtax MCO, Haxoasawmxes Ha ctagum paspaboTku. B HUX ByaeT cogepxartbes Ao-
nonHuTeNbHan MHdopmaLums no obecneveHnio 6e3onacHoOCTy CeTH;

- coXpaHeHue koHbuaeHLManbHOCTN AaHHbIX.

Ons HegonyLeHUst HeCaHKLMOHUPOBaHHOMO AOCTYNa B CAyYae olmMBoUYHOro UM n3MeHeHHoro Hanpasrie-
HWS COOBLLIEHMI OHM MOTYT BbITh 3aLLndpoBaHbl. [lononHUTenbHyo nHgopmaumio cM. B 8.2.5.

10.2.6 C60u nporpammHoro o6ecneyeHuns

C6ou nporpammHoro oGecneyeHus CTaBsT noz yrposy coxpaHeHue koHduaeHumansHoCTH, eCIiv Nporpamm-
Hoe oGecneveHne oGecnednBaeT, Hanpumep ynpasneHue 4OCTYNOM Ui udpoBaHue, Unu ecnn cboii nporpamm-
Horo o6ecneyeHus cosgaeT Gpelub, HanPUMep B orepaLyoHHON cucTeme. 3allMTHbIE MePbl MO COXPAaHEHUIO KOH-
draeHuManbHOCTY BKOYaloT B ce6s:

- 06paboTKy UHUMAEHTA.
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Kaxxablid, KTo 3ameyaeT HenpaBuibHoe (pyHKLIMOHUPOBaHME NporpaMMHOro obecredeHus, 06s13aH coobwmTs
06 9TOM OTBETCTBEHHOMY JULLY C TeM, YTOObI MOXHO Obl10 Kak MOXHO BbiCTpee NPeAnpPUHATL COOTBETCTBYIOLWME
KoppeKkTupyloLme 1 npeaynpexaaioLwue aenctsusa. JononHutensHyio nHdopmauumio cMm. B 8.1.3;

- 3KCnUyaTaLMOHHbIe BONPOChI.

HekoTopbix c6oeB nporpaMMHoro obecneyeHrst MOXHO n3bexarb MyTeM ero TeCTMPoBaHUs Nepes UCNosb-
30BaHWEM UMY YNPaBeHust U3BMEHEHUSIMU NporpaMMHoro obecneyeHus (cM. 8.1.5).

10.2.7 XuwweHune

XuLEeHME MOXET YrpoXaTb COXpaHeHUIo KOHUAEHLUAIBHOCTU, ECIIN YKPaAEHHbIA KOMMOHEHT COAEPKUT
KoHUAeHUManNbHY0 MHPOPMAaLIMIO, KOTopas MOXET okasaTbCsl JOCTYNHOW. 3alUUTHbIE MePbl MPOTUB XULLIEHWUA
BKIIOYAIOT B cebs:

- (h13NYECKYIO 3aLLMUTY.

OT10 MOXET BbITb TEXHUYECKAs 3aLUTa, 3aTpyaHSIoLLas JOCTYN B 3AaHUe, 30HY Ui NoMeLLeHKe ¢ 0bopy-
AosaHvem UT, nnu cneumanbHble 3alUTHbIE Mepb! OT XuLleHus (cM. 8.1.7);

- nepcoHarn.

3almTHble Mepbl 4151 nepcoHara (yrnpaeneHue AOCTYNOM NnepcoHarna uumnm nocTOpoHHUX JULL, cormalleHns
0 COXpaHeHUM KOHMUAEHLNANBEHOCTU U T. .) AOIPKHbI MOAAEPXKMBATLCS B paboyeM COCTOSIHWAM, 3aTPYAHSsA BO3-
MOXHOCTb XuLeHus (cM. 8.1.4);

- coXpaHeHue KoHuaeHUMaNsHOCTU AaHHbIX.

Takylo 3aWwuTy creayet BHeAPUTb, ECIIN CYLLIECTBYET BEPOSITHOCTL XuLleHust obopyaosanus UT, coaepxa-
Lero koHdpuaeHLMansHylo uHgpopMauuio, Hanpumep HebornbLIOK NOPTaTUBHLIN KoMmnbioTep. MoapobHOCTY CM.
B 8.2.5;

- CpeCTBa KOHTPONSA HocUTeNel MHdopMaLMn.

TTo6ble HocuTeNM MHopMaLIMK, coepXaluue CeKpeTHbIE MaTepuarbl, 4OIPKHbI OXPaHATLCS OT XULLEHUS
(cMm. 8.1.5).

10.2.8 HecaHKUMOHMpPOBaHHbLIA [OCTYN K KOMNbLIOTEpPaM, AAaHHLIM, yCIlyramM U NpUnoXeHUusm

HecaHKLMOHMPOBaHHbI JOCTYM K KOMMNbIOTEPaM, AaHHbIM, YCIyraM U MPUIoXEeHUsIM MOXET CTaTb YrpO30H,
€CIN BO3MOXKEH JOCTYIM K NMo6oMy cekpeTHOMY Matepuarny. 3alimMTHble MepPbI OT HECAHKLIMOHUPOBAHHOIO A0CTyrna
BKIOYaloT B cebsl COOTBETCTBYIOLLEE ONo3HaBaHUE U NPOBEPKY PermcTpauum, Iornyeckoe ynpaeneHue 4ocTy-
nom, ayauT Ha yposHe cictembl UT v pazaeneHune cetein Ha ceTEBOM YPOBHE:

- MAeHTUUKaLMIO 1 ayTeHTUMKALMIO.

3alwmTHbIe Mepbl MyTEM COOTBETCTBYIOLLEro Ono3HaBaHWsA U MPOBEPKN perucTpauum cnegyeT Ucrnonb3oBaTb
B KOMBMHaLMK C NTOrMYecKM ynpasneHnemM A0CTYNoM AnA NpeaynpexaeHUa HecaHKUMOHUpOBaHHOMO JOCTYNA;

- niormyeckoe ynpasneHne 1 ayaut goctyna.

3almnTHbIE MEPbI, U3NOXEHHDbIE B 8.2.2, AOMKHBLI UCMOMNL30BaTLCA ANA SIOMMYECKOro ynpassieHUs1 4OCTYNOM
Yepes MUCMoNb3oBaHMe MEXaHU3MOB YNpaseHUs 4oCTYNoM. PaccMoTpeHne U aHan1a KOHTPOSbHLIX )KypHarios
peructpaLum no3sosnsieT 0bHapyKuBaTb HECaHKLVOHUPOBaHHbIE BUAbI AEATENLHOCTU MoSb30BaTeNen ¢ NnpasamMm
AOCTyrMa B CUCTEMY;

- pasgeneHue ceTei.

[ns 3aTpyAHEHUs1 HECAHKLVMOHUPOBaHHOMO AOCTYNA, JOMKHO NPUMEHATLCA MECTHOE pasfesfieHune ceTein
(cm. 8.2.4);

- huanyeckoe yrnpasrieHUe AOCTYNOM.

Kpome noruueckoro, MoXeT NpuMeHsITbesl usnyeckoe ynpasneHue 4oCTyNoM;

- yrpaBrieHue HOCUTENSIMW AaHHbIX.

Ecnu koHduaeHumansHas uHdopmaLlmst XpaHUTCS Ha NOpTaTUBHBIX WU UHBIX HOCUTENsIX (Hanpumep Ha
AuckeTax), To opraHusaums oKHa YCTaHOBUTb MECTHOE yrpaBeHue HOCUTENSAMU JaHHbIX A1 UX 3aLMThl OT
HECaHKLMOHUPOBAaHHOIO JOCTYNA;

- coxpaHeHue KoHUAEHLMANbLHOCTM AaHHbIX.

Ecnu no kakoit-nmbo NnpuumnHe ynpasreHue HOCUTENSIMUA AaHHBIX HEBO3MOXHO UMW HEAOCTaTOMHO, TO AOMON-
HUTENbHasA 3almTa MOXeT obecneunBaTbes MyTeM XpaHeHUst KoHPUAeHUNaNbHbIX 4aHHbIX B 3aLuMdpoBaHHOM
Buge (cm. 8.2.5).

10.2.9 HecaHKLMOHUPOBaHHbIA AOCTYN K MECTY XpaHeHus1 Hocutenen nHcopmauumn

HocTyn K MeCTy XpaHeHUs1 M UCNoNb3oBaHWe HocuTenei MHdopmaumm 6e3 COOTBETCTBYIOLLIMX MOTHOMOYUNA
YrpoXaroT KoHpUAEHLMATIBHOCTU, ECIIU B 3TOW Cpefie XpaHSTCsl cekpeTHbIE MaTepuarnsl. 3aluMTHbIE Mepbl coxpa-
HeHUA KoHUAEHLMANBLHOCTU BKIOYALOT B ceba:

- 3KCIUTyaTaLMOHHbIE BOMPOChI.
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Mo>HO NPUMEHATL CpeacTBa yNpaBneHUs Hocutenamm nHdgopmMaumm ansa obecnevyeHus, Hanpumep ousu-
YECKOM 3aLLMTbI U NOAOTYETHOCTU 32 HOCUTENAMW MHOPMaLIMK, a TaKKe rapaHTUPOBaHHOTO YHUUTOXEHWUS XpaH-
Mo MHOPMaLIMK AN TOTO, YTOObI HUKTO HE MOT BOCTNOSb30BaTLCA CEKPETHBIM MaTEPUarioM U3 paHee YHUUTOXEH-
Hol uHdopMaLum (cM. 8.1.5). Ocoboe BHUMaHWe cneayeT o6paTuThb Ha 3aluMTy HdopMaLMm Ha nerko cHuUMae-
MbIX HOCUTENSIX, HAaNPUMep AUCKeTaXx, PE3ePBHBIX KONUAX HA MarHUTHOW NeHTe, a Takke Ha 3aLMTY ByMaXKHbIX
HocuTesnen uHdopmaLmn;

- husnyeckyto 6e30NacHOCTb.

CooTBeTCTBYIOLAsA 3aLmTa NoMeLLeHUA (NPoYHbIe CTEHbI U OKHA, a Takke husnyeckoe ynpasneHue [oCTy-
nom) u oprcHoro obopyaosaHUst MOryT NPeAOXpaHUTb OT HECAHKLIMOHUPOBaHHOro AocTyna (cM. 8.1.7);

- coxpaHeHue KoHuaeHUMaNsHOCTU AaHHbIX.

JononHuTtenbHas 3almTa CeKpeTHOro MaTepuana B MecTe XpaHeHusi Hocuternei uHdopmauum MoxeT BbiTb
OocTUrHyTa nyTeM WindposaHus nHdopmauun. ddekTrsHan cuctema ynpasneHus Krovamu Heobxoguma asns
6e3onacHoro npumeHeHus kpuntorpadum (cm. 8.2.5).

10.3 3aWUTHbIE Mepbl LeNTIOCTHOCTU

B naHHOM pasgerne nepevncneHbl 3almnTHbIE Mepbl OT NpeanoaraeMbiX yrpos, CBsi3aHHbIX C HapyLUeHUeM
LenoctHocTU. Kpome Toro, npueseaeHbl COOTBETCTBYIOLLME CCbINKA Ha 3aLUTHbIE Mepbl, ONUcaHHbIe B pasaene 8.
Mpu BbIGOPE 3aLUMTHBIX MEpP CREAYET YYUTBIBaTL TUN U XapaKTepucTUkn cuctemol UT.

BonbLUMHCTBO 3alLMTHBIX Mep, NepevucrieHHbIX B 8.1, o6ecneunsalot 6onee obLLyI0 3aLUMTY, T.€. Hanpas-
NeHbl Ha psi Yrpo3, 1 NpedoCTaBnsioT 3aLuTy NyTem noaaepxku obuero adpdekTusHoro MeHepkmeHTa 6e3o-
nacHocTu UT. B HacTosLweM cTaHgapTe 3T Mepbl NogpobHo He paccMaTtpusalotcsl. He cneayet npeymeHbluaTtb
OecTBUE Taknx Mep, NOSTOMY OHU NoanexaT peanusauum 4ns obwen adpektmeHo 6esonacHoOCTy.

10.3.1 YxypuweHue Mecta XpaHeHUs1 Hocutenei UHopmauum

YXyalueHve MecTa XpaHeHu s Hocutenein MHopMaLmmM yrpoXKaeT LeNoCTHOCTU TOFo, YTO B Hell XpaHUTCS.
Ecnun LenocTHOCTL ABNSIETCA BaXkHbIM CBOACTBOM HOCUTENEN NHopMaLmm, TO AOMMKHbI IPUMEHSATLCS Creayio-
LLMe 3aLUTHbIE MEpPbI:

- ynpaeneHne HoCUTensIM1 MHdopmaLn.

YeneluHoe ynpasneHne HocuTensmm nHgopmanmm BrtodYaeT B cebst BepudmkaLmio LenocTHocTu (cM. 8.1.5),
KOTOpasi MOXET OBHaPYXUTb B 3anoMuHaloLLEM YCTPOCTBE UCMOPYEHHbIE dhainbl;

- pe3epBHbIe Konuu.

PeaepBHbie Konum AomkHbI BbITb cAeNnaHbl Co BCEX BaXKHbIX halinos, AaHHbIX 6usHeca 1 T. 4. MNpu obHapy-
JKEeHUW NOTEePU LIEMOCTHOCTU, HaNpUMep Yepes yrnpasiieHue HocUTenamm nHdpopmavm unm Bo Bpems Tectuposa-
HWUSi pe3EepPBHbIX KOMWIA, AOMKHBI UCMOMb30BaTLCS 3TW KOMUKU UKW NpeablayLune 3anmck Arisi BOCCTaHOBIIEHUA
LenocTHocTV daiinos. MoapoGHoe onucaHne pe3epBHbIX KoMnui cM. B 8.1.6;

- 3aLLMTa LeNoCTHOCTU AaHHbIX.

KpunTtorpadmieckme cnocobbl MOryT GbiTb MCNOMNb30BaHbI A 6e30MacHOCTY LENOCTHOCTU AaHHBIX B 3aro-
MUHatoLLieM ycTponcTee. [lononHuTensHyto nHdopmaumio cMm. B 8.2.5.

10.3.2 Owmbka TeXHUYECKOro o6CnyXuBaHUA

Ecnun TexHundeckoe obcnykvBaHme NpoBOANUTCS HEPErYTISIPHO UK € OLIMBKamu, TO LLeNOCTHOCTL BCel 3aT-
POHYTOM MHbOPMAaLMM HaxoaUTCs Nog yrpo3oi. 3almUTHbIe Mepbl LLeNOCTHOCTU B 3TOM Cilydae BKIovaloT B cebs:

- TEXHUYEeCKoe 0bCryKMBaHue.

MpaBunbHOE TeXHUYECKOe OOCIYKNBaHWE SIBMSETCA HauyyLLMM cnocobom nsdexaTs oumnbok npyu ocMoT-
pe 1 peMoHTe (cM. 8.1.5). TexHn4eckoe obcnyxuBaHve BKIIOYaeT B cebs JOKYMeHTUPOBaHHbIe BepuduumposaH-
Hble npoLeaypbl MO TEXHUYECKOMY 0BCyXXMBaHMIO, U COOTBETCTBYIOLLMIA KOHTPOMb 3a NpoBeAeHueM paborT;

- pe3epBHbIe Konuu.

Ecnu B npoLecce TeXHNUYecKoro o6CnyKnsaHus UMen MecTo OLLUMGKA, TO opraHu3auusi MOXET UCTOoNb30-
BaTb pe3epBHble KoMuW 1151 BOCCTAHOBMEHWS LENOCTHOCTM MOBPEXAeHHOM nHdgopmauum (cM. 8.1.6);

- 3aLUTY LENOCTHOCTU AaHHbIX.

OpraHusauunst MOXXeT UCTIONB30BaTL CPEACTBa KPUNTOrpadum 4t CoXpaHeHUst LLENoCTHOCTU MHdpopMaLmu.
MogpoGHee cM. 8.2.5.

10.3.3 3noHamMepeHHbIA KoA,

3noHamepeHHbI kKog MOXET MPUBECTU K HAPYLLEHUIO LIENTOCTHOCTU, HanpuMep B cIlydae, ECIU B IaHHble
U aiisbl BHOCUT M3MEHEHWUA NNLO, NOMyYMBLLIEE HECAHKLVMOHUPOBAHHDBIA AOCTYN C MOMOLLILIO 31I0OHAMEPEHHOTO
Koga, U Takmue MaMeHEHUs BHOCUT caM KoZ. 3allMTHbIE Mepbl MPOTUB 3rIOHAaMEPEHHOIO KOAA BKITIOYAIOT B cebst:

- 3aLMTY OT 3rI0HAMEPEHHOIO KoAA.
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Moapo6Hoe onncaHue 3aWuThl OT 3fI0HaMepPEHHOro koaa cM. 8.2.3;

- 06paboTKy UHUMAEHTA.

CsoeBpeMeHHoe coobLLeHMe O NObIX HEOObIYHBIX MHLMAEHTaX MOXET OrpaHU4UTh yiepG oT BO3AeCTBUS
3noHaMepeHHoro koaa. [ns Toro, YTobbl BOCNPEnATCTBOBATL NOMbITKAM HECAHKLIMOHUPOBAHHOMO AOCTYNA B CUC-
TeMy Wn ceTb, OpraHU3aLmsi MOXXET UCNOMb30BaTb COOTBETCTBYIOLME CpeAcTBa OBGHapy)XeHWUSA MPOHUKHOBEHUSI.
DononHutenbHyto nHdopmauuio cm. B 8.1.3.

10.3.4 NMopaenka noa UAEHTUMDUKATOP 3aKOHHOTO NOJb3oBaTens

Moapenka noa naeHTUdUKaTop 3aKOHHOTO NOSb30BATESNSI MOXET ObITb UCMONL30BaHa AN TOro, YTobbl 060K~
TW ayTeHTUUKALIMIO U CBSI3aHHBIE C HEl yenyrv v pyHkumm 6esonacHocTy. B utore npobnemb! LENOCTHOCTU MOTYT
BO3HUKaTb BCSKUW pas, Koraa Mo BUAOM 3aKOHHOIo Norib3oBaTerisl OcyLecTBAsieTea AoCTYN U Moaudukaums
UHdopmaumn. 3alMTHbIE Mepbl B 3TOW 0bracTu BKIoYaloT B cebst:

- uaeHTUUKaumio n ayTeHTUdMKaLMIO.

MMuUTauma 3akoHHOro NOMb30BaTeNs 3aTPYAHAETCS, ECNN 3aLUMTa C MOMOLLILIO NAeHTUMhMKaLWMKN U ayTEHTU-
cdukaumm ocHosaHa Ha KOMGUHaLMAX TOro, YTO 3HAET MOMbL30BaTENb, YEM OH BNAAEET, a Takke Ha NPUMEHEHUN
XapaKTepuUcTUK, NPUCYLLIMX camoMy Mofb3osaTesio (cM. 8.2.1);

- oryeckoe ynpaeneHue n ayaut goctyna.

Norudyeckoe ynpaeneHne 4OCTYNMOM He UMEET Pasnuunii Mexay CaHKLMOHUPOBaHHbLIM Mofb30BaTeNem 1
JIULIOM, MaCKMPYIOLLMMCA NOA CaHKLMOHUPOBAHHOIO NoMb3oBaTessl, HO NPUMeHEeHNe MeXaHU3MOB YrpaB/ieHNs
[OCTYMOM MOXET YMEHbLUNTL 30HY BO3AecTBUSA (cM. 8.2.2). MpocMOoTp 1 aHanu3 XxypHaroB perycTpaLmn no3so-
nseT o6HapYXNUTb HECaHKLMOHNPOBaHHbIE BUAbI AEATENBHOCTY;

- 3aLUTY OT 3MI0HaMEePEHHOro Koaa.

Tak kak OAHWUM U3 Ny Te oBNaAeHUA NaposIsiMA SIBMSIETCA BHEAPEeHWe 3IoHaMepeHHOro Koaa A1 nepexsara
naporen, To A4omkHa ObITb NpeaycMOTpeHa 3aluTa OT TaKuX 3rioHaMepeHHbIX nporpaMm (cM. 8.2.3);

- ypaBsrieHue ceTblo.

Opyroii cnoco6 HecaHKLMOHUPOBaHHOMO AOCTYNa CBA3aH ¢ NOAAESIKOW MO/ 3aKOHHOIO Nosib30BaTens B
Tpaduke, HanpUMep SNEKTPOHHOI NoYTe. B HacTosWwee BpeMs MexxayHapoaHas opraHA3aums no craHaapTUsaLmm
(UCO) pazpabaTbiBaeT HECKONBbKO AOKYMEHTOB, COAepKaLLX AONONHUTENBHYI0 MHgOopMaLuio 0 NoAPOGHLIX 3a-
LWMTHBIX Mepax Mo obecnedeHunio 6e30nacHOCTU CceTel;

- COXpaHeHuWe LiefoCTHOCTM AaHHbIX.

Ecnu no kakoi-nn6o npuunHe ynoMsiHyThIf BbiLLe crnocob obecneveHunst 6e30nacHOCTM HEBO3MOXEH WU
HegocTaTouveH, TO AOMNOMHUTENbHaNA 3aLmMTa MoXeT BbITb 0b6ecneyeHa cnocobamm kounTorpadumn, NnogobHbIMM
LndposbIM nognucsam (cMm. 8.2.5).

10.3.5 HanpaBneHue coo6LUeHU No OLULMGOYHOMY/APYTrOMY MapLUPYTY

OLWNGOYHbI MapLLPYT — 3TO NpegHaMepeHHoe UM cilyyaiiHoe HenpasunbHoe HanpasneHne CoobLLeHUH,
a 3MeHeHWe MapLIpyTa MOXeT npeciefoBaTh MO3UTUBHbBIE U AECTPYKTUBHbIE Lienn. MiameHeHne MapLupyTa Mo-
XeT BbITb, HANPUMEP, caenaHo ANa NoaAePKaHUs HENPEPbIBHOCTU rOTOBHOCTU K paboTe. HanpaeneHve coobLue-
HWIA MO HENPaBUIILHOMY U U3MEHEHHOMY MapLLIPYTY MOXEeT NPUBECTU K HapYLLEHUIO LeNTOCTHOCTY, Hanpumep B
cnyyae, korga coobLeHNs UIAMEHSIIOTCA 1 3aTeM NepeaaloTcsl UICXOAHOMY adpecarty. 3alMTHbIe Mepbl OT 3TOW
Yrpo3bl BKIOYatoT B Ce0s:

- yrpaBrieHne ceTblo.

OnucaHue cnoco6oB 3aluTbl OT HanpasneHuit coobLLeHW No oLMBOYHOMY/ApYroMy MapLupyTy ByaeT
npueeaeHo B Apyrux gokymeHTax MCO, Haxoasimxes Ha ctagum paspaboTtku. B H1x ByaeT cogepxaTtbes Ao-
nonHuTeNLHas uHgopMaLms no obecneyeHno 6e3onNacHoOCT ceT;

- 3aLUUTY LENMOCTHOCTU AaHHbIX.

[N HeoNyLLEHUS HECAHKLMOHUPOBAHHBLIX KOPPEKTUPOBOK B Criydae OWNGOYHOro U U3MEHEHHOTO Ha-
npaBneHus coobLLIeHNIA MOXHO UCTIONb30BaThb X3LU-YHKLMM 1 LdpoBbie nognucn. [lononHutensHyto nHdgopma-
uuio cM. B 8.2.5.

10.3.6 HeoTtkazyemocTtb

3awunTHble Mepbl Ans obecneyveHns HeOTKa3yeMOCTU AOIDKHbI MPUMEHSATLCA B Cliydae, eCliv BaXKHO UMeTb
J10Ka3aTeNbLCTBO TOro, YTo CoOBLLEHNE NOCNAaHO U/MNM NOMYYEHO 1 YTO CeTb obecnedrna ero nepeaayy. MiMetoTces
crieyunansHble Kpuntorpaduyeckue 3aluTHble Mepbl, ykasaHHble B 8.2.5, sasnsaowmmMucs 6a3osbiMuy Ana obecne-
YeHUA HeOTKa3yeMoCTU (LIeNIOCTHOCTb W HEOTKa3yeMOCTb JaHHbIX).
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10.3.7 C60u nporpamMHoro o6ecneuyeHust

C6ou nporpammHoro obecneveHnst MoryT HapyLLaTb LIefIoCTHOCTb AaHHbIX M Hdopmaumn, kotopas obpaba-
TbIBAETCA C MOMOLLbIO TAKOro NporpaMmMHoro obecnedeHus. Mepbl 4151 3aLUMTbl LIENTOCTHOCTY BKIKOYaIOT B ceba:

- coobLeHune o c6oax B NporpaMmMHOM obecneyeHun.

BbicTpoe coobuweHne o cbosix nporpaMMHOro obecrnevyeHust MOMoraeT CHU3UTb BO3MOXHBIA yulepo
(cm. 8.1.3);

- 3KCNyaTauuoHHbIe BOMPOChI.

TectnpoBaHue 6e30nacHOCTU MOXET BbITb UCTIONb30BaHO Ast 06ecneveHnst KOPPEKTHOrO PYHKLMOHUPOBa-
HWA NporpamMHoro oGecneyveHus. C NOMOLLbIO yNpaBneHWUst U3BMeHeHUsIMU NPorpamMmMHoro obecneyeHnst MoXHo
n3bexars Npobnem, KoTopble BO3HWKAIOT B CBA3U C YCOBEPLLEHCTBOBaHWEM U APYTMMU KOPPEKTUPOBKaMK Npo-
rpammHoro obecneyeHus (cm. 8.1.5);

- pe3epBHble Konuu.

Pe3aepBHble konun, HanpyMep NporpaMmmHoe obecnevyeHne NpeabiayLLero NoKoNeHusl, MOXXHO UCTONb30-
BaTb AJ151 BOCCTAHOBIEHNS LLIENMOCTHOCTU AaHHbIX, 06paboTaHbIX C MOMOLLILIO NporpamMMHOro obecneveHust, PyHK-
uuoHupytowero co c6oamu (cM. 8.1.6);

- 3aLMTY LENOCTHOCTU AaHHbIX.

Cpeactea kpunTorpadum MoryT 6biTb UCNOMNb30BaHbI 1S 3aLLUThI LIeSTIocTHOCTU MHdpopMaumm (cM. 8.2.5).

10.3.8 OTKa3bl B UCTOYHUKAX NUTaHUSA (3NeKTpocHabXeHUe U BeHTUNALUA)

OTKa3bl B UCTOMHUKAX NUTAHUSt MOTYT Bbi3biBaTb MPO6neMbl LENOCTHOCTU, ECMU 3TW HapYLLEHUS ABNSIIOTCS
MPWYNHON APYrMX HemcnpaeHocTelh. Hanpumep, nepebon B sHeprocHabXeHM MoryT NpUBECTYU K BbIXOAY W3 CTPOs
annapaTHbIX CPeAcTB, TEXHUYECKUM HEUCMPaBHOCTSM Unn npobriemam xpaHeHust 4aHHbIX. 3alUTHbIE Mepbl OT
3TUX NPoBNeM MOXHO HaATU B COOTBETCTBYIOLLMX MOAMYHKTAX HACTOSILLEro cTaHAapTa. 3allUTHbIE Mepbl B 3TON
obnacTu BKIoYaloT B cebn:

- aneKTpocHabXeHWUe U BEHTUNSALMIO.

Mpun HeoBxoaAMMOCTY cneayeT UCNosb3oBaTh NoAXoAsALMe 3aWUTHLIE MePbl ANs TOro, YTobbl n3bexartb
npo6neM, cBA3aHHbIX C 3NEKTPOCHAGXKEHUEM U BEHTUNALMENR, HANPUMED, B CRy4ae ckadka HanpsbkeHust (CM.
8.1.7);

- pe3epBHble Komuu.

Pe3epBHble KON A0MKHbI UCMOMb30BaTLCA ANA BOCCTAHOBIIEHWUS MOBPEXAEHHON MHopMaLmn (cM. 8.1.6).

10.3.9 TexHuU4Yeckas HeUCNpPaBHOCTb

TexHMYecKne HEUCPaBHOCTA, HAaNPUMEP B CETWU, MOTYT HapyLLaTh LIEOCTHOCTb Jtoboi nHdopmauum, xpa-
HALLelcsa UM obpabaTbiBaeMoit B ceTu. 3alMTHbIE Mepbl B 3Tol 0bracTu BKovaloT B cebsi:

- 3KCNyaTaLoHHbIe BONpPOCh!.

OpraHusaums 4oskHa UCMonb30BaTh ynpaeneHe KoHduUrypaumei u usMeHeHUsIMK, a Takoke ynpasneHue
MPOMYCKHON cnocoBHOCTBIO Ars Toro, YTobbl He gonyckaTb HeucnpasHocTeil B cucteme UT unm cetu (cm. 8.1.5);

- ynpasrieHue ceTblo.

OpraHusauus AomkHa UCofb30BaTh ONepaLMOHHbIE NMPoLEAYPbI, IIaHAPOBaHWE CUCTEMBI U NPaBUSTbHYIO
KoHUrypaLumio ceTu Ans Toro, YTobbl CBECTU K MUHUMYMY PUCK OT TEXHUYECKUX HeucrnpasHocTel (cM. 8.2.4);

- AMEKTPOCHabXEHNEe 1 BEHTUNALMIO.

Mpy HeoBx0AUMOCTY CriedyeT UCMONb30BaTb NOAXOAsLME 3aLUMTHBIE Mepbl AnA Toro, YTobbl nsbexaTb
npoGnemM, CBA3aHHBLIX C 3MIEKTPOCHaBGXKEeHUEM U BEHTUMSILUEN, HanpuMmep, B crny4Yae ckavka HanpsbkeHUst
(cm. 8.1.7);

- pe3epBHble KOMuu.

PesepBHble KoMK A0MKHbI UCMOMb30BaTLCS Al BOCCTAHOBIIEHUS NOBPEXAEHHON MHopMaumu (cM. 8.1.6).

10.3.10 OwKn6GKK nepeaaun

OwunGKM Nepeaadm MOryT HapyLIMTL LENOCTHOCTL Nepeaasaemoin uHdopmaumn. Mepbl no obecneyeHuio
LieNOCTHOCTY B 3TOM ClyYae BKoYaloT B cebs:

- Npoknagky kabenen.

MnaHupoBaHWe 1 cooTBETCTBYIOLANA NpoKnaaka kabene No3sonAloT UCKNIOYUTL ownbKU Npu Nepedade,
ecrnu, Hanpumep, olnbKa Bbi3BaHa neperpyskoi (cM. 8.1.7);

- ynpaBsrieHue ceTblo.

CeTeBoe 060pyaoBaHMe JOSHKHO NPaBUILHO 3KCMNYyaTUPOBaTLCA U TEXHUYECKU 06CNyXXMUBaTLCA AT1s1 TOrO,
YTOGbI M3GexaTh OLMBOK Npy NepeAave. B HacTosiLee BpeMa MexayHapogHas opraHnsaums No cTaHgapTu3aLmm
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(UCO) paspabaTbiBaeT HECKONBKO AOKYMEHTOB, CoAepXalLMX AOMONHUTENbHYI0 MHOoPMaLMIo Mo o6ecnedeHuto
6e30NacHOCTU CEeTU, KoTopasi MOXKET ObITb NMPUMEHEHa A1 3alUTbl OT OLUMOOK Npy Nepeaade;

- COXpaHeHWe LieNIoCTHOCTU AaHHbIX.

KoHTpOMnbHbIe CyMMbI M LUKTMYECKOe KOANPOBaHWe B MPOTOKONAaX CBA3N MOXKET ObITb MCNOML30BaHO A1
3aLMTbl OT CnyYarHbIx ownbok nepedayvun. Cpeactsa kpuntorpadum MOXHO MPUMEHSITb A1 COXPaHEHWUs! Lienoc-
THOCTM NepedasaeMblX AaHHbIX B c/lydae npegHaMepeHHOro Bo3gencTeus Ha AaHHble. lononHutensHyto uHgop-
Mauuio cm. B 8.2.5.

10.3.11 HecaHKLIMOHUPOBAHHBLIA AOCTYN K KOMMNbIOTEPaM, AaHHbIM, yCyramM U NpUNoXeHUAM

HecaHKLMOHNPOBaHHbIA AOCTYN K KOMMbOTEPaM, AaHHbIM, YCITyram 1 NPUIoXKeHUSIM MOXET CTaTb Yrpo30oi
ANS LeNoCTHOCTU MHOPMAaLN, eCrin BO3MOXHO UX HECaHKLMOHMPOBaHHOE M3MeHeHWe. 3allnTHble Mepbl NPpoTUB
HeCcaHKLMOHUPOBaHHOro AOCTYMa BKIOYaIOT B cebs1 COOTBETCTBYIOLLYIO MAEHTUMKALMIO N ayTeHTUdUKauuio, No-
rmyeckoe ynpaeneHue 1 ayanT 4oCTyna Ha cucTeMHoM ypoBHe UT v paszgeneHuye ceTell Ha CETEBOM YPOBHE:

- MAEHTUDUKaLMIO 1 ayTEeHTUdMKALMIO.

CooTBeTCTBYOLWME 3aLNTHBIE MEPBI C MOMOLLLIO MAEHTUUKaLMKN U ayTEHTUDMKALMN AOIKHbI UCNOMNBb30-
BaTbCA COBMECTHO C JIOTMYECKMM yrpasreHneM 4OCTYNOM A npeaynpexaeHns HeCaHKLMOHUPOBaHHOMo Npo-
HUKHOBEHUS;

- NIornyeckoe yrnpasneH1e 1 ayant gocrtyna.

3awuTHble Mepbl, NpeAcTasneHHble B 8.2.2, A0MKHbI UCMOMb30BaTLCA Arlsi 06ecrneyeHnst Normyeckoro yn-
paBreHns 4OCTYNOM C NMOMOLLbI0 COOTBETCTBYIOLLMX MEXaHN3MOB. [1POCMOTP U aHanmM3 KOHTPOSIbHBIX XKYPHanos
pernucTpaumm no3sonseT 0bHapy>XUTb HECAHKLIMOHNPOBaHHYIO AeATENbHOCTb SLL, HE UMEOLMX NpaB AoCTyNna B
cuctemy;

- pasaeneHue ceTen.

YUT00bI 3aTPYAHNTE HECAHKLIMOHNPOBAHHbIA AOCTYM, QO/PKHO OCYLLECTBUTLCS MECTHOe pasfereHue ce-
Tel (8.2.4);

- OU3NYECKMI KOHTPOMb AoCTyna.

Kpome norudeckoro npegynpexaeHnst He3akoHHOro NPOHNKHOBEHUS, 3Ta 3aadya MOXET peLlaTbcsl ¢ NOMOo-
LW bio duanyeckoro ynpasneHus goctynom (8.1.7);

- ynpaeneHne HocUTensMn MHdopmaLn.

Ecnu koHduaeHUMansHbie AaHHbIE XPaHATCA Ha NOPTaTUBHOM UMM MIHOM HocuTene (HanpuMep Ha AUCKETE),
TO AOSMKHbI UCMOSb30BaTLCA MECTHbIE YNpaBsieHWUss HocuTensaMmn uHdopmaumm (8.1.5) Ana 3awmTel OT HECaHKLIMO-
HMPOBaHHOIO JOCTYNA;

- LLeNoCTHOCTb AaHHbIX.

CpencTtea kpunTorpadium MOXHO UCNOMb30BaTh AN 3aLLUThI LLESIOCTHOCTM MHEOPMaLIMK B 3anoMUHaIOLLIEM
YCTPOWCTBE WUiK BO BpeMs ee nepenayn. lononHutensHyio nidgopmarmio cm. 8.2.5.

10.3.12 Ucnonb3oBaHUe HeCaHKLUUOHUPOBAaHHbIX MPOrpaMM U AaHHbLIX

Ucnonb3oBaHWe HecaHKLMOHUPOBaHHbIX NPOrpaMM 1 AaHHbIX CO34aeT Yrpo3y LenocTHOCTU MHdopMaLium B
3anoMu1HaloLLEM YCTpoCTBe 1 Npu 06paboTke ee B cUCTEME, ECNN 3TU NPOTPaMMbl U AaHHble UCMIONb3YITCA ANA
He3aKOHHOTO U3MeHeHUS MHdopMaLK UM coaepXKaT 3roHamepeHHbIN Kog (HanpUmep Urpbl). 3alMTHBIE MEPbI B
3TON 06N1acTy BKJIIOYAIOT B ce63:

- OCBEOMITIEHHOCTL U 06y4eHKe no Bonpocam 6e3o0nacHOCTY.

o cBeieHUs Bcero nepcoHana aosibkHa bbiTb AoBeaeHa MHdopMaLmna o 3anpeTe YCTaHOBNEHUA U UCMOSTb-
30BaHuWA NioGoro nporpammHoro oGecneveHna 6es paspellieHns agMUHUCTpaTopa cuctembl UT Unu oTBETCTBEHHO-
ro 3a 6e30MacHOCTb 3TOIN cUCTEMBI (CM. 8.1.4);

- pe3epBHble Konuu.

Pe3epBHble Konuu criegyeT UCnonb3oBaTh A1 BOCCTAHOBNEHUA NoBpexaeHHon uHdopmMauum (8.1.6);

- MaeHTUUKaLMIO 1 ayTeHTUdUKaLMIO.

CooTBeTCTBYIOLLME 3aLMTHBIE MEPBI C MOMOLLILIO MAEHTUdMKALMN 1 ayTeHTUDUKaLUM AOMKHBI UCNONB30-
BaTbCsl COBMECTHO C JIOTMYECKAM YNpasreHueM 4OCTYNOoM Ans NpeaynpexaeHns HeCaHKUMOHUPOBAHHOMO Npo-
HUKHOBEHUS;

- ioryeckoe yrnpaeneHue u ayaut goctyna.

Jormyeckoe ynpasneHue AOCTyNoM, onucaHHoe B 8.2.2, omkHO obecnevnsaTs NpUMeHeHNe NporpammHo-
ro obecneyeHus 4 06paboTkv U N3MeHeHUA MHDOPMALIUM TOSNBKO YNOSTHOMOYEHHBIMU Nonb3osaTenamu. MNpo-
CMOTP 1 aHanm3 XypHarios peructpaLum No3sonseT obHapyKMBaTb HECAHKLUMOHUPOBaHHbIE BUAbI AEATENBHOCTU;

- 3aLLMTY OT 31IOHaMEPEHHOro KoAa.
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Bce nporpammbl M AaHHbIe AOIDKHbBI TPOBEPATLCS NEpes UCMONb30BaHUEM Ha Hanuyue 3rioHaMepeHHOro
kopa (cm. 8.2.3).

10.3.13 HecaHKUMOHMpPOBaHHbLINA [OCTYN K MEeCTY XpaHeHUs Hocutenen UHcdopmMauum

HecaHKUMOHMPOBaHHBIA AOCTYM K MECTY XpaHeHUs1 HocuTerieit MHdopMauun MOXeT NoABepraTb ONacHOCTU
LeSI0CTHOCTh 3TOM MHpOPMaLIMK, TaK KaK B 3TOM Clly4ae BO3MOXHO HECAHKLIMOHUPOBaHHOE U3MEHeHWe MHdopMa-
UMK, 3anucaHHoM Ha 3TOM HocuTene uHdopMauuy. 3alUTHbIE MePbl N0 COXPaHEHWIO LEMOCTHOCTU BKITIOYAIOT B
ceba:

- 3KCMIyaTaLMoHHbIE BOMPOChHI.

OpraHu3aums MOXeT NPUMeHsITb CpeCTBa yNpaBrneHns HocutensiMu uHdopmMaLum, Hanpumep Ana ouav-
YeCKOW 3alUUTbl U NOAOTYETHOCTU NS TOro, YTOOb! HE AOMYCTUTL MPOHUKHOBEHUA B MECTO XpaHeHUsl, a Takke
BepudUKaLMIo LEerocTHOCTU Arlst oB6HapykeHUs Mo6oi KoMMpoMeTaLmm LENOCTHOCTU UHGOPMaLIMK, 3anMcaHHOo
Ha 3ToM HocuTene uHdgopmauum (cM. 8.1.5). Ocoboe BHUMaHWe JoSKHA YASNATL 3alUTe Nerko CHUMaeMbIX
HOCUTEeneit, HanpUMep AUCKETbI, MarHUTHbIE JIEHTbI C 3aNUCAMU PE3EPBHbIX KOMUIA U ByMaXHble HOCUTENN;

- puanyeckyto 6e30nNacHOCTb.

CooTBeTcTBYIOLAs 3almMTa NoMeLLeHWI (NpoYHble CTEHbI M OKHA, a Tatkoke dpusndeckoe ynpasneHue A0CTy-
nom) u odurcHoe obopyaoBaHWe MOTYT NPEAOXPaHUTL OT HeCaHKLMOHUpOBaHHOro gocTyna (cM. 8.1.7);

- LeNMoCTHOCTb AaHHbIX.

OpraHusaums MoXeT UCrosib3oBaTh CpeacTsa KpunTorpadum Ans 3alumTbl LefIoCTHOCTU HopMaLvu B 3a-
noMuHatoLLiem ycTporcTse. [lononHurensHyto uHdopmaumio cum. B 8.2.5.

10.3.14 Owubka nons3oBaTens

Owubka nosib3oBaTenNst MOXeT HapyLLUUTL LieNOCTHOCTb MHdopMaLmu. 3alMTHbIe Mepbl AnA LenoCcTHOCTU
MHopMaLMKM BKIOYaLoT B cebsi:

- OCBeJOMIIEHHOCTb B BONpocax 6e30nacHOCTY U COOTBETCTBYIOLLEE OByyeHune.

OpraHu3auuns ormkHa NpoBecTu obyyeHue Bcex nonb3oBaTener s Toro, 4tTobbl OHU He Aonyckany oLn-
6ok npu obpaboTke Hdopmaumm (cMm. 8.1.4). B nporpammy obydeHusi 4OIDKHO ObITb BKITIOYEHO U3ydeHne onpeae-
NeHHbIX METOAMK ANs cneluarnbHbIX AEACTBUIN, HanpUuMep NpoLeaypbl Mo aKeryaTauum u obecneyeHuto 6e3o-
nacHocTy;

- pe3epBHble KOoruu.

PesepBHble konuum, HanpuMep NpeablayLiee NOKoNeHUe NPorpamMmmMHoro obecnedeHns, MoryT 6biTb UCNOSb-
30BaHbl 151 BOCCTAHOBMNEHWUA LIENOCTHOCTU MH(OPMaLIMK, MOBPEXAEHHOW B pe3ynbTaTe ownbok nonb3osaTens
(cm. 8.1.6).

10.4 3alUTHbIE Mepbl AOCTYNHOCTU

B aaHHoM noapasaene nepevncneHsbl 3aluTHbIe Mepbl OT NpeanonaraeMblX yrpos, CBA3aHHbIX C HapyLue-
HWeM gocTynHocTU. KpoMe Toro, npuseeHbl COOTBETCTBYIOLLME CCbINKA Ha 3aLUMUTHBIE MepPbl, ONUCaHHbIE B pas-
aene 8. MNpu Bbibope 3aLLKUTHBIX MeP AOMKHBI YYUTBLIBATLCA TUM U XapakTepucTuku cuctemsl UT.

BonbLUMHCTBO 3aLUMTHBIX Mep, NepedncrieHHbIX B 8.1, obecneunsaloT Gonee obLLYIO 3aLWLmTY, T.€. Hanpae-
NeHbl Ha psig Yrpos, 1 NpeJoCcTaBnAIoT 3aluMTy NyTem noaaepxkuy obuero adpdekTuBHoro MeHepxmeHTa 6e30-
nacHocTu UT. B HacTosiLiem cTaHaapTe 3T Mepbl noapobHo He paccmarpusatoTcesl. He cneayeT npeymeHbLIaTh
OeicTBUe Taknx Mep, NOITOMY OHU Noanexar peanusauuy Ans obwen addexTeHo 6e30nNacHOCTU.

MoTpe6HOCTH B AOCTYMHOCTU AAHHBIX MOTYT OXBaTbIBaTbL LUMPOKWUIA ANANAa3oH: OT AaHHbIX, HE3aBUCUMbIX OT
BpemeHu unm cucteM UT (noTeps Takux AaHHBIX U HEAOCTYNHOCTL TakUX CUCTEM BCE ELLIE CYUTAIOTCS KPUTUYECKN-
MW), 4O AaHHbIX, CUNBHO 3aBUCUMBIX OT BpeMeHu unu cuctem UT. [ocTynHOCTb AaHHbLIX WAW FOTOBHOCTb
cuctem UT, He3aBUCUMBIX OT BPEMEHW, MOXHO 3aLLMLLATL C MOMOLLLIO pe3epBHbIX KOMWIA, Toraa Kak B cnyyae
3aBMCUMOCTU OT BPEMEHU MOXET NoTpeboBaTLCs cUCTEMa, YCTONHMBAs K BHELLHUM BO3AENCTBUAM.

10.4.1 Pa3pywurensHoe Bo3aencTBMe (OeCcTPYKTUBHBLIX aTak)

Uhdpopmauma MOXKeT BbITb YHUNTOXEHA B peayrbTare paspyLUMTEbHOro BO3AEACTBUS (AECTPYKTUBHBIX aTak).
3alumMTHbIE Mepbl B 3TOM 06nacTu BKOYAIOT B cebsi:

- AUCLMNITMHAPHBIA NpoLecc.

Becb nepcoHan opraHu3aumm AoSKeH NoHUMAaThb NocneACTBUA NpegHaMEPEHHOTO UM CyYaiHOro YHUTO-
XeHust uHdopmaumm (cM. 8.1.4);

- cpefCTBa ynpasfeHus HocUTeNnsaMn uHdopmaLuu.

Bce HocuTenu uHdopMaLmn AOMKHbI BbiTb COOTBETCTBYHIOLLIMM 06pa30M 3aLlMLLEHBI OT HECAHKLIMOHUPOBaH-
HOro 0CTYNAa, UCMONb3yA PU3NYECKYIO 3aLLUTY U MOAOTYETHOCTL NS BCEW CTPYKTYpbl ceTn (cM. 8.1.5);

- pe3epBHbIE KOMUN.
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PesepBHble Konuu AomkHbl 6biTh cAenaHbl Co Bcex BaxXHbIX dhaiinos, AaHHbIX GusHeca v T. 4. Mpun o6Hapy-
»eHun notepu dparna unm nboi Apyron nHdopmaLmMm (No Kakor-nMbo NpUIMHE) ANA BOCCTAHOBIIEHUA 3TOW UH-
chopMaLMm AOMKHBI UCMIONb30BAaTLCA PE3EPBHBIE KOMUN Wnu NpeabigylLlee NokoneHne pesepsHbIX konun. flo-
NOSIHUTENBHO O pe3epBHbIX KONUAX cM. B 8.1.6;

- MarepuasbHyIo 3aLuTy.

CpeacTea ynpaeneHusi hmanyeckim JOCTYNOM AOMKHBI UCNOMNb30BaThCs AN NpeaynpexaeHna HecaHKuu-
OHMUPOBAHHOTO IOCTYNA, KOTOPbIA Mor 6bl CNOCcOBCTBOBATL HECAHKLIMOHUPOBaHHOMY NOBPEXAEeHUI0 obopyaosa-
Husa UT unm undgopmanmm (cMm. 8.1.7);

- aeHTUUKaLMIO 1 ayTeHTUdMKaLMIO.

CooTBeTCTBYIOLME 3aLUMTHBIE MEPbI C MOMOLLLIO MAEHTUdMKALMU U ayTeHTUDUKaLUM AOMMKHbI UCNONb30-
BaTbCsl COBMECTHO C JIOrTMYECKAM ynpasreHueM 4OCTYNOoM Ans npegynpexaeHyst HeCaHKUMOHUPOBAHHOMo Npo-
HUKHOBEHUS;

- flormyeckoe yrnpaeneHye n ayaut octyna.

Jlornyeckoe ynpaeneHve AOCTYNOM, onvcaHHoe B 8.2.2, fomkHo obecneursaTh 3alMTy OT HECAHKUMOHK-
pOBaHHOro AocTyMna K uHdpopMaLym, KOTOPbIA MOXET NPUBECTU K €€ YHUNTOXEHUIO. PaccMoTpeHue 1 aHanus xyp-
Has10B perMcTpaummn AaHHbIX No3sosseT obHapyX1BaTb HeCaHKLMOHUPOBaHHbIE BUAbI AEATENbHOCTU.

10.4.2 YxyaweHue MecTa XpaHeHUs HocuTenen uHdopmauuu

YxyaleHue Mecta XpaHeHUst HocuTernein MHdopMaLmm yrpoXaeT roTOBHOCTU K PYHKLMOHUPOBaHUI0 06bek-
TOB XpaHeHus. Ecnv 4ocTynHOCTb (FOTOBHOCTb K paboTe) ABnsieTcs BaXHbIM CBOWCTBOM HocuTenei uHgopmauuu,
opraHu3auus [oSkHA NPUMEHATL crieylolme 3alUTHbIE Mepbl:

- ynpaeneHue HocuTensimMm MHdopmMaLmm.

Mepuyoaunyeckune NpoBepkn MecTa XpaHeHusl HocuTesein HopMaLmM NO3BOAINT OBHapyXXUBaTL yXyLUe-
HUe COCTOSIHWSA HOCUTENEN A0 TOr0 MOMEHTA, Koraia UHopMaLIMsl AEACTBUTENBHO CTaHET HeoCTynHoMW. OpraHu3sa-
LS gormkHa obecreurBaTh YCNoBus XpaHeHus Hocutenein uHdgopmauum, Uckniovalollee BHeLLHee BO3eNCTBUE,
KOTOpoe MOXeT cTaTb NMPUYNHON yXyaWeHUA ee pyHKUUOHUpoBaHUSA (cM. 8.1.5);

- pe3epBHble Konuu.

PesepBHble Konumu AomkHbI 6bITb cAenaHbl co BCex BaXKHbIX hanos, AaHHbIX 6uaHeca un T. 4. Ecnu dhaiin
nnm kakas-nndo apyras MHopMaLmsa HeAOCTYMHbI (MO KaKoA-NMB0 NpUYUHE), opraHU3aLma AoSHKHA UCNONL30BaTbL
pe3epBHY10 KOMUIO Ui NpeblayLLiee MNoKOoIeHUe pe3epBHbIX KOMUIA AJ1s1 BoccTaHoBeHUs nHdopmauun. Moapob-
Hee 0 pe3epBHbIX Konusix cMm. B 8.1.6.

10.4.3 HeucnpaBHOCTL annapaTypbl CBA3U U C60U KOMMYHUKaLMOHHbLIX yCnyr

HeuncnpasHocTb annapaTypbl 1 HapyLleHUsi B paboTe KOMMYHUKaLMOHHBIX YCITyT CBSA3WU YrpoXaloT AoCTyn-
HOCTW MHdOopMaLuK, NepeaBaeMoi Yepes 3TV KOMMYHUKaLMOHHbIE YCryri. B 3aBucMMOCTY OT NPUHYUHDLI HEeUC-
MPaBHOCTU UM HAPYLLIEHWSI KOMMYHUKALMOHHBIX YCITyT Mone3Ho o6paTuTs BHUMaHWe Ha cooum nporpaMmHoro obec-
nevennsa (cm. 10.4.11), nogaum anektponutanus (cm. 10.4.12) wnu apyrue TeXHWYECKME HEUCNPaBHOCTU
(cM. 10.4.13). 3awmTHblE Mepbl AOCTYMHOCTY BKITIOYaIOT B cebs:

- pesepB1poOBaHNE U pe3epBHbIE KoMK,

BHeapeHuWe pe3epBUpoBaHMS KOMMIOHEHTOB KOMMYHUKALMOHHBIX YCITYT MOXET MPUMEHSATLCA U151 CHUKEHUsT
BEPOSITHOCTU HapyLUeHUst nx paboTbl. B 3aBUCMMOCTY OT MakcManbHOro AOMYCTUMOrO BPEMEHU BbIHYXAEHHOMO
NPOCTOst MOXET ObITb NPedyCMOTPeHO pe3epsHoe 060pyAoBaHME AN BbINOMTHEHUS YCTaHOBIIEHHbIX TPE6OBaHMA.
[aHHble 0 KoHdUrypaLmm 1 KOMMOHOBOYHOM Mi1aHe AOMKHbI pe3epBUpoBaTbhes 418 obecneyeHnst Ux 4OCTYNMHOCTU
B aBapuiHbIX cuTyaumsix. ObLyto MHdopmaLmnio o pesepBupoBaHn cm. B 8.1.6;

- yrpasrieHne ceTblo.

B HacTosiwee Bpems MexayHapoaHasi opraHusaumns no craHgaptusaumm (MCO) paspabaTtbiBaeT HECKOSNBbKO
AOKYMEHTOB, coAepXaLlux OMONHUTENbHYI0 MHdopMaLmio o NoapobHbIX 3alUMTHBIX Mepax no obecneyeHuio
6e3onacHoOCTU CeTU, NPUMEHNMYIO AN 3alLmThl OT cOoeB B paboTe KOMMYHUKALIMOHHBIX annapaTypbl U YCyr;

- Npoknagky kabenew.

MnaHupoBaHWe 1 COOTBETCTBYIOLLAs NPokraaka kabenen no3sonsoT U3bexaTts nospexaeHui. B cnyyae
NoAo03peHNs HEMCNPaBHOCTY Ha NMMHWK CBA3W ee criedyeT nposepuTs (cM. 8.1.7);

- HEOTKa3yeMOoCTb.

Ecnu TpebyeTcsa noaTBepxAeHWe ceTeBbIX Nepedad, OTNPaBKA UMK NpueMa coobLeHUI, opraHn3aums
AorkHa obecneunTs HeoTkazyeMocTb (CM. 8.2.5). B aTom criydae nerko MoryT 6biTb 06Hapy»KeHbl HeUCpaBHOCTU
CBS13M UK NponyLeHHas MHdopMaLus.
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10.4.4 3awuTa OoT noxapa u/unu saTtonneHusn

OroHb u/unun Boga MoryT YHUMTOXUTb MHdopMaumio n o6opyaosaHue UT. 3awmTHble Mepbl OT OrHA unnn
BO/Ibl BKJTIOYAIOT B ce61:

- hmanueckyio 3amTy.

Bce 3qaHusa u nomelueHus, cogepxaiune obopyaosaHue UT unu mecta xpaHeHus BaxxHo uHdopmaumu,
[OIMKHbI 6bITb 060pYAOBaHBI COOTBETCTBYIOLLIMMU CPEACTBaMU 3aLUMTLI OT NoXapa v 3aTonneHus (cMm. 8.1.7);

- NNaH HenpepbiBHOCTY Br3Heca.

Onga 3awutbl 6U3Heca OT paspyLUMTENbHOIO BO3AENCTBUA OFHA U BOAbI OpraHn3aumsa 4oShkHa paspaboTaTb
nnaH HenpepbiBHOCTU GU3Heca, a Taloke 0becnednTs pesepeupoBaHUe Bcel BaxkHOW Hdopmauum (cM. 8.1.6).

10.4.5 OwubkKa TeXHU4Ueckoro o6cnyxusaHus

Ecnmn TexHn4eckoe o6CnyxMBaHne NpoBoANTCS HEPETYAPHO UK € oLWNMGKaMK, TO AOCTYMHOCTb COOTBET-
CTBYIOLLEN MHAOPMAaLMU MOXET HAaXOAUTCA NOA Yrpo30oi. 3almUTHBIE Mepbl B 3TOM 06nacTu BKNoYaloT B ceba:

- TeXHUYecKoe obcnyxmsaHue.

MpaBunbHOE TEXHNYECKOE OBCTYXMBaHWE ABNSETCA HaUMy4LWM crnocobom nsbexaTtsb oWnboK Npyu 0cMoT-
pe 1 peMoHTe (cM. 8.1.5);

- pe3epBHble Komnuu.

Ecnu B npoLecce TeXHUYeckoro 06CiyXMBaHUa UMenN MecTo ownbKn, TO MOXHO UCMOMbL30BaTb PE3ePBHbIE
KOMWW ANS BOCCTAHOBIEHWS AOCTYNHOCTU YTepAHHOW uHdopmaumm (cm. 8.1.6).

10.4.6 3noHamepeHHbIN KoA,

3noHamepeHHbI Koa MOXKET ObITb MPUMEHEH ANA TOro, YTOGbI 060INTU ayTeHTUdUKaLMIO U CBA3aHHBIE C HE
yenyrn 1 dpyHKUMmM 6eaonacHocTu. B pesynsrarte 3To MOXET NPUBECTU K NOTepe AOCTYNHOCTU, HanpuMep, ecnu
OaHHble UK palinbl YHUHTOXaeT NALO, MONyYMBLLIEE HECAHKLIMOHUPOBAHHBIA AOCTYN C MOMOLLILIO 3fIOHaMEPEHHO-
ro Koga, Unv cam kod ctupaeT aiinbl. 3awmuTHbIE MePbI NPOTUB 3NOHaMEPEHHOTO KoAa BKMoYaloT B cebs:

- 3aLlUTY OT 3NIoHaMepeHHoro koaa.

Moapo6Hoe onucaHme 3aluThbl OT 3fIoHaMepPeHHbIX KOAoB cM. B 8.2.3;

- 06paBoTKy MHUMAEHTA.

CsoeBpemeHHoe coobLueHre o Nio6om HEOObIYHOM UHLIMAEHTE MOXET OrpaHUYUTb ywwepo oT Bo3aencTeus
3noHamepeHHoro koga. Cpeacrtea o6HapyXeHUsl MPOHUKHOBEHMWS MOTYT ObITb UCMOMb30BaHbl sl TOro, YTobbI
BOCMPENATCTBOBATL MOMbITKAM HECAHKLIMOHUPOBaHHOTO JOCTYMNA B CUCTEMY UMK CETb. [JONONMHUTENBLHY10 UHGOP-
mMauuio cMm. B 8.1.3.

10.4.7 NMoppenka nog naeHTUUKATOP 3aKOHHOTO NOoJNb3oBaTens

Mopaenka nog naeHTUGUKATOP 3aKOHHOTO MONb30BaTENs MOXET B6bITh UCMONb30BaHa Ansl Toro, YTobbl 060~
TN ayTEHTUDUKALMIO 1 BCE CBA3AHHbIE C HEW ycryrn 1 dyHKuUMM 6esonacHocTu. B peaynsrare MoryT BO3HUKaTb
npobnembl AOCTYMHOCTW BCSAKWM pas, Koraa npu noaaernke noa uaeHTMdukaTop 3akoHHOTO Norb3oBarerns cosna-
€TCSs1 BOSMOXHOCTb YAaneHust Uiy yHUMTOXeHUs MHdopmaumn. 3aluTHble Mepbl B 3TOM 0briacTu BKITIOYaloT B
cebs:

- aeHTUdUKaLmIo N ayTeHTUdUKaLmIo.

MmMuTaLms 3akoHHOTO NMorb30BaTerns 3aTpyAHSIETCS, ECIU 3aLUMTa C MOMOLLLIO UAEHTUDUKALIAM U ayTEHTU-
cdrKkaumm ocHoBaHa Ha KOMBUHALMSIX TOTO, YTO 3HAET NOMbL30BATESb, YEM OH BAJEET, a TalKe Ha MPUMeEHEHUN
XapakTepucTuK, MPUCYLLMX camoMy norbsosarento (cM. 8.2.1);

- NTorM4eckoe ynpasreHue 1 ayaurt goctyna.

Jlornyeckoe ynpasneHue OCTYNOM He MOXET Aenarhb pasnMive Mexxay caHKLIMOHUMPOBaHHbIM Nornb3osaTte-
JIEM U NIMLIOM, MAck1pyOLLIMMCS MO, CAHKLMOHUPOBaHHOTO NOSb30BaTENsA, HO NPUMEHEHNE MEXaHU3MOB yrNpaB-
JleHust 4OCTYNOM MOXET YMeHbLUUTL 06racTb BpeAoHOCHOIo Bo3AencTeus (cM. 8.2.2). PaccMoTpeHue 1 aHanus
XKypHaI10B permcTpaLMm no3sonseT obHapyKUBaTb HECaHKLMOHUPOBaHHbBIE BUAbI AEATENBHOCTY;

- 3aLUUTY OT 3MIOHAaMEPEHHOTO KoAa.

Tak kak o4HUM U3 cnocoboB OBMaieHUst NapONsIMA SIBMSIETCH BHEAPEHWE 3roHaMepeHHOro Kofa s nepe-
XBaTa naponei, To opraHu3aums AorpkHa NPpeayCMOTPETb 3aLLUTY OT TakuMX 3NoHaMePEHHbIX MporpamM (cm. 8.2.3);

- ynpaBsrieHu1e CeTbIO.

Hpyroi NyTb HECAHKLIMOHMPOBaHHOTO JOCTYNA CBA3aH C NoAAENKOW NOA 3aKOHHOTO Nofb3oBaTens B Tpadu-
Ke, HanpuUMep aNEKTPOHHON NoyTe. B HacTosiee BpeMs MeXayHapoaHasn opraHM3aums no craHaaptusauum (MCO)
paspabaTbiBaeT HECKOSILKO JOKYMEHTOB, coAepXallyX JONONMHUTENbHYI0 MHOpMAaLMIO MO 3alUTHLIM MepaM Anst
obecneyeHns 6e3o0nacHOCTU Ha YPOBHE CETU;

- pe3epBupoBaHNEe JaHHbIX.
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Konuu AaHHbIX He MOTYT NpefoXpaHATL OT NOAAENOK NoA MAeHTUMDUKATOP 3aKOHHOTO NoSb30BaTess, HO
CHWXAIOT BO3AENCTBME pa3pyLUMTENbHbIX COBbITUIA, CBA3aHHbIX CMNOMNbITKAMW HE3AKOHHOrO MPOHWUKHOBEHUS
(cm. 8.1.6).

10.4.8 HenpaBunbHasa MapLUpyTU3aLUsa UM U3MEHEHUe MapLIPYTU3aLumn coobweHuin

OWwnB04HBIN MapLIPYT — 3TO NpeaHaMepeHHoe Uy clyYailHoe HenpasuibHoe HanpasneHe coobLUeHUi,
a 13MeHeHWe MapLUpyTa MOXET NpecneAosaTh NO3UTUBHBIE U AECTPYKTUBHbBIE Lienn. MisMeHeHne mapLupyTa Mo-
XeT ObITb, HAaNpUMep, caenaHo Ana noaaepPKaHUs HenpepbIBHOCTU FOTOBHOCTY K paboTe. HanpasneHue cooblue-
HWIA MO HenpaBUbHOMY UITM U3MEHEHHOMY MapLUPYTY MOXET NPUBECTU K HAPYLUEHUWIO LeMIOCTHOCTU, HanpyuMep B
cnydae, Korga coobLeHns U3MEHSIITCA U 3aTeM nepefaloTcsl UICXOAHOMY agpecarTy. 3almnTHbIe Mepbl OT 3TON
yrposbl BKIl0YaloT B cebs:

- yripasneHue ceTblo.

OnucaHne cnocoboB 3alluTbl OT HanpaBeHUA coobLeHni No ownGoYHOMY/ApYyromMy MaplLUpyTy byaet
npuseaeHo B Apyrx gokymeHTax MCO, Haxopswmxes Ha ctaguu paspaboTtku. B HUx 6yaeT cogepxartbes 4o-
nosHUTebHast HgopmaLust no obecrnedeHunto 6e3onacHoCTU ceTu;

- HEOTKa3yeMOoCTb.

Ecnu TpebyeTcs noaTBepKaeHWe ceTeBbIX Nepeaad, OTnpaBKu UK NpueMa coobLLEeHUIA, opraHusaLums Aon-
XHa o6ecne4nTb HeoTkasyeMocTb (cM. 8.2.5).

10.4.9 3noynotpebneHue pecypcammu

3noynoTpebneHune pecypcamu Be4eT K He4OCTYNHOCTU MHdopMaLMu Unu yenyr. 3almuTHble Mepbl B 3TON
obnacTy BKIOYaloT B cebs:

- nepcoHarn.

Becb nepcoHan 4omkeH NoHUMaTh NOCNEACTBNA HEMPaBWUITbHOTO UCMOMb30BaHUA pecypcos. B cnydae He-
06X0aMMOCTU JOSPKHbI MPUMEHSTLCA AMCLMNIIMHAPHBIE npolecchl (CM. 8.1.4);

- 3KCTyaTauyoHHble BOMpOoCh!.

OpraHusauus gomkHa NPoBOAUTbL MOHUTOPUHT A 0BHapyXeHUsA Hepa3spelleHHbIX BUAOB AeATENbHOCTY, 8
Tawke NPUMeHsTb pacnpeaeneHne obs3aHHOCTEN s CBEAEHUS K MUHUMYMY BO3MOXHOCTE 3noynoTpebnenns
npvsunerssMu (cm. 8.1.5);

- UOeHTUUKALMIO N ayTEHTUUKALILIO.

CooTBeTCTBYOLME 3aLUTHBIE MEPBI C MOMOLLbIO MASHTUdUKALMU U ayTEHTUDUKALUM OOIDKHbI UCTIONb30-
BaTbCs COBMECTHO C JIOTMYECKMM yrpasrieHneM 4OCTYNOM AnA npeaynpexaeHyst HeCaHKLMOHUPOBAHHOMO Npo-
HVKHOBEHUS;

- florndeckoe yrnpasneHve 1 ayant JocTyna.

3awynTHble Mepbl, onMcaHHble B 8.2.2, OMKHbI UCMONb30BATLCS AN JIOrMYECKOro yrpasieHUs AOCTYNOM K
pecypcaM Yepes MexaHu3aMbl yrpasneHust 4oCTynoM. PaccMoTpeHue n aHanua XXypHasioB perucrpawim nosso-
nseT obHapyX1BaTb HECaHKLIMOHMPOBaHHbIE BAbI AeATENbHOCTY;

- yrpasrieHne ceTbio.

OpraHun3auns JormkHa NPUMEHSITb COOTBETCTBYIOLLYIO KOHUIypaLumio 1 pasaeneHne ceTu Assi yMeHblle-
HWS BO3MOXHOCTU HENPaBUbHOO UCMONb30BaHWSA ceTeBbIX pecypcos (cM. 8.2.4).

10.4.10 CTuXuiHble 6eacTBUA

Ona npegynpexaeHusi notepu MHopMaLn 1 ycnyr no npuyrMHe CTUXMAHBLIX 6e4CTBUIA opraH13aL/Ust JOMmK-
Ha BHeApUTb credyioLye 3alimMTHbIe Mepbl:

- 3aLUUTY OT CTUXUIHBLIX 6eaCTBUNA.

Bce 30aHus OOMMKHBI NPEeAoXPaHATLCA HACKOMBKO 3TO BO3MOXHO OT CTUXUIAHLIX 6eacTauii (cm. 8.1.7);

- NNaH HenpepbIBHOCTU BU3Heca.

OpraHusauus ormkHa paspaboTaTb U UCTIbITaTh NilaH HenmpepbIBHOCTM BusHeca A KaXaoro 3aaqus, a
Tatkke obecneunTb 4OCTYNHOCTb Pe3ePBHBIX KOMUIA BCe BaXKHOW MHAOPMaLMK, YCITyT U pecypcos (cM. 8.1.6).

10.4.11 C60ou nporpammMHoOro oGecneveHus

C6ou nporpammMHoro obecneyeHns MOryT NpUBECTU K HEAOCTYMHOCTU AaHHbIX U MHdOopMaLmu, koTopast 06-
pabaTtbiBaeTcA ¢ NOMOLLbIO 3TUX NPorpamMm. 3alMTHbLIE MEPbI B 3TOM 06nacTuy BkIlovaloT B cebsi:

- coobLeHre o cGosx B NporpaMMHOM obecneyeHuu.

BbicTpoe cooblLueHne o c60aX NporpaMMHOro o6ecneyeHnsi NoMoraeT orpaHUYUTbL BO3MOXHBIN ylep6
(cm. 8.1.3);

- 3KCTITyaTauuoHHble BONPOCh!.

TectupoBaHue 6e30nacHOCTU MOXET ObITb UCNONb30BaHO [UTst obecneyeHust NpaBUIbHOTO (YHKLIMOHUPOBa-
HUs NporpamMmHoro obecneveHna. OpraHu3auna MoXeT NPUMEHSITb YpaBieHne U3MeHeHUsAMI NporpamMm Ansi

40



roCTPUCO/M3KTO 133354—2007

Toro, 4tobbl U3bexaTtb NPobnem, KOTopble BO3HUKAIOT B CBA3W C YCOBEPLUEHCTBOBAHNEM UK APYTMMU KOPPEKTU-
poBkaMu nporpaMmMHoro obecrneverusa (cm. 8.1.5);

- pe3epBHble Konuu.

Pe3epBHble konuu1, HanpUMep NporpaMMHoe oGecnedeHne NpeabiayLEro NOKONEHWS, MOMYT UCMOSb30BaTLCS
[Ons BOCCTaHOBNEHWUA AaHHbIX, 06paboTaHHbIX C MOMOLLILIO MPOrpaMMHoro obecneveHust, PyHKUMOHUPYIOLLLETO CO
cbosimu (cm. 8.1.6).

10.4.12 HapyweHus B cHabxeHuM (anekTpocHaGXeHUe U BEHTUNALNA)

HapylueHus B cHaGXeHUM MOTyT Bbi3blBaTb NPo6reMbl AOCTYNHOCTU, ECAN 3TU HaPYLLEHUS ABNAIOTCS Npu-
YKHOI Apyrux HeucnpaeHocTel. Hanpumep, nepe6oun B aHeprocHaGXeHUn MoryT NPUBECTU K BbIXOAY U3 CTPOS
annaparHbIX CpeACTB, TEXHUYECKUM HEUCTIPABHOCTAM Ui Npobnemam ¢ xpaHeHneM AaHHbIX. 3alWUTHbIE Mepbl
NpPOTUB 3TUX cneumduIecknx NpobrnemM MoXXHO HauTA B COOTBETCTBYIOLNX NOANYHKTaX. 3alUTHbIE MEPbI B 3TON
obnactu BknovaloT B cebs:

- aNeKTpocHabkeHWe U BeHTUMSALMIO.

Mpy He06X0AMMOCTU OpraHW3aLmMa OOIPKHA UCMOSb30BaTh COOTBETCTBYIOLLME 3alUTHBLIE Mepbl BO U3bexa-
Hue Nnpobnem ¢ aHeprocHabxeHneM 1 BEHTUITSILIMEN, HarpuMep B cnydae ckadka HanpskeHust (em. 8.1.7);

- pe3epBHble Konuu.

OpraHu3auus gorxkHa caenatb pesepBHble KONUM BCeX BaxHbIX hannos, AaHHbIX 6usHeca u T. 4. MNpu
noTepe caiina unu apyroi nHdopMaLm no npuumnHe cb6oes B cHabXXeHUN pesepBHble KONUU A0SMKHBI UCMOSb30-
BaTbCS Ansi BOCCTaHOBMNEeHUs nHdopmaumu. bonee noapobHo o pesepsuposaHumi cMm. B 8.1.6.

10.4.13 TexHuyeckue HeucnpaBHOCTH

TexHUYecKne HEMCNPaBHOCTU, HANPUMED B CETU, MOTYT HapyLaTb 4OCTYNHOCTL Nlo6o uHdopMaumu, xpa-
HALelca N o6pabaTbiBaeMoli B ceTU. 3alMTHbIE MePbI 3T 06nacTy BKloYaloT B cebs:

- 9KCTIyaTauoHHble BOMPOChI.

YnpasneHue koHgpuUrypaumein n UameHeHUsIMA, a Takke ynpaeneHue NPonyckHOM CNoCoOBHOCTLIO AOMKHbI
McnonbL30BaThCs Ans TOro, YTobbl He AonyckaTb HeucnpasHocTel B cucteMe UT unu cetn. lokymeHTauma u
TexHM4eckoe oBCnyx1BaHue NpumeHsitoTes ansa obecneveHns 6esasapuiiHon paboTbl cuctembl (cM. 8.1.5);

- yripasneHue ceTblo.

Oprannsauus 4ormkHa UCMob30BaTh orepauMoHHbIE MPoLEAYPbl, NaHUPOBaHWE CUCTEMbI U NPaBUNbHYIO
KOHdUrypaLmo ceT 4ns Toro, 4YTobbl CBECTU K MUHUMYMY PUCK OT TEXHUYECKUX HencrnpasHocTen (CM. 8.2.4);

- NNaH HENPepbIBHOCTIN GU3Heca.

Ona sawmtel 6usHeca oT rybuTenbHbIX BO3AENCTBUIN TEXHUYECKUX HENCNPaBHOCTEN, opraHn3aLus AorpkHa
pa3paboTaTb U BHEAPUTL MiaH HENPepPbIBHOCTY BU3HECa, a Takke co3aaTh AOCTYMNHbIE Pe3epBbl BCEA BaXXHOM
nHdopmaLun, ycryr n pecypcos (cM. 8.1.6).

10.4.14 XuwieHune

XuLLleHNEe MOXET yrpoxaTb AOCTYNHOCTU UHdopMaLmn U roTosHOCTU obopyaosaHusa UT. 3awmTHble Mepbl B
37O 06NacTu BKIOYAIOT B cebsi:

- oU3nYeckyto 3aLuTy.

OTO MOXET BbITb TEXHUYECKaS 3aLLMTa, 3aTPYAHAIOWasa 4OCTYN B 34aH1e, 30Hy UK nomeLleHne ¢ obopy-
aosanHvem UT, nnu cneumanbHble 3allUTHbIE MePb! OT XULeHNUA (M. 8.1.7);

- nepcoHan.

3awyTHble Mepbl 418 NepcoHana (ynpaeneHue JOCTYNOM NepcoHasia uumnm noCTOPOHHUX N, corratleHunst
0 COXpaHeHNn KOHUAEHLMANBHOCTA 1 T. A4.) AOMKHBI NOAAEPKUBATLCA B paboyeM COCTOAHUK, 3aTPYAHSIS BO3-
MOXHOCTb XuLLeHUst (cM. 8.1.4);

- CPeACTBa YNpaBeHyst HocuTensamMm HdopmaLmn.

TioGble HocUTenu MHgoPMaLIMK, coaepKallme BaxXHbI MaTepuan, AoMMKHbI NPeAoXpaHATECA OT XULLEHUA
(c™m. 8.1.5).

10.4.15 MNeperpyska Tpacduka

Meperpyaka Tpaduka yrpoxaeT JOCTYMHOCTU MHGOpMaLWK, NepeaaBaeMoil Yepes NpeJocTasnseMble yery-
. 3alUUTHblE Mepbl B 3TO 06nacTy BKMtoYatoT B cebs:

- pe3epBMpoOBaHUNE U pe3epBHbIe KOMUU.

BHeapeHWe pe3epBUpoBaHMs KOMMIOHEHTOB KOMMYHUKALMOHHBIX YCITYT MOXET NPUMEHATLCA ANA CHWKEHUA
BEPOSITHOCTU Neperpysku Tpadguka. B 3aBUcCMOCTU OT MakCUManbHOro A0MYCTUMOro BPEMEHN BbIHYXAEHHOIo
NPOCTOst MOXET BbITb NMPedyCMOTPEHO pe3epBHOE 060pyAOBaHNE ANA BbINOMHEHUA YCTaHOBIEHHBIX TPEBGOoBaHNIA.
HaHHble 0 KoHGUrypaLyn M KOMMTOHOBOYHOM MU1aHE AOSMKHbLI Pe3epBUPOBaTLCS ANs 06ecneveHna X AOCTYMHOCTA
B aBapuiHbIX cutyauuax. O6Lwyto nHdopmaumio o pesepsuposaHum cm. B 8.1.6;

- yrpasneHue ceTblo.
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OpraHu3auus JOMKHa UCNoNb30BaTe NPaBUIbHYI0 KOHUIypaLumio, MEHEDKMEHT N adMUHUCTPUPOBaHNE
ceTel 1 ycnyr cBA3u Ans Toro, 4Tobbl n3bexaTs neperpysku (cm. 8.2.4);

- ynpaBneHue ceTbio.

B HacTosiLee BpeMa MexayHapoaHas opraHusaums no craHgaptusauum (MCO) paspabaTtbiBaeT HECKONbKO
AOKYMEHTOB, coepXaLlux A0NOSIHUTENbHYIO MHOPMaLMIo 0 NoAPOBHBIX 3aLWMTHBIX Mepax no obecneveHuio
6e30MacHOCTU CETU, MPUMEHUMYIO ANA 3alWUTbI OT Neperpysku Tpaduka.

10.4.16 OwnGkMu nepepgaun

Owwnbky Nnepegaqn MoryT HapyLWUTb AOCTYNHOCTL NepeaasaemMoi MHdopmaLymn. Mepbl B 3Toli 0b6nacTu Bkio-
YaloT B cebs:

- Npoknagky kabenen.

MnaHnpoBaHWe 1 cooTBETCTRYHOLLAas Npoknaaka kabenei no3eonsoT n3éexaTb oMbk Npy Nepeaaye,
ecnu, Hanpumvep, ownbka BbidaBaHa neperpyskon (cm. 8.1.7);

- yripasneHue ceTblo.

YnpaBneHue ceTblo He MOXeT NPeaoTBPaTUTL OLIMGKM Npu nepefaye, HO cnocobHO pacno3HasaTk Npobne-
Mbl, BO3HMKaIOLLME OT OLUMOBOK Nepeaayu 1 B KaxkaoM criydae BKIToYaTb TPEBOXHYIO CUrHanM3aLuio, 4To no3so-
IISIET CBOEBPEMEHHOIO peariposaTth Ha 3TV Npobriemsbl. B HacTosiee Bpema MexayHapoaHasi opraHusauums no
cTaHgapTuaauum (MCO) paspabaTbiBaeT HECKOMBbKO AOKYMEHTOB, coAepXaLlyx A0NONMHATENbHYI0 MHdopMaLmio o
3alWMTHBIX Mepax Mo obecneveHuto 6e30MacHOCTY ceTu, MPUMEHSIEMbIX AU 3aWMThl OT oLIMBOK Npu Nepedaqe.

10.4.17 HecaHKLMOHUPOBaHHbLIA AOCTYN K KOMNbIOTEPAM, AAHHBLIM, YCIYTam U NPUIOXEeHUAM

HecaHKLMOHMPOBaHHbIA 4OCTYN K KOMMbloTEPaM, AaHHbIM, YCITyraM U NPUITOXEHUSIM MOXET CTaTb Yrpo30oi
ANs AOCTYNHOCTU MHbopMaLMK, ECIIN BO3MOXHO HECAHKLMOHUPOBaHHOE YHUUTOXeHWUe 3Toi nHgopmaumm. 3a-
LLMTHbIE MepPbl MPOTUB HECaHKLMOHMPOBaHHOro JOCTYNa BKIOYAIOT B ce651 Ha CETEBOM YPOBHE:!

- MAEHTUDUKaLMIO 1 ayTEHTUMKALMIO.

CooTBeTCTBYOLWME 3aLNTHBIE MEPBI C MOMOLLLIO MAEHTUUKALMN U ayTEHTUDUKALUM OOIDKHbI UCTONb30-
BaTbCs COBMECTHO C JIOTMYEeCcKUM yrpaBsrieHneM JOCTYNOM A1 NpeaynpexaeHst HeCaHKLMOHUPOBAHHOIO Npo-
HUKHOBEHUS;

- flormyeckoe yrnpasneHue 1 ayauT goctyna.

3awuTHble Mepbl, onncaHHbie B 8.2.2, 4OMKHBI UCMOSb30BaTbCA ASIA NOTUYECKOro yrpaBsieHUsi OCTYNOM
Yepes COOTBETCTBYIOLLME MEXaHU3MbI YNIpaBneHusl. PaccMoTpeHMe 1 aHanmu3a KOHTPOSIbHbIX XXYPHaNoB perucTpa-
L1 No3BorisieT 06HapY»KUTb HECAHKLMOHUPOBaHHYIO AeATENbHOCTb SI1L, HE MMEIOLWWX NPaB A0CTYNa B CUCTEMY;

- pasgeneHue ceTen.

[nsa Toro YTo6b! 3aTPYAHUTL HECAHKLIMOHUPOBaHHBIA AOCTYM, OpraHM3auus AOMMKHa OCYLLIECTBNATL pasae-
neHune ceTel (M. 8.2.4);

- U3NYECKOe yrpaBneHne 4OCTYMNOM.

Kpome norudeckoro npeaynpexaeHns He3akoHHOro NPOHUKHOBEHUS, 3Ta 3aa4a MOXET peLlaTbcs ¢ NOMO-
Lo hr3UYECKOro yripaBreHne AocTyrnom (cMm. 8.1.7);

- ypaBreHue HocUTENaMN UHdopMaLnn.

Ecnu koHdmaeHumarnbHble AaHHbIE XPaHATCS Ha NOPTaTUBHBIX WK UHBIX HOCUTENAX (HaNpUMep Ha Aucke-
Te), TO opraHu3auus oskHa UCMoNb30BaTh CpeAcTBa ynpasneHus Hocutenamu uidopmauum (cM. 8.1.5) ana
3aLLUTbI OT HECaHKLIMOHMPOBaHHOMO JOCTYNA.

10.4.18 Ucnonb3oBaHMe HeCaHKLMOHMPOBAHHLIX NPOrpaMM U AaHHbLIX

Wcnonb3oeaHue HeCaHKLOHUPOBAHHbLIX MPOrpaMM 1 AaHHbIX co3aaeT yrpo3sy AOCTYNHOCTU MHdopMaun B
3anoMUHaloLLeM yCTpoiicTBe U Npu o6paboTke B cUCTEMe, eC NPorpaMMbl U AaHHbIE UCMONBL3YIOTCA 4NN YHUY-
TOXEHMWS MHOPMaLU UK eCNU OHU COAEPXKAT 3NI0HAMEPEHHBIN Ko (HanpUMep KOMMbIOTEPHbIE Urpbl). 3aLumT-
Hble Mepbl B 3Toi 06riacTu BKIloYatoT B ce64:

- OCBEOMITEHHOCTb B Bonpocax 6e3onacHocTu 1 0bydeHue.

OpraHu3auus JorkHa 40BECTU A0 CBeAeHUs BCero nepcoHarna uHdopmauuio o 3anpeTte yCTaHOBNEHUA U
Ucnosb3oBaHUsA Nboro nporpaMMHoro obecneveHns 6e3 paspelleHns agMUHUCTPaTopa CETU W fvua, OTBET-
CTBEHHOro 3a obecneyeHmne 6e30NacHOCTU 3TON cucTeMbl (CM. 8.1.4);

- pe3epBHble Konuu.

Pe3epBHble konuu JOmKHbI UCMONL30BaTLCA AN BOCCTaHOBNEHUS NoBpeXaeHHON MHdopmauum (cM. 8.1.6);

- uAeHTUUKaLUMIO U ayTEHTUDMKALNIO.

CooTBeTCTBYIOLME 3aLLMTHBIE MEPbI C MOMOLLLIO MASHTUdUKALMU 1 ayTeHTUUKaLnmM AOMKHbI UCTIONb30-
BaTbCA COBMECTHO C JIOTMYECKUM YNpasrieHneM 4oCTYNoM AnA npeaynpexaeHns HeCaHKUMOHUPOBaHHOMo Npo-
HUKHOBEHUS;

- nornyeckoe yrnpaeneHyue n ayaut goctyna.
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Norvyeckoe ynpaeneHye AoCTyNoM, onucaHHoe B 8.2.2, normkHo obecneunsaTs NPUMEHEHNE NPOrPaMMHO-
ro obecneyeHus ans obpaboTkK 1 yaaneHns MHopMaLmm TONbKO CaHKLIMOHMPOBaHHBIMM Nofb3oBaTensamn. Pac-
CMOTPEHVE 1 aHamnu13 KypHarioB peructpawmm no3sonsieT o6Hapyx1BaTb HeCaHKLMOHUPOBaHHbIE BUAbI AeATeNb-
HOCTU;

- 3aLUUTY OT 3rIOHAaMEPEHHOTO KoAa.

Bce nporpamMMbl U AaHHble AOMKHBI MPOBEPSITLCS Nepes UCNoMNb30BaHWEM Ha MPUCYTCTBUE 31IOHaMEPEHHO-
ro koga (Bupychbl) (cM. 8.2.3).

10.4.19 HecaHKLMOHUPOBaHHbLIA AOCTYN B MeCTa XpaHeHusi HocuTeneu uHdopmMaLumu

HecaHKUMOHpOoBaHHBIA AOCTYN K MECTaM XpaHeHUsa HocuTenen nHgopMaLm MOXET NoABepraTb OnacHOC-
TW AOCTYNHOCTb MHAOPMALLMK, TaK KaK B 3TOM Cilyvae BO3MOXHO HECaHKLMOHUPOBaHHOE YHUUTOXEHUe UHdopma-
LMK, 3anrMcaHHON Ha 3TUX HocUTensX. 3allMTHbIE Mepbl B 3TOW 06racTy BKIIo4YaloT B cebs:

- 3KCMITyaTauuoHHble BOMpPOChI.

OpraHusaums MOXeT yNpaBnsiTb HoCUTeNsAMyU MHOpPMaLMK, Hanpumep Anst PU3NYECKON 3aLLUTLI U NOAOT-
YeTHOCTU HocuTenei uHdopMaLmmn Ans Toro, YTobbl He A0NYCTUTL HECAHKLMOHUPOBaHHBIA 4OCTYN K MHdopMaLmm,
3anucaHHom Ha aTux HocuTensax (cM. 8.1.5). Ocoboe BHUMaHWE AOMKHO YAENATLCA 3aLLUTE FIErKO CHUMAEMbIX
HocuTenen MHdopMaLmm, HanpPUMep OUCKET, MarHUTHBIX JIEHT € 3aMUCsIMU pe3epBHbIX KOMUIA 1 ByMakHbIX HoCUTe-
nein;

- usndeckyto 6e3onacHoCTb.

CooTBeTCTRYIOLLASA 3aLLMTa MOMeLLEHUIA (NPOYHbIE CTEHbI U OKHA, a Takke usndeckoe ynpasrneHue 4ocTy-
nom) u odpucHoe obopyaoBaHMe MOTYT 3aLUTUTL OT HECaHKUMOHUPOBaHHOro gocTyna (cMm. 8.1.7).

10.4.20 Owun6ka nonb3oBaTens

Owwnbka nonb3osaTesis MOXeT HapyLUUTb AOCTYNHOCTb MHOPMaLMK. 3almUTHbIE Mepbl B 3TON obnacTu
BKMNOYal0T B cebs:

- OCBEOMITIEHHOCTL B BOMpocax 6e30nacHoCcTU 1 o6ydeHne.

OpraHu3auus JormkHa NpoBECTU COOTBETCTBYIOLWEee 06y4YeHWe BCeX Nornb3oBaTerier arns Toro, YTobbl OHU He
Aonyckanu owmbok npu o6paboTke nHpopmauum (cm. 8.1.4). B nporpammy o6ydeHns AOMmKHO BbiTb BKNIOYEHO
obyueHre onpeaeneHHbIM MeToANKaM A1 cneumanbHbIX ASUCTBUIA, HanpyuMep npoLleaypam Mo aKcnyaraumm
unm obecneyveHmnio 6esonacHoCTy;

- pe3epBHble KOMU.

PesepBHble konuuy, HanpuMep npeablayLuee NoKoreHUe NporpamMmmMHoro obecnedeHus, MoryT GbiTb UCNosb-
30BaHbl 47151 BOCCTAHOBIIEHMS MHOPMaLMK, NOBPEXAEHHON B pe3yrisraTe ownbok none3osarens (cm. 8.1.6).

10.5 3aWuUTHBIe Mepbl ANA NOA0THETHOCTU, ayTEHTUHMHOCTU U OCTOBEPHOCTU

O6nacTb NPUMEHEHW NOAOTYETHOCTU, AYTEHTUYHOCTU U JOCTOBEPHOCTU LUMPOKO Pa3NNUYaeTCca B pasHbIX
JoMeHaX. 3TU pasnnymsa nogpasyMesaloT BO3MOXKHOE MPUMEHEHNE MHOXECTBA PasHbIX 3aWUTHLIX Mep. MNoaTomy
AN HAX MOTyT 6bITb NpUBEAEHb! TONBKO 06LLMe pekoMeHAaLMN.

3awmnTHbIe Mepbl, NepeuncneHHbie B 8.1, NpeaocTasnsoT obLLyio 3aLuTy, T.e. OHWU HanpaseHbl Ha psaa
yrpo3 1 obecrneynsaroT 3awWwmTy NnyTem noanepxku obuero acpdektusHoro ynpasneHus 6esonacHocTbio UT. Ha-
CTOSILLMIA NoApasaen UX He COAEPXXUT, HO BIIUSIHAE STUX MEP He crieyeT NpUyMeHbLUATL 1 OHU Takxke noanexar
peanusauum a4na obecneveHus obei adpdekTuBHol 6esonacHoCTA.

10.5.1 MogoTyeTHOCTL

Mpw 3aWwuTe NOAOTYETHOCTU AOIMKHA YUMTLIBATLCS Nlobast yrpo3a, KoTopas MOXET NPUBECTU K BbINOSTHEHUIO
OeNCTBUA, He CBOWCTBEHHbBIX paccMaTpuBaeMoMy 06beKTy nu cybbekTy. Huoke npuseaeHbl NpUMepbl HEKOTOPbIX
noAoBHbIX yrpos:

- KONNEKTUBHOE NONBL3OBAHWUE YYETHLIMM 3aMUCSMU;

- OTCYTCTBME BO3MOXHOCTU ONepaTUBHOIO KOHTPONs ASUCTBUIA;

- UMUTaUNA 3aKOHHOTO MOJIb30BaTENS;

- cboit nporpaMMHoOro obecneyeHus;

- HECaHKLMOHUPOBAHHLIN AOCTYM K KOMMNbIOTEPY, AaHHbIM, YCIyram 1 NPUNoXeHUAM;

- HeYAOBNEeTBOPUTENbHAs ayTEHTUUKALMS.

CyuwecTtByioT ABa TUNa NOAOTYETHOCTU, KOTOPbIE AOIDKHBI ObITh MPUHATHI BO BHUMaHUWe. MepBbii TUN cBsi3aH
¢ uaeHTUdUKaumen Nofb3osarers, NoA0TYETHOIO 3a onpeaerieHHble AeACTBUs ¢ uHgopmaumen u cuctemamm UT.
KoHTponbHbIe XypHanb! perycTpaumvm NpeAoCcTaBrsiioT Takylo NogoTYETHOCTL. BTopoin — kacaeTcst NoA0TYETHOCTU
MeXay Nonb3oBaTenaMu B cucteme. AT0 MOXKET ObITb IOCTUTHYTO MyTeM NPUMEHEHUA YCyr No oGHapyXeHuio
HEeOTKa3yeMoCTU, APOBNeHUs 3HaHWIA UM ABOWHOTO KOHTPOSS.

43



FOCTP UCO/MI3KTO 13335-4—2007

MHorue 3aLlmTHble Mepbl MOTYT BHECTU BKI3aJ B YSydLIeHUe NOAOTYETHOCTU, HauuHast OT NonuTuku obecne-
YeHus 6e3onacHOCT, OrMUYECKoro ynpasneHus 1 ayauta 4octyna v 4o BHeAPEeHUA 0gHOpa3oBbIX Naposien u
CPEe/CTB ynpaBneHs HocuTensaMu uHcdopMaLmn. Peanusaums nonuTukv B obnactv BnageHus uHdopMaumein sens-
eTcs Npeanocbinkor Ans obecneveHns nogotyeTHocTU. Beibop cneunanbHbIX 3aWmTHLIX Mep 6yaeT 3aBuceTb OT
cneundrK1 UCToNb3oBaHUs MOAOTYETHOCTU B Npeaenax AoMeHa.

10.5.2 AyTeHTUYHOCTb

[JoBepuie K ayTEHTUMHOCTU MOXET 6bITb CHUXKEHO MoBoI Yrpo3oi, KOTopas 3acTaBnsIeT YenoBeka, cucTemMy
WM MPOLIECC YCOMHUTLCS B TOM, UTO OB BEKT SIBMSIETCS TEM, UTO OH NpeAcTaBnAeT us cebs. MNpuMmepamm BO3HUKHO-
BEHMsI TAKOW CUTYaLMK SIBMSIETCS U3MeHeHUe AaHHbIX 6e3 Haanexallero KOHTPOSs, NPoOMCXoXAeHUe HENPOBEPEH-
HbIX UMW HernoaaepXXUBaeMbIX AaHHbIX.

MHorve 3almTHble Mepbl MOTYT BHECTW CBOM BKITaZ B YITy4lUEHUE ayTEHTUYHOCTUW, HA4YMHas! OT UCTONb30Ba-
HWA YTBEPXOEHHBIX CMPaBOYHbIX AaHHBIX, IOMMYECKOro ynpaBrieHus U ayauTa gocTyna v 4o uudpoBbIxX noanu-
ceii. Bbibop cneuparsnbHbiX 3alMTHBIX MEP 3aBUCUT OT cneudUKU UCMONb30BaHUS ayTEHTUMHOCTU B Npeaenax
[JaHHoWn obnacTu.

10.5.3 locToBepHOCTL

IMobas yrposa, KoTopas MoXeT NPUBECTU K HenocrneaosaTelbHOMY NoBeAeHUIo CUCTEM UIU MPOLLECCOoB,
NMPUBOAUT K CHIDKEHUIO JocToBepHOCTU. [prMepamu Takmx yrpos sSiBMSATCs HernornyHoe yHKLMOHUPpOBaHWe Ccu-
CTEMbI N HEHaZEXHble NOCTaBLLUMKU. CHDKEHUE AOCTOBEPHOCTM NPMBOAMT K NSIOXOMY 06CNyXuBaHuUIo NoTpebuTe-
nen n noTepe UX JOBEPUSI.

MHorve 3aluMTHble Mepbl MOTYT BHECTU CBOW BKITaZ, B yCWileHWe JOCTOBEPHOCTU, HaUMHas OT NilaHoB Henpe-
pbIBHOCTU 6U3HECa, BHEAPEHUS pe3epBMpoBaHUs B DU3NYECKYIO CTPYKTYPY U TeXHUYeckoe obcrnyxusaHue cuc-
TeMbl U 40 naeHTUdmKaLmm, ayTeHTudrKaLmm, orMieckoro ynpasneHus u ayauTa goctyna. Beibop cneuyanbHbIx
3aWmUTHBIX Mep byaeT 3aBuceTb OT cneuuduku BbiIbopa nokasarenein JOCTOBEPHOCTU B Npeaenax AaHHOW
obnacm.

11 BbI6Op 3alWMTHbLIX MEP COMMAacHO AeTanbHbIM OLleHKaM

Bbi6op 3aLMTHBIX MEP COrNacHo AeTarbHbIM OLEHKaM OCHOBbIBAETCA Ha TeX XXe NpuHLUMNax, KoTopble Npu-
MeHsINUCh B NpeablayLumx pasgenax. MposeaeHne AeTanbHOIO aHanM3a pyucka No3sosnsaeT y4ecTb cneuuanbHble
TpebosaHusa n obcTosTenbcTea cucteM UT u ux aktuebl. OTnvume OT NpeablayLUMX pa3aenos 3aknovaeTca B
YPOBHE YCUNUWiA U AeTanu3auum npouecca oueHusaHusl. MoaTomy, BO3MOXHO kBanuduumposaHHoe 060cHOBaHUe
BblGpaHHbIX 3aWwnTHbIX Mep. Moapa3zaen 11.1 HacTosIero cTaHaapTa HanpaereH Ha To, YToObl UCNONb30BaTL
MONOXEHNA 0 METOAAX aHanM3a pucka, ycraHosneHHble B UICO/M3K TO 13335-3, ana npouecca Bbibopa 3awuT-
HbIX Mep, YCTaHOBIEHHbIX B HacTosAWweM ctaHaapTe. MpuHumnbl Bbibopa 3almMTHLIX Mep paccMoTpeHbl B 11.2.

11.1 Bsaumoceasb MCO/MIK TO 13335-3 ¢ HacTOAWMM CTAaHAAPTOM

B UCO/M3K TO 13335-3 npeacraBneHbl TEXHAYECKUE NPUEMbI yrpaBneHus 6esonacHocTsio UT. B Hem
TaKke paccMaTpuBaloTCs BapUaHTbl CTpaTerm aHanmsa BO3MOXHbIX PUCKOB OpraHu3aunn U peKoMeHA0BaHHbIA
noaxoa Ans aHanusa pucka. OCHOBHbIMU BapMaHTaMK cTpaTerimn ans NpMMeHeHust B npeaenax opraHmsauum
ABNAETCA UCNOb30BaHUe:

- 6a3oBoro noaxoaa Ansa scex cuctem UT;

- AeTanbHOro aHanuaa pucka ans scex cuctem UT;

- pekoMeHAoBaHHOro noaxoAa, T. e. Mocne AeTanbHOro aHanuaa pucka Bcex cuctem UT ucnonbsyetca
6a30BbI noaxod k cuctemam UT ¢ HU3KMM YPOBHEM prcka U AeTanbHbIN aHanu3 pucka ans cuctem UT ¢ Bbico-
KM YpPOBHEM pucka.

Ecnv npuHsiTo pelleHre Ucnons3oBaTh AeTalbHblil aHanua pyucka ans scex cucteM UT ans uaeHTudukaumm
3alUTHBIX MEpP, TO OpraHn3auus AoSkHa UCMonb3oBaTh MHAOPMaLMIo 0 Bbibope 3aluTHBLIX Mep U 3hHEKTUBHOM
1cnonb3osaHuW pesynsTaTos AeTanbHOro aHanuaa pucka, npusegeHHyto 8 11.2. KpoMe Toro, opraHusaums Aonxk-
Ha ncnonb3oBaTb MHOOPMaLMIO O 3aLUTHBLIX Mepax, B TOM Yucrie 4ns cneunanbHbix cucteM UT, n cBAsb mexay
npo6nemamu 6e3onacHOCTV 1 yrposamu, NpMeeaeHHbIMU B pasgenax 8—10.

11.2 MpuHUUNbI BbiGOpa

Ba30BbIMM NPUHSITO CYUTATH YETbIPE acnekTa, CBsAA3aHHbIe C 3alUTHBIMU MepamMu, T. €. BO3AENCTBUS, Yrpo-
3bl, YA3BUMOCTb 1 pyck. Prck cam no cebe paccMmaTpuBaeTcs, Korga opraHu3aLns npyHAMaEeT peLleHne O CHWKe-
HWW UK U3BEXaHWM prcKka 4O MOMEHTa ero NPUHSITUS (MPMMEPOM CHIDKEHUS pUcka sIBIISIETCS MOyYeHue CTpaxo-
BOro rnonuca, a npumepom nlberaHust pucka — nepesos KoHduaeHLMansHoM MHGopMaLn B APYroii KOMMNLIOTEP).
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AcnekTbl, hopmupyioLLmne pucK (BO3AENCTBUS, YTpo3bl, YA3BUMOCTU), ABMSIIOTCSA [MABHO LIEMNbIO 3aLLUTHBLIX Mep.
CyuwectsyloT cnegyiowme Nyt 60pbObl 3aUTHBIX MEP NPOTUB 3TUX acreKToB:

- YrpoO3bl — 3aALUMTHBIE MEPbI MOTYT CHUXAaTb BEPOATHOCTL BO3HUKHOBEHUS! YTPO3bl (HAaNpUMep paccMoTpe-
HWe yrpo3bl NoTepy AaHHbIX BCIEACTBME OLWMBOK Nonb3oBaTtens, kypc o6y4eHus nonbaosaTesniei, HanpasneHHbI
Ha CHWKeHWe Yucna olwmbok) unu B criydae sansiaHMpoBaHHON BpeAOHOCHOM aTaku (BO3OENCTBUSA) COEPKUBATD
yrposy nytem ysesninieHnsi TEXHU4ECKON CIOXKHOCTH, KOTOPYIO HaA0 NPeoaoNeTb A1 AOCTWKEHUS YCNELHOCTU
aTaku;

- YI3BUMOCTb — 3aLLUTHbIE MEPbl MOTYT CHSITb YA3BUMOCTL UK cAENaTh €€ MEHEE CEPLE3HOM (Hanpumep,
€CNN BHYTPEHHSASA CeTb, NOACOeANHEHHAs K BHELUHEWN CETU, YA3BUMA ANA HECAHKLMOHUPOBAHHOIO AOCTYNA, TO
peanv3auus COOTBETCTBYIOLLIE MEeXCETEBOW 3aLUMTbI AenaeT 3To coeauHeHne Gonee HaaeXHbIM, a pasbeauHe-
HUE CHUMAET 3Ty YA3BMMOCTL);

- BO30EWCTBME — 3aLUMTHbIE MEPbI MOTYT CHU3UTL BO3AEUCTBME UM MOMOYL €ro u3bexatb (HanpuMep,
ecnv BpeiHoe BO3Aie/CTBME 3aKMioYaeTcs B HeAOCTYNHOCTU UHopMaLMK, TO OHO MOXET BbITb CHUKEHO NyTEM
€O3[aHuns KOMUIA, XpaHsLmxcs B 6e3onacHoOM MecTe, a Takke paspaboTku U BHeapeHUs nraHa HenpepbIBHOCTU
6usHeca). Ecnv cyluecTsyioT 3anncu ayaura, To aHanus v cpeacTea npeaynpexaeHust MoryT obecneunTs paHHee
o6HapyXeHue UHUMAEHTa U CHU3UTL BpeAHOe BO3AeNCTBUE Ha GUaHec.

OT TOrO, Kak 1 rae Ucrnosb3yeTcsl KOHKPeTHasA 3almTHaa Mepa, BO MHOTOM 3aBUCAT Te BbIrodbl, KOTOPble
nosnyyaeT opraHu3aums oT ee peanusaumn. OueHb YacTo YrPo3bl MOMYT OTHOCUTBECA K HECKOMBKUM YSI3BUMOCTSIM.
MoaTomy, ecnv NpuMeHsieTcs 3aluMTHasA Mepa, NpeaoTepaLlaoLas oaHy yrposy, To OQHOBPEMEHHO OHa MOXET
3aLWmLLaTb HECKOSIBKO YSI3BUMOCTEN cucTembl. O6paTHoe yTBEepKAEHWE TOXe BEPHO — Mepa Be3onacHocTu, npe-
AOXpaHsoLwas o4Hy yA3BUMOCTb, MOXET BbITb NPUHATA NPOTUB HECKOSIBKUX YrPo3. OTU BbIroAbl CneayeT yUuTbl-
BaTb Npu BbiGope 3aWnUTHLIX Mep. [JonoNHUTENbHbIE BbiroAbl A0MMKHbI ObITb NOATBEPXAEHLI AOKYMEHTAIBHO AN
TOro, YTobbl UMETb NOMHYI0 KAPTUHY TpeboBaHWii 6e30nacHOCTU, KOTOPbLIM YAOBNETBOPAIOT 3aLLMUTHBLIE MEPHI.

O6bluHO, 3aWMTHBIE MEPBI MOTYT 0becne4nTs oauH Unu Gonee TUNOB 3aLMTLI: NpeaynpeXaeHue, caepxu-
BaHuWe, 0bHapyKeHWne, CHKEHWEe, BOCCTaHOBMNEHUE, KOPPEKTUPOBKY, MOHUTOPUHT U OCBEAOMIIEHHOCTL. BbiGop
3aUNTHBLIX Mep B JaHHOM Crnyyae 3aBUCUT OT 0COBEHHOCTEN cUTyaLum U NnpeaHasHaveHum 3almnTHbIX Mep. Bo
MHOTMX Cry4asixX 3aluTHbIe Mepbl HanpaBneHbl Ha obecneveHne HeCKONbKMX TUMOB 3aLLMTbI, YTO NPUHOCAT A0-
nonHWUTENbHbIE BbiroAb!. Moao6HbIE 3aWUTHBIE MEPbI, NPeoCTaBNAIOLLNE MHOrOYUCTIEHHbIE BbIroAbl, AOKHbI
ObITb BbIOpaHbI B NEpBYI0 ouepeb.

OpraHusaums 4oimkHa noadepxusBaTh B pa3yMHbIX npegenax 6anaHc 6e3onacHocTy v Bo3aeincteuin. Ecnn
CIULLKOM MHOTO BHUMaHWS YAENASTCA OAHOMY TUMY 3aLLUTbI, TO MAIIOBEPOSITHO, YTO O6LLMIA ypoBeHb Ge3onacHo-
cTn 6yaeT adpdpexTmBeH. Hanpumep, ecnv 60nbLUMHCTBO CAEPXMBAIOLLMX 3aLUMUTHBLIX MEP UCTOSb3yeTcs be3 aaek-
BaTHbIX Mep 0OHapyxeHWsa Ans onpeaeneHust Toro, Koraa caepXXuBaHue yxxe He paboTtaer, To obLas 6e3zonac-
HOCTb He byaeT adhdeKTUBHON.

MpeanoxeHHble 3alMUTHbIE MEPbl HEOOXOAMMO [0 UX peanu3aLy CPaBHUTL C CYLLIECTBYIOLLIMMU MEpaMm
no oGecnedermio 6e3onacHoCTU, YTOOb! OLEHUTD, Kakue Mepbl MOTYT BbITb YCUIEHb! U YCOBEPLLEHCTBOBaHbLI. B
noboM cnyyae ato byaeT aeluesne, YeM BHEAPSITb HOBYIO 3aLLUTY.

Bo Bpemsi BbiGopa 3alUTHBLIX MEP BaXKHO CPaBHUTL pacxobl Mo peanu3auuyn 3aWmuTbl CO CTOUMOCTLIO
aKTUBOB U OLIEHWTL BO3BPAT BIOXEHUI C TOYKU 3pEHNS CHDKEHUS! pUckoB. Pacxobl Ha peanusaumio n TexHu4ec-
koe obcnyxuaHne MoryT 6bITb Bbile CTOUMOCTM CAMOW 3aLLUThI, U 3TO criedyeT Y4MTbiBaThb Npy Bbibope 3aluuT-
HbIX Mep.

TexHU4eckne orpaHU4eHus, Hanpumep TpeboBaHUs K PYHKLMOHMPOBaHUIO, yNparnsieMocTu (TpeboBaHus K
onepaunoHHON noaaepKKe) 1 BonpocamM COBMECTUMOCTU MOTYT 3aTPYAHSATb UCNOMNb30BaHUE HEKOTOPbIX 3aLLuUT-
HbIX Mep. B aTux cnyyasx cneuvanuctsl no cucteMam UT 1 obecneverHnto 6e3onacHocT AOSMkHbI paboTaTh
COBMECTHO 7151 BbIpaboTKu ONTUMasbHbIX pelieHuit. Ecnuv 3autHble Mepbl cHUKatoT adpdeKTUBHOCTL doyHKLIMO-
HUPOBAHUA CUCTEM, TO 3TU creuuanncTbl No cuctemam UT n obecneveHnio 6e30NacHOCTU AOIPKHbI HAXOOUTb
peleHue, obecneunsaiolee acpdekTUBHYI0O paboTy cuctembl UT Nnpy rapaHTUpoBaHHOM JOCTATOYHOM YPOBHE
Ge3onacHocTu.

[ns Taknx acnekToBs, Kak oxpaHa HENPUKOCHOBEHHOCTU U lopyauYeckasl 3alura JIdHou nHdopmaumm, Mo-
XeT NoTpeboBaTLCA HaNMMYME crneumanbHbIX 3alMTHBIX Mep. TakuM 06pa3oM, opraHu3saLms oJbkHa uccrnefoBarb
nngeHTMUUMpoBaTh 6a30Bbie 3aLULLIAEMbIE ANTEMEHTDI.
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12 PaspaboTtka 6a3oBon 6e30nacHOCTU opraHusauum

B cny4ae, ecnv opraHusauusi npuHUMaeT peLleHre o NpuMeHeHnn 6a3oBoi 6e3o0NacHOCTU KO BCe opraHu-
3aLMM1 UK K ee YacTu, To A0SKHbI BbITb PaCCMOTPEHbI Creaytoume BOnpoch!:

- KaK1e YacTu opraHu3aLumy UM cUcTem MoryT ObiTb 3aLLMLLeHbl Ha OAHOM U TOM Xe 6a30BOM YPOBHE, a
Kakve TpebyloT pa3HOro ypoBHs 6e30nacHOCTH, UK AOMMKEH NM NPUMEHSITECA OAUH U TOT Xe 6a30BbIi YpoBEHb
Ans BCel opraHu3auum;

- Ha KakoW ypoBeHb obecneyveHmns 6e3onacHOCTV AoMkHA ObITb HaLeneHa 6asoBast GesonacHOCTL (Mnn ee
BapuaHThbl);

- KaK MOTYT ObITb ONpeeneHbl 3alUMTHBIE Mepbl, 06pa3ylowme paanmyHyto (Npu HeobxoammocTn) 6a3oByto
6e30MacHoCTb.

Cxema pasnuyHbix 6a30BbIX ypoBHER obecneveHns 6e3onacHoCcTU npeAcTaBrieHa Ha pUcyHke 4.

Puck

Ba3zoBhlii ypoBeHs 2

Ba3soselit ypoeeHb 1b

YpoBeeHb 1a
Cuctema | Cucrema | Cucrema | Cucrema | Cucrema | Cuctema | Cucrema | Cucrema
nT T nT uT nT nT nT nT
1 2 3 4 5 6 7 8
Cucremsl UT

PucyHok 4 — Pa3nuuHble 6a3oBble ypoBHU

MpeumyLecTso NpUMeHeHUs pasnn4HbIX ypoBHEH 6a3oBoii 6e30MacHOCTY B OpraH13aumm 3aknioyaeTcs B
TOM, YTO HOMBLWNHCTBO cUCTEM ByayT COOTBETCTBYIOLLMM 0Opa3oM 3almLLEHb!, T. €. UM ByaeT obecneveH He
CITULLKOM HW3KUA U HE CIIULLKOM BbICOKUIA ypoBeHb 6e3sonacHocTu (Hanpumep anst cuctem UT 1,2, 6 n 8 ¢
ypoBHeM 6a3osol 6e3onacHocTy 1 1 ana cucteM UT 3, 4 n 5 c yposHem 6a3oBoi e3onacHOCTU 2 Ha pucyHke 4).
Ecnm cuctembl UT ¢ pasnuyHbiMy TpeboBaHUsIMIU 6e30NacHOCTU AEACTBUTESNIBHO OTRnYaloTcs (6ONbLUMHCTBO Tpe-
6yeMbIX 3aLUTHBLIX Mep paanuuHbl 4ns Kaxaon cuctembl UT), Torga Ans faHHOW opraHnsaummn peKoMeHayeTca
NPUMEHSAITL pasnnyHble 6asoBble YpoBHU GesonacHoCcTU. Ecnv nMetoTcs npyHLMnuansHoO pasHble TpebosaHua obec-
neyeHus 6e30nacHOCTU, TO peLLEHUE O NPUMeHEHUM 6a30BOro YpoBHS! 6e30MacHOCTM AOMMKHO ObiTb NepecMoTpe-
HO.

Ecnu, ¢ Apyroit CTopoHbl, EAUHCTBEHHBIM PasniMunuem Mexay pasnuyHbiMmU 6a3oBbIMU ypoBHAMK Gesonac-
HOCTU SIBNSIETCA NOTPEBGHOCTL B HEKOTOPLIX AOMOSHUTESbHBIX 3aLLMTHBIX Mepax AJ1s1 NoBbILLIEHUS1 6a30B0ro ypos-
He 6e30MacHOCTU, TO BO3MOXHO OTCYTCTBYET HEOGXOAUMOCTL BO BHEAPEHUN HECKOMNBbKMX PasfnyHbIX 6a30BbIX
ypoBHeii. Ecnv peanuayeTcs Tonbko oauH 6a30Bblil ypoBeHb 6€30MacHOCTH, TO HEMPOU3BOAUTENbHbIE N3AEPXKKN
opraHusaum MoryT 6bITb 3HAUUTENBLHO CHWXKEHBI, U MEPCOHA OpraHn3aL/My MOXET OPUEHTUPOBATLCA Ha OANH U
TOT )K€ CyLLECTBYIOLLMIA YpoBeEHb 0becneueHus 6e3onacHocTu.

WUcnonb3oaHue 6a3oBoro yposHsi obecneveHust 6ezonacHOCTU OKHO COOTHOCUTHCS C BO3MOXHOCTLIO
NOrUYECKM peanvaoBaTb oauH Unu 6onee ypoeHei 6a3oBoit GesonacHocTu. Ecnv BbiGpaHbl pasnnyHble 6a3oBble
ypoBHU obecneyeHust 6e3onacHOCTU, TO OHWU AOIMKHBI 6bITb TOYHO YCTaHOBIEHbI B COOTBETCTBUM C TPE6OBaHUAMK
o6ecneveHusa 6esonacHocTM 3awmiaemoii cuctembl UT. O6bI4HO 6a30BbI ypoBeHb obecnedeHust 6esonacHocTu
He AorpkeH 6bIThb HalerneH Ha yaosneTsopeHue TpebosaHuii cucteM UT k 6e30MacHOCTU CaMOro HASKOTO YPOBHSA
(cMm. TpeboBaHus cuctembl UT 2 Ha pucyHke 4). CneayeT CTPEMUTLCA K YPOBHIO, OCTAaTOMHOMY Ans 6oMbLUMHCTBA
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(cM. 6a30BbIi ypoBeHb 1a Ha pucyHke 4) unu Bcex (cM. 6a3oBbii yposeHb 1b Ha pucyHke 4) cuctem UT. Leneco-
06pasHo CTPEMUTLCS K HAMBLICLLIEMY YPOBHIO o6ecneveHunst GesonacHocTu cucteM UT ¢ noMoLbio 6a3oBbIX
3aLMTHBIX Mep, Tak Kak oHW oBecneynBatoT 4OCTaTOuHbIA YpoBEHb Ge3onacHOCT A1 BCeX paccMaTprBaeMblX
cuctem UT npu HeGonbluMX 3aTpaTtax. [ns npuHATAS OKOHYATENBHOIO PELLEHMS O TOM, Kakue cucTeMbl UT gomk-
Hbl 6bITb 3aLUMLLEHbI Ha OAHOM U TOM e 6a30BOM YPOBHe, opraHv3aLus JomkHa NpoBecT AeTanbHOe paccMoT-
peHue cuctem UT. HekoTopble cuctembl T BO MHOrOM CXOXM MO XapakTepucTukam u/unm tpebosaHunsim obecne-
YeHus GesonacHocTW. B aToM criyvae oHu AoIKHbI ObITh 3alUULLEHb! HAa OAHOM 1 TOM e 6a3oBoM yposHe. Ecniu,
C OpYroli CTOPOHBI, HECKOJTBKO CACTEM MOJTHOCTbLIO OTANYaI0TCS Mo cBoUM TpeboBaHNaM k obecneveHuio Gesonac-
HOCTW, TO YacTo cambIM NTErKUM CnocoGoM YAOBNETBOPEHUst TPeGoBaHWin Ge30MacHOCTY ABMSIETCS pacCMOTPeHMe
KaXd0oW cMCTeMbl B OTASIbHOCTHU.

3TO cnpaBeAnuBO U AN Crydvasi, ECW NPUHATO peLleHne o BHeApeHUM 6a30BOro ypoBHsi obecrneveHus
6e3onacHoCTV Ans Beel opraHusaumn. MprHATLIN 6a30BbI ypoBeHb 6e30MacHOCTM MOXET CTPEMUTLCS K peanit-
3aLumM Tpex pasHbiX ypoBHel obecneyeHnst Ge3onacHoCcTu:

- HU3KOro YPOBHS ¢ AobaBneHneM cneLyanbHbIX 3alWMTHbIX Mep ANd 3aWwmThl Beeli cuctembl UT ¢ 6onee
BbICOKUMU TpeBoBaHNSMN,

- cpeHero ypoBHs ¢ Ao6aBneHneM crneLnanbHbIX 3alUMTHbIX Mep ANS 3awuThl Beeld cuctembl UT ¢ Gonee
BbICOKUMU TpeboBaHMAMY;

- BbICOKOrO YPOBHS, OCTaTOMHOro Anst o6ecnedenHms 6eaonacHocTy Bcex cuctem UT, noanexallmx salumre
C NomolLLiblo 6a3oBol 6eaonacHoCTH.

Kak 6b1r10 ykasaHo BblLLe, CPeaHUiA UM BbICOKWIA YpoBeHb obecneveHns 6a3osoli bezonacHocTy Lienecoob-
pasHo MCMOMb30BAaTb AJ1s MHOMX OpraHu3aLmni Ans o6ecrneyeHns 4oCTaToMHON 3almThl 6e30MacHOCT OpraHun3a-
LMW U CHUXKEHWA HaknaaHbIX pacxoaos. OKoHYaTENbHOE peLleHne AOMKHO BbITb MPUHATO B COOTBETCTBUM C NOMNW-
TUKol 6e3onacHOCTU opraHusaLmm U TpeGoeaHui kK obecneveHmnio 6e3onacHOCTM paccmaTpueaeMblx cuctem UT.

13 BbiBOABI

B HacTosLeM cTaHgapTe paccMOTPEeHb! pasnyHbie NyTH Bbibopa 3alUTHBIX Mep, KOTopble MOTYT BbiTb
NCMosib30BaHbl A4na AOCTUKEHNS 6a30BOro ypoBHA obecneveHnst 6e30MacHOCTU U B KaYeCTBE AONOMHUTENLHON
WHdpopmaLmmn K metoaam, onucaHHbIM B UCO/MOK TO 13335-3. HacToawwmii ctaHaapT coaepxut 063op obLuenpu-
HATBIX 3aLUMTHBIX Mep, KOTOpble MOTYT ObITb BbIDpaHbI, UCXoAs U3 YNOMAHYTLIX Bbile Nnoaxoaos. Hactosawmin
CTaHOapT COAEPXKUT CChISKA Ha pasHble pykoBofcTaa o 6a3osoii 6ezonacHocTu ¢ 6onee NoapobHbLIM onucaHnem
3aWUTHBIX Mep. B HeM Takke NpuBeaeHo onncaHue pasnuyHbiX nyTer pa3paboTku 6asosoi 6esonacHOCTU opra-
HU3aLMK, NPeMMYLLIECTBA U HEQOCTATK paanMyHbIX NoAxoao. no obecneveHunio 6esonacHoctn. Hactoawmi cran-
0apT MOXET NPUMEHSITLCA S0ObIMU OpraHW3aLMsIMI MasIoro 1 KpynHoro 6usHeca, BbibMpaloLmX 3alUTHbIe Mepbl
[T CBOUX CUCTEM MHAPOPMaLMOHHBLIX TEXHOITOMMIA.
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MpunoxeHue A
(cnpaBouHoe)

Kopekc meHepkMeHTa 6e3onacHOCTU MH(DOPMALIMOHHLIX TeXHONOTUN

B HacToOsiEeEM NMpUNoXXeHUU NpUBEAEHO KpaTKoe ONUcaHne HauMoHanbHbIX cTaHaapToB BenukoGputanuu [1] n [2]
cepumn BS 7799.

O6nacTbL NnpUMeHeHnst

Cepusi craHpgapToB BS 7799 Birnouaet B ceba aBe vactu:

BS 7799-1:1999 Kogekc meHempkmeHTa 6€30NacHOCTU MHOPMALMOHHBIX TEXHOMOMMN;

BS 7799-2:1999 TexHuueckue ycrioBusi N0 cUCTEMaM MeHemKMeHTa 6e30nacHOCTU MHOPMALMOHHBIX TEXHOMO-
.

HanHble ctaHaapTel onybnukoBaHbl bBputaHckum nHCTUTYTOM cTtaHgapToB. CtaHgapT BS 7799-1:1999 ([1]) same-
HsieT Bepcmio 1995 r. Obe vacTu craHpgapTta BS 7799 npegHasHaveHbl AN BbICWEro pyKOBOACTBA M NepcoHarna, OTBeT-
CTBEHHOIO 3a MHULMMPOBaHWE, peanu3aumio u nogaepxaHvwe B pabodem coctosHum nHdopmaumoHHon 6e3onacHocTn
opraHusauum, U MOryT UCMOMNb30BATLCA B KAYECTBE OCHOBbLI Ansa paspaboTtkm ctaHgapToB no obecneveHntio 6e3onacHo-
CTW opraHusauum.

Cranpaptsl [1] v [2] nogroToBneHsl KOMUTETOM BpUTAHCKOrO MHCTUTYTA CTAHAAPTOR MO YNPABMNEHUIO 3aLUTON
nmHopmauum. [laHHble cTaHAapThl YYMTHIBAIOT nocnegHue paspaboTku B 06nactv npuMeHeHus TexHornomm o6paboTkm
nHdopMaLmm, ocobeHHO B CETSIX U CPeacTBax CBA3N. B HUX Takke yaeneHo BHUMaHWe BOBMEUEHWIO U OTBETCTBEHHOCTH
BbICLLIErO PYKOBOACTBA opraHu3auum 3a obecnedenHne GesonacHoctn uHcopmauun. B npouecce ux nepecmotpa 6bin
YYTEH ONbIT OpraHn3alUMi pa3HbiX CTPaH Mupa.

CopepxaHve AaHHbIX CTaHAApPTOB BKIIOYalT B ceba nonHbii Habop cpeacTB ynpaBneHust U HaNyulwni NpakTu-
YeCkuin onbIT B obnacTtu mHdopmaumnoHHoi 6esonacHocTu. [aHHble CTaHAapThl Takke npegHasHayveHbl AnsA NpUMeHe-
HUSI B KQ4YECTBE OCHOBbI 4151 BLISIBIIEHUSI Anana3oHa CpeacTe ynpaeneHus, Heobxoaumbix Ans 60nblLIMHCTBA CUTYaLUA,
CBSI3@HHbLIX C WCMOMNb30BaHMEM MHAOPMALMOHHBIX CUCTEM B MPOMBIWNEHHOCTU U TOProBMne W, crieqoBaTernbHO, MOryT
6bITb NPUMEHEHbI B 6OMbLUNX, CPEAHUX U MarbiX OpraHu3aumsx.

Copepxanne [1]:

1 O6nactb NpMMeHeHusl

2 TepMuHbl 1 onpegeneHns

3 Monutuka obecneveHns 6e30NacHOCTM

3.1 Monutnka obecneveHns nHgpopmaunoHHon GeaonacHOCTH

4 OpranHusauusi 6esonacHocTn

4.1 UndbpacTpykrypa obecnevenna 6esonacHoct mHdopmaumm
4.2 Be3onacHocTb gocTyna TPeTben CTOPOHbI
4.3 AyTcopcuHr
5 Knaccndmkauua u ynpaBneHne akTusamu
5.1 MNoaoT4ETHOCTL aKTMBOB
5.2 Knaccudukaums nidopmaummn
6 ObecnevyeHne HGe3onacHOCTU NepcoHana
6.1 be3onacHocTb B onpegeneHun BugoB paboTt U BbIAENEHHbIX PECYpPCOB
6.2 O6yyeHne nonb3oBaTenen
6.3 PearmpoBaHne Ha MHUMAEHTbI
7 BesonacHocTb M3MUECKON U OKpYyXalLwen cpeapl
7.1 O6nactu 6e3onacHocTu
7.2 besonacHocTb 06opyaoBaHWSA
7.3 Ob6wwme cpeacTea ynpaeneHns
8 YnpaeneHue cucTem CBsI3U U ONEPALMNOHHBIN MEHEPKMEHT
8.1 OnepauuvoHHble Npoueaypbl U pacnpegeneHne oTBETCTBEHHOCTU
8.2 MNnaHvpoBaHue u NpueMka CUCTeM
8.3 3awumTa OT 3noHamMmepeHHbIX KOQOB
8.4 [eiicTBus No obCnyXuBaHUIo
8.5 YnpaeneHue ceTblo
8.6 ObpaweHre n 6e3onacHOCTb HocuTenen MHboOpMauun
8.7 O6meH aaHHbIMU K NporpamMmmHbIM obecrneueHnem
9 YnpaeneHvue gocTynom
9.1 TpeboBaHus kK cucTemam JOCTyna B OpraHv3aumm
9.2 YnpaBneHne fOCTynoM nonb3osartenen
9.3 OTBETCTBEHHOCTb NorMb3oBaTenen
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9.4 YnpaBneHve gocTynoMm B CeTb
9.5 YnpaBneHve goCTynom B KOMMbIOTEP
9.6 YnpaBneHve oCTynom K NpUroXeHUsAM
9.7 MoHWTOPMHI cUcTeM JOCTyna v Nonb3oBaTenen
9.8 Mob6unbHaa obpaboTka gaHHLIX U gUCTaHUMOHHasi paboTta
10 Pa3paboTka n TexHudeckoe obCnyxMBaHWe CUCTEMbI
10.1 TpeboBaHus k cuctemam obecneveHnss 6e3onacHOCTH
10.2 be3onacHOCTb B NPUKIagHbIX cUCTEMAax
10.3 Kpuntorpacuyeckue cpeactsa ynpaBneHus
10.4 Be3onacHocTb harnoB NPUKNagHbIX CUCTEM
10.5 Be3sonacHoCTb Npu pa3paboTke U NOAAEPKKM OKpyXKatolwen cpeabl
11 YnpaBneHue HenpepbIBHOCTLIO GM3Heca
11.1 AcnekTbl ynpagrneHusi HenpepbIBHOCTHIO BM3Heca
12 CooTtBeTCTBUE
12.1 CooTBeTCTBME 3aKOHOAATENbHLIM U 00s3aTeNnbHbIM TpebGoBaHUAM
12.2 AHanus nonuTrnky 6e30NacHOCTM U TEXHNYECKOTO COOTBETCTBUS
12.3 Bonpocekl, cBAA3aHHbIE C ayguUTOM CUCTEMBI
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Mpunoxenne B
(cnpaBouHoe)

CraHpapt ETSI" «CBoiicTBa U MexaHU3Mbl o6ecneveHUn 6a3oBOro YpoBHs 6e30nacHOCTUY

B HacToAWwem npunoxeHnn NpuBeAeHoO KpaTkoe onucaHwe ctaHgapta ETSI [3].
O6nacTb NpUMeHeHns
B crangapte ETSI nepeuncneHsl Bce CBOWCTBA U MexaHuambl obecneveHns 6a3oBoro ypoeHA GesonacHocTy,
KOTOpble MOABEPINNCh OLEHKE N MOTYT MPUMEHSITCA B gpyrux craHpaptax ETSI. OgHako B NpunoxeHuu K gaHHOMY
CcTaHaapTy npuBedeHbl PykoOBOASILIME YKa3aHWsA No BblGOPY U MPUMEHEHUIO cneunanbHbIX MexaHu3moB obecneveHuns
6e3onacHocTU. [ns cneunanbHbIX pekoMeHZauui NpMBedeHbl COOTBETCTBYIOWME CChINKM HA UCTOMHUKN MHGOpMaunn.
Bonee Toro, skcnepTbl COOTBETCTBYIOWMX koMUTETOR ETSI MoryT nomoub B cnyvae BO3HWKHOBEHWUA BONpocoB. B Gonb-
LUIMHCTBE Crny4aeB oduumanbHble CTaHAapThl N0 NPUMEHEHMIO MexaHu3MoB obecneveHns 6e30nacHOCTH OTCYTCTBYIOT,
0JHaKO caMn MexaHn3Mbl obecneveHnss 6e30NacHOCTU NCNONb3YIOTCA B opraHm3aumsax. MHorve mexaHuambl He ony6nm-
KOBaHbl Mo npuunHe obecneveHunsi 6e30NacHOCTM, TaK Kak OHU MCMOMb3YIOTCA B cneumanbHbix npunoxenusax ETSI. Tak
Kak HabnogaeTca 3HauUMTenbHasi aKTMBHOCTE B OONAaCTAX TENEeKOMMYHUKAUMM U KpunTorpadumn, TO AaHHbIA CTaHOapT
nepuognyecky nepecmaTpuBaeTcsl U KOpPpeKTUupyeTcs.
CopepxaHue
1 O6nactbe npvmMmeHeHUs
2 HopmaTMBHbIE CChINKK
2.1 O6wue CBOWCTBa U MEXaHU3MbI
2.2 CBoNCTBa U MEXaHW3Mbl, UMEIOLWNE OTHOLWEHUE K NPUKNAgHbIM CUCTEMaM
3 OnpepgeneHns, CUMBOMbI U COKPAaLLEHUsI
3.1 OnpegeneHus
3.2 CokpaweHus
4 CeorictBa 6e30nacHOCTH
4.1 BeegeHve
4.2 O630p cBONCTB Ge30MacHOCTH
4.2.1 AyTeHTndmkaums
4.2.2 KoHthmaeHumanbHOCTb
4.2.3 LlenoctHocTb
4.2.4 Ynpaenenne [ocTynom
4.2.5 YnpaeneHve Kno4yamu
4.2.6 HeotkadyemocTtb
4.2.7 Ayant 6e3onacHoCcTH
5 Mexanusmbl obecneueHna 6esonacHocTu
5.1 BeepeHue
5.2 Kpatkun 063op
5.2.1 Mexanusmbl ayTeHTMMkaummn/maeHTndukaumm
5.2.2 MexaHn3mbl kOH(bMAEHUNANBHOCTU
5.2.3 MexaHu3mbl LIENOCTHOCTH
5.2.4 MexaHu3mbl ynpaeneHnss JOCTyrnom
5.2.5 MexaHn3mbl ynpaeneHus Knovamm
5.2.6 MexaHn3mMbl HEOTKa3yemocTu
5.3 dopmart onucaHus
Mpunoxenne A (cnpaBoyHoe) OnnucaHne MexaHW3MOB:
Mexannamebl 06ecnevennsa 6esonacHocTu/ayTeHTUdUMKaUMa/maeHTndukauma
MexaHusmbl 06ecneuenns 6esonacHocTu/ayTeHTuduKauma/mgeHTndukaums/meTogsl Ha OCHOBE NpaKTu-
YECKMX 3HaHUN
Mexanuambl o6ecneveHnsa 6e3onacHOCTU/KOHMNASHUNANBHOCTL/WNdpPOBaHNE
MexaHusmbl ob6ecneveHnsa 6e3onacHoCTU/LENOCTHOCTL
Mexanunsmbl obecnevennsa H6esonacHocTu/ynpaeBneHne AOCTYNOM
Mexanunsmbl obecneveHnn 6e3onacHocTu/ynpaeneHus knoYamu/pacnpegeneHnsa OTKpbITbIX KNIOYen
Mpunoxexne B (cnpaBouyHoe) CeA3b Mexay ycnyramm u mexaHumamamu 6e3onacHocTu

1) EBponencknit UHCTUTYT TENEeKOMMYHUKALMOHHbLIX CTaHAapTOB.

50



roct PUCO/MIKTO 13335-4—2007

MpunoxeHne C
(cnpaBou4Hoe)

PykoBoacTBo No 6a3oBoi 3aLuTe UHPOPMALMOHHBLIX TeXHOMOIUI

B HacTosilem npunoxeHnn NpuBeaeHoO KpaTkoe onucaHwe ctaHgapta [4].

O6nacTb NnpMMeHeHunsA

Uenbto 6azosot 3awmTbl AT NyTeM COOTBETCTBYHOLLENO NPUMEHEHUSA CTaHAAPTU30BAHHBIX OPraHN3aUMOHHBIX, Nep-
COHalbHbIX, MHPPACTPYKTYPHBIX U TEXHUYECKUX 3aLUMTHLIX Mep SIBNAETCA AOCTWXEHMe cTaHaapTa 6e3onacHoCTU cuc-
Tem UT, KOTOpLIN ABNAETCA afeKBaTHLIM M JOCTATOYHLIM AT151 YAOBMNETBOPEHNUs TpeGoBaHWi 3alumThl CPeaHEro ypoBHs U
MOXXET CMYXWTb B KQ4eCTBE OCHOBbI Ansa npumeHenns B VT, Tpebytowmx Gonee BbICOKOTO YPOBHSI 3aWMThI.

C sTol Lenelo pykosoAcTBO no 6asucHon 3awmute UT pekomeHayeT NakeT KOHTPMEP Ansl TUNWYHBLIX KoHUrypa-
LIMIA, OKPY>aloLLen cpeabl U OpraHn3auunonHblix cTpykTyp WT. MNpu noaroToeke 3Toro pykoBOACTBAa OpraH no oGecneyveHnio
6e3onacHoCTM MHpOPMaLUM MepMaHnm NpUHSAN pacHeTHbIe OLEHKM PUCKA HA OCHOBE M3BECTHLIX YIPO3 W YA3BUMOCTEN
u paspabortan gna aToi Lenu nakeT mMep. Takum o6pasom, nonb3osatensam pykosoacTea no 6asucHon sawmrte UT He
NpWAETCA CHOBA MPOBOAMTL NofobHLIN aHanu3 Gasoson 3awmTsel UT. Monb3oBaTteny AomnXHbl Tornbko obecnevnTb noc-
nefoBaTenbHYIO U NOMHYID peanu3aumio peKOMEeHAOBAHHBIX 3alUUTHBIX MEp.

B T0 e Bpems pykooacTBo no 6asoeon 3awmte UT nomoraet o6ecneuntsb 6e3onacHoctb UT B TOM, 4TO KacaeTcst
SKOHOMMUYECKN 3HMEKTMBHOIO BLINONHEHWS TPpebOBaHWI K 3alMTe Ha CpegHeM YPOBHe, Tak Kak nonvtuka 6esonacHo-
CTN MHAMBUAYANbHBIX CUCTEM MOXET CChINATLCA Ha 3TO PYKOBOACTBO. Takum obpasom, 6a3osas 3awmTa UT ctaHoBUTCA
06LLEeNPVHATON OCHOBOW COrMalleHns No 3aWnTHBIM Mepam st COOTBETCTBUA TPeOOBaAHUAM 3aLMUTLI CPEAHETO YPOBHS.

CopepxaHue

1 MeHegxmeHT GesonacHocTn UT

2 MNpumMeHeHune pykosBogcTBa no 6asosolt sawmte UT

2.1 MNMpumeHeHne pykosoacTea no 6asosow sawmte UT
2.2 YcraHoBneHue TpeGoBaHWl K 3alumTe
2.3 Vicnonb3osaHne pykoBoacTea no 6aszoson sawmute AT
2.4 TpakTnyeckue CoBeTbl U OnepaunoHHble BCrioMoraTteribHble cpeacTsa
3 Basopas 3awmta AT OCHOBHbLIX KOMMOHEHTOB
3.1 Opranusaums
3.2 Mepconan
3.3 MNnanupoBaHve AeVCTBUN B HELITATHBLIX CUTYaLUSIX
3.4 PesepBupoBaHve
3.5 3awmTa gaHHbIX
3.6 3awpmTa oT KOMMNBIOTEPHOTO BUPYCa
3.7 Obwee npeacraeneHne o kpunTorpacdum
4 NHbpacTpykTypa
4.1 3paHusa
4.2 Mpoknagka kabenen
4.3 MNomewweHuns
4.3.1 Ocbmec
4.3.2 MomeweHne ansa cepeepa
4.3.3 ApxvBbl 3aN0OMUHAIOLWMUX YCTPOWCTB
4.3.4 MNomelLeHne TeXHNYECKOW MHPPACTPYKTYPhI
5 Cuctemsbl, He BXxoasilme B CeTb
5.1 OuckoBas onepaunoHHas cuctema DOS PC (oguHOYHLIA Nonb3oBaTenb)
5.2 Cuctembl UNIX
5.3 lMopTaTMBHLIN NEPEHOCHON KOMMbIOTEP
5.4 [nckoBas onepauuoHHas cuctema DOS PC (Heckonbko nonb3oBaTtenew)
5.5 MK Windows NT
5.6 MK Windows 95
5.7 Obwasn cuctema, He BXoaswwasi B CeTb
6 CeTteBble cucTemsl
6.1 Cetb NK Ha ocHoee cepBepa
6.2 Cetb UNIX
6.3 C1pykTypa cetn paBHonpaBHbix 9BM Ha 6a3e Windows ana pabounx rpynn
6.4 CeTb Ha ocHoBe Windows NT
6.5 Cemencrteo onepaunoHHbix cuctem Novel Netware 3.x
6.6 CemelicTBO onepaunoHHbix cuctem Novel Netware 4.x
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6.7 leTeporeHHble ceTn
6.8 YnpaBneHue ceTbio U cucteMamm

7 Cuctembl Nnepegaqyn AaHHbIX

7.1 O6bmeH Mexay cpefjamu XpaHeHust
7.2 Mogem

7.3 MexceTeBas 3awmra

7.4 JnekTpOHHas no4ta

7.5 UHTepHeT cepeep

8 OucTtaHuunoHHas nepegava gaHHbIX (TENEKOMMYHUKaLWs)

8.1 TenekoOMMYHVKaLNOHHbBIE CUCTEMBI
8.2 dakcumunbHble annapartbl

8.3 ABTOOTBETHUKM

8.4 AnnapaTypa AMCTaHUMOHHOIO AENCTBMS

9 Opyrve komnoHeHTsl UT

9.1 CtaHgapTHoe nporpaMmHoe obecrneveHue
9.2 basbl gaHHbIX

9.3 CpeacTea nepegayun gaHHbIX

KaTtanorn 3awuTHbIX Mep

Katanoru yrpos

Karanoru yrpos ¢ Tabnuuamm 3almTHbIX Mep
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Mpunoxenne D
(cnpaBouHoe)

CnpaBouHuk NIST" no komnuloTepHo# GesonacHocTU

B HacToswWweM NMpunoxeHun NpuBeaeHo kpaTkoe onmucaHue cnpaso4vHuka NIST [5].

O6nacTb NPUMeHeHnsA

Cnpasounuk NIST obecneynBaer 3awmTy KOMMbIOTEPUM30BaHHLIX PECYPCOB, BKNIOYasA annapaTypy, nporpaMMHoe
obecneyeHne n uHpopmaumio. B HeM pasbACHAIOTCA BaXHble KOHUENLUUKW, BONPOCHI CTOUMOCTM U B3aMMOOTHOLLEHUSI
cpeacTs ynpaenexHusi 6e3onacHocTbio. B Hem npueegeHbl NpenMyLecTBa BHEAPEHU CPeACTB ynpaeneHus 6e3onacHo-
CTblO, OCHOBHbIE TEXHOMOINMU NN NOAX0AblI ANA Ka)xXaoro Bua KOHTpOns.

Cnpasounuk NIST gaet wwupokuii 0630p komnbloTepHon Ge3onacHocTh ¢ Tem, 4YTobbl Nonb3oBaTernb MOT NOHATb
CBOM HyxAbl B 3TON 0oBnacTi u paspabotate NpaBUNbHLIA NOAX0A K BbIGOpy noaxoaswmx cpeacTs ynpaeneHus 6esonac-
HocTblo. CnpaeoyHuk NIST He copgepxuT onucanus 3TanoB, HeoBXooUMBIX AN peanu3auum nporpaMmmsl obecneveHus
komnbloTepHol 6e3onacHocTu. Cnpaeounnk NIST npegocTaenseT nogpobHbie MeToAUKM BHEAPEHUS CPeACTB ynpaerne-
HMA 6e30NacHOCTBIO UMK NpeanaraeT PpykoBoAAWwMeE yKa3aHus no ayauTy 6esonacHoctu cneunanesHelX cuctem. B koHue
Kaxgow rnaesl cnpaBodHmka NIST npueegeHbl CCbINOYHbIE AAaHHbIE.

Lleneto cnpaeoyHuka NIST He senaeTca onucaHue TpeboBaHuii. B HeM paccmaTtpuealoTca npeuMyLiectBa uc-
MonNb30BaHWA PasnnYHbIX CPeACTB yNpaBneHUs KOMMNbIOTEPHON 6e30MacHOCTBIO U CUTYaUWK, B KOTOPLIX UX NPUMEHEHWE
moxeT 6biTe Heobxogumeim. Ocobble TpeboBaHWA Ansl HALUMOHANBHBLIX CUCTEM BblaeneHbl B Tekcte. CnpasouHuk NIST
COOEPXKMT PeKOMeHZAUMN U PYKOBOAALLME YKA3aHWUsi, B HEM HE MPefyCcMOTPEHb! Kakue-nnbo mepbl HakasaHus.

CopepxaHue

| BeegeHue un o6wmin 063op

1 Beegenwve
2 3nemeHTbl KOMMblOTEepHON GesaonacHocTn
3 PacnpegeneHne OTBETCTBEHHOCTU U MOMHOMOUMMA
4 O6Lwme yrposbl: kpaTkuin 063op
Il CpeactBa MeHegXMeHTa
5 Monntuka o6ecne4veHns KOMMNLIOTEPHON 6e30MacHOCTM
6 MeHemaxMeHT nporpammbl KOMMNbIOTEPHON Ge3onacHoCTy
7 MeHemKMEHT pucka KOMNbIoTEPHOW 6e3onacHocTu
8 be3onacHOCTb M NNaHUPOBaHWE B >XM3HEHHOM LUKNE KOMMbIOTEPHOW CUCTEMbI
9 MapaHTm
Ill CpegcTBa onepauuoHHOro ynpaBneHus
10 YnpaeneHne nepcoHanom/nonb3osarensamm
11 MoaroToBKa K BHELTATHBIM CUTYaUMUSIM U CTUXUWHBIM BeacTBUaAM
12 O6paboTka MHUMAEHTA B KOMMBIOTEPHON 6e3onacHocTu
13 OcBegomneHHOCTb, 0byyeHne M obpasoBaHune
14 Bonpocbkl 6e30nacHOCTM NPU 3KCMNyaTauMn U TEXHUYECKOW MoaaepKKM KOMMboTepa
15 Be3onacHOCTb (HU3NYECKON U OKPYXKaloWen cpepbl
IV TexHnyeckue cpencTea ynpaBrneHusi
16 UageHTudukauus u ayteHTudmkaums
17 INornyeckoe ynpaenexHne gocTyrnom
18 Cneppbl ayauta
19 Kpuntorpadus
V Mpumep
20 OueHKa 1 CHUXEeHWe pucKa Ans rMNnoTeTUHYECKOW KOMMBIOTEPHOW CUCTEMBbI

) HaumoHarbHbI MHCTUTYT CTaHAapToB 1 TexHonormii CLLA.
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MpunoxeHne E
(cnpaBo4HoOe)

MeauuuHckue MHopMaLMOHHBbIE TEXHOMOTUU.
KaTeropun 6esonacHocTu U 3aluuTa MHpOPMaLMOHHLIX CUCTEM 3L, paBoOOXpPaHeHUs1

B HacTosWeM npunoxeHnn NpuBeaeHO KpaTkoe onvcaHve eepornelickoro craHpgapta ENV [6].

O6nacTb NpMMeHeHuns

HacTosimin eBponenckuii cTaHAapT yCTaHaBNMBaeT MeToabl knaccuukaumm aBToMaTM3MpoBaHHbIX MHOpMa-
LUMOHHLIX CUCTEM 34paBOOXPaHEHUsl C TOMKM 3penHnsa BeaonacHocTu. MpuHATbIE 3aWwMTHbIE Mepbl o6ecne4nBaroT npe-
JOXpaHeHue JOCTYNHOCTU, KOH(UAEHUMANBHOCTM U LEeNOCTHOCTM JaHHbIX 4O NpueMriemoro ypoeHs. [pveegeHo cooT-
BETCTBME NakeTa 3aWwuTHbIX TpeboBaHuii n Tpebyemoro ypoBHs pucka Ansl Kaxdon kaTeropum.

Hacrosawmi eBponencknii ctaHaapT NPUMEHSETCs KO BCeM aBTOMATUYECKMM MHOPMaUUOHHBIM CUcCTEMaM 3apa-
BoOXpaHeHusl. Cioaa OTHOCATCS CUCTEMbI, HEMOCPEACTBEHHO CBSI3aHHbIE C NEYEeHEM MaLMeHTOR, Hanpumep CUCTeMbI
06paboTkn pesynbraToB aHanuaoB nabopaTtopuit. OH Takke BkMoYaeT B cebs cTatucTudeckne M agMUHUCTPATUBHbLIE
cmcTeMbl, obecneynBarope onepaTMBHYIO NOAAEPKKY CaMoro yupexaeHnsl 34paBooOXpaHeHns, Hanpymep nnaTexHbie
BEOOMOCTM MepcoHana, cUCTeMbl NNaHUPOBaHWUA U (OUHAHCOBOTO yyeTa. OgHAKo CUCTEMBI, ANS KOTOPbIX BaXHbIM Tpebo-
BaHWEM SIBNAETCH KOH(MOSHUMANBHOCTL, B HACTOSILLEM €BPOMNEiCKOM CTaHaapTe He paccMaTpyBaeTca. [JaHHbIn cTaH-
4apT npegHasHaveH ansa notpebuTteneli HageXHbIX UHOPMAaLUWMOHHLIX CUCTEM B 3paBOOXpPaHEHUM n/unm paspaboTum-
KOB/Mpou3BoauTenei Takux cuctem. BHegpeHne TEPMUHOB U MOJNOXEHWUIA, YCTAHOBMNEHHbIX B AAHHOM CTaHaapTe, Cno-
coBCTBYeT BbINOMHEHNIO 00A3aTeNbCTB N0 HAUMOHANBHOMY M €BPONENCKOMY 3aKoHOAaTenbCTBy B 06nactu 3gpaBooxpa-
HEeHWsl, a TaKkKke OTBEYaeT OXMaaHuaM obLWwecTBa B COOTBETCTBUM CO cTaHAapTamMu 6e30nacHOCTU MHAOPMAaLMKN BbICOKO-
ro YpOBHSl.

CopepxaHwe

1 O6rnacTb NpUMEHeHus

2 HopmaTuBHbIE CCbINKK

3 TepmuHbl 1 onpepeneHns

4 CokpaleHus

5 Knaccudmkaums MHGOPMALMOHHBIX CUCTEM 34paBOOXpPaHEHUs

6 3awuTHbli Npochune | (TpeboBaHMA 6a30BOrC YPOBHS)

7 3awmTtHe npoduns Il

Tpe6oeaHus 6a30BOro YPOBHSI

TpeboBaHWA NOBbLILLEHHOTO YPOBHS
8 3awmTHbIA npotune i

TpeboBaHWa 6a30BOr0 ypPOBHSI

TpeboBaHWA MOBbLILLEHHOIO YPOBHS
9 3awmTHbIN Npodune IV

TpeboBaHua 6a30BOrO ypOBHSI

TpeboBaHWA NOBbLILLEHHOO YPOBHS
10 3awwmTtHbIl npodhune V

TpeboBaHua 6a30BOr0 ypOBHSI

TpeboBaHWA NOBbLILLEHHOIO YPOBHS
11 3awmTHbI Npodunb VI

TpeboBaHys 6a30BOro ypoBHS

TpeboBaHWA NOBbLILLEHHOO YPOBHS

MpunoxeHue A (cnpaeodHoe) Moaxoa K Knaccnpmkaumm cuctTemsl

MpunoxeHue B (cnpaBovHoe) PekomeHgauun no MCNonb3oBaHWIO €BPONENCKOro crtaHgapTa

MpunoxeHne C (cnpaBoqHoe) Mprmepbl KaTeropuin MHHOPMALMOHHBIX CUCTEM

Mpunoxenne D (cnpaeovHoe) Knaccudmkaumsa MHHOOPMaLNOHHBIX CUCTEM

Mpunoxexue E (cnpaBoqHoe) VcTouHMkK yrpo3

Mpunoxenne F (cnpaBodHoe) bubnuorpadus
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Mpunoxenue F
(cnpaBoyHoOe)

TK 68 BaHkoBckue u apyrue ouHaHCOBBIE YCAYTU.
PykoBopgsue ykazaHusa no uHdopMaLMoHHon 6e3onacHoCcTU

B HacToAWwEeM NpunoxeHMn NpUBEAEHO KPaTkoe ONMucaHue AokymeHTa [7].

O6nacTb NnpuMeHeHns

®uHaHCOBLIE yUpeXaeHUs BCE Yallle UCMONb3YIoT MHGOPMALIMOHHBIE TEXHOMOMMU AN YCNELWHOro BeAeHus GuaHe-
ca. MeHemKMEHT pucka SIBMsieTCs OCHOBHBIM KOMIMOHEHTOM 0DecrneveHus1 KayeCTBEHHbIX (PUHAHCOBBIX yCnyr. PUHaHCO-
Bble y4YpexaeHus ynpaensioT puckom vepes achdekTmBHyto npakTuky 6usHeca, BHUMaTENbHOE 3aKnioHYeHne JOroBopoB,
CTpaxoBaHWe U UCMOSIb30BaHME MeXaHW3moB 6e30nacHOCTU.

®PUHAHCOBLIE YYPEXAEHUS UCTILITLIBAIOT NOTPEGHOCTL ynpaBneHusi 6e3onacHoCTLI0 MHpOPpMaLuK B MiobbIX cUTY-
aumsax. Hactoawwi AokyMeHT He npeanaraeT pelleHuii Ans Bcex cutyaumii. Kaxxaasa cutyaumsa gomxkHa 6biTb nccnegosa-
Ha wHaMBMAyanbHO. HacTosiwmin AoKyMEHT coaepxuT oblume pekomeHaaumm.

OCHOBHbBIMK 3a1a4amMn HACTOSILLETO JAOKYMEHTA SIBISIIOTCA:

- NpeacTaBneHne CTPYKTypbl NporpaMmbl MHG)OPMaLUMOHHOW Ge3onacHocTw;

- NpeacTaeneHne pykoBOACTBA No BbIGOpy cpeAcTB ynpaBneHusi 6e30nacHOCTbIO, YCTAHABNUBAIOWETO NpuemIe-
MYI0 MPaKTuKy BeaeHusi buaHeca,

- COOTBETCTBME CYLLECTBYIOLMM CTAaHAAPTaM, a TaKkke HOBbIM pa3paboTkam 06bEKTMBHBLIX U OBWENPUHATLIX KpUTe-
pueB 6e3onacHoOCTU.

Hacroawwmi aokymeHT npegHa3Ha4YaeTcs Ansl MCNONb30BaHWA (DMHAHCOBLIMMW YYPEXAEHUSIMU BCEX TUMOB, KOTO-
pble XenawT NPUMEHUTb 3KOHOMHYIO U KOMMEpPYEckn uenecoobpasHylo nporpammy obecneveHns HMOPMaLUNOHHON
6esonacHocTu. OH Takke norneseH Ans Tex, KTo NpegocTaenseT ycnyrm (pmHaHCOBbLIM yupexaeHusM. Hactosawmii qoky-
MEHT MOXET TaloKe CNy>XWTb B KauecTBe NepBOUCTOYHMKA ANA NpenogaBaTeneit U usgatenen, obenyxveaowmx duHaH-
COBYIO [€ATENbHOCTD.

CopepxaHune

1 BBepeHue

2 Ynpaenenue GeaonacHocTbio UT

3 MonunTtuka 6esonacHocTn UT opranusaumm

4 Opranunzauus 6esonacHoctn AT

4.1 ObsisarenscTBa
4.2 OTBETCTBEHHOCTb W MONTHOMOUUSI
5 AHanua pucka
5.1 Beegenve
5.2 MInniocTpmpoBaHHbIA NPOLECC OLEHKM pucka
5.3 Yrpoasbi
5.4 Ya3BMMOCTH
5.5 Kateropuu puckos
5.6 VgeHTudmkaumna n aHanua pyHKUMIA opraHv3aumm
5.7 lMpouecc OueHKn pucka
6 PekomeHgauum no obecnevenmio 6esonacHoctn UT
6.1 MNpuHaATHe pucka
7 BbiGop 3alWmTHBIX Mep no obecnevennio 6e3onacHoCcTu
7.1 Knaccudukaumsa nHbopmaumm
7.2 lornyeckoe ynpaeneHue gocTyrnom
7.3 Cnepg pesuaum
7.4 YnpaBneHne U3MeHeHUsIMM
8 BHeapeHve 3alWnTHLIX Mep
8.1 KomnbloTepsl
8.2 Cetn
8.3 MporpammHoe obecneueHne
8.4 Nonocoeasn, TenedoHHast U Apyrasi B3aMmoOCBsA3aHHas annaparypa
8.5 dakchl n n3obpaxeHus
8.6 OnekTpoHHas nouTta
8.7 [okymeHTbl Ha GymaxHoM HocuTene
8.8 Mukpodopmbl 1 gpyrve crnocobbl XpaHeHne HocuTenen nHdopmMalmm
8.9 KapTbl ¢huHaHCOBOM TpaH3aKuum
8.10 ABTOMaTUYECKNE OTBETUUKM
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8.11 OneKkTpoHHble HOHAbLI U TpaHcdhepTs
8.12 Yekn
8.13 OnekTpoHHasa koMmmepums
8.14 OneKkTpoHHble OeHbIN
8.15 BHecucTemHble cpeacTBa
8.16 CtpaxoBaHue
8.17 Aygut
8.18 ObsnzaTenbHOE COOTBETCTBUE
8.19 MnaHupoBaHye BOCCTaHOBMNEHWs NOCMNe CTUXUIHOTO 6eacTems
8.20 BHewHne nocTaBLWmKkn ycryr
8.21 KpunTtorpadudeckne onepaummu
8.22 CekpeTHOCTb (3aWuTa HacTHON MHdbopMaumm)
8.23 BHegpeHne kpuntorpaduyeckux CpeacTB yrnpaBneHus
9 OcBeAoOMIEHHOCTb 0 6e30nacHoCTH
9.1 OcBegoMneHHoCcTb 06 MHhopMaLUnoHHOl Ge3onacHoCTH
9.2 Yenoseyeckne hakTopbl
10 OanbHenwee obecneyeHne Ge3onacHoCTH
10.1 TexHuueckoe obcnyxvBaHue
10.2 CooTBeTcTBME GE30MACHOCTM
10.3 MoHuTOpUHT
10.4 Ob6paboTka uHUMAEHTA
11 Ccbinkm
Mpunoxenne A (cnpaBo4Hoe) O6pasubl 4OKYMEHTauum
MpunoxeHve B (cnpaBoqHoe) MpumMepsl 6a30BOro ypoBHs U obecneveHne HeaonacHocTu
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MpunoxeHne G
(cnpaBouHoe)

3awuTa HeHHoU uHcpopMaLMK, He Nognagalolein noa AencTBUe 3aKOHOAaTeNILCTBA
O rocyapcTBeHHOMN TailHe.
PexoMeHaaLuu Ana aBTOMAaTU3UPOBAHHbLIX pabovuux mect

B HacTosilemM NpunoxeHnn NpUBEAEHO KpPaTKoOe ornucaHue JokyMmeHTa [8].

O6nacTb NnpUMeHeHnst

Hacrosiwmii AOKYMEHT pekoMeHAyeT creuuanucTam opraHuM3auumM Mepbl NO BHeApeHUuto obecrieyeHust 3alnTol
LieHHON nHdopMaLuK, He noanagalowen nog, AeUCTBUE 3aKOHOAATENbCTBA O FOCYAAPCTBEHHON TalHe, koTopasi obpa-
6aTtbiBaeTcs, obpalaeTcs u XpaHUTCA C NOMOLLBIO KOMIMBIOTEPHLIX CPeAcTB. HacToawme pekomMmeHAauMu B 4acTHOCTM
KacaloTCsi:

- [OPOroCTOALLENO NPOrPaMMHOro obecneyveHnst UNu XULLEHUN, yXyALEeHUs COCTOSIHUSA UIU pacKpbITUsi UHdOpma-
LUK, KOTOpbIE MOryT NOCTaBUThb OpraHn3auuio B 3aTpygHUTENbHOE MNONoXeHue,

- orpaHnyeHHoro obpauweHus unu cneunduyeckol koHduaeHLManbHON MHdopmauum, KoTopasi Npu yCnoBum
NPUHATBLIX 00513aTeNnbCTB COXpaHeHUs NpodeccnoHanbHOM KOHMUAEHUMANBLHOCTU, HE AOMKHA pasrnawartbes. Ana wH-
copmaumm Bonee BbICOKOTO YPOBHA KOH(DMAEHUMANbHOCTH, T.6. 0CODO CeKpeTHON MHGOpMaLMK, opraHn3aumst AOMKHA
npeaycMoTpeTb yCuneHHble Mepbl obecrnieveHuss 6€30nacHOCTU, peKOMEHA0BaHHbIE B HACTOSILLEM [JOKYMEHTE.

Opranmsaums omkHa COCTaBNATbL CBOM BHYTPEHHME MHCTPYKLMKM HA OCHOBE 3TUX peKOMEHZaLUN.

CopepxaHue

Beepenne

1 Obnactb npumeHeHus

2 AgMUWHMCTPATUBHOE ynpaeneHue u opraHu3auus obecrnieveHuss 6esonacHoOCTU

2.1 NMapTHepbl NO 6€30NacHOCTU U UX porlb
2.2 Mpouepypel
3 ®unanveckas Ge3onacHoCTb
3.1 MecTononoxeHue
3.2 NHcTannsauma annapaTtHeix cpegcte 3BM
3.3 YnpaeneHve goctynom nepcoHana k annapaTtHelM cpegcTBam
3.4 YnpaeneHue gocTynoMm nepcoHana B 3gaHus
4 Bbe3onacHOCTb, Kacawlasaca nepcoHana
4.1 OTBETCTBEHHOCTb W NpoLueayphbl
4.2 Oby4yeHre 1 0CBEOOMIEHHOCTb — MOBbILWEHHAA 0CBEAOMIEHHOCTb
5 be3onacHOCTb [OKYMEHTOB
5.1 ObpalleHre n 3almTa UHopMaLmm
5.2 ObpalleHue 1 3awWwmTa HocUTenen nHgopmauum
6 Be3onacHOCTb KOMMBIOTEPOB
6.1 KomnbtloTepHoe obopygoBaHve
6.2 Ynpaenexnve goctynom
6.3 MporpammHoe obecneveHune
6.4 dannbl
6.5 TexHunyeckoe obcnyxuBaHue
6.6 BpemeHHbIi peMOHT
6.7 Hagsop v Bepucukaums
7 Mpouepypa coxpaHeHus (pe3epBUPOBaHUs) U NopsAdKa AEUCTBUI B HENPeaBMAEHHON CUTyaumm
7.1 Mpoueaypa coxpaHeHusi (pe3epBUMpPOBaHUs) haimnoB gaHHbIX
7.2 Mpoueaypa coxpaHeHusi NporpamMmmHoro obecneueHms
7.3 lMNpouegypa OENCTBUI B HENPEOBWMOEHHOW CUTYaLMK: cryYai OObIMHBIX HEUCMPABHOCTEN
7.4 Mopsigok AeWcTBUIA B HeNpeaBUAEHHOW CMTyauumn: criydaii noruyeckoro Bo3gencTeus (ataku)
7.5 MNopsipok OeCTBMI B HENPEeABUAEHHON CUTYauWK: criyYai «katacTpotunHeckuiny
8 BesonacHblli 06MeH MHGopMaumen No CpeacTeaM CBA3M
8.1 Kpuntorpadudeckoe obecneveHne GeaonacHocTu
8.2 be3onacHOCTb kaHanoB 1 QOCTYMOB Nepeaaym
9 YnpasneHwe KoHurypaumen
MpunoxeHne A (cnpaeoudHoe) MpuHaTele 06a3aTenscTBa
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Mpunoxexnne H
(cnpaBovHoOe)

KaHagckui cnpaBo4HUK No 6e30MacHOCTU UHGpOPMaLIMOHHBIX TeXHONOTMUM

B HacTosiwem npunoXxeHun nprvBegeHO KpaTkoe OonucaHve crnpaBoudHuka [9].

O6nacTb NpUMeHeHuns

HacTosiwmii cnpaBoyvHuk nomoraeT obecnevrBaTb 6€30NacCHOCTb KOMMBIOTEPU3OBAHHBLIX PecypcoB (BKMiovas arn-
napaTHble U NporpaMMHble CPeACcTBa) NMyTeM pa3bsCHEHUA BaXKHbIX KOHLENUWIi, BOMNPOCOB CTOMMOCTM W B3auMOOew-
CTBMWA CpeacTB ynpaeneHus 6e3onacHocTbio. CnpaBoYHMK NoKasbliBaeT NPenMyLLecTBa BHeAPEeHWs CpeacTB ynpaBneHus
6e30nacHOCTLI0, OCHOBHbLIE TEXHOMOIMK UK NoaxoAb! ANs KaXA0ro Buaa cpeacTtBa obecnedeHunsi 6e3onacHoOCTH.

HacTosiwumin cnpaBoYHMK gaeT WHUpPOKMI 0630p KOMMbIOTEpHOW Oe3onacHOCTU € TeM, 4To6bl nonb3oBaTens Mor
MOHSITE CBOM HYXXAbl B 3TOW obnactu n paspaboTtate NpaBunbHbIA NOAX0A K BbIGOPY NOAXOAAWMX CPEACTB ynpaBneHus
6eaonacHocTelo. CrnpaeoyHmk NIST He cofepXuUT onucaHusi 3Tanoe, HeobXxoaUMbIX ANsl peanusaumu nporpammel obec-
neYeHus KomnoloTepHol 6esonacHocTu. Hactoswmin cnpasodHuk NIST npegocraenseT noapobHble MeToaukn BHeape-
HUA CPeACTB ynpaBneHus 6e3onacHoCTBIO UMK NpeanaraeT pyKoBoaswme ykasaHus no ayauty 6e3onacHoOCcTW cneum-
anbHbIX cucTeM. B koHue kaxgol rnaesl cnpaBovHuka NIST npvBeaeHb! ceblnoyHbie gaHHble.

Hactoswumin cnpaBoYHuK He cogepxut TpeboBaHWi. B Hem paccmaTpvBaloTCsl NpeuMylecTBa MCMONb3OBAHUS
pa3nuuyHbIX CPeacTB YNpaBneHus: KOMMNbIOTEPHON 6E30MacHOCTBIO U CUTyaLUK, B KOTOPbIX UX NPUMEHEHNE MOXeT BbiTb
Heob6xogumbiM. Ocobble TpeboBaHMs AN HaLMOHANBbHbLIX CUCTEM BbidereHbl B TekcTe. CnpaBoYHUK COAEpPXUT PeKo-
MeHAaUUM U pyKOBOASsILLME YKa3aHus U He npegycMaTpuBaeT kakux-nubo mep HakasaHwms.

CopepxaHue

| BeBegeHue v o6wmii 0630p

1 BeeageHue
2 3nemeHTbl KOMMblOTEpHON Ge3onacHocTh
3 PacnpegeneHne oTBETCTBEHHOCTM M MOMHOMOUMMA
4 O6wue yrpossl: kpatkmin 063op
Il CpeactBa MeHegXMeHTa
5 MonnTtuka obecneueHnst KOMMbIOTEPHOW Ge30nacHoOCTH
6 MeHemKMeEHT NporpaMmbl KOMNbIOTEPHOW Be3onacHOCTH
7 MeHegpKMEHT puUcka KOMNbIOTEPHONU Be3onacHoCTh
8 be3onacHOCTb U NIAHMPOBAHWE B XU3HEHHOM UMKNE KOMMBIOTEPHOW CUCTEMBI
9 MapaHTum
Ill CpepctBa onepaumMoOHHOIO ynpasneHns
10 YnpaBneHue nepcoHanom/nonb3oBaTensiMm
11 MoproTtoBka K BHELWTATHBIM CUTYaUUAM N CTUXUIHBIM 6eacTBUAM
12 O6paboTka MHUMOEHTA B KOMNBIOTEPHON HesonacHocTn
13 OcBepomneHHocTb, 0b6yveHne n obpasosanune
14 Bonpocbl 6e30nacHOCTU NPU 3KCMnyaTauum U TEXHMHECKON NOAAEPXKKA KOMMbIoTepa
15 Be3onacHOCTb (HU3NYECKON M OKPYXalowWwen cpeabl
IV TexHu4eckue cpeacTBa ynpaBneHns
16 UpgeHTudpmkaums n ayreHtndukaums
17 Normyeckoe ynpasneHne AoCTynom
18 Cnepgpl ayauta
19 Kpuntorpadums
V Mpumep
20 OueHka U CHWXEeHMe pucka Ans rMNOTETUHECKOW KOMMNBbIOTEPHON CUCTEMBI
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Mpunoxenne |
(cnpaBouHoe)

CBegeHUsi 0 COOTBETCTBUU HalMOHaNbLHLIX cTaHAapToB Poccuiickon Pegepauuu

CCbITOYHbIM MeXAYHapOoAHbLIM CTaHOAApPTaM

Q603Ha4YEeHNE CCbINIOYHOTO
MEeXAYHApOAHOro cTanaapTa

0O603HaveHne 1 HaMEHOBaHNe COOTBETCTBYIOLLETO
HaLMOHANLHOTO cTaHAapTa

NCO/M3K 13335-1:2004

MOCT P NCO/M3K 13335-1—2006 UHdopmauynoHHasi TEXHOMOIUS.
MeTtoabl u cpeacTea obecneuenusi 6esonacHoctn. Yacte 1. KoHuenums u mo-
Aenn MeHegxmeHTa 6e30nNacHOCTU MHMOPMALMOHHBIX U TENEKOMMYHUKaLM-
OHHbIX TEXHONOMI

NCO/M3K TO 13335-3:1998

FOCT P MCO/M3K TO 13335-3—2007 UndopmaLmoHHaa TEXHONOMMA.
MeToakl n cpegctea obecneveHus besonacHocTn. Yactb 3. MeToabl meHex-
MeHTa 6e3onacHoCcTM MHGOPMALMOHHBIX TEXHOMOMUNA

NCO/M3K TO 13335-5:2001

MOCT P NCO/M3K TO 13335-5—2006 UHdopmaLmoHHast TEXHOMOmMA.
MeToabl n cpegctea obecrneveHnst 6ezonacHoctTn. Yactb 5. PykoBoacTBo no
MeHeaxmMeHTy 6e3onacHocTu ceTu

NCO/M3K 10181-2:1996

NCO/M3K 11770-1:1996

NCO/M3K 9126-1:2001

BS 7799-1:1999

* COOTBETCTBYIOWUIA HALUMOHAIbHbIA CTaHOAAPT OTCYTCTBYET. [lo ero yrBepXaeHna pekoMeHayeTca ncnonob-
30BaTb NEpPeBoq Ha PyCcCKUi A3bIK AAHHOMO MexayHapoaHoro crtaHgapta. [epesog AaHHOTO MexAyHapoaAHOro
cTaHgapTa HaxoauTesa B PegepanbHOM MHEDOPMaLMOHHOM hOHAE TEXHUYECKUX PernameHTOB U CTaHJapToB.
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